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ˬ˞ˣ˟ 

 ˪ ˧ ˢˤ ˶˲˯ !ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˫˪ˣ˰˪ ˫˧˞˟ˢ ˫˧˩ˣ˶˟ˬ .ˢˤˢ ˵˸˶ˬˢ ˫˪ˣ˰˟ ˫˧ˮˣ˷˞˶ˢ ˫˧ˡ˰˴˟ ˫˩˸˞ ˢˣˣ  ˰ˣˡ

˪ ˷˧ ?ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˡˬ˪˧ ˣˢ˷˧ˬ˷ :˸ˣ˧˶˵˧˰ ˸ˣ˟˧˯ ˢˬ˩ ˨˩ 

-  ˭ˢ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ  ˨˷ˬ˟ ˣ˥˸ˣ˲˷ ˫˧˧˦˶ˣ˞˧˸ˢ ˸ˣˮˣ˧˰˶ˢ .˟˷˥ˬˢ ˧˰ˡˬ˟ ˵˸˶ˬˣ ˧˯˧˯˟ ˰ˡ˧ ˨˟ˡˮ

˪˷ ˧˷˧˞ˢ ˟˷˥ˬˢ ˸˞ ˪ˢˮˬ˷ ˫˩˥ˣ˸ˬˣ ˟˩˶ˣˬ ˡˣ˵˪ ˣ˩˲ˢˣ ˫˧ˡ˧ˠˣ ˶ˣ˰ ˣˬ˶˵ ˫˧ˮ˷ ˸ˣ˶˷˰  ˧˸˶˷ˣ ˫˩

 ˰ ˲ˢˢ ˸ˣ˩˶˰ˬ ˫˪ˣ˰˪ ˸ˣ˶ˣ˷˵ˢ ˟˷˥ˬˢ ˧˰ˡˬ˟ ˸ˣ˧˯˞˪˵ ˸ˣ˧˰˟ ˭ˮ˷˧ .˫˪ˣ˰˟ ˟˷˥ˬ  ˡ˴˧˩ ˢ˞˶ˮˣ ,ˢ˪

ˡˣˬ˸ˬ ˣˮ˪˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ  ˣ˸ˣ˞ ˪˰ ˸˧ˮˬˤ ˣ˟ ˸ˣ˧ˮ˩ˣ˸ ˶˲˯ˬ ˳˧˶ˢ˪ ˭˸˧ˮ ˡ˴˧˩ ,ˢˬˠˣˡ˪ .˫˸˧˞ ˸ˡ

˭ˣ˶˩˧ˤˢ ˸˞ˣ ˡ˟˰ˬˢ ˧˟˞˷ˬ ˸˞ ˸ˣˮˣ˷ˢ ˸ˣ˧ˮ˩ˣ˸ˢ ˭˧˟ ˫˧˵˪˥ˬ ˡ˴˧˩ ?˟˷˥ˬ ? 

-  ˸ˣ˩˶˰ˬ ˫˪ˣ˰ ˶ˣ˷˵ ˢ˪˰˲ˢˢ  ˧ˮ˲ˬ ˢˮˠˢ ˸ˣ˩˶˰ˬ ˥˸˲˪ ˧ˡ˩ .˫˧˟˷˥ˬˢ ˸˥˦˟˞ ˫˪ˣ˰˪ ˵ˣˡˢ ˭˲ˣ˞˟

 ˸ˣ˵ˤˣˮ ˸ˣ˵ˤˣˮ .ˢ˵ˤˣˮ ˸ˡ˟ˣ˰ ˨˧˞ ˭˧˟ˢ˪ ˨˶ˣ˴ ˷˧  ˭˩˪ .˭ˣ˶˩˧ˤˣ ˡ˟˰ˬ ˭ˣˠ˩ ,˟˷˥ˬˢ ˧˟˞˷ˬ˟ ˸ˣ˷ˬ˸˷ˬ
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 ˸ ˣ˵ˤˣˮ ˡ˴˧˩   ˢ˵˪ˡˢˣ ˧ˣ˟˧˩ ˶˥˞˪ ˸ˣ˵˥ˬˮ ˞˪ ˸ˣ˵ˤˣˮ ˡ˴˧˩ ?˭˸ˣ˞ ˳˧˶ˬ ˧ˬ ?˟˷˥ˬˢ ˭ˣ˶˩˧ˤ˪ ˸ˣˮ˰˦ˮ

˩ˣ˸ ˶˸˞˪ˣ ˸ˣ˯ˮ˪ ˷˧ ˫˧˪˩ ˣ˪˧˞ ?˟˷˥ˬˢ ˪˷ ?ˣˮ˪˷ ˟˷˥ˬ˟ ˸ˣ˴˶˷ ˸ˣˡˣ˷˥ ˸ˣˮ 

-  ˭ˣˠ˩ ˶˸ˣ˧ ˫˧ˬˡ˵˸ˬ ˫˧˞˷ˣˮ˪ ˶˟˰ˬ ˶˷˲˞ˬ˷ ˯˧˯˟ ˞ˣˢ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ ˰ˡ˧Reverse 

Engineering ˬ˧˪ˢ˷ ˫˧˞˷ˣˮ ,˸ˣ˵ˤˣˮ ˥ˣ˸˧ˮˣ˴˟ ˫˶˩˷ ˫ˠˣ ˵˸˶ˬ ˞ˣˢ ˫ˢ˪˷ ˡˣ$$$ ˫ˡ˧ 

˫˧ˡ˵ˬ ˰ˡ˧ 

˲˯ ˸˶ˡ˯˟ ˧˰˧˟˶ˢ ˶˲˯ˢ ˞ˣˢ ˢˤ ˶˲˯ ˶ ˟˧˧˯ ˨ˣˮ˧˥˪ ˤ˩˶ˬˢ ˪˷ ˡˣˬ˧˪ˢ ˧˶ ˡ˰ . :ˣˬ˯˶ˣ˲ ˢ˩ 

 ˞.  ˭ˣ˸˧˧˲ ˸˲˷˟ ˸ˣˮ˩˸ï  ˭ˮˣˠ ˵˶˟ 

 ˟.   ˫˧˟˷˥ˬ ˸ˣ˸˷˶ï   l ˣˢ ˧ˬˣ˪˷ˣ ˫˧ˣ˟ˮˤˣ˶ ˶ˬˣ˰ 

 ɣ.   ˱˯ ˸˲˷ˣ ˟˷˥ˬˢ ˢˮ˟ˬï  ˭ ˮˣˠ ˵˶˟ 

˧˞ ˫˧˟˷˥ˬ ˸ˣ˸˷˶˟ˣ ˭ˣ˸˧˧˲ ˸˲˷˟ ˰ˡ˧ˣ ,ˢˤ ˶˲˯ ˡˣˬ˧˪ ˸˟ˣ˦˪ ˪˪˩ ˷˶ˡˮ ˣˮ  ˣ˪˩ˣ˸ ˨˶ˡ ˧˶ˣ˴˧˵ ˡ˰˟ ˫˸˞ ˫˞

  .˫ˢ˧˪˰ ˠ˪ˡ˪ 

ˣ˰˪ ˸ˬ ˧˯˧˯˟˟ ˭˧˧ˡ˰ ˫˧˦˪ˣ˷ ˫˩ˮ˧˞ ˫˞ ˸˞ˤ  ˸˧ˮ˯˥ˬ˟ ,˫˧ˮ˸˷ˬ ˪˷ ˫˧˪ˡˠ˟ ,˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩˟ ,ˢ˶˧˲˯

(Stack)  ˟˷˥ˬˢ ˢˮ˟ˬ˟ ˧˪˪˩ ˭˲ˣ˞˟ˣ  -   ˸˞ ˪˩ ˫ˡˣ˵ ˣˡˬ˧˪ .˫˧˪˧˥˸ˬ˪ ˡ˰ˣ˧ˬ ˣˮ˧˞ ˶˲˯ˢ .ˢˤ ˟˪˷˟ ˣ˶˴˧˰

ˢ˲ˢ ˸ˣ˩˶˰ˬ ˡˣˬ˧˪˟ ˣ˩˧˷ˬˢ ˭˩ˬ ˶˥˞˪ ˵˶ˣ "˱˯ ˸˲˷ˣ ˟˷˥ˬˢ ˢˮ˟ˬ" ˶˲˯ .ˢ˪˰ 

 ˶˲˯ˢ ˡˣ˵˧ˬˣˬ˧˪ˢ ˸˦˧˷ˣ l

˲ˢˢ ˸˩˶˰ˬ˟ ˡ˵ˬ˸˧ ˢˤ ˶˲˯  ˢ˪˰Windows ˥˞ˬ˷ ˢ˧˶ˣ˞˧˸ˢ ˨˞ ,˦˲ˣ˯ˣ˶˵˧ˬ ˪˷ x  ˫˧˦˶ˣ˲ˬ˷ ˫˧˞˷ˣˮˢ ˧˶

 ˭ˣˠ˩ ,˸ˣ˶˥˞ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˪ ˫ˠ ˸˲˸ˣ˷ˬ ˣ˟Linux ˟  ˷ˣˬ˧˷ ˪˷ ˧˯˧˯˟ˢ ˭ˣ˧˰˶ˢ ,ˢˬˠˣˡ˪ .-Processˣ ˫˧ -

Thread˪ ˵˶ ˨˧˧˷ ˣˮ˧˞ ˫˧ -Windows ˟  ˢ˶˧˥˟ˢ .˫˧˶˥˞ ˫˧˞˷ˣˮ ˫ˠ ˨˩ˣ ,-Windows   ˸ˣ˟˧˯ˢˬ ˢ˸˷˰ˮ

 :˸ˣ˞˟ˢ 
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 ˞. Windows ˧s ˷˧ ˭˩˪ˣ ˫˧˧˷˧˞ ˫˧˟˷˥ˬ˟ ˶˸ˣ˧˟ ˢ˴ˣ˲ˮˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˞˟ ˸˪˰ˣ˸˶˩˧ˢ  ˢ˟ˣ˦ ˸ˣ

ˢ˪˷  . 

 ˟. ˫˧ˡˬˣ˪ˢ ˪˷ ˟˷˥ˬˢ ˸ˣˮ˧˧˶ˣ˞ ˶ˣ˲˧˷  -    ˸˟˧˟˯˟ ˢˡˣ˟˰Windowsˣˮ˩ˣ˸ ˸ˮ˵˸ˢ ,  ˸˟˧˟˯˟ ˸

Windows  ˪˷ ˢ˵˧˦˯ˣˮˠ˞˧ˡ ˧˪˩ ˫˰ ˸ˣ˶˩˧ˢ ,Windows˶˲˷˧ ˣ˪˞ ˪˩ ,˷˥ˬˢ ˸ˣˮˬˣ˧ˬ ˸˞ ˣ  ˭˲ˣ˞˟ˣ ˟

 ˱˧˵˰ ˧˰˧˧˯ x   ˫˧ˡˬˣ˪ˢ ˸˧˟˶ˬ˪ .˟˷˥ˬˢ ˪˰ ˢˡˣ˟˰˟ ˫ˣ˧ ˫ˣ˧ˢ ˧˧˥˟ 

 ɣ.  ˸ ˣ˷˧ˠˮ  -   ˸˩˶˰ˬ ˫˰ ˢ˪˰˲ˢ ˟˷˥ˬ ˫˩˪ ˷˧˷ ˧˞ˡˣˣ˪ ˟ˣ˶˵Windows  ˨˯ˣ˥ ˣˤ ˢ˟˧˟˯˟ ˡˣˬ˧˪ .

˰ ˸˧˪˞ˣ˦˶˧ˣ ˢˮˣ˩ˬ ˪˷ ˢˮ˵˸ˢ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˫Linux  ˧ˬ˪ ˡ˥ˣ˧ˬ˟ ˸˟˩˶ˣˬ ˢˬ˧˷ˬ ˢˮ˧˞ ˣˤ .

 s ˪ˣ˪˰ ˨˞ ,˟˷˥ˬ ˪˰ ˢˡˣ˟˰˟ ˢ˯ˣˮˬ˷  ˟˷˥ˬ ˸ˣˮ˧˧˶ˣ˞ ˣ˪ ˭˧˞˷ ˧ˬ ˵˧˥˶ˢ˪  ˣ˧ˡ˰˴ ˸˞ ˢ˷ˣ˰ˣ ˢ˟ˣ˦

 .˫˧ˮˣ˷˞˶ˢ 

 l.  ˸ ˢ ˫˧˞˷ˣˮˢ ,˶ˣˬ˞˩˧˟ ˫˧ˡ˟ˣ˰ ˫˧˶˟ˡˢ ˨˧˞ ˭˧˟ˬ˷ ˧ˬ .˫˧˲˲ˣ˥ ˫˧˧˦˶ˣ˞ -Windows    ˶˸˧˟ ˡˣˬ˪˪ ˪ˣ˩˧

˫˧ˡ˟ˣ˰ ˫˧˶˟ˡˢ ˨˧˞ ˸ˣ˪˵   ˟-Linux  ˟  .ˢ˴˶ˢ ˳˟ˣ˵ ˦ˬ˶ˣ˲ ,ˢˬˠˣˡ˪ .˸ˣ˶˥˞ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ ˣ˞ -

Windows ˦ˬ˶ˣ˲ ˸ˣˡˣ˞ ˡˬ˪ˮ PE ˟  ˣ˪˧˞ˣ ,-Linux  ˧ ˴˟˵ ˪˷ ˦ˬ˶ˣ˲ˢ  ˞˶˵ˮ ˢ˴˶ˢELF  ˸ˣ˶ˬ˪ .

˟ ˞ˣˢ˷ ˧˲˩ ˫˧˧ˣ˯ˬ ˞˷ˣˮ ˪˷ ˢˮ˟ˢˣ ˢˬˣˡ ˞ˣˢ ˧˯˧˯˟ˢ ˭ˣ˧˰˶ˢ ,˫˧˦ˬ˶ˣ˲˟ ˧ˮˣ˷ˢ -Windows   ˸˰˧˧˯ˬ

˥˞ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ ˫ˠ ˞˷ˣˮˢ ˸ˮ˟ˢ˪  .˸ˣ˶ 

  ˞˧ˢ ˶˲˯ˢ ˪˷ ˡˣˬ˧˪ˢ ˸˦˧˷Hands On˸ ˰ˡ˧˷ ˢˮˣˬ˞ ˨ˣ˸ˬ ,˧˵ˬˣ˰˪ ˰˵ˣ˷ ˣˮ˧˞ ˡ˟˪˟ ˧˦˶ˣ˞   ˪ˣˠ˶˸ ˣˬ˩

 x ˮ ˪˩ ˭˩˪ .˧˷˰ˬ ˵ ˯˧˧ ˞˷  ˫˧˲˸ˣ˷ˬ ˫˧˧˦˶ˣ˞˧˸ˢ ˫˧˞˷ˣˮˢ .˫˧ˮˣ˷ ˫˧˪˧ˠ˶˸ ˰˴˟ˮ ˭˩ˬ ˶˥˞˪ˣ ˧˦˶ˣ˞˧˸ ˭˲ˣ˞˟ ˶

˥˟ˮ˷ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˪˰ ˣ˰˴ˣ˟˧ ˫˧˪˧ˠ˶˸ˢ ˣ˪˧˞ˣ ,ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˪˩˪ ˫˟ˣ˶˟ .˪˧ˠ˶˸˪ ˢ˶ 

˫˧ˮˣ˵˧˧˞ 

 ˰  ˪˵ˢ˪ ˧ˡ˩˟ˣ ˫˧˞˷ˣˮ ˷˧ˠˡˢ˪ ˧ˡ˩˟ ˫˧˞˟ˢ ˫˧ˮˣ˵˧˧˞˟ ˫˧˷ˬ˸˷ˬ ˣˮ˞ ˶˲˯˟ :ˢ˞˧˶˵ˢ ˪ 

    ˶ ˟˯ˢˢ ˸˞˧˶˵ ˧ˡ˩ ˨ˣ˸ ˣ˪˞ ˫˧˪˧ˠ˶˸ ˶ˣ˸˲˪ ˫˩˧˪˰ ."˨˶ˡˣˬ ˪˧ˠ˶˸" 

   ˶ ˲˯˟ ˠ˴ˣ˧ ˞˪ ˪˪˩ ˨˶ˡ˟ ˭ˣ˶˸˲ˢˣ ,˫˩ˬ˴˰˟ ˶ˣ˸˲˪ ˫˩˧˪˰ ˣ˪˞ ˫˧˪˧ˠ˶˸ .˰ˣ˴˧˟˪ ˪˧ˠ˶˸ 

    ɣ ˶˸˪ ˨˶ˡˣˬ ˭ˣ˶˸˲˪ ˫˩˧˪˰ ˢ˧ˢ ˣ˸ˣ˞ ˪˧ ˫ ˩ˬ˴˰˟ ˶ˣ˸˲ 

   ˶ ˥˞ ˧˸˶˷˰ˢ ˰ˡ˧ˬ ˣ˞ ,˧˶ˣ˦˯˧ˢ ˰˵˶ 

    ˭ ˣ˦˶˯˪ ˢ˧ˮ˲ˢ 
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ˡˣˬ˧˪ˢ ˧˵˶˲  

 ˵˶˲1 ï   ˪˷ ˢ˵˧˦˯ˣˮˠ˞˧ˡ ˧˪˩Windows  ˧˵˶˲˟ ˫ˢ˟ ˷ˬ˸˷ˮ˷ ˫˧˧˷ˣˬ˧˷ ˫˧˪˩ ˶˲˯ˬ ˣˮ˪ ˵˧ˮ˰˧ ˢˤ ˵˶˲ .

 ˭ˣˠ˩ ˫˧˟ˣ˷˥ ˫˧ˠ˷ˣˬ ˫˰ ˸˧ˮˣ˷˞˶ ˸ˣ˶˩˧ˢ ˧ˡ˩ ˨ˣ˸ ,˫˧˞˟ˢ ˡˣˬ˧˪ˢProcess ˫˧ x-Thread  ,˫˧˴˟˵ ,˭ˣ˶˩˧ˤ ,˫˧

 ˪˷ ˟˷˥ˬˢ ˸ˣˮˬˣ˧ˬ ˸˞ ˶˲˷˪ ˞˧ˢ ˵˶˲ˢ ˸˶˦ˬ ,˭˧˲˧˵˰˟ .˧˶˦˯˧ˠ˶˧˟˯˟ ˫˧ˡˬˣ˪ˢ  ˸˟Windows  ˱ˣ˯˟ .

 .ˢ˟˟ˣ˷ ˸˧ˡˣˬ˧˪ ˢˮ˩ˣ˸ ˶˧˯ˢ˪ ˡˬ˪ˮ ˵˶˲ˢ 

 ˵˶˲2  -   ˪˷ ˭ˣ˶˩˧ˤ ˧˶ˣˤ˞ ˫˧ˮˠ˶ˣ˞ˬ ˡ˴˧˩ ˡˣˬ˪˪ ˞˧ˢ ˢ˶˦ˬˢ .˟˷˥ˬˢ ˸˪ˣ˰˲˟ ˫˧˧˯˧˯˟ ˫˧˞˷ˣˮ ˪˷ "ˣ˵ ˶ˣ˷˧˧"

˪ˣ ˸˧ˮ˩ˣ˸ .˟˷˥ˬˢ ˭ˣ˶˩˧ˤ˟ ˭˩ˬ ˶˥˞˪ ˫˧ˮˠ˶ˣ˞ˬ ˫˧˶˟ˡˢ ˢ˟˷ ˨˶ˡ˪ ˫˧˟˸ˣ˩ ˣˮ˥ˮ˞˷ ˡˣ˵ˢ ˭˧˟ ˶˷˵ˢ ˸˞ ˭˧˟ˢ  

  ˢ˲˧˵˰ ˢ˶˦ˬ ˸˲˷˟ ˸ˣˮ˩˸ˢ ˸ˣˮˬˣ˧ˬ ˸˞ ˶˲˷˪ ˞˧ˢ ˵˶˲ˢ ˪˷C    ˸˧˥˶˩ˢ ˞˧ˢ˷ ˸ˣˮˬˣ˧ˬ ,˫˧ˡˬˣ˪ˢ ˪˷

˧ˮ˩ˣ˸ ˡ˴˧˩ ˢ˪˞˷ˢ ˪˰ ˢˮ˰ˮ ,ˡ˟˰ˬˢ ˡ˟ˣ˰ ˡ˴˧˩ ˶˩ˤ˧ˮ˷ ˶˥˞˪ .˶˲˯ˢ ˨˷ˬˢ˟ ˫˧˪˧ˠ˶˸ˢ ˰ˣ˴˧˟ ˸˟ˣ˦˪  ˸ˣ

ˣ˷ ˡˣ˵ ˧˰˦˵ ˪˲ˬ˵ˮ .˸˧˶˵˥ˬ ˢ˷˧ˠ˟ ˦ˣ˵ˮˮ ,ˣˤ ˢ˪˞˷ ˪˰ ˸ˣˮ˰˪ ˧ˡ˩ ?˟˷˥ˬˢ ˭ˣ˶˩˧ˤ˟ ˸ˣ˶ˬ˷ˮ  ˢ˞˶ˮˣ ˫˧ˮ

˧ˢ ˸˲˷˟ ˟˸˩˧˧ ˡˣ˵ˢ .˭ˣ˶˩˧ˤ˟ ˢ˶˧ˬ˷ˢ ˸˰˴˟˸ˬ ˭˩C ˸ˣ˰˴ˬ˞˟ ˰˴˟˸˧ ˸ˣ˧ˮ˩ˣ˸ˢ ˪ˣ˲ˬ˧˵ ,Visual Studio  

 ˫˷˟ ˧˪˩ ˸˶ˤ˰˟ ˰˴˟˸˧ ˶˵˥ˬˢ ˣ˪˧˞ˣIDA  ˫˰ ˸ˣ˶˩˧ˢˢ .IDA  ˫ ˪ˣ˰˪ ˶ˢˣ˴ ˣˮ˪ ˥˸˲˸  s-Reverse 

Engineering ˢ˪ ˪˩ˣ˧ ˢ˰˧˴ˬ ˢˮ˩ˣ˸ˢ˷ ˶˵˥ˬˢ ˸˪ˣ˩˧ˬ ˢˬ˧˰˦ˢ ˸˞ ˟ˢ˞˧˷ ˧ˬˣ ,˵˸˶ˬˢ  ˭˲ˣ˞˟ ˵˧ˬ˰

˰ .˧˞ˬ˴ 

 ˵˶˲3  -   ˦˟ˬ˟ ˸˞ˤ ˢ˷˰ˮˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˫˧ˡ˧˵˲˸ˢ ˢˬ ˡˬ˪ˮ ˢˤ ˵˶˲˟ .ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˫˪ˣ˰

 ˞ˣˢ ˡˬ˪ˮ˷ ˧ˤ˩˶ˬˢ ˠ˷ˣˬˢ .˫˧˞˷ˣˮˢ ˵ˬˣ˰ ˪˞ ˢˬ˧ˮ˲ ˪ˣ˪˴˪ ˧˪˟ ,ˢˣ˟ˠˬKernel   ˸ˬˣ˰˪User  ˪˧ˠ˶˸ ˰˴˟ˮ .

˪ ˸ˣ˞˧˶˵ˢ ˸ˣ˰˴˟˸ˬ ˡ˴˧˩ ˭˧˟ˢ˪ ˣˮ˪ ˶˷˲˞˧˷ ,˱˯ˣˮ ˧˶˵˥ˬ -Windows Kernel . 

 ˵˶˲4 ï Processes and Threads  ˫ˢˬ ,˪˧˟˵ˬ˟ ˸ˣˮ˩ˣ˸ ˶˲˯ˬ ˢ˴˧˶ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˡ˴˧˩ ˭˧˟ˮ .

  ˶˲˯ˬ˟ ˷ˣˬ˧˷ ˪˷ ˸ˣˮˣ˶˸˧ˢThread ˸ˣ˧ˮ˩ˣ˸ ˟ˣ˸˩ˮ .˫˧C  ˸ˣ˶˴ˣ˧˷Processˣ ˫˧˷ˡ˥ ˫˧-Thread .˫˧ 

 ˵˶˲5 ï   ˶˲˯ˬ ˶˷˞˩ ˢ˶ˣ˵ ˢˬ .˭ˣ˶˩ˮ˯Thread ˣ˸ˣ˞˪ ˫˧˩˧˧˷ˢ ˫˧Process  ˧ ˬ ˱˸˷˪ ˫˧˩˧˶˴˧ˮ˧˟ ˰ˡ  ?˫ˢ

 ˭˧˟ ˫ˣ˞˧˸ˢ ˰˴˟˸ˬ ˨˧˞ˣProcess ˣˢˬ ˡˬ˪ˮ ?˫˧˴ˣ˶˧ˬˢ ˫˪ˣ˰˪ ˶ˣ˷˵ ˢˤ ˪˩ ˨˧˞ˣ ?˫˧ˮˣ˷ ˫˧Mutex   ˣˢˬˣ

Critical Section   ˡˣ˵ ˸ˮ˩˸˪ ˧˪˟ ˵˶˲ˢ ˸˞ ˫˧˧˯ˮ ˞˪ ˭˟ˣˬ˩ˣC   ˟  ˷ˣˬ˧˷ ˢ˷ˣ˰˷˷ ˫˧˷ˡ˥ˢ ˫˧˶˟ˡ  .ˣˮˡˬ˪

 ˟ ˷˥ˬˢ ˧˰ˡˬ ˫ˣ˥˸ˬ ˸˧˯˞˪˵ ˢ˧˰˟ ˶ˣ˸˲ˮ- ˤ ˡˣˡˬˮ .˫˧ˡ˰ˣ˯ˢ ˫˧˲ˣ˯ˣ˪˧˲ˢ˴˧˶ ˧ˮˬ  ˸˦˧˷ ˣˤ˧˞ ˡˬ˪ˮ ˨˩ˣ ˢ

 .ˢ˪˧˰˧ ˶˸ˣ˧ ˭ˣ˶˩ˮ˯ 

 ˵˶˲6  -   ˸ˣ˟ˣ˸˩˪ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˸ˣˬˠ˶ˣ˸ˬ ˡ˴˧˩ ?˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˣˢˬ ?˫˧ˬ˧˧˵ ˸ˣˮˣ˶˩˧ˤ ˧ˠˣ˯ ˣ˪˧˞ .˭ˣ˶˩˧ˤ

 ˡˬ˪ˮ ˢˤ ˵˶˲˟ ?˸ˣ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˭˧˟ ˪ˡ˟ˢˢ ˢˬRAM  x- Cache  .˥˧˷˵ˢ ˵˯˧ˡˢ ˧ˮ˲ ˪˰ ˫ˢ˪˷ ˸ˣˮˣ˶˸˧ˢ ˢˬ ,

ˡ˟ˣ˰ ˨˧˞ ˭˧˟ˮ ˢ ˭ˣˮˠˮˬ-Paging  ˣˢˬˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷Page Fault ˣˢˬ ˡˬ˪ˮ .Context Switch    ˣˢˬˣ

 .ˣ˪˷ ˰ˣ˴˧˟ ˪˰ ˸ˬ˪˷ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˶˧˥ˬˢ 

 ˵˶˲7  -  ˟  ˭ˣ˶˩˧ˤ ˱˸˷˪ ˨˶ˣ˴ ˷˧ ˰ˣˡˬ ˡˬ˪ˮ .˭ˣ˶˩˧ˤ ˱ˣ˸˧˷ ˭˧Process  ˡˬ˪ˮ ˭ˣ˶˩˧ˤˢ ˱ˣ˸˧˷ ˸˞ ˭˧˟ˢ˪ ˧ˡ˩ .˫˧

  ˰˴˟˸ˬ ˨˧˞ ˪˩ ˫ˡˣ˵mapped memory  -˪RAM.  ˟  ˟ˣ˸˩ˮ ˭˩ˬ ˶˥˞˪ ,˸ˣ˲˴˪ ˶˷˲˞˷ ˧˲˩-C   ˸˧ˮ˩ˣ˸

 .ˣ˪˷ ˱ˣ˸˧˷ˣ ˭ˣ˶˩˧ˤ ˧ˣ˲˧ˬ ˸˰˴˟ˬ˷ 

 ˵˶˲8 ï  ˢ ˨˧˪ˢ˸-Compilingˢ ˨˧˪ˢ˸ ,-Linking  ˸˶˧˴˧ ,DLL ˪˷ ˶ˣ˴˧˵ .Dynamic Link Library  ˰ˣˡˬ .

 ˪˪˩˟˟ ˨˶ˣ˴ ˷˧-DLL ˳˟ˣ˵ ˢ˞˶ˮ ˨˧˞ ?˫˧DLL ˟ˣ˸˩˪ ˡˬ˪ˮ ?DLL ˰˴ˬ˞˟ ˭ˢ ,˸˶˥˞ ˢˮ˩ˣ˸˪ ˣ˸ˣ˞ ˭ˣ˰˦˪ˣˣ  ˸
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 ˸˞˶˵ˮ˷ ˢ˵˧ˮ˩˦ ˡˬ˪ˮ ˫ˣ˩˧˯˪ .ˢ˴˧˶ ˭ˬˤ˟ ˢˮ˧˰˦ ˸ˣ˰˴ˬ˞˟ ˭ˢˣ ˢ˴˧˶ ˧ˮ˲˪ ˢˮ˧˰˦DLL Injection  ,

  .˳˧˶ˢ˪ ˢˮˮ˩ˣ˸ ˞˪˷ ˡˣ˵ ˳˧˶ˢ˪ ˧ˢ˷˪˩ ˢˮ˩ˣ˸˪ ˫ˣ˶ˠ˪ ˢ˟ ˷ˬ˸˷ˬ˷ ˧ˬ˪ ˸˶˷˲˞ˬˢ 

 ˵˶˲9 ï ˦ˬ˶ˣ˲ PE ˢ ˨˧˪ˢ˸ˣ-Loading ˸ˬˣ˧˯˟ ˢ˴˶ˢ ˧˴˟˵ .EXE   ,ˢ˶˧ˡˠˢ ˦˲ˣ˯ˣ˶˵˧ˬ˷ ˦ˬ˶ˣ˲ ˧˲˪ ˫˧˧ˣˮ˟

˦ˬ˶ˣ˲  ˞˶˵ˮ ˢˤPortable Executable  ˸˞ ˭˧˟ˢ˪ ˣˮ˪ ˶˷˲˞˸ ˣ˪˞ ˫˧˴˟˵ ˫˧˧ˣˮ˟ ˣ˟˷ ˦ˬ˶ˣ˲ˢ ˸ˮ˟ˢ .

  :˭ˣˠ˩ ˸ˣ˪˞˷ ˪˰ ˢˮ˰ˮ .˫ˢ˪˷ ˢ˴˶ˢˣ ˭ˣ˶˩˧ˤ˪ ˢ˴˶ˢˢ ˧˴˟˵ ˸ˮ˧˰˦ ˸˞ ˶˷˲˞ˬ˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˭ˣˮˠˮˬˢ

˞ ˳˟ˣ˵ ˫˧ˮ˰ˣ˦ ˨˧˞ ?ˢˮ˩ˣ˸ˢ ˸˞ ˳˧˶ˢ˪ ˪˧˥˸ˢ˪ ˢˡˣ˵˲ ˣˤ˧˞ˬ ˸˰ˡˣ˧ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˨˧EXE ˣ˶˩˧ˤ˪ ˭   ˪˷

  ˭˧˟˪ ˫˧˴˧˶ˬ ˣˮ˥ˮ˞˷ ˸˧ˮ˩ˣ˸ ˭˧˟ ˸ˣ˷ˠˮ˸ˬ ˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩ ˣ˟˷ ˟˴ˬ ˫˧˰ˮˣˬ ˨˧˞ˣ ˸˧ˮ˩ˣ˸DLL   ˸˧ˮ˩ˣ˸ˢ˷

 ɣ ˢˮ˸ˢ˪ ˢˮˮ˩ˣ˸ ˞˧ˢ˷ ˧˲˩ˬ ˢˮˣ˷ ˭˲ˣ˞˟ ˠˢˮ˸ˢ˪ ˸˧ˮ˩˸˪ ˫ˣ˶ˠˮ ,˫˩˯ˬ ˪˧ˠ˶˸˩ .˸ˮ˰ˣ˦  ˨˧˪ˢ˸ ˸ˣ˰˴ˬ˞˟ ,

 ˞˶˵ˮ˷IAT Hooking . 

 ˵˶˲10 ï  ˫˧˴˟˵ ˸ˣ˩˶˰ˬˢ ˨˧˪ˢ˸ˣ-Boot ï    ˶˞ˣˮ˧˟ ˧ˣ˲˴2021 

 ˵˶˲11- powershell ï  ˶˞ˣˮ˧˟ ˧ˣ˲˴2021 

˶ˣ˲˧˷˪ ˸ˣ˰˴ˢˣ ˫˧ˮˣ˵˧˸ 

  ˸ˣ˞˯˶ˠ ˶ˣ˟˰ ˣˢ˷ˬ ˰˧˴ˢ˪ ˫˧˴ˣ˶ ˫˸˞˷ ˣ˞ ˧ˢ˷˪˩ ˸ˣ˰˦ ˫˸˞˴ˬ ?ˡˣˬ˧˪ˢ ˶ˬˣ˥ ˧˟ˠ˪ ˸ˣ˶˰ˢ ˫˩˪ ˷˧

ˡˣˬ˧˪ˢ ˶˲˯ ˪˷ ˸ˣ˧ˡ˧˸˰ ˪  ˪˧˧ˬ ˥ˣ˪˷˪ ˫˧ˮˬˤˣˬ ?-  barakg@cyber.org.il  

!ˢˮˢˬˣ ˢ˶ˣ˲ ˡˣˬ˧˪ 

 

 ˭ ˮˣˠ ˵˶˟    

 ,˶˟˧˧˯ ˨ˣˮ˧˥˪ ˤ˩˶ˬˢ2020

mailto:barakg@cyber.org.il
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˵˶˲ 1 ï ˫˧ˡ˵ˬ ˰ˡ˧˞˧ˡ ˧˪˩ : ˢ˵˧˦˯ˣˮˠSysinternals 

 ˪˞˷ˮ ˞˪ .ˢˬ˴˰ ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˞˪ ˞˵ˣˣˡ ˪˧˥˸ˮ ˣˮ˥ˮ˞ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˡˣˬ˧˪ ˸˞  ˸˩˶˰ˬ ˧ˡ˧˵˲˸ ˫ˢˬ

 x ˮ˪ ˢ˧ˢ˧ ˨˩˪ .˸ˮ˩˸ˮ ˞˪ ,˸ˣˮˣ˶˵˰ˣ ˫˧ˠ˷ˣˬ ˡˬ˪ˮ ˞˪ ,ˢ˪˰˲ˢˢ  ˫˧˵˶˲˟ ˫ˣ˵ˬ ˭ˣˬˢ  ,˸˞ˤ ˫ˣ˵ˬ˟ .˫˧˞˟ˢ

ˣˮ˷ ˫˧˪˩ ,˫˧˧˷ˣˬ˧˷ ˫˧˪˩ ˪˷ ˡˣˬ˧˪ˬ ˞˵ˣˣˡ ˪˧˥˸ˮ  ˪˷ ˫˧˧˟˶˵˟ ˷˥˶˸ˬ˷ ˢˬ ˪˰ ˵ˣˬ˰ ˶˸ˣ˧ ˦˟ˬ ˫˧ˮ˸

ˬˢ ˢ˟˧˯ˢ .ˣˮ˪˷ ˟˷˥ˬˢ˸ˣ˞ ˣ˷ˬ˷˧ ˭˞˩ ˡˬ˪ˮ˷ ˫˧˪˩ˢ˷ ˞˧ˢ ˨˩˪ ˸˧ˤ˩˶  ˣˣ˪˧ˣ ˫˧˞˟ˢ ˫˧˵˶˲ˢ ˪˩˟ ˦˰ˬ˩ ˣˮ

ˢ˸˟ ˣˮ˸ˣ˞ ˷ ˥ ˫˧˶˟ˡ ˢˬ˩ ˥˧ˣˣ˶ˮ ˧ˡ˩ ˨ˣ˸ ,˪˟˞ .˧˷˰ˬˢ ˡˣˬ˧˪ˢ ˨˧˪ :˫˧˟ˣ 

1. ˢ˪ ˶˷˲˞ ˶˟˩˷ ˧˷ˣˬ˧˷ ˰ˡ˧ ˶˟˩ ˣˮ˪ ˢ˧ˢ˧ ,ˢˤˢ ˵˶˲ˢ ˸˞ ˫˧˧˯ˮ˷˩  ˪ˣ˲˧˦˟ ˢˬˠˣˡ˪ ,˧ˣ˦˧˟ ˧ˡ˧˪ ˞˧˟

˟˷˥ˬ˟ ˸ˣ˪˵˸˟ . 

2. ˟ˢ ˸˞ ˵ˤ˥˧ ˢ˪˞ˢ ˫˧˪˩˟ ˷ˣˬ˧˷˧  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˷ˣˬ˧˷˟ ˣˮ˪˷ ˭ˣ˥˦Windows  ˟ˣ˷˥ ˶˟ˡ ,

ˮ ˣ˪ ˭˧˞˷ ˣˮ˸˧˞ˬ ˧ˬ˪ ˡ˥ˣ˧ˬ˟ ˧ .˟˶ ˧˷˰ˬ ˭ˣ˧˯ 

3. ˪˪ ˱˧˩˷ ˫˧ˮ˧˧ˮ˰ˬ ˶˲ˣ˯ ˫˧˪˩ ˣ˪˞ !ˡˣˬ 

 :˫˧˧˷ˣˬ˧˷ ˫˧˪˩ ˢ˰˟˶˞ ˡˬ˪ˮ ?ˢˤ ˵˶˲˟ ˵ˣ˯˰ˮ ˭˩ ˢˬ˟ ˤ˞ 

- RegEdit 

- Autoruns 

- Process Explorer 

- Process Monitor 

˲˧˦ ,˟˷˥ˬ˟ ˷˥˶˸ˬˢ ˪˷ ˧ˡˬ˪ ˢ˟ˣ˦ ˢˮ˟ˢ ˸˶˷˲˞ˬ ˡˬ˪ˮ˷ ˫˧˪˩ˢ ˸˪˧˟˥  ˸˞˧˴ˬ ˣ˪˧˲˞ˣ ˸ˣ˪˵˸˟ ˪ˣ

 ˸ˣ˞˴ˬˮ˷ ˸ˣ˵ˤˣˮ ˟ ˷˥ˬ˟  ˶˸˞ ˸˞ ˶˧˩ˮ ˡˣˬ˧˪ˢ ˧ˡ˩ ˨ˣ˸ .ˣˮ˪˷VirusTotal ˬˢ  ˢ˵ˤˣˮ ˶˧˯ˮ ˪ˣˠ˶˸˪ˣ ˢ˪ˣ˰

 .ˣˮ˪˷ ˟˷˥ˬˢ ˨ˣ˸˪ ˶˧ˡ˥ˮ˷ ˸˧ˡˣˬ˧˪ 

1.1 s-Registry  ˸ˮ˩ˣ˸ˣRegEdit 

ˢ ˣ˟ ˫ˣ˵ˬ ˣ˸ˣ˞ˬ ˢ˩˧˷ˬˬ ˢˮ˩ˣ˸ˢ ˣ˪˧˞˩ ˢ˞˶ˮ ,ˢˮ˩ˣ˸ ˫˧˥˸ˣ˲ ˫˸˞ ˶˷˞˩˷ ˨˩˪ ˫˸ˬ˷ ˫˰˲ ˧˞ ˫˞ˢ  ˞˧

 ˸ ˞ ˣˮ˷ ˸˰˩ .˪˯˵˞ ˣ˞ ˭˲ˡ˲ˡ ˭ˣˠ˩ ,˧ˢ˷˪˩ ˢˮ˩ˣ˸ ˣ˥˸˧˲ ?ˢ˸ˣ˞ ˫˸˶ˠ˯˷˩ ˢˮˣ˶˥˞ˢ ˫˰˲˟ ˢ˸˧ˢ   ˪˷ ˪ˡˣˠˢ

ˢ ˢˮ˧˲˟ ˢˬˠˣˡ˪ ,˨˯ˬˢ ˪˰ ˣˢ˷˪˩ ˫ˣ˵ˬ˟ ˣ˸ˣ˞ ˣˬ˧˷ˣ ,ˢˮ˩ˣ˸ˢ ˭ˣ˪˥  .ˢˮ˩ˣ˸ˢ ˸˞ ˣ˶ˠ˧˯ .ˢˮˣ˧˪˰ˢ ˸˧˪˞ˬ˷

˧ˡ˟ ˢ˰˧˲ˣˬ ˞˧ˢ .ˢˮ˩ˣ˸ˢ ˸˞ ˟ˣ˷ ˣ˥˸˧˲ ˯ ˷˩ ˨˯ˬˢ ˪˰ ˢ˸ˣ˞ ˫˸˶˞˷ˢ ˣ˟ ˫ˣ˵ˬ˟ ˵ˣ  ˢˤ ˡ˴˧˩ .ˢ˸ˣ˞ ˫˸˶ˠ

 ?ˢ˶ˣ˵ 

 :˫˧˞˟ˢ ˫˧ˡ˰˴ˢ ˧˶˥˞ ˣ˟˵˰ .˱˯ˣˮ ˧ˣ˯˧ˮ ˢ˷˰ˮ ˣ˞ˣ˟ 

1.  ˪ ˵ˬˢ ˪˰ ˣˡ˧˪˵ˢ ˣ˸ˢ ˪˰ˣ (˥ˣˣ˶ˢ ˷˵ˬ ˪˷ ˪˞ˬ˷ ˡ˴˪ ˞˴ˬˮ) ˸ˣˮˣ˪˥ˢ ˷˵ˬ ˪˰ ˸˧ˮˬˤ ˣ˟ ˸ˡR  .

˧˸˲˧ ˸˶˸ˣ˩ˢ ˫˰ ˨˯ˬ ˫˩˧ˮ˲˪ ˥Run  .˳˧˶ˢ˪ ˫˩ˮˣ˴˶˟ ˸˧ˮ˩˸ ˣˤ˧˞ ˶ˣ˥˟˪ ˣ˪˩ˣ˸ ˣ˟ , 

2.   ˣ˟˸˧˩"cmd "  ˣ˴˥˪ˣEnter˥˸˲˧˧ .  ˫ ˩˧ˮ˲˪ ˢ ,ˢˡˣ˵˲ˢ ˸˶ˣ˷ ˪˷ ˨˯ˬ - command line . 

3.  ˧ ˪˵ˢˣ ˢ˪˰ˬ˪ ˢˮ˟˪ˢ ˢ˶ˣ˷ˢ ˪˰ ˶˟˩˰ˢ ˫˰ ˣˡˬ˰  ˫˩˧ˮ˲˪ ˣ˥˸˲˧˷ ˸ˣ˧ˣ˶˷˲˞ˢ ˭˧˟ˬ .˧ˮˬ˧ ˵˧˪˵ ˣ˵

 ˸ˣ˶˷˲˞ˢ ˸˞ ˣ˶˥˟Defaults.   

4.  ˪  ˦ˮˣ˲ˢ ˪ˡˣˠ ˸˞ ˣˮ˷-72 . 
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ˣ˶ˠ˧˯   s  ˸˞-cmd  ˫˧˟˪˷) ˷ˡ˥ˬ ˣ˥˸˧˲ˣ1 x-2 .( 

 

 

˶˸ˣˮ ˦ˮˣ˲ˢ ˪ˡˣˠ ,˫˧˞ˣ˶ ˫˸˞˷ ˧˲˩ 72˞ ?ˢˤˢ ˰ˡ˧ˬˢ ˶ˬ˷ˮ ˭˩˧ˢ ˪˟˞ .  ˡ˰ ˰ˡ˧ˬ ˸˶ˬˣ˷ ˢ˶ˣˠ˯ ˢˮ˩ˣ˸ ˨˧

  ˥˸˲ˮ˷ ˢ˞˟ˢ ˫˰˲ˢ ?ˢ˸ˣ˞ 

 s  ˞˧ˢ ˢ˟ˣ˷˸ˢ-Registry ˷  ˪˷ ˱˯ˣ˞ ˪˧˩ˬ˷ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˫˧ˮˣ˸ˮ ˶ˠ˞ˬ ˣˢˤ .  ˢˡ˷ ˪˩˪ .˫˧˩˶˰ˣ ˸ˣˡ

ˢ .ˣ˪ ˫˧˞˸ˬˢ ˨˶˰ˢ ˸˞ ˷˧ -Registry ˣ˶ˡˠˢ ˭ˣˠ˩ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ˣ ˸ˣˮ˩ˣ˸ ˪˷ ˸ˣ˶ˡˠˢ ˪˧˩ˬ  ,ˢ˵˧˲˶ˠ ˸

 .ˡˣ˰ˣ ,ˢ˥˦˟˞ ,ˢ˶ˬˣ˥ ˧ˮ˵˸ˢ ˶ˣ˟˰ ˸ˣ˶ˡˠˢ 

ˢ ˪˷ ˢ˩˧˶˰ˣ ˢ˧˲˴ ˸˟ˣ˦˪-Registryˬ , ˫˷˟ ˢˮ˩ˣ˸ ˢ˥˸˧˲ ˦˲ˣ˯ˣ˶˵˧Regedit  ˞˪ ˞ˣˢ ,˦˰ˬ ˶˸˯ˮ ˧˪˩ ˣˢˤ .

˧˷˶˟ ˰˧˲ˣˬ˸˷ˬˬ ˰ˣˮˬ˪ ˧ˡ˩ ˢ˞˶ˮˢ ˪˩˩ ,˸ˣ˧ˮ˩ˣ˸ˢ ˸ˬ  ˣ˥˸˧˲ .˫ˢ˪˷ ˟˷˥ˬ˪ ˵ˤˮ ˫ˣ˶ˠ˪ ˫˧˯ˣˮˬ ˞˪ ˫˧˷ˬ

ˢ˸ˣ˞  -    ˪˷ ˷ˣ˲˧˥ˢ ˰ˣ˟˧˶˟windows  ˣˡ˧˪˵ˢregeditˣ˶˥˟ˣ ˧ˮˬ˧ ˵˧˪˵ ˣ˵˧˪˵ˢ ˤ˞ˣ , Run as 

administrator  . 
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˞ ˪  ˸ˣ˰˦˟ ˧˪ˣ˞ ˣ˷˰˸˷ ˶˟ˡ ˫ˣ˷˷ ˞ˡˣˣ˪ ˧ˡ˩ ˪˟˞ ,˫˧˧˸ˣˢˬ ˫˧˶˟ˡ ˸ˣˮ˷˪ ˫˧ˡˬˣ˰ ˞˪ ˣˮ˥ˮ  ˪˰ ˰˧˲˷˧ ˞

  ˰˴˟˪ ˳˪ˬˣˬ ,˫˩˪˷ ˟˷˥ˬˢExport  ˟˞˦ ˸˥˸)File ˟  ˫˧˩˶˰ˢ ˪˩ .(-Registry   ˣ˸ˣ˞ ,˳˟ˣ˵˪ ˣ˶ˬ˷˧˧ ˫˩˪˷

ˣ˸ ˸ˣ˰˴ˬ˞˟ ˨˷ˬˢ˟ ˭ˣ˰˦˪ ˣ˪˩Import   .ˣ˷˰˸ ˧˪ˣ˞˷ ˧ˣˮ˧˷ ˪˩ ˪˦˟˪ ˨˩ˣ 

˪ ˫˧˞˟ˢ ˫˧˩ˣ˶˟ ?ˣˮ˰ˠˢ ˭˞˪ !˧˶˦˯˧ˠ˶ 

˵˸ˣˬ˷ ˸ˣˮ˩ˣ˸ ˸ˣˡˣ˞ ˭ˢ ˸ˣ˶ˡˠˢ ˪˧˩ˬ˷ ˰ˡ˧ˬ ˶ˠ˞ˬ ˞ˣˢ ˧˶˦˯˧ˠ˶ˢ  ˸˩˶˰ˬ ˶ˣ˟˰ ˭ˢˣ ˣˮ˪˷ ˟˷˥ˬˢ ˪˰ ˸ˣˮ

ˮ ˢˤˢ ˰ˡ˧ˬˢ ˶ˠ˞ˬ .ˢ˪˰˲ˢˢ s  ˭ˣ˶˩˧ˤ˪ ˭˰˦-RAM   ˭ˬˤ˟ (˨˷ˬˢ˟ ˣ˧˪˰ ˡˬ˪ˮ˷ ˠ˷ˣˬ)  ˵˪ˡˮ ˟˷˥ˬˢ˷

ˢ˪ˣ˰ ˢ˪˰˲ˢˢ ˸˩˶˰ˬˣ . 

ˣ˸˷ ˧˲˩ ,˫˧˧ˤ˩˶ˬ ˫˧˲ˮ˰ ˶˲˯ˬ˪ ˵˪ˣ˥ˬ ˧˶˦˯˧ˠ˶ˢ .˫˩ˬ˴˰˟ ˸ˣ˞˶˪ ˣ˪˩ 

  

 ˪ ˷ ˫˧ˡ˧˵˲˸ ˭˧˧˴ˮ ,ˢˤ ˫ˡ˵ˣˬ ˟˪˷˟ ˱ˡˣ˰ ˰ˡ˧ˬ˟ ˶˧˟˩ˢ˪ ˞˪ ˧ˡ˩   :ˡ˟˪˟ ˫˧˲ˮ˰ ˧ˮ˷ 

- HKEY_CURRENT_USER ï  ˶ˣ˴˧˵˟ ˣ˞HKCU  ˫˧˷ˬ˸˷ˬ ˶˲˯ˬ˪ ˷˧ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ .

 ˰˴˟˪ ˸ˣ˶˷˲˞Log In,    ˫˷ ˷˧ ˡ˥˞ ˪˩˪ ˶˷˞˩ ,˭˟ˣ ˞ˬ˞ ˢˬˠˣˡ˪ ˷ˬ˷ˬ˷ ˟˷˥ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧

  ˷ˬ˸˷ˬˢ .ˣ˪˷ˬ ˢˬ˯˧˯ˣ-HKCU   ˣ˪˧˞ ,ˢˬˠˣˡ˪ .˰ˠ˶˩ ˶˟ˣ˥ˬ˷ ˷ˬ˸˷ˬ˪ ˸ˣ˧˲˧˴˲˯ ˸ˣ˶ˡˠˢ ˣ˪˞

ˣ˰˧˲ˣ˧ ˫˧ˮˣ˵˧˧˞  ˦˧˶˲˸˟ ˣ˰˧˲ˣ˧ ˸ˣˮ˩ˣ˸ ˣ˪˧˞ ?˲ˣ˦˯˵ˡˢ ˪˰ ˰˵˶ˢ ˸ˮˣˬ˸ ˢ˧ˢ˸ ˢˬ ?˲ˣ˦˵˯ˡˢ ˪˰  

 ˸ ˣˮˣ˪˥ ˨˯ˬˢ ˪˰ ˣˬ˵ˣˬ˧ ˭˩˧ˢ ?ˢ˪˰˲ˢˢ ˩ˣ˸ ˪˷ ˦ˮˣ˲ˢ ˪ˡˣˠ ˢ˧ˢ˧ ˢˬˣ ?ˣ˥˸˲˧˷  ?˭ˢ˟ ˷ˬ˸˷ˮ˷ ˸ˣˮ

˰ˤ ˵˪˥ ˵˶ ˣ˪˞ ˸ ˣ˧˶˷˲˞ˢ ˸ˣ˶ˡˠˢˢ ˭ˣˣˠˬˬ ˶˧ . 

- HKEY_LOCAL_MACHINE ï  ˶ˣ˴˧˵˟ ˣ˞HKLM ˸ˣ˲˸ˣ˷ˬ˷ ˸ˣ˶ˡˠˢ ˭ˢ ˣ˪˞ .  ˫˧˷ˬ˸˷ˬˢ ˪˩˪

ˡ˪ .˟˷˥ˬˢ ˪˷  ˫ˢˬ ˞ˣ˶˵˪ ˶˷˲˞˷ ˫˧˵˯˧ˡ ˷˧ ˭˩˧ˢ ?˶˟ˣ˥ˬ ˟˷˥ˬˢ ˢ˶ˬˣ˥ ˧ˮ˵˸ˢ ˣ˪˧˞˪ ,ˢˬˠˣ

 ˫ˢˬ ?˫˧˴˟˵ ?ˣ˪˪ˢ ˫˧˷ˬ˸˷ˬ˪ ˷˧ ˸ˣ˞˷˶ˢ ˣ˪˧˞ˣ ˟˷˥ˬ˟ ˫˧ˮˣ˷ˢ ˫˧˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˞ˬ˯˧˯ˢ  

  .˫˧˴˟˵ ˵ˣ˥ˬ˪ˣ ˸ˣˮ˩ˣ˸ ˭˧˵˸ˢ˪ ˫˧˪ˣ˩˧ ˞˪ ˫˧ˡ˧ˬ˪˸˷ ˠˣˢˮ ,˶˲˯ ˧˸˟ ˪˷ ˫˧˟˷˥ˬ ˸ˣˡ˟˰ˬ˟ ,ˢˬˠˣˡ˪

˟ ˸ˣ˶ˬ˷ˮ ˡˣ˰ˣ ˣ˪˪ˢ ˸ˣ˶ˡˠˢˢ-HKLM . 

 :˫˧˞˟ˢ ˫˧˟˪˷ˢ ˧˲˪ ˣ˪˰˲ ˸˰˩ .˧˶˦˯˧ˠ˶ˢ ˧˟ˠ˪ ˢˤ˧˶ˤ ˢ˩˶ˡˢ ˭˞˩ ˡ˰ 

1.  ,˪˞ˬ˷ ˡ˴˟˰ˢ ˸˞ ˣ˶˥˟  ˱ˮHKEY_CURRENT_USER  ˱ˮ˰ˢ ˸˞ ˣ˩ˣ˸˟ˣConsole . 

2.  ,˭˧ˬ˧ ˡ˴˟  ˞˶˵ˮ˷ ˥˸˲ˬˢ ˸˞ ˣ˞˴˧ˬFontSize .ˣ˪˷ ˨˶˰ˢ ˸˞ ˨ˣ˶˰˪ ˧ˡ˩ ˣ˧˪˰ ˣ˵˧˪˵ˢ . 

3.  ˬ  ˨˶˰ˢ ˸˞ ˣˮ˷-0x48 ˩) ˶ˬˣ˪72 ˸ˣ˧ˢ˪ (0x12   ˶ˬˣ˪˩)18 .( 

4.   ˣ˥˸˧˲cmd  !ˢˮ˸˷ˢ ˦ˮˣ˲ˢ ˪ˡˣˠ ˭˩˞˷ ˣ˵ˡ˧˟ˣ 
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 ˪  ˢ˞˷˶ˢ ˫˩˪ ˭˧˞˷ ˢ˧˰˟˟ ˫˸˪˵˸ˮ ˫˞ ˵ ˧˪˵ ˣ˵˧˪˵ˢ ,˧˶˦˯˧ˠ˶˟ ˫˧˩˶˰ ˸ˣˮ˷  ˱ˮ˰ˢ ˪˰ ˧ˮˬ˧Console   ˣ˶˥˟ˣ

Permissions ˣ˪ ˢ˧ˢ˧˷ ˨˩ ˫˩˪˷ ˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˞˷˶ˢ˪ ˢ˩˧˶˰ ˣ˰˴˟ .Full Control  ˶˟˯ˢ˪ ˵ˮ˧˪ ˭˪ˢ˪ .

˴˧˩˸˞ˤ ˰˴˟˪ ˷˧ ˡ : 

https://www.learningpenguin.net/2017/02/02/regedit-in-windows-10-error-writing-the-values-

new-contents/ 

˧˞˶˷ ˢˬ ˫ˣ˩˧˯˪˧ˠ˶ˢ ,ˢ˩ ˡ˰ ˣˮ  ˫ˠˣ ,˫ˢ˟ ˫˧˷ˬ˸˷ˬ ˣˮ˥ˮ˞˷ ˸ˣˮˣ˷ˢ ˸ˣˮ˩ˣ˸ˢ ˪˷ ˸ˣ˶ˡˠˢˢ ˸˞ ˶ˬˣ˷ ˧˶˦˯

˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸ˣˮˣ˷ ˸ˣ˶ˡˠˢ ˱ ˯ˣˮ ˧˪˩ ˶˧˩ˮ ,˧˶˦˯˧ˠ˶ˢ ˪˰ ˣˮ˪˷ ˰ˡ˧ˢ ˸˞ ˵˧ˬ˰ˢ˪ ˧ˡ˩ .ˢ- Autoruns . 

1.2  ˸ˮ˩ˣ˸Autoruns 

) ˡ˧ˬ ˶˧˩ˮ˷ ˫˧˲˯ˣˮˢ ˫˧˪˩ˢ ˧ˮ˷ ˣˬ˩ ,ˢˤ ˧˪˩Process Explorer, Process Monitor  ˸˶˟˥ ˧ˡ˧ ˪˰ ˥˸ˣ˲ (

Sysinternals  ˪˷ ˫˧˪˩ˢ .Sysinternals  ˥˸ ˟˷˥ˬ˟ ˣˮ˪˴˞ ˷˥˶˸ˬ˷ ˢˬ ˪˷ ˢ˵ˣˬ˰ ˢˮ˟ˢ ˫˧˶˷˲˞ˬ  ˸

  ˢ˪˰˲ˢˢ ˸˩˶˰ˬWindows   x  ˢˮ˟ˢˢ ˸˞ ˠ˶ˡ˷˪ ˫˧ˮ˧˧ˮˣ˰ˬ˷ ˫˧˧˸˧˟ ˫˧˷ˬ˸˷ˬ˪ ˡ˞ˬ ˫˧˧˷ˣˬ˧˷ ˫ˢ ˭˩˪ˣ  ˸˪ˣ˩˧

˟˷˥ˬ˟ ˸ˣˮˣ˷ ˸ˣ˧˰˟˟ ˪ˣ˲˧˦ˢ  ˸˶˟˥ . ˦ ˲ˣ˯ˣ˶˵˧ˬ    ˸˧ˮ˶˴˧Windows   ˷˸˧  ˫˰ ˢ˪ˣ˰˲ ˢ˲Sysinternals    ˱ˣ˯˟˪ˣ

  .ˢ˸ˣ˞ ˢ˷˩˶ ˷ˬˬ˦˲ˣ˯ˣ˶˵˧ˬ  ˬ ˫ˮ˧˥ ˫ˢ˪˷ ˢˡ˶ˣˢ ˸˶˷˲˞ˬˣ ˫˧˪˩ˢ ˸˞ ˥˸˲˪ ˢ˩˧˷ˬˬ  ˭˩ ˣˬ˩ .˸˷˶ˢ

 ˦ ˲ˣ˯ˣ˶˵˧ˬ    ˸ˣ˵ˤˣˮ ˸˶˯ˢ ˪˷ ˶˷˵ˢ˟ ˡ˞ˬ ˫˧ˮ˧˧ˮ˰ˬ ,ˣ˪˪ˢ ˸ˣˮ˩ˣ˸˟ ˷ˣˬ˧˷ ˧˟ˠ˪ ˢ˩˶ˡˢ ˧ˮˣ˦˶˯ ˸˶˶˥˷ˬ

 :ˢˬˠˣˡ˪ .˧˷˧˞ ˟˷˥ˬˬ 

https://www.youtube.com/watch?v=7heEYEbFim4 

 " ˪ˠˣˠ˟ ˣ˷˲˥sysinternals tutorial video " ˣ˞ "Mark Russinovich sysinternals ." 

 ˪˷ ˸ˣˮ˩ˣ˸ˢ ˸˪˧˟˥ ˸˞Sysinternals  :˶ˣ˷˧˵ˢˬ ˡ˧˶ˣˢ˪ ˭˸˧ˮ 

https://download.sysinternals.com/files/SysinternalsSuite.zip 

˸˰˸˷ ˶˥˞˪˸ˢ ˸˞ ˣ˵˧  ˭ˣ˷˞˶ˢ ˧˪˩ˢ .˫˧˧˷ˣˬ˧˷ ˫˧˪˩ ˱˯ˣ˞ ˫˩˸ˣ˷˶˟ ˢ˧ˢ˧ ,˫˩˸˶˧˥˟˪ ˢ˧˵˧˸˪ ˸ˣˮ˩ˣ

 ˶ˣˬ˞˩ ˞ˣˢ ˣ˟ ˵ˣ˯˰ˮ˷Autoruns . 

 

https://www.learningpenguin.net/2017/02/02/regedit-in-windows-10-error-writing-the-values-new-contents/
https://www.learningpenguin.net/2017/02/02/regedit-in-windows-10-error-writing-the-values-new-contents/
https://www.youtube.com/watch?v=7heEYEbFim4
https://download.sysinternals.com/files/SysinternalsSuite.zip
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 ˪˷ ˣˡ˧˵˲˸ ˸˞ ˭˧˟ˢ˪ ˧ˡ˩Autorunsˡ˪ ˟ˣ˷˥ , ˵ ˪˥ ˧˩ ˸˰    ˢ˴˶ˢ˪ ˫˧˶ˣ˷˵ ˧˶˦˯˧ˠ˶˟ ˫˧˞˴ˬˮ˷ ˫˧˩˶˰ˢˬ

 ˳˧˶ˢ˪ ˨˧˶˴ ˟˷˥ˬ ˫ˢ˟˷ ˫˧˶˵ˬˢˬ ˵˪˥ ˶ˣ˵˯ˮ .˸ˣˮ˩ˣ˸ ˪˷ ˸˧˦ˬˣ˦ˣ˞ :˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟ ˸ˣˮ˩ˣ˸ 

-  ˢˮ˩ˣ˸ˢ .˫˧˧˸˯ˢ˪ ˧ˡ˩ ˟˷˥ˬˢ ˪˷ ˷ˡ˥ˬ ˢ˵˪ˡˢ ˸˷˶ˣˡ ˢˮ˵˸ˢˢ .ˢˮ˩ˣ˸ ˪˷ ˢˮ˵˸ˢ ˣˮ˰˴˧˟

˶˪ ˫ˣ˷˶˸ ˨˧˪ˢ˸ ˫˧˧˸˯˧ ˟˷˥ˬˢ ˸˧˧˪˰ ˭ˬˤ˟˷ ˧ˡ˩ ,˧˶˦˯˧ˠ  ˷ˬ˸˷ˬˢ˷ ˧˪˟ ,˸˧˦ˬˣ˦ˣ˞ ˢˮ˵˸ˢˢ

  ˫˰˲ ˟ˣ˷ ˨˶˦˴˧ .ˢˮ˵˸ˢˢ ˸ˮ˩ˣ˸ ˸˞ ˳˧˶ˢ˪ 

- ˣ˧ ,ˢ˪ˣ˰ ˣˮ˪˷ ˟˷˥ˬˢ˷ ˫˰˲ ˪˩˟˷ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˨˶˦˴ˮ˷ ˧˪˟ ,˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟ ˸ˣˮ˩ˣ˸ ˱˯ˣ˞ ˪˰˲  

ˢ ˷˧ ,ˢˬˠˣˡ˪ .˸˥˞ ˸˥˞ ˭˸ˣ˞ ˪˧˰˲ˢ˪ ˧˧˦ˮ˞ˢ˷ ˢ˴˶ˮ˷ ˭ˣ˧ˠ-  ˣ˴˶˸˷ ˭˩˸˧˧ .˸˧˦ˬˣ˦ˣ˞ ˳ˣ˶˧ ˯ˣ˶˧ˣ

ˬ˩ ˫˧˴˟˵ ˱ˣ˸˧˷ ˸ˣˮ˩ˣ˸˷  ˣDropbox   ˫ˠ˷ ˣ˴˶˸˷ ˭˩˸˧˧ .˫˧ˮ˶˩ˮˣ˯ˬ ˫˩˪˷ ˫˧˴˟˵ˢ˷ ˣˠ˞ˡ˧ˣ ˣ˪˰˧

 ˣˬ˩ ˸ˣˮ˩ˣ˸Skype   ˣ˞Spotify  .˸˧˦ˬˣ˦ˣ˞ ˣ˪˰˧ 

- ˷˧˭ˮ ˧˦ˮ˞˪ ˭ˣ˩ˡ˰ ˷˧ ˫˞ ˢ˵˧ˡ˟ ,ˢˬˠˣˡ˪ .˧˸˶ˠ˷ ˭˲ˣ˞˟ ˰˴˟˸ˢ˪ ˸ˣ˩˧˶˴˷ ˸ˣˬ˧˷ˬ -  ˧ˮˣ˧ˠˢ ,˯ˣ˶˧ˣ

˪ ˸˥˞ ˰˴˟˪ ˷ ˬ˸˷ˬˢ˷ ˧˪˟ ,˸˧˦ˬˣ˦ˣ˞ ˣ˷˥˶˸˧ˣ ˣˮˬˤˣ˸˧ ˫˧˶˟ˡˢ˷ ˢ˴˶ˮ .˫ˣ˧   ˣˬ˴˰˪ ˯˧ˮ˩ˢ˪ ˨˶˦˴˧

 .˫˧ˮˣ˩ˡ˰ ˸˵˧ˡ˟ ˳˧˶ˢ˪ ˭ˬˣ˧˪ 

 ˧˪˩ˢAutoruns  ˩  ˪˷ ˧ˣ˲˧ˬ ˰˴˟ˬ-200 ˢ˪ ˫˧˶ˣ˷˵˷ ˧˶˦˯˧ˠ˶˟ ˸ˣˬˣ˵ˬ  ˧˪˩˪ ˷˧ .˸ˣˮ˩ˣ˸ ˪˷ ˸˧˦ˬˣ˦ˣ˞ ˢ˴˶

˟˧ˢ ˧ˮ˷ˬ ˸ˣ˟˧˷˥˸˞ ˦˞ˬ ˧˪ˣ˞ ˢˬ ˸˰ˡ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˫˞ ,˭ˣ˷˞˶ˢ .˫˧˦    ˨˩˪ ˫˶ˣˠˣ ˣˮ˪˷ ˟˷˥ˬˢ ˸ˡˣ˟˰

˰ ˟˷˥ˬˢ ˸˵˪ˡˢˬ ˟˶ ˭ˬˤ ˥˵ˣ˪˷ ,ˡˣ˟˰˪ ˭˸˧ˮ˷ ˡAutoruns   ,˧ˮ˷ˢ ˦˟˧ˢˢ .˧˷ˣˬ˧˷ ˰ˡ˧ˬ ˣˮ˪ ˵˲˯˪ ˪ˣ˩˧

˫ˣ˶ˠ˪ ˧ˡ˩ ˧˶˦˯˧ˠ˶˟ ˷ˬ˸˷ˢ˪ ˸ˣ˪ˣ˪˰ ˸ˣ˵ˤˣˮ˷ ˞ˣˢ    ˧˪˩ ˸˶ˤ˰˟ .˵˪ˡˣˬ ˞ˣˢ˷ ˫˰˲ ˪˩˟ ˭˸ˣ˞ ˳˧˶ˢ˪ ˟˷˥ˬ˪

˧ ˢ˟˶ˢ ,˸˧˦ˬˣ˦ˣ˞ ˳˶˷ ˢˬ ˪˩ ˣˮ˪ ˢ˲ˬˬ˷ ˴ ˬ˪ ˪˵ ˶˸ˣ .˫˸ˣ˞ ˪˶˦ˮ˪ˣ ˫˧ˠ˧˶˥ ˫˧˶˟ˡ ˞ˣ 

 ˸˞ ˣ˴˧˶ˢAutoruns  ˢˮˬ ˶ˣ˸˟  .˸˩˶˰ˬ ˪ ˸˞ ˫˧˪˧˰˲ˬ ˫˸˞ ˫˞ ˢˮ˷ˬ ˢˤ ˭˧˞Autoruns  ˣ˞Autoruns64  

  ˪˷ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˪ ˢ˯˶ˠ)64 ˢ .(˨˷ˬˢ˟ ˡˬ˪ˮ ,˦˧˟ :˧˪˩ˢ ˪˰ ˫˩ˬ˴˰˟ ˡˣˬ˪˪ ˫˩˪ ˣ˰˧˧˯˧ ˸ˣ˞˟ˢ ˸ˣ˪˞˷ 

1.  ˸˥˸Everything ˸ˣˮ˩ˣ˸ˢ ˪˩ ˸˞ ˣ˞˴˧ˬ , .˸˧˦ˬˣ˦ˣ˞ ˸ˣ˪˰˲ˣˬ˷ 

2. ˢ ˸˞ ˣ˞˴˧ˬ-Scheduled Tasks  .˫˩˪˷ 

3.  ˶˸˞Virus Total ˧˦ˮ˞ˬ ˱˯˞ˮ˷ ˰ˡ˧ˬ ,˸ˣ˵ˤˣˮ ˪˰ ˰ˡ˧ˬ ˤ˩˶ˬ˷ ˶˸˞ ˞ˣˢ -  ˷˧ˠˢ˪ ˭˸˧ˮ .˫˧ˮˣ˷ ˫˧˯ˣ˶˧ˣ

˵ˢ ˫˞ˢ ˰ˡ˧ˬ ˢ˶ˤ˥˟ ˪˟˵˪ˣ ,˳˟ˣ˵ ˶˸˞˪˧˦ˮ˞ˢ ˧ˡ˧ ˪˰ ˢ˵ˤˣˮ˩ ˢˢˣˤˬ ˳˟ˣ -  ˢˤ ˶˸˞ .˫˧ˮˣ˷ˢ ˫˧˯ˣ˶˧ˣ

 l ˷ˣ˥ ˫˸˞ ˫˞ ˶˸ˣ˧˟ ˧˷ˣˬ˧˷ ˞ˣˢ  ˟˞˦˟ .ˢ˵ˤˣˮ ˸ˣ˧ˢ˪ ˪ˣ˪˰ ˟˷˥ˬˢ ˪˰ ˫˩˪ ˷˧˷ ˣˢ˷˪˩ ˳˟ˣ˵˷ ˫˧

Options ˸˥˸ ,Scan options ˶˸˞˟ ˸ˣˮ˩ˣ˸ˢ ˪˷ ˢ˵˧ˡ˟ ˣ˲˧˯ˣˢ ,Virus Total  ˡ˰ ˣˮ˧˸ˬˢ ˸˰˩ .

 ˟˞˦˟ ˰ˡ˧ˬˢ ˪˩˷Everything ˪˟˵˸ˬˣ ˥˪˷ˮ˞ ˣˢˣˤ ˫˞ˢ .  ,˟˪ ˣˬ˧˷ ?˸ˣ˧ˮˣˡˤ ˸ˣˮ˩ˣ˸ ˫˩˪˴

 ˧ ˦ˮ˞ ˵˶ ˫˞ .˫˧˯ˣ˲˯˲ ˸ˣ˧ˢ˪ ˫˧˪ˣ˪˰˷-˯ˣ˶˧ˣ    ˫˞ .˸ˣ˰˦ ˣˤ˷ ˭˩˸˧˧ ,ˢ˵ˤˣˮ˩ ˳˟ˣ˵ ˫˧ˢˤˬ ˫˧˧ˮ˷ ˣ˞ ˡ˥˞

 ˧ ˦ˮ˞ ˢ˟˶ˢ-˧˯ˣ˶˧ˣ˧ˢˤˬ ˫ .˫˸˵˟ˡˮ˷ ˶˧˟˯ ,ˢ˵ˤˣˮ˩ ˳˟ˣ˵ ˫ 

4. ˟ˣ˸˩ ˞˧ˢ ˢ˟ ˢ˶ˣ˷ˢ ˪˰ ˧ˮˬ˧ ˵˧˪˵ ˣ˵˧˪˵ˢ ?˸˧ˮˣˡˤ ˢˮ˩ˣ˸˩ ˢˡˣ˷˥˷ ˢˮ˩ˣ˸ ˫˸˞˴ˬ s   ˣ˶˥˟ˣ

 ˸ˣ˶˷˲˞˟Search Online ˫˩˪˴˞ ˭˧˞ .ˢ˪˷ ˭ˣ˩˧˯ˢ ˸ˬ˶ ˢˬˣ ˢˮ˩ˣ˸ˢ ˪˰ ˰ˡ˧ˬ ˣ˪˟˵˸ .  ˢˮ˩ˣ˸

˸ ˢˬ ˸˰ˡ˪ ˫˧˴ˣ˶ ˫˸˞˷ ˧ˢ˷˪˩ ˸˶˥˞ ˢˮ˩ˣ˸ ˪˰ ˷ˣ˲˧˥ˢ ˸˞ ˣ˶˥˟ ?ˢˡˣ˷˥ .ˢˡ˧˵˲ 

5.  .ˢ˥˦˟˞ ˸ˬ˧˸˥˟ ˸ˣˬˣ˸˥ ˸ˣ˧ˢ˪ ˸ˣ˶ˣˬ˞ ˶˩ˣˬ ˸ˣˮ˩ˣ˸ ˭˶˴˧ ˧ˡ˧ ˪˰ ˣ˟˸˩ˮ˷ ˸ˣˮ˩ˣ˸  ˸˶˴ˣˮ ˢˬ˧˸˥ˢ

 s ˧˴˵ˮˣ˲ ˸ˣ˰˴ˬ˞˟ ˸ˬ ˪˰ ˞ˣ˶˵˪ ˫˧ˮˬˤˣˬ) ˳˟ˣ˵˟ ˰ˡ˧ˬˢ ˪˩ ˪˰ ˸˶˟ˣ˰˷ ˸˧˦ˬdigital signature  .(

 ˧ ˡˢ ˢˬ˧˸˥ˢ˧ˬ˶ˣˠ ˪˰ ˢ˷˵ˬ ˨˩ˣ ,ˢˬ˧˸˥ˢ ˰ˠ˶ˬ ˢˮˣ˷ ˞˪ ˢˮ˩ˣ˸ˢ ˪˷ ˡˣ˵ˢ˷ ˢ˥˧˦˟ˬ ˸˧˪˦˧ˠ  ˫
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ˢ ˶ˣ˸˟ ˢ˸ˣ˞ ˳˧˲ˢ˪ˣ ˧ˮˣˡˤ ˡˣ˵ ˢ˩ˣ˸˟ ˪ˣ˸˷˪ ,ˢˬ˧ˬ˸ ˢˮ˩ˣ˸ ˸˥˵˪ ˫˧˧ˮˣˡˤ  .˪ˣ˩˧˟˩ ˸˧˶ˣ˵ˬˢ ˢˮ˩ˣ˸

  ˸ˣˮ˩ˣ˸ ˫˩˪ ˷˧ ˫˞,˸˧˦ˬˣ˦ˣ˞ ˸ˣ˴˶ˣ ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˭ˢ˪ ˭˧˞˷    ˸ˣ˞˶˪ ˧ˡ˩ .˸ˣ˵ˤˣˮ˟ ˶˟ˣˡˬ˷ ˭˩˸˧˧

˸˥ ˷˧ ˧ˬ˪  ˟˞˦˟ ,˸˧˪˦˧ˠ˧ˡ ˢˬ˧Options ˸˥˸ ,Scan Options  .˸ˣˬ˧˸˥ ˢ˵˧ˡ˟ ˣ˲˧˯ˣˢ , 

1.3  ˸ˮ˩ˣ˸Process Explorer 

 ˠ˷ˣˬˢProcess ˪ ˷ˡ˵ˣˬ˷ ˫˪˷ ˵˶˲ ˣˮ˷˧ .ˣˮ˪ ˷ˡ˥Process ˪ ˩˪ ˯ˮ˩˧ˢ˪ ˢ˴˶ˮ ˞˪ ˢˤ ˟˪˷˟ ˨˞ ,˫˧  

 ,˸˰˩ ˡˬ˪ˮ˷ ˢˬ ˨˶ˣ˴˪ .˫˧˦˶˲ˢProcess  ˢˮ˩ˣ˸ˢ .˟˷˥ˬˢ ˪˰ ˢ˴˶˷ ˢˮ˩ˣ˸ ˞ˣˢProcess Explorer  

˧˩ˬ ˫˸˞ ˥˦˟˪ .˰ˠ˶˩ ˳˧˶ˬ ˣˮ˪˷ ˟˷˥ˬ˷ ˢˬ ˪˩ ˪˰ ˵˧ˬ˰ˬ ˦˟ˬ ˣˮ˪ ˸ˮ˸ˣˮˢ ˸˞ ˫˧˶-Task Manager  

 ˭˸˧ˮ˷ ,˵˧˸ˣˢ ˪s ˫˧˷˵ˬˢ ˱ˣ˶˧˴ ˸ˣ˰˴ˬ˞˟ ˣ˧˪˞ ˰˧ˠAlt+Ctrl+Del ˢˮ˩ˣ˸ˢ .Process Explorer  ˧ ˢ ,˞  ˧˲˩

" ,˫˧˶ˬˣ˞˷Task Manager   ."˫˧ˡ˧˞ˣ˶˦˯ ˪˰ 

 ˪˷ ˸ˣˢˣ˟ˠˢ ˸ˣ˪ˣ˩˧ˢ ˟˵˰Process Explorer  ˢ˴˧˥˪˷ ˨˩ ,˪ˡ˥ˬˢ ˸˶˧˶˟ ˸ˣ˶ˡˠˢ ˸˞ ˸ˣˮ˷˪ ˡ˞ˬ ˳˪ˬˣˬ ,

 ˪˰Alt+Ctrl+Del   .ˣ˸ˣ˞ ˥˸˲˸ 

 

ˬ˪ˮ ˸ˣ˪ˣ˩˧ˢ ˪˷ ˶˥˞ ˵˪˥ .˫˧ˮ˦˵ ˫˧˧ˣ˯˧ˮ ˶˲˯ˬ ˸ˣ˰˴ˬ˞˟ ˧˪˩ˢ ˪˷ ˸ˣ˧ˤ˩˶ˬˢ ˸ˣ˪ˣ˩˧ˢˬ ˵˪˥ ˡˬ˪ˮ ˣˮ˥ˮ˞  ˡ

 .˫ˬ˴˰ ˡˣˬ˧˪ˢ ˧˵˶˲ ˧ˡ˩ ˨ˣ˸ ,˶˸ˣ˧ ˶˥ˣ˞ˬ 

1.3.1 ˸ˠˣ˴˸  Process ˫ ˧ 

 s  ˪˩ ˪˷ ˢˠˣ˴˸ ˶˷˲˞ˬ ˧˪˩ˢProcess  ˭˲ˡ˲ˡ ˢˬˠˣˡ˪ ,˧ˢ˷˪˩ ˢˮ˩ˣ˸ ˣ˴˧˶ˢ .ˣˮ˪˷ ˟˷˥ˬˢ ˪˰ ˸˰˩ ˫˧˴˶˷ ˫˧

Chrome  ˢ˶˟˥ˢ ˫˷ ˢˬ .˫˸˴˶ˢ˷ ˢˮ˩ˣ˸ˢ ˪˰ ˰ˡ˧ˬˢ ˸˞ ˣ˞˴˧ˬ .˧˷˞˶ˢ ˨˯ˬ˟ ˫˩˪ ˰˧˲ˣ˸ ˢˮ˩ˣ˸ˢ .

?ˢˮ˩ˣ˸ˢ ˸˞ ˢ˟˸˩˷ 

 ˶  ˫˸˞˷ ˧˲˩˴ ˷˧ ,˫˧˞ˣˣˢ˷ˬ ˭ˬ˯ˬ ˰˟˴ ˪˩ .˸ˣ˶ˣ˷˪ ˫˧ˮˣ˷ ˫˧˰˟ : 



 ˵˶˲1 ï   ˢ˵˧˦˯ˣˮˠ˞˧ˡ ˧˪˩ :˫˧ˡ˵ˬ ˰ˡ˧Sysinternals 

 

11 

-  ˵ˣ˶˧ ï Process  ˣ˥˸˧˲ .˷ˡ˥Chromeˢ˷ ˣ˞˴ˬ˸ ,-Process  .˶˴˵ ˭ˬˤ˪ ˵ˣ˶˧ ˰ˣ˟˴ ˣ˪˷ 

-  ˫ ˣˡ˞- Process  s ˪ ˡˬˣ˰˷˧ .˶ˠ˯ ˥˧˪ ˪˰ ˣ˴X  ˪˷ ˢˮ˩ˣ˸ˢ ˭ˣ˪˥˟Chrome  ˤ˞ˣ ˫ˣˡ˞˪ ˢˮ˸˷˧ ˰˟˴ˢ ,

 .˫˪˰˧˧ 

-  ˶ ˧ˢ˟ ˪ˣˠ˯- Processˬ˸˷ˬ ˭ˣ˟˷˥ ˣ˸ˣ˞˟ ˫˧˴˶˷ ˫˧ ˧˪˩ˢ ˳˶ ˣ˟˷ ˷Process Explorer  .˰ˠ˶˩ 

-  ˡˣ˶ˣ ï Process .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˫˧ 

- ˶ˣ˲˞ - Process ˸˞ ˣ˥˸˧˲ .ˢˢ˷ˣˬ ˟˴ˬ˟ ˫˧˞˴ˬˮ˷ ˫˧Chrome ˨˶ˡ ˸˰˩ .Process Explorer  

 ˤ˞ˣ ˧ˮˬ˧ ˵˧˪˵) ˢˢ˷ˣˬ ˟˴ˬ˪ ˣ˸ˣ˞ ˣ˶˧˟˰ˢSuspend ˪˷ ˭ˣ˪˥ˢ ˪˞ ˶ˣ˟˰˪ ˣ˯ˮ .(Chrome  ˣ˞˶˸ ,

ˢ ˸˞ ˣ˶˧ˤ˥ˢ .ˢ˟ˣˠ˸ ˭˧˞˷Process   ˤ˞ˣ ˧ˮˬ˧ ˶ˣ˸˲˩) ˸ˣ˪˧˰˲˪Resume ( . 

-  ˪ˣˠ˯ ï   ˫ˢ ˭˩˪ˣ ,ˢ˴˧˶ ˭ˬˤ˟ ˵˶ ˸˶˶˟˸ˬ ˫ˢ˪˷ ˸˧˸˧ˬ˞ˢ ˸ˣˢˬˢ˷ ˫˧˴˟˵ ˣ˪˞ .˫˧˯ˣ˥ˡ ˢ˴˶ˢ ˧˴˟˵

 ˫ ˞ .˸ˣ˵ˤˣˮ˪ ˫˧˧ˮ˧˧˲ˣ˞ ˡ˞ˬ   ˶˸˞˟ ˣ˸ˣ˞ ˵ˣˡ˟˪ ˣ˶ˢˬ ,˫˩˪˴˞ ˳˶˷ ˢˤ˩ ˳˟ˣ˵˟ ˫˸˪˵˸ˮVirus Total  

 x  ˧ˮˬ˧ ˵˧˪˵) ˫˧˲˯ˣˮ ˫˧˦˶˲ ˣ˧˪˰ ˣ˷˲˥ˣ-Search Online( . 

1.3.2 ˫˧˟˞˷ˬˢ ˪ˣ˴˧ˮ ˪˰ ˰ˡ˧ˬ 

ˢ ˤˣ˥˞ ˸˞ ˶˸˧ˢ ˭˧˟ ˠ˧˴ˬ ˧˪˩ˢ-CPU  ˪˷ ˶ˣ˴˧˵)Central Processing Unitˢ ˸ˣˬ˩ˣ (-Physical Memory  .

 ?˫˧˟ˣ˷˥ ˫ˢ ˢˬ˪ˣ ,˫ˢˬ 

ˤˣ˥˞  s-CPU   ,˭˧˪˲'˴ ˧˪˶'˴ ˪˷ "˫˧˧ˮ˶ˡˣˬ ˫˧ˮˬˤ" ˦˶˯˟ ˫˸˧˲˴ ˧˪ˣ˞ .˯ˣˬ˰ ˫˩˪˷ ˡ˟˰ˬˢ ˢˬ˩ ˡ˰ ˢ˞˶ˬ

˞ˣˢ ˭˧˪˲'˴ ˢ˟˷ ˢˮ˴˯˟  ?˯ˬˣ˰˟ ˡˬˣ˰ ˞˪˷ ˶ˣ˴˧˧ ˪˰ˣ˲ 

https://www.youtube.com/watch?v=6n9ESFJTnHs 

 ˴  ˣˬ˩ ˞ˣˢ ˡ˟˰ˬˢ ˪˰ ˡ˟ˣ˰˷ ˭˧˪˲'˟ ˡ˟ˣ˰ ˭˧˪˲'˴ ˫˞ .˟˧˩˶ˢ˪ ˨˧˶˴ ˞ˣˢ˷ ˫˧˵˪˥ ˣ˧˪˞ ˫˧˰˧ˠˬˣ ,˶ˣ˴˧˧ ˯˲ -

100%   ˣ˪ ˭˧˞˷ ˶ˬˣ˞ ˢˤ ,˯ˬˣ˰ ʕˬ  ˭˧˧ˡ˰ ˞ˣˢ ,˶ˣ˴˧˧ˢ ˯˲˪ ˫˧˲˯ˣˮ ˫˧˵˪˥ ˯˧ˮ˩ˮ ˫˞ .˱˯ˣˮ ˵˪˥ ˱˞˟ ˪˲˦˪ ˭

˟ ˡˣ˟˰˧-100%   l ˟˰ˬ ,˭˲ˣ˞ ˣ˸ˣ˞˟ .ˣ˟˩˶ˣ˧ ˞˪ ˫˧˵˪˥ˢˬ ˵˪˥ˣ ˫˧˯ˣ˲˯˲ ˣ˪ ˣ˧ˢ˧ ˸˰˩ ˪˟˞ ,˯ˬˣ˰   ˡ˟ˣ˰˷

 ˪  ˟ˣ˶˵˷ ˯ˬˣ˰˟-100%  ˧ˤˣ˥˞˟ ˡ˟ˣ˰˷ ˡ˟˰ˬ ,˪˪˩˟ .ˣ˪˷ ˸ˣˬ˧˷ˬˢ ˪˩ ˸˞ ˞˪ˬ˪ ˥˧˪˴ˬ ˞˪CPU   ˫˧˩ˣˬˮ

 ˸ ˣˡˣ˵˲˪ ˟˧ˠ˧   .ˣ˪˷ ˫˧˟˞˷ˬˢ ˪˰ "˸ˣ˶˥˸ˬ"ˣ ˣ˸ˣ˞ ˸ˣ˯˲ˣ˸˷ ˸ˣˬ˧˷ˬ ˭˧˞˷ ˭ˣˣ˧˩ ,˶˸ˣ˧ ˶ˢˬ ˷ˬ˸˷ˬ 

ˢ ˤˣ˥˞ ˢˬ :ˢˮˣ˧˪˰ˢ ˢ˶ˣ˷˟ ˣ˵ˡ˧˟-CPU   ˧˸˷ ˷˧ ,ˢˣ˟ˠ ˤˣ˥˞ˢ ˫˞ ?˰ˠ˶˩ ˪˴ˮˬ ˟˷˥ˬˢ˷  ˣ˞ :˸ˣ˧ˣ˶˷˲˞

 ˫˩˪ ˭˧˞˷ ˸ˣˮ˩ˣ˸ ˳˧˶ˬ ˡ˟˰ˬˢ˷ .˟˷˥ˬˢ ˸˞ ˠ˶ˡ˷˪ ˧˞ˡ˩ˣ ˭˷ˣ˧ˬ ˡ˟˰ˬ ˫˩˪ ˷˧˷ ˣ˞ ,˭ˢ˟ ˨˶ˣ˴ 

-sPhysical Memory   ˡˡˣˬ˟ ˠˣ˯ˬ ˭ˣ˶˩˧ˤ ˢˬ˩RAM   ˭ˣ˶˩˧ˤ ˪˰ ˡˬ˪ˮ ˨˷ˬˢ˟ .˰ˠ˶˩ ˷ˬ˸˷ˬ ˫˩˪˷ ˟˷˥ˬˢ

RAM ˨˶ˣ˴˪ ˣ˟ ˫˧˷ˬ˸˷ˬ ˫˸˞ˣ ˫˩˸ˣ˷˶˪ ˡˬˣ˰˷ ˵˧˥ˬ ˥ˣ˪ ˷˧˷ ˣˮ˧˧ˬˡ ˦ˣ˷˲ ˸˰˩ ˨˞ ,  ˧ˡ˩ ˥˧ˮˮ ,ˣˢ˷˪˩

˧˥ˬˢ ˥ˣ˪ˢ ˣˢ˷˧˸ˬ ,˫˧˟˶ ˫˧˪˧ˠ˶˸ ˣ˶˸˲˸ ˫˞ .˫˧˪˧ˠ˶˸ ˶ˣ˸˲˪  ˶˲˯ˬ ˫˩˪ ˷˧ ˢˤ ˟˪˷˟ .˞˪ˬ˸˧ ˵

ˣ˧ˣ˶˷˲˞ ˸:   

-  ˶ ˟˩ ˫˸˶˸˲˷ ˫˧˪˧ˠ˶˸ˢ ˸˞ ˡ˟˞˪ˣ ˥ˣ˪ˢ ˸˞ ˵ˣ˥ˬ˪ 

- ˸˶˟˥ˬ˪ ˸ˣˮˣ˶˸˲ˢ ˸˞ ˵˧˸˰ˢ˪ 

-  ˱ ˯ˣˮ ˵˧˥ˬ ˥ˣ˪ ˠ˧˷ˢ˪ 

https://www.youtube.com/watch?v=6n9ESFJTnHs
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-sRAM  ˷ ˣˬ˧˷ ˣ˟ ˸ˣ˷˰˪ ˸ˣ˴ˣ˶ ˸ˣˮ˩ˣ˸ˢ ˪˩˷ ,˵˧˥ˬ ˥ˣ˪ ˣˬ˩ ˞ˣˢ s  ˫˞ .-RAM   ˸˞ ˶ˣ˸˲˪ ˨˶˦˴ˮ ,˧ˡˬ ˭˦˵

ˣ˸ˣ˞ ˵˧˸˰ˢ˪ ,˰ˡ˧ˬ ˵ˣ˥ˬ˪ :˵˧˥ˬˢ ˥ˣ˪ˢ ˸˧˧˰˟ ˸˞ ˣˮ˶˸˲ ˢ˟ ˫˧˩˶ˡˢˬ ˸˥˞˟ ˢ˧˰˟ˢ   ˷˧ ˣ˟˷ ˶˥˞ ˫ˣ˵ˬ˪

ˢ ˸ˣˬ˩ ˸˞ ˪˧ˡˠˢ˪ ˣ˞ ,(˸˧˯˥˧ ˟˶ ˭ˬˤ ˸˥˵ˣ˪˷ ˢ˪ˣ˰˲) ˶˸ˣ˧ ˟˶ ˫ˣ˵ˬ-RAM . 

˪˧ˠ˶˸ 1.1 ˪ˣˠ˶˸ Process Explorer 

 ˪˰ ˣ˴˥˧˪Ctrl+I  ˪˞ ˦˧˶˲˸ˢ ˨˶ˡ ˣ˰˧ˠˢ ˣ˞System Information :˫˧˞˟ˢ ˫˧˶˟ˡˢ ˸˞ ˣ˵ˡ˧˟ . 

- ˢ ˤˣ˥˞ ˢˬ-CPU   ?˪˴ˮˬ ˫˩˪˷ ˟˷˥ˬˢ˷ 

- ˢ ˟˞˦ ˪˰ ˣ˵˧˪˵ˢ-CPU˧ ˫˧ˡ˟˰ˬ ˢˬ˩ .ˢ ?˟˷˥ˬ˟ ˫˩˪ ˷ ˨˶˰ˢ ˸˥˸ ˫ˣ˷˶ ˶˲˯ˬTopology. 

-  s  ˸ˣˬ˩ ˧ˢˬ-Physical Memory   ?˰ˠ˶˩ ˫˧˪˴ˮˬ ˫˸˞˷ 

-  ˭ˣ˶˩˧ˤ ˢˬ˩RAM ˟˷˥ˬ˟ ˪˩ˢ ˨˯˟ ˫˩˪ ˷˧ ˟ ˞˦ ˪˰ ˣ˵˧˪˵ˢ ,˞ˣ˴ˬ˪ ˧ˡ˩ ?   ˫ˣ˷˶ ˨˶˰ˢ .˭ˣ˶˩˧ˤˢ

 ˸˥˸Physical Memory ˟ˣ˸˧˩ˢ ˡ˴˪ ,Total  ˭ˣ˶˩˧ˤˢ ˪˩ ˨˯˪ ˟˶˵˸ˬ ˷ˣˬ˧˷˟˷ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˫˞ .

RAM   ˢˤ ˟˴ˬ˪ ˫˧˰˧ˠˬ ˫˸˞ ˫˞ .˟˷˥ˬˢ ˸ˡˣ˟˰˟ ˢ˦˞ˢ ˷ˣ˥˪ ˫˧˧ˣ˲˴ ˫˸˞ ,˟˷˥ˬ˟ ˫˩˪ ˷˧˷

 ˷ˣ˩˶˪ ˣ˪˵˷˸˷ ˧˞ˡ˩ ,˸ˣ˟ˣ˶˵ ˫˧˸˧˰˪RAM  .˱˯ˣˮ 

1.3.3 ˬ ˰ˡ˧ˬ ˪˰ ˦˶ˣ˲Process ˫ ˧ 

˷ ˢˠˣ˴˸ˢˢ ˪-Process :˪ˡ˥ˬ ˸˶˧˶˟ ˸ˣˡ˷ ˶˲˯ˬ ˫˰ ˸˥˸˲ˮ ˫˧ 

- Process - ˢˤ˩ ˣˮ˷˧ ˫˞ ˣ˪˷ ˭ˣ˵˧˧˞ˢ ˫˰ ˡ˥˧ ,ˢ˴˶ˢˢ ˳˟ˣ˵ ˫˷ 

- CPU ï ˞ ˤˣ˥˪ ˷˧ˡ˵ˢ ˡ˟˰ˬˢ˷ ˭ˬˤˢ-Process ˢ ˭ˣ˸ˮ ˪˷ ˭ˣ˶˥˞ˢ ˭ˣ˩ˡ˰ˢ ˤ˞ˬ ˢˤˢ-CPU 

- Private Bytes - ˪ ˢ˷˧ˡ˵ˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˭ˣ˶˩˧ˤˢ ˸ˣˬ˩-Process   ˭ˣ˶˩˧ˤ ˪˪ˣ˩ ˞˪ ,ˢˤˢ

ˬ˷ ˫ ˰ ˫ˠ ˢ˲˸˧˷ ˢ˪˰˲ˢˢ ˸˩˶˰ Process ˪˰ ˡˬ˪ˮ˷˩ ,˨˷ˬˢ˟) ˫˧˶˥˞ ˫˧DLL (˟ˣ˦ ˶˸ˣ˧ ˭˧˟ˮ ,˫˧ 

- Working Set - ˧ˤˢ ˸ˣˬ˩ ˪˩ ˨˯˟ ˭ˣ˶˩-RAM  ˪ ˷-Process  x ˧˪˞ ˢ˷˧ˠ ˷˧ 

- PID-   ˪˷ ˶ˣ˴˧˵Process I.Dˢ ˪˷ "˸ˣˢˤˢ ˸ˡˣ˰˸" ˶˲˯ˬ ˶ˬˣ˪˩ ,-Process ˪˩˪ .Process   ˷˧

˧˟ ˶˲˯ˬ ˭0-65535˧ˡ˧ ˪˰ ˣ˪ ˭˸˧ˮ˷ , ˣˮ ˞ˣˢ˷ ˰ˠ˶˟ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˶ ˴ 

- Description  ï ˢ ˶ˣ˞˧˸-Process 

- Company Name - ˢ ˟ˣ˶˷ ˫˧˲˴ˬ ˣˮ˥ˮ˞ .ˢˮ˩ˣ˸ˢ ˭˶˴˧ ˫˷Process ˪˷ ˣ˧ˢ˧ ˣˮ˪˷ ˫˧ ˦ ˲ˣ˯ˣ˶˵˧ˬ 

 ˢˡˣˬ˰ˢ ˪˰ ˧ˮˬ˧ ˵˧˪˵ ˣ˵˧˪˵ˢ .˫˧˲˯ˣˮ ˫˧˦˶˲ ˪ˣ˪˩˸ ˞˧ˢ˷ ˨˩ ˢˠˣ˴˸ˢ ˸˞ ˸ˣˮ˷˪ ˶˷˲˞Process   ˣ˶˥˟ˣ

 ˸ˣ˶˷˲˞˟Select Columns . 

 

˪ ˣ˯ˮ˩ˢ ,˫˩˪ ˥˸˲ˮ˷ ˦˧˶˲˸˟ - Process Image  ˸ˣ˶˷˲˞˟ ˣ˶˥˟ˣWindow Title  ˫˰ ˢˡˣˬ˰ ˫˩˪ ˢ˲˯ˣˮ .

 ˸  ˪˩ ˪˷ ˭ˣ˪˥ˢ ˸˶˸ˣ˩ˣˬ˰ ˡˬ˪ˮ ˨˷ˬˢ˟ !˫˩˪˴˞ ˢ˥ˣ˸˲˷ ˢˮ˩ˣ .˸ˣ˲˯ˣˮ ˸ˣ˧˷ˣˬ˧˷ ˸ˣˡ 

1.3.4   ˸˞˧˴ˬProcess  ˧˲˧˴˲˯ 
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 ˨ˣ˸˟ .˫ˣ˶˩ ˭˲ˡ˲ˡ ˣ˥˸˧˲Process Explorer  ˡ˴˪ ,ˢ˪˰ˬ˪ ˞˴ˬˮ) ˢ˶˦ˬˢ ˪ˬ˯ ˪˞ ˣ˷ˠ   .(˸˲˵˷ˬˢ ˪ˬ˯

˷˸ ˪˞ˣ ˢ˶˦ˬˢ ˪˰ ˣ˴˥˪  ˸˞ ˣ˶˶˥˷ˣ ˫ˣ˶˩ ˪˞ ˣ˸ˣ˞ ˣ˶˶ˠ .ˢ˶˦ˬ˪ ˨˲ˢ ˫˩˪˷ ˶˟˩˰ˢ ˪ˬ˯ .˶˟˩˰ˢ ˸˞ ˣ˶˶˥

˴˧˥˪ˢˢ .ˢ-Process Explorer  ˟ ˡ˧ˬ ˡ˵ˬ˸˧Process   !˫ˣ˶˩ ˪˷ 

ˢ ˧ˬ ˞ˣ˴ˬ˪ ˪˵ ˣˤ ˨˶ˡ˟Process  .ˢ˞˧ˠ˷ ˸˰ˡˣˢ ˭ˣˠ˩ ,˫˧˧ˣ˯ˬ ˭ˣ˪˥ ˳˧˲˵ˬ˷ 

1.3.5  "˪ˣ˯˧˥"Process ˫ ˧ 

 s  ˱˧˰˯˟˷ ˶˥˞˪˵˟ ˫˸˞˴ˬ ˫ˡˣ˵ˢ ˸˞ ˸ˣ˪Process chrome ˸ˣ˶˷˲˞˟ ˣ˶˥˟ˣ ˧ˮˬ˧ ˵˧˪˵ ˣ˧˪˰ ˣ˵˧˪˵ˢ ,Kill 

Process .˸˧˷ˣˬ˧˷ ˞˧ˢ ˣˤ ˸ˣ˶˷˲˞  ˫˞Process  ˞˪ˣ "˰ˣ˵˸" ˫˧˧ˣ˯ˬ  ˪˰ ˢ˵˪˵ˢ ˸ˣ˰˴ˬ˞˟ ˣ˸ˣ˞ ˶ˣˠ˯˪ ˭˸˧ˮ

 ˣˢˤ ˫˞ ˣ˞ ,˷ˬ˸˷ˬˢ ˭ˣ˪˥Process ˸ˣ˞ ˶ˣˠ˯˪ ˫˧˴ˣ˶ ˣˮ˧˧ˢ ˸˞ˤ ˸ˣ˶ˬ˪ˣ ˷ˬ˸˷ˬ ˭ˣ˪˥ ˣ˪ ˭˧˞˷  .ˣ 

 

1.3.6   ˸˞˧˴ˬProcess˥ˣ˸˲ ˳˟ˣ˵ ˫˧˵˧ˤ˥ˬ˷ ˫˧ 

 ˧˪˩ˢProcess Explorer ˫˧˧ˣ˯ˬ ˟˞˷ˬ˟ ˷ˣˬ˧˷ ˸ˣ˷ˣ˰ ˸ˣˮ˩ˣ˸ ˣ˪˧˞ ˵ˣˡ˟˪ ˶˷˲˞ˬ  ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˟˞˷ˬˢ .

DLL   .˳˟ˣ˵ ˣ˞ (˨˷ˬˢ˟ ˡˬ˪ˮ ˨˩ ˪˰) 

 ˸ˣ˰˴ˬ˞˟ ˣ˥˸˧˲word   ˨ˣ˸˟ .ˣˢ˷˪˩ ˳˟ˣ˵Process Explorer ˣ˴˥˪ ,Ctrl+F   ˟˞˦ ˪˰ ˣ˞Find   .˦˧˶˲˸˟

 ˭ˣ˪˥˟ ˪ ˥ ˣ˷˲˥ ,˷ˣ˲˧˥ˢ ˸ˣ˰˴ˬ˞˟ ˫˸˥˸˲˷ ˳˟ˣ˵ˢ ˫˷ˬ ˵word˪ ˫˧˞˶ˣ˵ ˨˧˞ .Process   ˫˞ ?˫˸˞˴ˬ˷

 ˸˞ ˫˸˞˴ˬwinword .˫˸˥˪˴ˢ , 

1.3.7 ˵˧ˡ˟ ˧ ˞ ˢ s ˥˦˟˞ˣ ˸ˣˬ 

 ˧˪˩˪ ˢˬˣˡ˟Autoruns  ˪  ˫ˠ ,ˣˮ˶˵˯ ˣ˸ˣ˞-Process Explorer   ˸ˣ˵˧ˡ˟ˣ ˢˬ˧˸˥ ˸ˣ˵˧ˡ˟ ˰˴˟˪ ˸ˣ˶˷˲˞ ˷˧

 .˸ˣ˵ˤˣˮ ˧ˣ˪˧ˠ˪ 

 ˢˡˣˬ˰ˢ ˪˰ ˧ˮˬ˧ ˵˧˪˵ ˣ˵˧˪˵ˢProcess   ˸ˣ˶˷˲˞˟ ˣ˶˥˟ˣSelect Columns ˸˞ ˢˠˣ˴˸˪ ˣ˲˧˯ˣˢ .  ˸ˣˡ˷ˢ

ñVirus Totalˣ ò - ñVerified Signer ˷˧ ˫˞ .òProcess   ˪˷ ˸ˣ˰˶˸˞ ˣ˧˪˰ ˷˧˷ ,˫ˣ˸˥ ˞˪Virus Total  ˭˩˸˧˧ ,

.˸˧ˮˣˡˤ ˢˮ˩ˣ˸˟ ˫˸˵˟ˡˮ˷ ˡ˞ˬ   
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1.4  ˸ˮ˩ˣ˸Procmon 

 ˫˷ˢProcmon  ˪˷ ˶ˣ˴˧˵ ˞ˣˢProcess Monitor  ˞ˣˢ ˢˤˢ ˧˪˩ˢ . "˫˧˰ˣ˶˧˞ ˭ˬˣ˧"  ˰˴˟˸ˬ˷ ˢˬ ˪˩ ˪˷

  ˸˪ˣ˩˧ ˫˰ ˡ˥˧ ,ˣˮ˪˷ ˟˷˥ˬ˟   .˭ˣˮ˧˯ˣ ˷ˣ˲˧˥ 

 ˸˥˧˸˲Procmon ˡ˧ˬ˟ ˣˮ˸ˣ˞ ˱˧˴˸ ˨˩ ˫˸˯ ˭ˣˣ˧˩ˬ ,˦˰ˬ˩ ˧˲ˣ˯ˮ˧˞ ˰ ,˰ˣ˶˞ ˪˩˷Event   ˟˷˥ˬ˟ ˰˴˟˸ˬ˷

 ˪˷ ˢˮ˦˵ ˞˪ ˸ˣˬ˩ ˷˧ˣ .ˡ˰ˣ˸ˬ ,ˣˮ˪˷Event .˫˧ 

 ˪˩ ˪˰ ˫˧˪˟˵ˬ ˣˮ˥ˮ˞˷ ˫˧ˮˣ˸ˮˢ ˢˬEvent˪˪ˣ˩ ˪ˡ˥ˬˢ ˸˶˧˶˟ ? :˸ 

-  s ˰˷ 

- ˢ ˫˷Process   s  ˸˞ ˰˴˧˟˷-Event 

- s-PID ˢ ˪˷Process  ˟ ˷ˢ ˸˞ ˰˴˧-Event 

- Operation s  ˠˣ˯ ˢˬ :-Event 

- Pathˮˢ ˢˬ : ˪˷ ˟˧˸ˢ˷ ˟˞˷ˬˢ -Operation ˳˟ˣ˵ ˸˥˧˸˲ ,ˢˬˠˣˡ˪ .ˣ˧˪˰ ˪˰ˣ˲-   ˪˷ ˟˧˸ˮˢ ˢˬ

˧˶˦˯˧ˠ˶˪ ˢ˷˧ˠ ,ˢˬˠˣˡ˪ ?˳˟ˣ˵ˢ -  ?ˢ˷˧ˠˢ ˢ˰˴ˣ˟ ˧˶˦˯˧ˠ˶˟ ˱ˮ˰ ˢˤ˧˞˪ 

-  ˢ˞˴ˣ˸Result˫˞ˢ .  x ˰˲ˢˮ ˞˪ ˳˟ˣ˵ ˭ˣˠ˩ ,˧ˢ˷˪˩ ˢ˧˰˟ ˢ˪˥˷ ˣ˞ ˢ˥˪˴ˢ˟ ˢ˰˴˟˸ˢ ˢ˪?˞˴ˬ 

- Detail-  ˫ ˧˲˯ˣˮ ˫˧˦˶˲ 

˪˧ˠ˶˸ 1.2 ˨˶ˡˣˬ ˪˧ˠ˶˸ Procmon 

 ˧ ˠ˶˸ˢ ˪ ˪ ˰ ˯˯ˣ˟ˬ s ˶˸˞ ˨ˣ˸ˬ ˞˟ˢ ˨˧˶ˡˬMSDN : 

 -on-hands-monitor-us/archive/blogs/appv/process-ft.com/enhttps://docs.microso

examples-and-labs   

˸˪ ˢˮ˩ˢ˩˧˲ ,˪˧ˠ˶ ˸˞ ˣ˥˸Procmon  ˢˣ :˫˧˧˷˞˶ˢ ˢ˦˧˪˷ˢ ˧ˮ˴˥˪˪ ˨˧˶ˡˬ ˭˪ˢ˪ .ˢ˷ˡ˥ ˢ˦˪˵ˢ ˣ˪˧˥˸ 

 

 ˸ˮ˩ˣ˸ ˸˞ ˣ˥˸˧˲notepadˮ˩ˢ ˧ˣˮ˧˷ˢ ˸˞ ˰˴˟˪ ˧ˡ˩) ˦ˮˣ˲ˢ ˠˣ˯ˣ ˦ˮˣ˲ˢ ˪ˡˣˠ ˸˞ ˣˮ˷ˣ , ˟˞˦˪ ˣ˯Format  

 ˣ˶˥˟ ˣ˩ˣ˸˟ˣFont ˸˞ ˣ˶ˠ˧˯ .(notepad .ˢ˦˪˵ˢˢ ˸˞ ˣ˶˴˧˰ˣ 

 ˧ ˶˦˯˧ˠ˶˟ ˭˩˧ˢ ˞ˣ˴ˬ˪ ˣˮˮˣ˴˶˟ ˸˰˩ ˢ ˪ˡˣˠ ˪˷ ˸ˣ˶ˡˠˢˢ ˸ˣ˶ˬ˷ˮ ?˦ˮˣ˲ˢ ˠˣ˯ˣ ˦ˮˣ˲ 

ˢ ˪˩ ˸˞ ˶˧˯ˮ ,˸˧˷˞˶ .˶˷˲˞ˢ ˪˩˩ ˷ˣ˲˧˥ˢ ˸˞ ˫˴ˬ˴˪ ˞˧ˢ ˢ˵˧ˮ˩˦ˢProcess ˫ˮ˧˞˷ ˫˧notepad  ˭ˮ˷˧ .

 :˸˞ˤ ˸ˣ˷˰˪ ˫˧˩˶ˡ ˧˸˷ 

https://docs.microsoft.com/en-us/archive/blogs/appv/process-monitor-hands-on-labs-and-examples
https://docs.microsoft.com/en-us/archive/blogs/appv/process-monitor-hands-on-labs-and-examples
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1.  ˞ ˣ˴ˬ˪ ˢ˶ˣ˷ ˪ ˸˩˧˧˷˷ ˧ˢ˷˪˩Process notepad  ˶ˣ˥˟˪ˣ ˧ˮˬ˧ ˵˧˪˵ ,Include   ˸ˣ˧ˣ˶˷˲˞ˢ ˭˧˟ˬ ˤ˞ˣ

 ˶ˣ˥˟˪Process Name 

2.   ˫˧˶˦˪˧˲ˢ ˨˶ˣ˰ ˨ˣ˸˪ ˯ˮ˩ˢ˪Ctrl+L  ñ ˶˦˪˧˲ ˱˧˯ˣˢ˪ˣProcess name is notepad.exe  ò 

ˢˢˤ ˢ˧ˢ˸ ˢ˞˴ˣ˸ˢ ˫˧˩˶ˡˢ ˧˸˷˟ - 

 

 ˪  ˫˧˶ˣ˷˵˷ ˫˧˰ˣ˶˞ ˵˶˷ ˭˟ˣˬ˩ˣ- notepad.exe  .ˣ˰˧˲ˣ˧ 

  ˢˮ˧˲˟ ˵ˣˡ˟˪ ˞˧ˢ ˥˪˴ˣˬ ˭˲ˣ˞˟ ˶˦˪˧˲ ˫ˢ˧˪˰ ˫˧˪˧˰˲ˬˣ ˫˧˰ˣ˶˞ ˫˧˦˧˪˵ˬ ˭˩˞ ˫˸˞˷ ˸ˣ˞˶˪ ˢ˟ˣ˦ ˨˶ˡ

˥˸ˢ ˸˧˪˞ˬ˷ˢ ,˫˧˶˦˪ˣ˲ˬ ˫˩ˣ˸ˬ ˢˬ˩ˣ ˫˧˦˪˵ˮ ˫˧˰ˣ˶˞ ˢˬ˩ ˢˮˣ˸ˢˬˠˣˡ˪ : 

 

  ˯˲˸ ˞˪ ˫˩˪˷ ˶˦˪˧˲ˢ˷ ˭ˬ˧˯ ,ˠ˴ˣˬ ˞˪ ˰ˣ˶˞ ˱˞ ˫˞ .ˢ˦˪˵ˢ ˫˸˪˥˸ˢ ˞˪˷ ˭ˬ˧˯ ,˦˪˵ˣˬ ˞˪ ˰ˣ˶˞ ˱˞ ˫˞

 ,˰ˣ˶˞ ˫ˣ˷˧˧ˣ ˭ ˩˸ ˢ ˫˷ ˸˞ ˫˸˟˸˩˷ ˨˩˟ ˧ˡ .ˣˢ˷ˬ˟ ˫˸˧ˠ˷˷Process    ˞˪ ˶˦˪˧˲ˢˣ ˟˧˸˩ ˸˞˧ˠ˷ ˫˰

 .ˡˣ˟˰˧ 

 ˱ ˯ˣˮ ˶˦˪˧˲ ˱˧˯ˣˮ ˸˰˩-   ˵ ˶ ˸ˣ˲˴˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞   .˧˶˦˯˧ˠ˶˪ ˢ˟˧˸˩˪ ˫˧˶ˣ˷˵˷ ˫˧˰ˣ˶˞˟ 

  .˫˧˰ˣ˶˞ ˪˷ ˫˧˧ˣ˯ˬ ˠˣ˯ ˶˷˲˞ˬ ˣ˞ ˪˦˟ˬ ˫ˢˬ ˡ˥˞ ˪˩˷ ˫˧ˮ˴˥˪ ˶˲˯ˬ ˫ˮ˷˧ ˢˮˣ˧˪˰ˢ ˫˧ˮˣ˵˧˧˞ˢ ˸˶ˣ˷˟

  ˣ˶˧˞˷ˢˣ˥˪˶ ˳˧˶˦˯˧ˠ˶ˢ ˧˰ˣ˶˞ ˭˴˥˪ ˸˞ ˵ : 

 

 ˭ˣˠ˩ ˫˧˰ˣ˶˞ ˪˰ ˣˡˬ˰ .˫˧˶ˣ˷˵ ˫ˮ˧˞˷ ˧˶˦˯˧ˠ˶ ˧˰ˣ˶˞ ˪˦˟˪ ˪˧˥˸ˮ ˸˰˩RegEnumKey, RegCloseKey, 

RegOpenKey   ˤ˞ˣ ˧ˮˬ˧ ˵˧˪˵ ˸ˣ˰˴ˬ˞˟ˣExclude Operation   ˠˣ˯ˬ ˫˧˰ˣ˶˞ ˫˰ ˣˮ˶˸ˣˮ .˶˦˪˧˲˪ ˫˸ˣ˞ ˣ˲˶˴

RegSetValue ˟˧˸ˮ˟ ˫˧˞˴ˬˮ ˣ˪˪ˢ ˫˧˰ˣ˶˞ˢ ˪˩.HKCU\Software\Microsoft\Notepad  ˡ˞ˬ ˟˧˸ˮ ˞ˣˢ˷ ,

 ˸ˮ˩ˣ˸˪ ˧˶˦˯˧ˠ˶˪ ˫ˣ˷˧˶ ˶ˣ˟˰ ˧ˮˣ˧ˠˢNotepad˧˰ˣ˶˞ˢ ˦˰ˬ ˭˧˟ˬ . x ˞˴ˬ˸ ,ˣˮ˶˦˪˧˲˷ ˫  ˸ˣ˪˵˟ -   ˶ˣ˞˧˸ˢ ˧˲ ˪˰

ï  .˶ˣ˞˧˸ˢ ˨ˣ˸˟ ˰˧˲ˣ˧ ˷ˡ˥ˢ ˦ˮˣ˲ˢ ˫˷ :˦ˮˣ˲ˢ ˸˞ ˫˸˧ˮ˧˷ ˣ˟ ˰ˣ˶˞ˢ ˸˞ 

ˢ ˪˰ ˶˸ˣ˧ ˦˶ˣ˲ˬ ˰ˡ˧ˬ ˪˟˵˪ ˶˷˲˞˸ ˣˢ˷˪˩ ˰ˣ˶˞ ˪˰ ˢ˵˪˵ˢˣ˶˞ .˰ 

 

-  ˸˥˸Process   ˣ˰˧˲ˣ˧Modules-  s  ˫˞ˢ ˵ˣˡ˟˪ ˫˧˶˷˲˞ˬProcess    ˪ˣˡˣˬ ˫˷ ,ˡˣ˷˥ ˡˣ˵˪ ˞˶ˣ˵

˷ ˣ˞ ˶˩ˣˬ ˣˮ˧˞˷ ˶ ˩ˣˬ ˣˮ˧˞ ˣ˪˷ ˭˶˴˧ˢ 

-  ˸˥˸Stack  .˨˷ˬˢ˟ ˣˤ ˸˪ˣ˩˧˟ ˷ˬ˸˷ˮ .˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˞˧˶˵ˢ ˸˶˷˶˷ ˰˧˲ˣ˸ 

 ˣ˴˥˪ˣ ,˪"ˮˢ ˰ˣ˶˞ˢ ˪˰ ˧ˮˬ˧ ˵˧˪˵ ˣ˵˧˪˵ˢ ,˫ˣ˧˯˪Jump To˧˧ˬ ˭˲ˣ˞˟ ˣ˰˧ˠ˸ .  ˧ˡ ˪˞  ˨ˣ˸˟ ˧˶˦˯˧ˠ˶ˢ ˨˶˰

RegEdit !ˣˮˬ˧˧˯ ,ˣˢˤ . 



 ˵˶˲1 ï   ˢ˵˧˦˯ˣˮˠ˞˧ˡ ˧˪˩ :˫˧ˡ˵ˬ ˰ˡ˧Sysinternals 

 

16 

 

˪˧ˠ˶˸ 1.3 ˧˪˧ˠ˶˸ Procmon 

 :˸ˣˬ˧˷ˬ ˢˬ˩ ˰˴˟˪ ˫˩˶ˣ˸ ˸˰˩ 

1.  ˪˩ ˸˞ ˣˠ˧˴ˢ  ˰˴˟ˬ˷ ˢˬchrome.exe 

2.   ˰˴˟ˬ˷ ˧ˬ ˪˩ ˸˞ ˣˠ˧˴ˢWriteFile 

3.  ˰˴˟ˬ˷ ˧ˬ ˪˩ ˸˞ ˣˠ˧˴ˢRegQueryValue 

4.  ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˸˞˶˵ˮ ˨˧˞ntdll ˷-RegQueryValue  ˨ ˣ˸˟ ˣ˵ˡ˧˟ :˲˧˦) ?ˢ˪ ˸˞˶ˣ˵  s-Stack ( 

    ˞˶ˣ˵˷    HKCU\Console\FontSize  cmd ς    πProcess  Κ

  Υ ύInclude  πPath ό 

˪˧ˠ˶˸ 1.4 ˪˧ˠ˶˸ ˫˩˯ˬ ï Naughty Window 

 

 

˰˵˶ 

 ˨˶ˣ˴˪ ˡ˥ˣ˧ˬ˟ ˣˮ˥˸˧˲˷ ,ˢ˟˟ˣ˷ ˸˧ˡˣˬ˧˪ ˢˮ˩ˣ˸ ˣˮ˧˵˸˸ ˢˤ ˪˧ˠ˶˸˟ s  ˨˞ ,˦˰ˬ ˸˧ˮˡ˶ˣ˦ ˢˮ˩ˣ˸ˢ .˪˧ˠ˶˸ˢ  ˞˧

ˢ ˫˩˸˶˦ˬ .˟˷˥ˬ˪ ˵ˤˮ ˢ˷ˣ˰ ˢˮ˧˞  ˪ˣ˩˧ˣ ,˫˸˞ ˫ˢ ˢˮ˩ˣ˸ˢ ˸˞ ˭˧˵˸ˬ˷ ˧ˬ˷ ˣ˞˶˸ ˡ˧ˬ .ˢ˸ˣ˞ ˶˧˯ˢ˪ ˞˧

˷˸˷ ˸ˣ˧ˢ˪ ˢˮ˩ˣ˸ ˭˧˵˸˧ ˣˢ˷˧ˬ˷ ˰ˣˡˬ ,˶ˬˣ˪˩ ?˸ˣ˞˧˴ˬˢ ˸˞ ˱˵˷ˬ ˢˤ ˫˞ˢ ˫˩ˬ˴˰ ˸˞ ˣ˪˞  ˸˧˸˧˧˰˟

  ˸ˣ˟˶ ˸ˣ˵ˤˣˮ .ˡ˞ˬ ˳ˣ˲ˮ ˢˤ ˢ˷˰ˬ˪ ?ˣˬ˴˰˟ ˣ˪˷ ˟˷˥ˬ˟ l  ˸ˣ˰˴˟ˬ˷ ˸ˣˮ˩ˣ˸˩ ˭ˬ˴˰ ˸˞ ˸ˣˠ˧˴ˬ  ˫˧˟ˣ˦ ˫˧˶˟

ˡ˧˶ˣˢ˪ ˣˮ˸ˣ˞ ˸ˣ˰ˮ˩˷ˬˣ  ˞ ˶˧˯ˢ˪ ˨˶ˡ ˞ˣ˴ˬ˪ˣ ˭˸˧˞ ˡˡˣˬ˸ˢ˪ ˨˧˶˴ ˭˸ˣ˞ ˣˮ˵˸ˢ˷ ˶˥˞˪ .˭˸ˣ˞ ˭˧˵˸ˢ˪ˣ˭˸ˣ . 

 ˸ ˧ˡˣˬ˧˪ˢ ˢˮ˩ˣ˸ˢ ˸ˮ˵˸ˢ 

 :˞˟ˢ ˵ˮ˧˪ˢˬ ˸˧ˡˣˬ˧˪ˢ ˢˮ˩ˣ˸ˢ ˸˞ ˣˡ˧˶ˣˢ 

https://data.cyber.org.il/os/NaughtyWindow.msi 

https://data.cyber.org.il/os/NaughtyWindow.msi
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  ˢˮ˵˸ˢˢ ˸˪˧˟˥ ˪˰ ˣ˵˧˪˵ˢNaughty Windowˢ ˪˰ ˨˶ˡ ˶ˣ˴˧˵ ˶˴ˣˣ˧ .-desktop  ˧˰˲ˢ .˫˩˪˷  ˣ˸ˣ˞ ˣ˪

ˬ˞˟ ˣ˶˥˟ˣ ˸˧ˮˬ˧ ˢ˴˧˥˪ ˸ˣ˰˴Run as administrator    ˞˪ ˢˮ˵˸ˢˢ ˢˬ˧˞˸ˬ ˢ˞˷˶ˢ ˧˪˟ !ˡ˞ˬ ˟ˣ˷˥)

˩ ,˫˸ˬ˧˧˯ ˣˢˤ .(˨˧˶˴˷ ˣˬ˩ ˡˣ˟˰˸  .ˢ˸ˣ˞ ˶˧˯ˢ˪ ˣ˯ˮ ˸˰ 

 

 :˫˧˷ˠˡ 

- ˸˷ˢˣ˷ˬ   ˶ ˣ˰˧˷˟ ˣˡˬ˪ˮ˷ ˫˧˪˩˟ 

- ˣˢ ˢ˴˧˲˵ˬ ˞˪ ˶˟˩ ˢˮ˩ˣ˸ˢ ˣ˵ˡ˧˟ˣ ˷ˡ˥ˬ ˟˷˥ˬˢ ˸˞ ˣ˵˧˪ˡˢ ?ˢˮ˩ˣ˸ˢ ˸˞ ˫˸˶˯ˢ˷ ˫˧˟˷ˣ˥  ˸ˣ˰ˡ

 ˨ ˯ˬ˪ 

 ?˷˧ˠˢ˪ ˢˬ 

  ˫˩˪˷ ˶˵˥ˬˢ ˧˟˪˷ ˪˩ ˸˞ ˶˧˟˯ˢ˪ ˨˶ˣ˴ ˭˧˞ ,˶ˬˣ˪˩ .ˢˮ˵˸ˣˢ˷ ˶˥˞˪ ˢˮ˩ˣ˸ˢ ˸˶˯ˢ˪ ˨˧˶ˡˬ ˟ˣ˸˩˪ ˫˩˧˪˰

 ˧ˢˬ ˞˪˞ˣ˸ˢ ˸˞ ˶˧˯ˢ˪ ˶˸ˣ˧˟ ˢ˪˧˰˧ˢˣ ˢ˶˴˵ˢ ˨˶ˡˢ ˸ ˣˮ˷˪ ˢˬ ,˳ˣ˥˪˪ ˭˩˧ˢ .ˢˮ˩  . 

˪˧ˠ˶˸ 1.4.1 ˫˧ˬˡ˵˸ˬ˪ ˪˧ˠ˶˸ 

 !˫˩ˬ˴˰˟ ˢˮ˩ˣ˸ˢ ˸˞ ˣ˟˸˧˩ 

 :˫˧˟˪˷ 

-  ˸ˣˡˣ˵˲ ˣ˪˧˞ ˣˡˬ˧˪WinAPI  ˩˸ˣ  ˫˧˴ˣ˥ˮˢ ˫˧˩˶˰ˢ ˸˞ ˟ˣ˸˩˪ ˧˶˦˯˧ˠ˶˟ ˭˩˧ˢ˪ ˣ˶˥˟ˣ ˧˶˦˯˧ˠ˶˪ ˸ˣ˟

˫˩˪ 

- ˢˮ˩ˣ˸˪ ˭ˣ˵˧˧˞ ˫˧˲˧˯ˣˬ ˨˧˞ ˪˰ ˶˟˯ˢ ˭˪ˢ˪ 

- ˨˧˞ ˪˰ ˶˟˯ˢ ˭˪ˢ˪   s ˮ˵˸ˢ ˸˪˧˟˥ ˫˧˶˴ˣ˧ 

 ˸˲˯ˣˢResource ˫ ˧ 

 ˧˪˟resource ˸˶˯˥ ˣˮ˪˷ ˢˮ˩ˣ˸ˢ ˫˧icon   .˫˧˦˶˲ˣ 

 ˨ˣ˸˟Solution Explorer  ˪˰ ˡˣˬ˰ˮResource Files ˵ ˵˧˪˵ˮˣ.˧ˮˬ˧ ˵˧˪  ˶˥˟ˮAdd  ˤ˞ˣResource 
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 ˳˟ˣ˵ ˶˥˟ˮ ˸˧˷˞˶Version .ˢ˯˶ˠ ,˭˶˴˧ ˭ˣˠ˩ ˸ˣˡ˷ˢ ˪˩ ˸˞ ˣ˩ˣ˸˪ ˭˧ˤˮ , 

 ˳˟ˣ˵ ˸ˮ˩ˢicon  ˳˟ˣ˵ ˡ˧˶ˣˮ :icon  ˦ˬ˶ˣ˲˟jpg ˶˸˞ˢ .ico converter  ˳˟ˣ˵˪ ˣ˸ˣ˞ ˶˧ˬˬico  ˰ˣ˟˵˪ ˭˸˧ˮ .

 .ˣˮˮˣ˴˶˩ ˪ˡˣˠ 

 ˸ˣ˷˰˪ ˪˩ˣˮ ˸˰˩add ˢ ˳˟ˣ˵˪-ico ˰ˣ˴˧˟ ˶˥˞˪ .add   ˤ˞ˣresource ˫˧˶˥ˣ˟ ,import    ˳˟ˣ˵ˢ ˠˣ˯ ˸˞ ˫˧ˮ˷ˬˣ

-˪ico . 

 

 ˸˶˧˴˧Installer 

 ˸ˮ˩ˣ˸ ˡ˧˶ˣˮ ,˸˧˦ˬˣ˦ˣ˞ ˢˮ˵˸ˢ ˸˟ˣ˦˪Advanced Installer  ˢ˯˶ˠ)15.3  ˸˷ˬ˸˷ˬ ˶˷˞ ,(ˢ˪˰ˬˣ  ˟ -

Visual Studioˢ ˳˟ˣ˵ ˸˞ ˸˪˟˵ˬ ˢˮ˩ˣ˸ˢ .-sln  ˪˷visual studio ˢ ˸˞ ˢˬ˴˰˟ ˸˶˴ˣ˧ˣ-build   ˢ˶ˣ˴˸˟

 .˸˷˶ˡˮˢ  ˷˧ ˢˮ˩ˣ˸˪wizard   ˸˶˧˴˧ ˪˷ ˢ˧˴˲ˣ˞˟ ˶ˣ˥˟˪ ˷˧ .˥ˣˮmsi   ˞ ˶ˣˢˢ ˧˲˪ ˨˧˷ˬˢ˪ ˫˷ˬˣ .˸ˣ 

advancedinstaller.com/download.htmlhttps://www. 

https://www.advancedinstaller.com/download.html
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1.5  ˫ˣ˩˧˯ 

 ˷  ˡ˧˵˲˸ˢ ˸˞ˣ ˢˮ˟ˬˢ ˸˞ ˣˮ˟ˢ ,˧˶˦˯˧ˠ˶ˢ ˸ˣˡˣ˞ ˣˮˡˬ˪ ˢˤ ˵˶˲˟  ,˸ˣ˞ˬˠˣˡ ˶˲˯ˬ ˸ˣ˰˴ˬ˞˟ ˣˮ˧˞˶ .ˢ˪

ˡ˴˧˩ ,ˣˮˬ˴˰˟ ˣˮ˶˵˥ ˭˵˪˥˷    .˸ˣ˧ˮ˩ˣ˸ ˪˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˶ˣˬ˷˪ ˶˷˲˞ˬ ˧˶˦˯˧ˠ˶ˢ 

 ˸ˣ˰˴ˬ˞˟Autoruns ˣ˵ˬ˪ ˧ˣ˲˧ˬ ˣˮ˰˴˧˟ˣ˵ˤˣˮ˷ ˧˶˦˯˧ˠ˶˟ ˸ˣˬ ˰  "˷˟˪˸ˢ˪" ˸ˣ˪ˣ˪˰ ˸  ˟ˣ˷ˣ ˟ˣ˷ ˳ˣ˶˪ ˨˩ˣ ˭ˢ˧˪

˸ˣ˲˯ˣˮ ˸ˣ˟ˣ˷˥ ˸ˣˮ˩ˣ˸ ˧˸˷ ˪˧˰˲ˢ˪ ˣˮˡˬ˪ .˵˪ˡˮ ˟˷˥ˬˢ˷ ˫˰˲ ˪˩˟  ˸˧˟ˬSysInternals  ˸ˣˮ˩ˣ˸ ,

 ,ˣ˪˞ ˫˧˪˩ .ˣˮ˪˷ ˟˷˥ˬ˟ ˷˥˶˸ˬ˷ ˢˬ ˪˷ ˧ˡˬ˪ ˟ˣ˦ ˥ˣ˸˧ˮ ˣˮ˪ ˸ˣ˶˷˲˞ˬ˷Process Explorer  -xProcess 

Monitor x ˮ˸ˣ˞ ˣ˷ˬ˷˧ ,  ˨ ˷ˬˢ .˫˧˞˟ˢ ˫˧˵˶˲˟   !˥˪˴ˣˬ ˡˣˬ˧˪

 



 ˵˶˲2 ï  s ˮ˩ˣ˸ ˪˷ ˭ˣ˶˩˧ˤˢ ˧˶ˣˤ˞ ˶˵˥ˬ 
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˵˶˲ 2 ï  s ˮ˩ˣ˸ ˪˷ ˭ˣ˶˩˧ˤˢ ˧˶ˣˤ˞ ˶˵˥ˬ 

 .˟˷˥ˬˢ ˸˪ˣ˰˲˟ ˫˧˧˯˧˯˟ ˫˧˞˷ˣˮ ˪˷ "ˣ˵ ˶ˣ˷˧˧" ˰˴˟ˮ ˢˤ ˵˶˲˟  ˪˰ ˢˮ˰ˮ ,ˡ˟˰ˬˢ ˡ˟ˣ˰ ˡ˴˧˩ ˶˩ˤ˧ˮ˷ ˶˥˞˪

 ˸  ˸ˣ˟˩˶ˣˬ ˢˬˬ ˢ˪˞˷ˢ  ˡˣ˵ ˧˰˦˵ ˪˲ˬ˵ˮ .˸˧˶˵˥ˬ ˢ˷˧ˠ˟ ˦ˣ˵ˮˮ ,ˣˤ ˢ˪˞˷ ˪˰ ˸ˣˮ˰˪ ˧ˡ˩ ?˟˷˥ˬ ˸ˣˮ˩ˣ

  ˢ˶˧ˬ˷ˢ ˸˰˴˟˸ˬ ˭˩˧ˢ ˢ˞˶ˮˣ ˫˧ˮˣ˷ x ˵ˢ .˭ˣ˶˩˧ˤ˟ 

  ˸˲˷˟ ˟˸˩˧˧ ˡC  ˸ˣ˧ˮ˩ˣ˸ˢ ˪ˣ˲ˬ˧˵ , ˸ˣ˰˴ˬ˞˟ ˰˴˟˸˧Visual Studio  ˪ ˩ ˸˶ˤ˰˟ ˰˴˟˸˧ ˶˵˥ˬˢ ˣ˪˧˞ˣ  ˫˷˟ ˧

IDA ˸˲˷ ˡˣˬ˧˪ ˞˧ˢ ˵˶˲ˢ ˪˷ ˢ˲˧˵˰ ˢ˶˦ˬ .C  ˸˲˷˪ ˨˧˶ˡˬ ˣˮ˧˞ ˵˶˲ˢ .˸ˣ˯ˮ˸ˢ ˧ˡ˩ ˨ˣ˸C   ˫˩ˮ˧˞ ˫˞ˣ

 ,˫˩ˬ˴˰ ˸ˣ˥ˣ˩˟ ˫˧ˬ˧˧ˣ˯ˬ ˫˧˶˟ˡ ˡˣˬ˪˪ ˣ˩˶˦˴˸˷ ˶˧˟˯ ˢ˲˷ˢ ˸˞ ˫˧˶˧˩ˬ  ˧˰˦˵ ˢˬ˩ ˫˩˪ ˵˧ˮ˰˧ ˵˶˲ˢ ˨˞

˦ˣ˷˲ˣ ˫˧˧˯˧˯˟ ˡˣ˵  ˫˰ ˸ˣ˶˩˧ˢˢ .˫˸ˣ˰˴ˬ˞˟ ˫ˡ˵˸ˢ˪ˣ ˶ˣ˵˥˪ ˣ˪˩ˣ˸˷ ˫˧IDA  ˥˸˲˸ˣ˴ ˣˮ˪ˢ ˫˪ˣ˰˪ ˶ˢ -

Reverse Engineering   ˵˧ˬ˰ˢ˪ ˪˩ˣ˧ ˢ˰˧˴ˬ ˢˮ˩ˣ˸ˢ˷ ˶˵˥ˬˢ ˸˪ˣ˩˧ˬ ˢˬ˧˰˦ˢ ˸˞ ˟ˢ˞˧˷ ˧ˬˣ ,˵˸˶ˬˢ

 .˧˞ˬ˴˰ ˭˲ˣ˞˟ 

2.1  l ˟˰ˬˢ ˸˪ˣ˰˲ ˭˲ˣ˞ 

2.1.1  s ˮˣ˩ˬ ˸˲˷ 

ˡˣ˵˲ ˳˧˶ˬ ˡ˟˰ˬˢ .ˢˮˣ˩ˬ ˸˲˷˟ ˸ˣ˞ˣ ˸ˣˡ˥˞ ˪˷ ˢ˲˷ ˞˧ˢ ˢˮˣ˩ˬ ˸˲˷  ˵ˣˡˢ ˭˲ˣ˞˟ ˢ˶ˣ˷˵ ˞˧ˢˣ ˫˧˯˲

˫˧ˡ˟ˣ˰ ˣˮ˥ˮ˞˷ ˧˲˧˴˲˯ˢ ˡ˟˰ˬ˪   ˸˞ ˵˸˰ˢ" ˢˡˣ˵˲ˢ ,ˢˬˠˣˡ˪ .ˣ˸˧˞X  ˨ˣ˸˪Y  ˫˧ˡ˟˰ˬ˟ ˡ˥˞ ˭˲ˣ˞˟ ˟˸˩˧˸ "

˸ˣ˧ˢ˪ ˢ˧ˣ˷˰ '˞ ˢ˶˟˥ ˸˶˴ˣ˸ˬ ˡ˟˰ˬ˟ ˢ˵˸˰ˢ ˸ˡˣ˵˲ ,ˢ˷˥ˬˢ ˫˷˪ .ˢˮˣ˷ ˸˶˴ˣ˸ˬ   ñ10100000ò  ˣ˪˧˞ˣ

ˢ ˸ˡˣ˵˲ˣ˸ˬ ˡ˟˰ˬ˟ ˢ˵˸˰ñ ˸ˣ˧ˢ˪ ˢ˧ˣ˷˰ '˟ ˢ˶˟˥ ˸˶˴10001100  ˸ˣˡˣ˵˲ ˪˷ ˟˶ ˭ˣˣˠˬ ˷˧ ˧˩ ˷˧ˠˡˮ .ò

˷ˬ ˫˧˦˧˟ˢˣ ,ˢ˵˸˰ˢ ˲  ˷˧ ˡ˟˰ˬ ˪˩˪˷ ˞ˣˢ ˭ˣ˶˵˰ˢ ˨˞ ,ˡ˰˧ˢˣ ˶ˣ˵ˬˢ ˠˣ˯ ˧˲˪ ˫˧ˮ˸  ˷˧ ˡ˧ˬ˸ ˞˪ˣ ˣ˪˷ˬ ˸ˣˡˣ˵

˪ˡ˟ˢ ˷˧ ˭˶˴˧ ˣ˸ˣ˞ ˪˷ ˫˧ˮˣ˷ ˫˧ˡ˟˰ˬ ˸ˣ˥˲˷ˬ ˭˧˟ ˫ˠ ,ˢ˷˰ˬ˪ .˫˧ˮˣ˷ˢ ˫˧ˡ˟˰ˬˢ ˭˧˟ ˸ˣˬ˧˞˸  ˢˬˠˣˡ˪ .˫˧

˸ˣˡˣ˵˲ ˭˧˟ ˫˧˪ˡ˟ˢ ˷˧ ˪˦ˮ˧˞ ˧ˡ˟˰ˬ˟  ˢ ˧ˡ˟˰ˬ ˸˥˲˷ˬ˪ ˸ˣˡ˰ˣ˧ˬ˷-32  ˢ ˧ˡ˟˰ˬ ˸ˬˣ˰˪ ˦˧˟-64   .˦˧˟  ˨˶ˡ˟

 ˪˷ ˡ˟˰ˬ ˶ˬˣ˪˩ ,˶ˣ˥˞˪ ˸ˣˬ˧˞˸ ˢˮ˷˧ ˪˪˩64   ˰ˡˣ˧ ˦˧˟ ˪˷ ˸ˣˡˣ˵˲ ˫ˠ ˳˧˶ˢ˪32   ˣˮ˧˞ ˨˲˧ˢˢ ˨˞ ,˦˧˟

 ˡ˟˰ˬ ˫˧˧˵˸ˬ32   ˪˷ ˸ˣˡˣ˵˲ ˳˧˶ˢ˪ ˰ˡˣ˧ ˞˪ ˦˧˟64   ˪˷ ˭ˢ ˫˞ ˫ˠ ,˦˧˟  .ˡ˟˰ˬ ˭˶˴˧ ˣ˸ˣ˞ 

˸ˣ˶˟˥˷ ˫ˠ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˸˞ˤ ˫˰  ˸˶˟˥ ˢˬˠˣˡ˪ ˨˩ ,˸ˣˡˣ˵˲ˢ ˭˸ˣ˞ ˸˞ ˣ˴ˬ˞˧ ˸ˣˮˣ˷AMD ˶˴˧˧ˬˡ˟˰ˬ ˸  ˫˧

  ˭˩˪ .˫˧ˬ˞ˣ˸ ˫ˢ ˢˮˣ˩ˬˢ ˸˲˷ ˫ˠˣ ˸ˣˡˣ˵˲ˢ ˸ˣ˰ˬ˷ˬ ˫ˠ ˶ˬˣ˪˩ ,˪˦ˮ˧˞ ˧ˡ˟˰ˬ ˸˞ ˫˞ˣ˸˷ ˸ˣˡˣ˵˲ ˦˯ ˫˰

 ˪˰ ˫ˠ ˳ˣ˶˪ ˪ˣ˩˧ ˪˦ˮ˧˞ ˡ˟˰ˬ ˪˰ ˳ˣ˶˪ ˡ˰ˣ˧ˬ˷ ˡˣ˵AMD . 

2.1.2 ˸˶ˣ˩ˤ˸-  ˬ  ˸ˣ˰ˬ˷ˬ ˢ ˡ˟˰ˬ32  ˪ˣˬ˪64 ?˦˧˟ 

 ˪ ˥ ˷˧ ˡ˟˰ˬ ˪˩˪ ˧ ˥ˢ ˸ˣ˪ˣ˰˲ ˪˩ ˰ˣ˴˧˟˪ ˫˧˷ˬ˷ˬˣ ˫˧˶˦˯˧ˠ˶ ˫˧˞˶˵ˮˢ ˢ˶ˬˣ˥ ˧˵  ˸˴˶ˢˣ ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠˢ ,˟ˣ˷

 ˢˮˣ˷ ˫˧˶˦˯˧ˠ˶ˢ ˶˲˯ˬ .˸˧ˮ˩ˣ˸ˢ  ˸ˣ˶ˣˡ ˭˧˟ ˢˮˣ˷ ˫˧˶˦˯˧ˠ˶ˢ ˪ˡˣˠ ˫ˠˣ ,˫˧ˡ˟˰ˬ ˪˷ ˫˧ˮˣ˷ ˸ˣ˶ˣˡ ˭˧˟

 ˡ˟˰ˬ" ˫˧˶ˬˣ˞ ˶˷˞˩ .˫˧ˡ˟˰ˬˢ32  ˫˧ˮˣˣ˩˸ˬ "˦˧˟   ˞ˣˢ ˣ˪˷ ˫˧˶˦˯˧ˠ˶ˢ ˪ˡˣˠ˷ ˨˩˪32  ˡ˟˰ˬ˪ .˦˧˟64   ˦˧˟

 ,˧ˣ˲˴˩ ,˷˧64  ?˶˟ˡˢ ˸ˣ˰ˬ˷ˬ ˢˬ .˶˦˯˧ˠ˶ ˪˩˟ ˦˧˟ 

ˠ˶˯˧ ˪ˡˣˠ˟ ˭ˣ˶˩˧ˤ ˣˮ˪ ˷˧˷ ˥˧ˮˮ .˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠ ˪˩˟ ˭ˣ˶˩˧ˤˢ ˫˰ ˰ˡ˧ˬ ˶˸ˣ˧ ˱˧˪˥ˢ˪ ˪ˣ˩˧ ˶˸ˣ˧ ˪ˣˡˠ ˶˦16   ˫˧˸˟

 =˸˧˟)8  x ˶˩˧ˤ˟ ˶˥˞ ˫ˣ˵ˬ˪ ˣ˸ˣ˞ ˵˧˸˰ˢ˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˥ˮ˞ˣ (˦˧˟ ˪˷ ˶˦˯˧ˠ˶ .˭32 ˟ ˪˲˦˪ ˪ˠˣ˯ˬ ˦˧˟-4  
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ˤ ˪˷ ˫˧˸˟ ˭ˣ˶˩˧ˤˢ ˪˞ ˸˷ˠ˪ ˨˶˦˴ˮ ˭˩˪ ,˫˰˲ ˪˩˟ ˭ˣ˶˩˧8  ˩ˣ˸ˬ .˫˧ˬ˰˲ ˭4   ˭ˣ˶˩ˤ˧ˢˬ ˸ˣ˞˧˶˵ ˣ˧ˢ˧ ˫˧ˬ˰˲

ˣ ,˫˧˵˧˸˰ˬ ˣˮˬˬ - 4   x ˧ˢ˧  ˪˷ ˶˦˯˧ˠ˶ ,˸˞ˤ ˸ˬˣ˰˪ .˫˧˵˧˸˰ˬ ˣ˧˪˞ ˭ˣ˶˩˧ˤ˪ ˸ˣ˷˧ˠ64    ˢ˸ˣ˞ ˸˞ ˰˴˟˪ ˪˩ˣ˧ ˦˧˟

˶˩˧ˤ˪ ˸ˣ˷˧ˠˢ ˸ˣˬ˩ˬ ˧˴˥˟ ˢˡˣ˟˰ .˟˶ ˭ˬˤ ˣˮ˪ ˨ˣ˯˥˪ ˨˩ˣ ˭ˣ 

ˢ ˱˯ˣˮ ˧˸ˣ˰ˬ˷ˬ ˪ˡ˟ˢ) ˸ˣ˟ˣ˸˩ˢ ˯˲ ˪ˡˣˠ˟ ˧ˣˮ˧˷ ˞ˣAddress Bus ˡ˟˰ˬ˪ .(32   ˦˧˟ x ˠ˟ ˸ˣ˟ˣ˸˩ ˯˲ ˷˧  ˪ˡ

32  ˠ˴˧˧˪ ˭˸˧ˮ ˶ˬˣ˪˩ .˦˧˟2  ˸˵ˤ˥˟32  ˨˶˰˟ ,˸ˣ˦ˣ˷˲ ˫˧˪˧ˬ˟ ˣ˞ ,˸ˣˮˣ˷ ˸ˣ˟ˣ˸˩4GB  ) ˫ ˧˸˟ ˢˠ˧'ˠ(  .

 ˬ  ˶˸ˣ˧ ˣˮ˪˷ ˟˷˥ˬ˪ ˷˧ ˫˞ ˫ˠ˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ-4GB ˶˩˧ˤ  ˨˧˞ ˰ˡˣ˧ ˞˪ ˦ˣ˷˲ ˡ˟˰ˬˢ .ˣ˸ˣ˞ ˪˴ˮ˪ ˧˷ˣ˵ ˷˧ ,˭ˣ

˟ˣ˸˩ˢ ˸˞ ˠ˴˧˧˪ ˶˷˲˞ ˧˞˷ ˭ˣ˶˩˧ˤ˪ ˸˷ˠ˪ˣ˟ˣ˸˩ˢ ˯˲˟ ˣ˪˷ ˸ ˶˟˰˟ .˸4GB   ˢ˷˵ ˫ˣ˧˩ ˫˪ˣ˞ ,˧ˮˣ˧ˬˡ ˟˷˥ˮ

 ˵˶ ˣ˟ ˷˧˷ ˟˷˥ˬ ˷ˣ˩˶˪4  ˭ˣ˶˩˧ˤ ˢˠ˧'ˠRAM .˥˧˷˵ ˵˯˧ˡ ˪˰ ˶˟ˡ˪ ˞˪˷ , 

ˢ ˸˪˟ˠˬ ˸˞ ˳ˣ˶˲˪ ˢ˦˧˷ ˢ˥˸˧˲ ˪˦ˮ˧˞ ˫˧ˡ˟˰ˬˢ ˸˧ˮ˶˴˧-4  ˡ˰˟ ˨ˣˬ˸˪ˣ ˢˠ˧'ˠ64    ˧ˡ˟˰ˬ˟ ˫ˠ ˭ˣ˶˩˧ˤ ˢˠ˧'ˠ

32  .˦˧˟ ˸˞˶˵ˮ ˢ˦˧˷ˢPhysical Address Extension ˶ˣ˴˧˵˟ ˣ˞ ,PAE  ˨˶ˣ˴ ˷˧ ˢ˦˧˷ˢ ˸˞ ˭˧˟ˢ˪ ˧ˡ˩ .

  ˭˧˟ ˶˷˵ ˷˧˷ ˞ˣˢ ˢˤ ˟˪˷˟ ˭˧˟ˢ˪ ˟ˣ˷˥˷ ˢˬ .˫˧˦˶˲˪ ˯ˮ˩ˮ ˞˪ ˭˩˪ˣ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˢ˧ˣˮ˟ ˡ˴˧˩ ˭˧˟ˢ˪

˩ ˭˧˟˪ ˸ˣ˟ˣ˸˩ˢ ˯˲˟ ˫˧˦˧˟ˢ ˸ˣˬ˩ ˡ˟ˣ˰ ˡ˴˧˩ ˫˧ˮ˶˵˯ ˫˸˞ ˫˞ .ˣ˧˪˞ ˸˷ˠ˪ ˶˷˲˞˷ ˭ˣ˶˩˧ˤˢ ˸ˣˬPAE  ,

 ˥ ˞˪ ˞˷ˣˮˢ ˪˰ ˞ˣ˶˵˪ ˳˪ˬˣˬ x ˞ ˵˶˲ˢ ˸˞ ˣˬ˧˧˯˸˷ ˶ .˭ˣ˶˩˧ˤ ˸ˣˡ 

 ˪˷ ˸ˣ˟ˣ˸˩ ˫˰ ˡˣ˟˰˪ ˧ˡ˩64   ˨ˣˬ˸˸ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˫ˠ˷ ˨˶ˣ˴ ˷˧ .˨˩˟ ˨ˣˬ˸˧ ˡ˟˰ˬˢ˷ ˨˩˟ ˧ˡ ˞˪ ,˦˧˟

 ˸ˣ˞˯˶ˠ ˷˧ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˸˧˟˶ˬ˪ ˭˩˪ .˨˩˟32  -x64   .˦˧˟   ˧ˡ˩ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸ˣ˷˰˪ ˢ˩˧˶˴ ˵ˣ˧ˡ˟ ˢˬ

 ˟  ˨ˣˬ˸˪-64 ˶˩˧ˤ˟ ˵˯ˣ˰˷ ˵˶˲˟ ˡˬ˪ˮ ˨˩ ˪˰ ?˦˧˟   .˭ˣ 

2.1.3  ˟ ˰ˬˢ ˡ˟ˣ˰ ˡ˴˧˩ l 

  ˞ˣˢ ˧ˤ˰ˣ˪ˢ ˥ˮˣˬˢ ,ˢˮˣ˩ˬ ˸˲˷˟ ˸ˣˡˣ˵˲ ˪˷ ˫˧˲˴˶ ˳˧˶ˬ ˡ˟˰ˬˢInstruction  ˸ˣ˧ˢ˪ ˪ˣ˩˧ .Instruction  

  ,˶˦˯˧ˠ˶ ˨ˣ˸˪ ˨˶˰ ˪˷ ˢ˵˸˰ˢ˪Instruction ˶˦˯˧ˠ˶ ˧ˮ˷ ˪˷ ˶ˣ˟˧˥˪ˢ ˧˪˟ˬ˯˞ ˸˲˷ .'ˣ˩ˣ ˫˧  ˦ˣ˷˲ ˫ˣˠ˶˸ ˞˧

ˮˢ ,˞ˣ˶˵˪ ˪ˣ˩˧ ˫ˡ˞˷ ˸ˣˡˣ˵˲˪ ˢˮˣ˩ˬ ˸˲˷˟ ˫˧˲˴˶ ˪˷  ˶˲˯ˬ ˸ˣ˞˶ˮ ˨˩ ˢInstructions   ˧˪˟ˬ˯˞ ˸˲˷˟

 ˪˦ˮ˧˞ ˡ˟˰ˬ ˶ˣ˟˰ ˣ˟˸˩ˮ˷32  :˦˧˟ 

  .ˢˮˣ˩ˬ ˸˲˷˪ ˭ˢ˪˷ ˫ˣˠ˶˸ˢ ˶ˣˬ˷ ˞˪˞ ,˭˞˩ ˭ˢ˷ ˧˲˩ ˸ˣ˶ˣˬ˷ ˞˪ ˣ˪˪ˢ ˸ˣˡˣ˵˲ˢ ˟˷˥ˬˢ ˪˷ ˭ˣ˶˩˧ˤ˟ 

˵˲ˢ ,ˢˮˣ˩ˬ ˸˲˷˟ x ˞˶˧˧ ˣ˪˪ˢ ˸ˣˡˣ  :˨˩ 

B8 02 00 00 00  

BB 03 00 00 00  

01 D8 

 ˭ˮˣ˟˸ˮ ˶˷˞˩  ,˨˷ˬˢ˟ˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟ ˟˷˥ˬˢ ˭ˣ˶˩˧ˤ˟˞ ˪˷ ˱˴˶ ˢ˞˶ˮ ˞˪ ,˸ˣˮˣ˷ ˸ˣ  ˞˪˞ ˫˧˯˲˞ˣ ˸ˣˡ˥

 .˸ˣ˧˪ˬ˧˴ˡ˯˵ˢ ˸ˣ˶˲˯ 

  ˫˧˶˲˯ˬˢ ˱˴˶ ˸˞ ˶ˣ˩ˤ˪ˣ ˞˧˶˵ˢ˪ ˣ˯ˮ .˪˟˪˟˸ˢ˪ ˡ˞ˬ ˪˵ ,˫˧˧˶˞ˮ˧˟ ˫˧˶˲˯ˬ ˫˰ ˡˣ˟˰˪ ˢ˷˵ ˫ˡ˞ˢ ˧ˮ˟ ˣˮ˪

ˢñ :˞˟1001111111100011˧˴ˡ˯˵ˢ ˸ˣ˶˲˯˪ ˱˴˶ ˣ˸ˣ˞ ˸˞ ˫ˠ˶˸ˮ ˫˞ ,˧ˮ˷ ˡ˴ˬ !˫˧˰ˮ ˞˪ .ò  ˞ˣˢ ˸ˣ˧˪ˬ

 :˨˩ ˟˸˩˧˧"9FE3"  ˶˴˵ ˶˸ˣ˧ ˸˰˩ ˪˟˞ ,ˢˮˣ˩ˬ ˸˲˷˟ ˶˟ˣˡˬ ˭˧˧ˡ˰ ,˵ˣ˧ˡ˟ ˞˪ ,˟ˣ˦ ?˶ˣ˶˟ ˢˤ ˣ˧˷˩˰ ˭ˣ˩ˮ .
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  ˟˷˥ˬˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˸˞ ˣˮ˪ ˠ˧˴ˬ˷ ˠˣ˟˧ˡ ˧˪˩ ˪˩ ˭˩˪ .ˢ˸ˣ˞ ˶ˣ˩ˤ˪ˣ ˢˡˣ˵˲ˢ ˸˞ ˟ˣ˸˩˪  ˧˶˞ˮ˧˟˟ ˞˪ ˸˞ˤ ˠ˧˴˧

 .˧˪ˬ˧˴˯˵ˢ˟ ˞˪˞ 

˸ˣˬˣ˷˶ ˳˧˶ˬ ˡ˟˰ˬˢ˷ ˸ˣˡˣ˵˲ˢ ˪˩˷ ˢ˩ ˡ˰ ˣˮ˟ˢ   ˣˮ˪ ˷˧˷ ˥˧ˮˮ .ˢˮˣ˩ˬ ˸˲˷˟  ,ˢ˴˶ˢ ˳˟ˣ˵ ˥˧˷˵ˢ ˵˯˧ˡ˟

˯ˢ˷ ˞˧ˢ ˣ˪˷ ˸ˬˣ˧EXE  ˸˩˶˰ˬ˷ ˳˟ˣ˵ ,ˢˮˣ˩ˬ ˸˲˷˟ ˸ˣˡˣ˵˲ ˫˰ ˳˟ˣ˵˟ ˶˟ˣˡˬ˷ ˨˩ ˪˰ ˢˡ˧˰ˬ ˣˤ ˸ˬˣ˧˯ .

 ˢ˪˰˲ˢˢWindows ˢˬ .˳˧˶ˢ˪ ˡ˟˰ˬ˪ ˫ˣ˶ˠ˪ ˸˰ˡˣ˧  ˟ˬ ˫˧˷ˬ˸˷ˬˢ ˣˮ˥ˮ˞ ˶˷˞˩ ˢ˶ˣ˵  ˸˞ ˳˧˶ˢ˪ ˫˧˷˵

  ˢ˪ˣ˲˩ ˢ˵˪˵ˢ ˸ˣ˰˴ˬ˞˟ ˢˬˠˣˡ˪) ˳˟ˣ˵ˢ ?(˶˟˩˰ˢ ˫˰ 

ˣ˟ˬ ˭ˣ˷˞˶ˢ ˟˪˷˟ ˢˮ˧˰˦ ˸˰˴Loading  ˞˶˵ˮ˷ ˶˧ˢˬ ˭ˣ˶˩ˤ ˪˞ ˥˧˷˵ˢ ˵˯˧ˡˢˬ ˳˟ˣ˵ˢ ˪˷RAM  ˨˷ˬˢ˟ .

ˢ ˪˰ ˡˬ˪ˮ-RAM  ˪ ˞ ˵˸˰ˣˬ ˡˣ˵ˢ˷ ˵˶ ˭˧˟ˢ˪ ˟ˣ˷˥ ˰ˠ˶˩ ,ˢˮ˧˰˦ˢ ˨˧˪ˢ˸ ˰˴˟˸ˬ ˨˧˞ ˵ˣ˧ˡ˟ ˭˧˟ˮˣ   ˭ˣ˶˩˧ˤ

˪˷ ˧˲˪ ˳ˣ˶˪ ˪˧˥˸ˬ ˡˣ˵ˢ ,ˢˮ˧˰˦ˢ ˶˥˞˪ ˡ˧ˬ .ˣ˧˪˞ ˸˷ˠ˪ ˪ˣ˩˧ ˡ˟˰ˬˢ˷ ˷ ˢ ˸˷ˣ :˫˧˞˟ˢ ˫˧˟˪ 

 .˞Fetch  - ˞˟ˢˣ˵˲ˢ ˸ˢ ˭ˣ˶˩˧ˤˬ ˢˡ-RAM  l ˟˰ˬˢ ˪˞ 

 .˟Decode-   ˧ˢˬ ,˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩˪ ˢ˷˧ˠ ˸˪˪ˣ˩ ˢˡˣ˵˲ˢ ˫˞ ?ˢˡˣ˵˲ˢ ˠˣ˯ ˢˬ ,ˢˬˠˣˡ˪ .ˢˡˣ˵˲ˢ ˥ˣˮ˰˲

 ?˸˷˵ˣ˟ˬˢ ˸˟ˣ˸˩ˢ 

 .ˠExecute- .ˢ˴˶ˢ   ˰ˣ˴˧˟ .˫˧˶˲˯ˬ ˧ˮ˷ ˪˷ ˫ˣ˩˯ˢ ˟ˣ˷˧˥ ˢˬˠˣˡ˪ ,ˢˡˣ˵˲ˢ 

,ˢˮˣ˩ˬ ˸˲˷˟ ˢˡˣ˵˲ ˸˴˶ˢ ˶˥˞˪ ˷ˣ ˢ˞˟ˢ ˢˡˣ˵˲˪ ˶˟˰ˬ ˰˴˟˸ˬ ˫ ˬ˴˰ ˪˰ ˫˧˶ˤˣ˥ ˫˧˟˪˷ˢ ˸˷ˣ˪  ˟ˣ˷ ˨˩ ,

ˢ ˪ˠ˰ˬ ˸˞ ˵˧˯˲ˢ˪ ˪ˣ˩˧˷ ˡ˧˥˧ˢ ˶˟ˡˢ .˟ˣ˷ˣ-Fetch Decode Execute   ˶ˣ˵ˬˬ ˡ˟˰ˬˢ ˪˷ ˵ˣ˸˧ˮ ˞ˣˢ

 .˧˪ˬ˷˥ ˥˸ˬ 

˶˵ˮ˷ ˶˦˯˧ˠ˶ ˪˧˩ˬ ˡ˟˰ˬˢ  ˞IP  ˪˷ ˶ˣ˴˧˵ ,Instruction Pointer  ˷˧˷ ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˪˰ ˰˧˟˴ˬ˷ ˢˤ ˞ˣˢˣ ,

 .˳˧˶ˢ˪ ˬ ˡ˟˰ˬˢ ˪˷ ˭ˣ˰˷ˢ˷ ˫˰˲ ˪˩˟ˢ ,˫ˡ˵˸ -IP    ˟˧˧˥ ˡ˟˰ˬˢ ˤ˞ ˡ˰ .ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˪˰ ˰˧˟˴ˢ˪ ˶˟ˣ˰

 .˸˧˥˩ˣˮˢ ˢˡˣ˵˲ˢ ˰ˣ˴˧˟ ˸˞ ˫˧˪˷ˢ˪ 

 ˫˷ˢ .˫˧ˡ˟˰ˬ ˪˷ ˸ˣ˶ˣˡ ˫˰ ˢˮ˸˷ˬ ˶˦˯˧ˠ˶ˢ ˪˷ ˫˷ˢIP ˬ ˶ˣ˟˰ ˶ˣ˵ˬ˟ ˰˟˵ˮ  ˧ˡ˟˰16 ˧ˡ˟˰ˬ .˦˧˟ 32  

  ˪˷ ˸ˣ˟ˣ˸˩ ˪˧˩ˢ˪ ˪ˠˣ˯ˬ˷ ,˶˸ˣ˧ ˪ˣˡˠ ˶˦˯˧ˠ˶ ˫˧˩˧˶˴ ˦˧˟32  ˪  ˠ˶ˡˣ˷ ˶˦˯˧ˠ˶ˢ ˭˩˪ˣ ,˦˧˟- Extended 

Instruction Pointer ˶ˣ˴˧˵˟ ˣ˞ ,EIP ˸˶ˣ˦˵˦˧˩˶˞ ˪˰ ˶˟ˡˮ ˢˤ ˶˲˯˟ ˟ˣ˶˪˷ ˭ˣˣ˧˩ .32    ˷ˬ˸˷ˮ ,˦˧˟

 ˶˦˯˧ˠ˶˟EIP ˡ˟˰ˬ˟ .64  ˮ ˶˦˯˧ˠ˶ˢ ˣ˸ˣ˞ ˞˶˵RIP  . 

˸˵˸" ˪˩˟ˢ ˪˷ "˵ˣˢ ˧˟˪˷ ˸˞ ˰˴˟ˬ ˡ˟˰ˬˢ ˭ˣ˰˷-Fetch-Decode-Execute  ˶˦˯˧ˠ˶ˢ˷ ˢˡˣ˵˲ˢ ˪˰EIP   ˰˧˟˴ˬ

 s ˧˪˰ x-EIP ˪ ˫ˡ˵˸ˬ˪˰ ˰˧˟˴ˢ   s ˞˟ˢ ˢˡˣ˵˲ˢ 
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2.1.4  s ˮˣ˩ˬ ˸˲˷˪ ˸˧˪˧˰ ˢ˲˷ˬ 

 ˭ˣˠ˩ ,˸˧˪˧˰ ˢ˲˷˟ ˡˣ˵ ˫˧˟˸ˣ˩ ˣˮ˥ˮ˞˷ ˥˧ˮˮC˟ ˣˮ˪˷ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˪˩ˣ˧ ˡ˟˰ˬˢ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˡ˴˧˩ ,  ˸˲˷

?ˢˮˣ˩ˬ 

ˬˢ˪ ˧ˡ˩ ˡˣ˵ ˶˧ ˸˲˷ˬC   ˢˮ˩ˣ˸ ,˶˪˧˧˲ˬˣ˵ ˧ˡ˧ ˪˰ ˰˴ˣ˟ˬ ˭ˣ˷˞˶ˢ ˟˪˷ˢ .˫˧˟˪˷ ˧ˮ˷ ˫˧˰˴˟˸ˬ ˢˮˣ˩ˬ ˸˲˷˪

 ˸˲˷ˬ ˢ˶˧ˬˬ˷C   ˸ ˲˷˪ ˟ˬ˯˞  ˢ˸ˣ˞ ˵˶˷ ,ˢˮˣ˩ˬ ˸˲˷˪ ˧˪˟ˬ˯˞ ˸˲˷ˬ ˡˣ˵ˢ ˸˶ˬˢ ˞ˣˢ ˧ˮ˷ˢ ˟˪˷ˢ .˧˪

 .˶˪˟ˬ˯˞ ˸˞˶˵ˮ˷ ˢˮ˩ˣ˸ ˧ˡ˧ ˪˰ ˸˰˴ˣ˟ˬ ˢ˶ˬˢˢ .˳˧˶ˢ˪ ˪ˣ˩˧ ˡ˟˰ˬˢ 

ˣ˶˵ ˫˧˸˧˰˪˪˪ˢ ˫˧˟˪˷ˢ ˧ˮ˷ ˸ˣ˟  ˸˧ˮˬˤ ˣ˟ ˣ˰˴ˣ˟˧ ˣ ˢˬˠˣˡ˪ .ˣˮ˪˷ ˥ˣ˸˧˲ˢ ˸˟˧˟˯ ˧ˡ˧ ˪˰Visual Studio  

 ˞  ˭˲ˣ˞˟ ˢˤ ˶˥˞ ˢˤ˟ ˫˧˟˪˷ˢ ˧ˮ˷ ˸˞ ˸˰˴˟ˬ ˸˲˷˟ ˡˣ˵ˢ˷ ˢ˞˶ˮ ˷ˬ˸˷ˬ˪˷ ˨˩ ,˧˦ˬˣ˦ˣC   ˸˧ˡ˧˧ˬ ˨˲ˣˢ

˟ ˫˩˪˷ ˦˵˧˧ˣ˶˲ˢ ˸˞ ˣ˴˧˶˸ ˫˞ ,˸˞ˤ ˫˰ .ˢˮˣ˩ˬ ˸˲˷˪-Visual Studio  ˟˴ˬ˟Debug ˥ˣ˸˲˪ ˣ˪˩ˣ˸ ,  ˭ˣ˪˥

 ˪˷Disassembler  .ˢˮ˩ˣ˸ˢ ˸˞ ˫˧ˠ˟ˡˬ ˫˩ˡˣ˰˟ ˧˪˟ˬ˯˞ ˸˲˷˟ ˸ˣˡˣ˵˲ˢ ˸˞ ˸ˣ˞˶˪ˣ 

 ˣˮ˥ˮ˞ ˡˣ˰ ˪˩˷ ˞˧ˢ ,ˢ˩ ˡ˰ ˣˮ˪˷ ˶ˣ˞˧˸ˢˬ ˢˮ˵˯ˬˢ ˭ˣˠ˩ ˸˧˪˧˰ ˢ˲˷˟ ˫˧˸ˮ˩˸ˬC    ˸ˣ˧ˢ˪ ˫˧˩˧˶˴ ˣˮˮ˧˞

  ˫˧ˡ˟˰ˬ ˧ˠˣ˯ ˪˰ ˶˟ˡ ˣ˸ˣ˞ ˢ˞˶ˮ ˸˧˪˧˰ ˢ˲˷˟ ˡˣ˵ˢ .ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˳ˣ˶˸ ˣ˧˪˰ ˡ˟˰ˬˢ ˠˣ˯ ˧˟ˠ˪ ˫˧ˡ˶˦ˣˬ

˧ˢ ˡ˥˞ ˢˤ .˫˧ˮˣ˷ ˸ ˧˪˧˰ ˢ˲˷ ˪˷ ˫˧˧ˤ˩˶ˬˢ ˸ˣˮˣ˶˸-    ˡˣ˵ˢ ˢ˧˪˰ ˸˧˲˧˴˲˯ˢ ˢ˶ˬˣ˥ˢˬ ˫˧ˡ˶˦ˣˬ ˞˪ ˣˮ˥ˮ˞

 .˳ˣ˶˧ 

 ˶˧ˬˢ˪ ˢ˴˶ˮ˷ ˰ˠ˶˟ ,˫˪ˣ˞˪˟ˬ˯˞ ˸˲˷˪ ˣˮ˪˷ ˡˣ˵ˢ ˸˞  ˧  ˠˣ˯ ˢˤ˧˞˪ ˶ˣ˥˟˪ ˨˶˦˴ˮ ,ˢˮˣ˩ˬ ˸˲˷˪ ˢˮˬˣˣ

  .ˡˣ˟˧˰ ˣ˰˴˟˧ ˶˪˟ˬ˯˞ˢˣ ˶˪˧˧˲ˬˣ˵ˢ ˡ˟˰ˬ 

ˣ˵˥ˮ ,˟˷˥ˬ ˸ˣˮ˩ˣ˸ ˸ˣ˟˩˶ˣˬ ˨˧˞ ˵ˬˣ˰˪ ˶˸ˣ˧ ˭˧˟ˢ˪ ˧ˡ˩  ˧ˡ˩ .ˢˮˣ˩ˬ ˸˲˷˩ ˶ˣˬ˷ ˫˧˟˸ˣ˩ ˣˮ˥ˮ˞˷ ˡˣ˵ ˡ˴˧˩ ˶

ˣ˷˰˪˧˵ ,˪˩ˢ ˧ˮ˲˪ .ˢˬ˧˷ˬ˪ ˫˧˞˸ˬ ˧˪˩˟ ˰ˡ˧ ˷ˣ˩˶˪ ˨˶˦˴ˮ ˸˞ˤ ˸ ˧ ˯˧˯˟ ˨˧˶ˡˬ" ˥˲˯ˮˢ ˸˞ ˣ˞˶   ˫˰ ˢˡˣ˟˰˪

IDA .˸ˣ˞˟ˢ ˸ˣˬ˧˷ˬˢ ˰ˣ˴˧˟˪ ˣ˩˧˷ˬˢ ,ˢˮ˩ˣ˸ˢ ˪˷ ˯˧˯˟˟ ˣ˦˪˷˸˷ ˶˥˞˪ ." 

2.2  s ˮ˩ˣ˸ ˪˷ ˫˧ˮˣ˷ˢ ˭ˣ˶˩˧ˤˢ ˧˶ˣˤ˞ ˶˵˥ˬ 

 ˟  ˡˬ˪ˮ ˢˤˢ ˵˪˥ˢ ˸˞ ˶ ˵˥ˬ ˸ˣˬ˧˷ˬ ˸ˣ˰˴ˬ˞   ˶ˬ˷ˮ ˡ˴˧˩ ˵ˣˡ˟ˮˣ ˭˦˵ ˡˣ˵ ˰˦˵ ˥˵˧ˮ ˣˤ˩ ˢˬ˧˷ˬ ˪˩˟ .˸ˣˮ˦˵

.ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ˷ ˢˬ ˶˟ˡ ˭ˣ˶˩˧ˤ˟  ˶  ˣˮ˥ˮ˞ ?ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ ˢˬ ˢˮ˩ˣ˸ ˪˷ ˡˣ˵ ˶ˬ˷ˮ ˭ˣ˶˩˧ˤ˟ ˭˩˧ˢ ˸˰ˡ˪ ˫˧˴ˣ

 :˫˧˵˪˥ ˧ˮ˧ˬ ˪˩ ˷˧ ˢˮ˩ˣ˸˪ .˫˧˴˧˶ˬ ˣˮ˥ˮ˞˷ 

-  ˸ ˣˡˣ˵˲ 

-  ˫ ˧˰ˣ˟˵ 

-  ˫ ˧˧˪˟ˣ˪ˠ ˫˧ˮ˸˷ˬ 

-  ˫ ˧˧ˬˣ˵ˬ ˫˧ˮ˸˷ˬ 

- ʕ˞˶ˣ ˸ˡˣ˵˲) ˢ˴˧˶ ˧ˡ˩ ˨ˣ˸ ˫˧˴˵ˣˬ˷ ˭ˣ˶˩˧ˤ ˧malloc ( 

-   ˠˣ˯ˬ ˫˧˴˟˵ ˨ˣ˸ˬ) ˢ˴˧˶ ˭ˬˤ˟ ˫˧˞˟˧˧ˬ ˣˮ˥ˮ˞˷ ˸ˣ˧˴˵ˮˣ˲DLL , (˨˷ˬˢ˟ ˫ˢ˧˪˰ ˡˬ˪ˮ 

 .˭ˣ˶˩˧ˤˢ ˢ˴˵ˣˬ ˭˩˧ˢ ˵ˣˡ˟ˮˣ ˢ˪˞ˢ ˫˧˶˟ˡˢ ˡ˥˞ ˸˞ ˸˪˪ˣ˩ˣ ˣˮ˟˸˩˷ ˢˮ˩ˣ˸ ˥˵˧ˮ ˫˰˲ ˪˩˟ ˭˩˪ 

 ˬ ˷ ˞ˣˢ˷ ˧˲˩ ˡˣ˵ˢ ˸˞ ˸˰˩ ˫˧˶˵ˣ˥ ˣˮ˥ˮ˞ :˨˷ˬˢ˪ ˟ˣ˷˥ ˷ˠˡ ˠˣ˯ˬ ˳˟ˣ˵ ,ˣˮ˶˴˧˷ ˢ˴˶ˢˢ ˳˟ˣ˵˟ ˶ˣEXE  .

ˢ ˳˟ˣ˵-EXE ˢ ˪˞ ˭ˣ˰˦ ˞˪ˣ ˥˧˷˵ˢ ˵˯˧ˡˢ ˪˰ ˶ˣˬ˷-RAM˪ ˢˮ˧˰˦ˢ ˨˧˪ˢ˸˟ .-RAM   ˫˧˟˶ ˫˧˶˟ˡ ˷˧
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  ˧˶ˣˤ˞ ˪˷ ˟˴ˬ ˸ˮˣˬ˸˟ ˫˧˲ˣ˴ ˣˮ˥ˮ˞˷ ˞ˣˢ ˶ˣ˩ˤ˪ ˟ˣ˷˥˷ ˢˬ ˰ˠ˶˩ .˨˷ˬˢ˟ ˫ˢ˧˪˰ ˡˣˬ˰ˮˣ ,˫˧ˮ˸˷ˬ˷

ˮˣˬ˸˟ ˞˪ ,˥˧˷˵ˢ ˵˯˧ˡˢ ˪˰ ˫˧˶ˡˠˣˬ ˫ˢ˷ ˧˲˩ ˭ˣ˶˩˧ˤˢˢ ˨ˣ˸˟ ˭ˣ˶˩˧ˤˢ ˸-RAM  . 

2.2.1 '˞ ˟˪˷-  ˸ ˣˡˣ˵˲ 

 ˸˧ˮ˩ˣ˸˟ ˣ˷ˬ˸˷ˢhello.exe ˢ ˡˣˬ˧˪ ˥˲˯ˮ ˶ˣ˟˰ ˫˸˶˴˧˷-IDAˣ˶ˬ˷ˮ ˭˩˧ˢ .˴˰ ˸ˣˡˣ˵˲ˢ ˸  ˫˸˞˷ ˧˲˩ ?˭ˬ

˞˶˵ˮ˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞˟ ,˫˧˞ˣ˶  "text"  ?ˢˤ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˪˰ ˸˰ˡ˪ ˶˷˲˞ ˢˬ . 

˞ ˸˪˧˥˸˪ ˣ˰˧ˠ˸˷ ˡ˰ ˢ˪˰ˬ˪ ˣ˪˪ˠ (˸˧˲˶ˠ ˢˠˣ˴˸ ˞˪) ˡˣ˵ ˸ˠˣ˴˸˟ ˫˸˞˷˩ s  ˶ˣˤ-text  ˦˯˵˦ ˫˩˧ˮ˲˪ ˰˧˲ˣ˧ .

ˢˤ˪ ˢˬˣˡ : 

 

  ?˫˧˪˩˸˯ˬ ˣˮ˥ˮ˞ ˢˬ ˪˰IDA  ˭ˣ˶˩˧ˤˢ ˧˶ˣˤ˞ ˪˷ ˸ˣ˶ˡˠˢˢ ˸˞ ˸˥˵ˣ˪ˢ ˳˟ˣ˵˟ ˸ˣ˶ˣˬ˷ˢ ˸ˣ˶ˡˠˢˢ ˨ˣ˸ˬ -

exe ˟  ˞˴ˬˮ˷ ˰ˡ˧ˬˢ ˸ˣ˰ˬ˷ˬ ˸˞ ˢ˞˧˶˵˪ ˢ˥ˣˮ ˢ˶ˣ˴˟ ˣˮ˪ ˢˠ˧˴ˬ ˢˮ˩ˣ˸ˢ .-exe  ˣˮ˸ˣ˞ ˸ˮ˧˧ˮ˰ˬ˷ ˢ˶ˣ˷ˢ .

ñ ˟ˣ˸˩˷ ˭˩˧ˢ ˞˧ˢFlags 60000020: Text Executable Readableˢ˶ˣ˷ˢ ˪˷ ˷ˣ˶˧˲ˢ .ò   ˨˩ ˶˥˞ ˡ˧ˬ ˭˸˧ˮ

 ˸ ˣ˶ˣ˲˞ˢ ˸ˣ˶˰ˢ˟- ñ ˞ˣˢ˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˣˢˤPure Code.ˢ˴˶ˢˣ ˢ˞˧˶˵ ˪˷ ˸ˣ˞˷˶ˢ ˣ˪ ˷˧ˣ ò 

2.2.2  '˟ ˟˪˷-  ˫ ˧˰ˣ˟˵ 

  ˸ˤˣ˶˥ˬˢ ˢ˶ˣˬ˷ ˭˩˧ˢ ˫˩ˬ˴˰˟ ˣ˶˵˧˥"Hello!"    .˫˸˶ˡˠˢ˷ 

˞˴ˣ˸ ˢ˸ˣ˞˪ ˫˸˰ˠˢ˷ ˣ˵ˡ˧˟ˣ ˞˟ˢ ˶˟˯ˢˢ ˪˰ ˣ˶˟˧˰ ˭˩ˬ ˶˥˞˪ ˵˶ .ˢ 

ˢ ˨ˣ˸˟ -main .˸ˣ˶ˣ˷ ˧˸˷˟ ˡ˵ˬ˸ˮ ,ˣˮ˪˷  ,ˢˮˣ˷˞˶ˢpush offset aHello  ˸˧ˮ˯˥ˬˢ ˨ˣ˸˪ ˸˲˥ˣˡ ˣˤ ˢ˶ˣ˷ .

˸˩ˢ ˸˞ ˸ˤˣ˶˥ˬ ˪˷ ˭ˣ˶˩ˤ˟ ˸˟ˣHello ˪˰ ˵˧˪˵ˮ ˫˞ .aHello  :˭ˣ˶˩ˤ˟ ˸ˤˣ˶˥ˬˢ ˪˷ ˸˟ˣ˸˩˪ ˢˮ˲ˣˮ 

 

 ˸˟ˣ˸˩˟ ˸˶ˡˠˣˬ ˸ˤˣ˶˥ˬˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ416B94 ˣ˸ˢ ˶ˡˠˣˬ ˢ˧˶˥˞˪ˣ ,0Ah  ˧˪ˬ ˶ˣ˩ˤ˩)˪˟ˬ˯˞ˢ ˧ˡˣˬ  ,˧

 ˣ˸ˢ ˢ˧˶˥˞˪ˣ (ˢ˶ˣ˷ ˸ˡ˧˶˧0  .(ˢ˯˲ˡˢ ˸ˣ˧˴˵ˮˣ˲ ˸˟ˣ˦˪ ˸ˤˣ˶˥ˬˢ ˫ˣ˧˯ ˭˧˧˴ˬ ,˶ˣ˩ˤ˩) 
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 ˣˢˬ ˨˞rdata  ˶ˡˠˣˬ ˣ˟ ˭ˣ˶˩˧ˤ˟ ˵˪˥ˢ ˸˪˧˥˸ ˪˞ ˰˧ˠˮ ,˭ˣ˶˩˧ˤˢ ˸˞ ˢ˪˰ˬ˪ ˪ˣ˪ˠˮ ˫˞ ?rdata : 

 

 ˷  ˫˧˞ˣ˶-  rdata ñ ˭ˣ˧˲˞ˢ ˪˰˟ ˭ˣ˶˩˧ˤ˟ ˶ˣˤ˞ ˞ˣˢData Readable˟ ˢˤ ˶ˣˤ˞ ˪˷ ˸ˣ˞˷˶ˢˢ .ò  ˭ˢ ˭ˣ˶˩ˤ

ñRead ˸ˤˣ˶˥ˬˢ˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ .˭ˣ˶˩˧ˤ˟ ˢˤ ˶ˣˤ˞˪ ˟ˣ˸˩˪ ˶˷˲˞ ˧˞ .òHello   ,ˢ˰ˣ˟˵ ˞˧ˢ ˡˣ˵˟ ˣˮ˶ˡˠˢ˷

ˮ ˟  ˢ˞˧˶˵˪ ˡ˰ˣ˧ˬ˷ ˫ˣ˵ˬ˟ ˸˶ˬ˷  ˪˩ˣ˸ ˣˮ˪˷ ˸ˤˣ˶˥ˬˢ˷ ˫˧˴ˣ˶ ˣˮ˧˧ˢ ˣ˪˧˞˷ ˢ˞˶ˮ ˨˷ˬˢ˟ ˭˩˞ˣ .ˡ˟˪

 .ˢˮˣ˷ ˢ˶ˣ˴˟ ˢ˸ˣ˞ ˶˧ˡˠˢ˪ ˣˮ˧˪˰ ˢ˧ˢ ˸ˣˮ˸˷ˢ˪ 

2.2.3  'ˠ ˟˪˷ï   ˫ ˧˧˪˟ˣ˪ˠ ˫˧ˮ˸˷ˬ 

˧ˡˠˢ˞ ˣ˶˸˷ˬ ˪˷ ˱˯ˣ  .˭ˣ˶˩˧ˤ˟ ˫˧˶ˬ˷ˮ ˫ˢ ˣ˟˷ ˫ˣ˵ˬ˟ ˣ˲˴ˣ ˫˧ˮˣ˷ ˫˧ˠˣ˯ˬ ˫˧˧˪˟ˣ˪ˠ ˫˧ˮ 

// global variables  

char     my_char = 'b'  

short    my_short = 4000;  

int      my_int = 10;  

long     my_long = 65535;  

double   my_double = 4.32 ;  

ˢ ˡˣ˵˟ ˣ˰˧˲ˣ˧ ˣ˪˪ˢ ˫˧ˮ˸˷ˬˢ˷ ˧ˡ˩˷ ,˟˪ ˣˬ˧˷-exe ˸˯˶ˠ ˶ˣ˟˰ ˸ˣ˧ˢ˪ ˟˧˧˥ ˸˧ˮ˩ˣ˸ˢ ˪ˣ˲ˬ˧˵ ,Debug  .

  ˸˯˶ˠ ˶ˣ˟˰ ˫˧˪˲ˬ˵ˬ ˶˷˞˩Release˱˧˰ˢ˪ ˢ˦ˣˮ ˶˪˧˧˲ˬˣ˵ˢ , ˬ˧˷ ˫ˢ˟ ˭˧˞˷ ˡˣ˵ ˧˵˪˥ .˷ˣ 

  ˞˶˵ˮ˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞˟ ˫˧˶ˣˬ˷ ˣ˪˪ˢ ˫˧ˮ˸˷ˬˢ ˸˞ ˫˸˞˴ˬ ,˭ˣ˩ˮ ˫˧˶˟ˡˢ ˸˞ ˫˸˰˴˧˟ ˫˞data  ˪ˡ˟ˢˢ ˢˬ .

  ˭ˣ˶˩ˤˢ ˶ˣˤ˞ ˭˧˟˪ ˣˮ˧˟rdata˶˧ˬ˷˪ ˷ˬ˧˷˷ , ˵ ˢ ˸  ˰ˣ˟"Hello!"  ? 
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 ,˫˧˞ˣ˶˷ ˧˲˩data  ˧ ˮˣ˧ˠˢ ˢˤ .ˢ˞˧˶˵ ˵˶ ˞˪ ,ˢ˞˧˶˵ˣ ˢ˟˧˸˩ ˸ˣ˞˷˶ˢ ˪˰˟ ˞ˣˢ-  ˢ ˪˩ˢ ˧˶˥˞  ,˫˧ˮ˸˷ˬ ˣˮ˶ˡˠ

 .˫˧˰ˣ˟˵ ˞˪ 

2.2.4  'ˡ ˟˪˷ï   ˫ ˧˧ˬˣ˵ˬ ˫˧ˮ˸˷ˬ 

  ˧ˡ˩ ,˫˧˶˦ˬ˶˲ ˸˪˟˵ˬ˷ ˢ˧˴˵ˮˣ˲ ˶˧ˡˠˢ˪ ˟ˣ˷˥ .˫˧˧ˬˣ˵ˬ ˫˧ˮ˸˷ˬ ˶˲˯ˬ ˫˧˷ˮ ˢ˩ˣ˸˟ˣ ˢ˧˴˵ˮˣ˲ ˶˧ˡˠˮ ˸˰˩

 ˫ˠ ˸ˣ˞˶˪ ˪˩ˣˮ˷ˢ˧  ˳˪ˬˣˬ ,˶˵˥ˬ˟ ˞˟ˢ ˟˪˷˪ ˭˩ˣ ,ˢˤˢ ˟˪˷˪ .ˢ˧˴˵ˮˣ˲˪ ˫˧˶˟˰ˣˬ˷ ˫˧˶˦ˬ˶˲ˢ ˫˧˶ˬ˷ˮ ˭˩

 :˞˟ˢ ˡˣ˵˟ ˷ˬ˸˷ˢ˪ 

#include  "pch.h"  

 

int  mult( int );  

int  max_num = 10;  

int  *buf = ( int *)malloc(max_num * sizeof ( int ));  

 

int  main()  

{  

    for  ( int  i = 0; i < max_num; i++) {  

        buf [i] = mult(i);;  

        printf( "%d\ n" , buf[i]);  

    }    

    return  0;  

}  

 

int  mult( int  num) 

{  

    st atic  int  my_num = 5;  

    int  result = num* 2 + my_num; 

    return  result;  

}  

 :˸ˣ˞˟ˢ ˸ˣ˪˞˷ˢ ˪˰ ˣˮ˰ˣ ˫˩ˬ˴˰˟ ˣ˷˲˥ ,˞ˣ˶˵˪ ˣ˩˧˷ˬ˸˷ ˧ˮ˲˪ 

-  ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˢˤ˧˞˟ˢ ˫˧˶ˣˬ˷ˢ ˫˧ˮ˸˷ˬ) ˣˮ˶ˡˠˢ˷ ˫˧˧ˬˣ˵ˬi, result ?( 

-  ˶˦ˬ˶˲ˢ ˞˴ˬˮ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˢˤ˧˞˟num  ˢ˧˴˵ˮˣ˲˪ ˶˟˰ˣˬ˷mult ? 

-   ˡ˴˧˩IDA   ˶˦ˬ˶˲˪ ˸˞˶ˣ˵num ˡ˴˧˩ˣ ?IDA  ?˫˧˧ˬˣ˵ˬ ˫˧ˮ˸˷ˬ ˪˷ ˸ˣˬ˷ ˭˧˧˴ˬ 

- ˩ˢ ˪˷ ˫ˣ˵˧ˬˢ ˣˢˬ ˪ ˷ ˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸   ˟˧˧˥ ˡ˧ˬ˸ ˢˤ ˫˞ˢ ?˫˧˶˦ˬ˶˲ˢ ˸ˬˣ˰˪ ˫˧˧ˬˣ˵ˬˢ ˫˧ˮ˸˷ˬˢ

 ˸ ˣ˧ˢ˪  ?˨˩ 
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ˣ˷˸ :ˢ˟ 

 ˞˶˵ˮ˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞˟ ˫˧˶ˣˬ˷ ˣ˪˪ˢ ˫˧ˮ˸˷ˬˢ ˪˩ ˸˞ ˫˸˞˴ˬ ˧˞ˡˣˣ˟Stack .˸˧ˮ˯˥ˬˢ , 

 ˫˧˞˶˵ˮ ˢ˧˴˵ˮˣ˲˪ ˫˧˥˪˷ˮ˷ ˫˧ˮ˸˷ˬˢargs ˫˧˞˶˵ˮ ˢ˧˴˵ˮˣ˲ˢ ˨ˣ˸˟ ˫˧ˮ˸˷ˬˢˣ ,vars  ˸ˣ˟ˣ˸˩˪ ˟˪ ˣˬ˧˷ .

 ˭ˣ˶˩˧ˤ˟ ˪˷args ˢ ˸ˬˣ˰˪-vars s  ,˧˪˟ˬ˯˞ˢ ˧ˡˣˬ˧˪ˬ ˣˮ˪ ˶ˣ˩ˤ˩ .-args ˠ ˸ˣ˟ˣ˸˩˟ ˸˧ˮ˯˥ˬ˪ ˫˧˲˥ˡˮ  ˸ˣˢˣ˟

˯˧ˮ˩ˢ ˧ˮ˲˪ ,˭ˣ˶˩˧ˤ˟  ˸ˣ˩ˣˬˮ ˸ˣ˟ˣ˸˩˟ ˣ˧ˢ˧ ˡ˧ˬ˸ ˫ˢ ˫˧˧ˬˣ˵ˬ ˫˧ˮ˸˷ˬ ˢ˶˧ˡˠˬ ˢ˧˴˵ˮˣ˲ˢ ˶˷˞˩ .ˢ˧˴˵ˮˣ˲˪ ˢ

 .˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˫˧˶˦ˬ˶˲ˢ ˶˷˞ˬ ˶˸ˣ˧ 

2.2.5  'ˢ ˟˪˷ï   ˫ ˧˲˯ˣˮ ˫˧ˮ˸˷ˬ ˧ˠˣ˯ 

ˢ ˡˣ˵˟ ˣˮ˷˧ˢˮ˸˷ˬ ˢˬˠˣˡ  ˞ˣˢ˷ ˧ˬˣ˵ˬstatic˧ˡ˥ˣ˧ˬ ˣ˪˞ ˫˧ˮ˸˷ˬ ,˶ˣ˩ˤ˩ .˞˧˶˵ ˭˧˟ ˶ˬ˷ˮ ˫˩˶˰˷ ˨˩˟ ˫  ˸ˣ

ˬ ˫˸˧˧ˢ ˭˩˧ˢ .ˢ˧˴˵ˮˣ˲˪ ˢˮ˸˷ˬ˷ ˫˧˲˴static   ?˶ˬ˷˧˧ 

 ˢ˶˷˰ ˪ˡˣˠ˟ ˨˶˰ˬˢ ˞˴ˬˮ ˸˟ˣ˸˩ ˣˤ˧˞˟ ˭˧˟ˢ˪ ˣ˯ˮ ,˱ˣ˯˟˪intˢ ˸ˡˣ˵˲ ˧ˡ˧ ˪˰ ˶ˡˠˣˬ˷ ˫˧-malloc  ˣ˰ˡ .

  ˫ˣ˵˧ˬˢ ˸˞ ˵˶ ˞ˣ˴ˬ˪ ˣ˥˧˪˴˸˷ ,˷˞˶ˬ ˰˧˟˴ˬˢ ˪˷ ˭ˣ˶˩˧ˤ˟buf .˰ˣˡˬ ˭˧˟ˮ ˨˷ˬˢ˟ .ˣˬ˴˰ ˨˶˰ˬˢ ˪˷ ˞˪ , 

 :ˢ˟ˣ˷˸ 

 ˠˣ˯ˬ ˢˮ˸˷ˬstatic ˢ ˪˰ ˶ˬ˷ˢ˪ ˪ˣ˩˧ ˣˮ˧˞-Stack  s  ˪˰ ˰ˡ˧ˬˢ˷ ˭ˣˣ˧˩ˬ ,˫˧˶˥˞ ˫˧˧ˬˣ˵ˬ ˫˧ˮ˸˷ˬ ˣˬ˩ -

Stack  ˞ ˶ˣˬ˷˪ ˞˧ˢ ˢˡ˧˥˧ˢ ˨˶ˡˢ ˭˩˪ .ˢ˧˴˵ˮˣ˲˪ ˸ˣ˞˧˶˵ ˭˧˟ ˶ˬ˷ˮ ˞˪  ˫˧ˮ˸˷ˬ ˫˧˶ˬ˷ˮ ˣ˟˷ ˫ˣ˵ˬ˟ ˣ˸ˣ

 s  ,˫˧˧˪˟ˣ˪ˠ-data . 

ˢ ˸ˡˣ˵˲ -malloc ˢ ˨ˣ˸ˬ ˭ˣ˶˩˧ˤ ˢ˴˵ˬ-Heap˧ˤ ˸ˣ˞˴˵ˢ˪ ˡ˰ˣ˧ˬ˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˣˢˤ .  .˸˧ˮ˩ˣ˸ˢ ˸˴˧˶ ˭ˬˤ˟ ˭ˣ˶˩

 ˪ ˰ ˶˟ˡ˪ ˧ˡ˩ ˢ ˫ˣ˵˧ˬ-Heap  ˢˮ˸˷ˬˢ) ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˪˰ ˰˧˟˴ˬˢ ˭˧˟ ˡ˧˶˲ˮ ˭ˣ˶˩˧ˤ˟buf  ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˭˧˟˪  (

ˢ ˶ˬˣ˪˩) ˢ˴˵ˣˢ˷  .(ˢ˧˪˰ ˰˧˟˴ˬ ˰˧˟˴ˬˢ˷ ˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩ 

˴ˬˢ ˰ ˧˟  s  ˶ˣˤ˞˟ ˞˴ˬˮ ˣˮ˶ˡˠˢ˷ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞˪-dataˠ ˞ˣˢ ˨˞ ,˧˪˟ˣ˪ˠ ˣ˸ˣ˞ ˣˮ˶ˡˠˢ˷ ˭ˣˣ˧˩ ,  ˪˰ ˸ˣ˧ˢ˪ ˪˩˧ ˫

˧˰˴˟ˬ ˣˮ˧˧ˢ ˫˞ ˸˧ˮ˯˥ˬˢˢ ˸˞ ˫ -malloc  ˨˞ .˧ˢ˷˪˩ ˢ˧˴˵ˮˣ˲ ˪˷ ˡˣ˵ ˨ˣ˸ˬ ˨ ˶˰ˢ  ˷-buf   ˞ˣˢ ˣ˧˪˰ ˰˧˟˴ˬ

 ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˨ˣ˸˟ ˸˞˴ˬˮ˷ ˸˟ˣ˸˩ ˞˪ ˭˩˪ ,ˢ˴˧˶ ˭ˬˤ˟ ˢ˴˵ˣˬ ˢˤ ˭ˣ˶˩˧ˤ .˶˥˞  ˸˞ ˵ˣˡ˟˪ˣ ˣ˸ˣ˞ ˸ˣ˞˶˪ ˪˩ˣˮ

˟ ˣ˪˷ ˸ˣ˟ˣ˸˩ˢ  ˸ˣ˰˴ˬ˞IDA ˷  ˭ˣˣ˧˩ ˸˞ˤ .-IDA ˣ˸˧ˮ˪ ˧˪˩ ˞ˣˢ  ˡˣ˵ ˪˷ ˧˦˦˯ ˥  .(ˢ˴˧˶ ˭ˬˤ˟ ˞˪ ˡˣ˵ ˥ˣ˸˧ˮ)

 ˭ˣˠ˩ ,(ˢ˴˧˶ ˭ˬˤ˟) ˧ˬˮ˧ˡ ˥ˣ˸˧ˮ ˫˧˶˷˲˞ˬ˷ ,˫˧˶˥˞ ˫˧˪˩ ˫ˮ˷˧x96dbg  ˣ˞WinDbg  ˪˷ ˱˵˧ˢ˪ ˳ˣ˥ˬ ˫ˢ ˨˞ ,

˵˶˲ .ˢˤ   ˪˰WinDbg   ˦˶˲ˮ˧˯˧˯˟ ˭˲ˣ˞˟   .˨˷ˬˢ˟   ˪˷ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˯˧˲ˡˢ˪ ˞ˣˢ ,˸ˣ˷˰˪ ˪˩ˣˮ ˭˩˷ ˢˬ

  ˪˷ ˡˣ˵˪ ˢ˩˧˶˰ ˣ˰˴˟ .ˢ˴˧˶ˢ ˭ˬˤ˟ ˫˧ˮ˸˷ˬˢmain : 

int  main()  

{  

    int  i;  

    for  (i = 0; i < max_num; i++) {  

        buf[i] = mult(i);;  

        printf( "%d\ n" , buf[i]);  

    }    

    printf( "Address of local variable i : %x \ n" , &i);  
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    printf( "Address of global variable max_num: %x \ n" , &max_num);  

    printf( "Address of pointer to array: %x \ n" , &buf);  

    printf( "Address of array on heap: %x \ n" , buf);  

    printf( "value of 1st element in array: %x \ n" , *buf);  

    return  0;  

}  

 ˫˧ˮ˸˷ˬ˪ ˣˮ˸˧ˮ˷ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˫˧˯˧˲ˡˬ ˣˮ˥ˮ˞ ˸ˣˮˣ˷˞˶ˢ ˸ˣ˯˲ˡˢˢ ˸˷ˣ˪˷˟i, max_num, buf  ˸˟ˣ˸˩ˢ .

 ˢˮ˸˷ˬˢ ˪˷buf ˶ˣ˸˟ ˢˬˣ˷˶˷ ,&buf  .ˣˬ˴˰ ˨˶˰ˬˢ ˸˞ ˞˪ˣ ,˭ˣ˶˩˧ˤ˪ ˰˧˟˴ˬ ˸ˮ˯˥˞ˬ˷ ˸˟ˣ˸˩ ˞˧ˢ ,

  ˨ˣ˸˟ ˶ˬˣ˪˩ ,˭ˣ˶˩˧ˤ˪ ˰˧˟˴ˬ˟ ˸˞˴ˬˮ ˨˶˰ˬˢ ˪˷ ˸˟ˣ˸˩ˢbufˣ˞˶˪ ˶˷˲˞ ,ˢˬˠˣˡˢ ˸ˣˬ˪˷ ˸˟ˣ˦˪ .  ˫ˠ ˸

 s  ˨˶˰ˢ ˸˞ ˞˧˴ˣˢ˪ ˭˸˧ˮ ˡ˴˧˩ ˸ˣ˰˴ˬ˞˟ ˸˞ˤˣ ,˨˶˰ˬˢ ˨ˣ˸ˬ ˭ˣ˷˞˶*bufˢ ˸˪ˣ˰˲ . -   ˸˞˶˵ˮ˷ ,*

dereferencingˤ˟ ˫ˣ˵ˬˢ ˪˞ ˸˷ˠ˧ˮ ,  .ˣ˧˪˰ ˰˧˟˴ˬ ˢˮ˸˷ˬˢ˷ ˭ˣ˶˩˧ 

  ˭˧˟ ˸ˣˮ˸˷ˢ˪ ˸ˣ˧ˣ˷˰ ˸ˣ˟ˣ˸˩ˢ˷ ˭˟ˣˬ˩ .˭ˣ˶˩˧ˤ˟ ˣ˴˵ˣˢ˷ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˸ˣ˞˶˪ ˣ˪˩ˣ˸ ,˸˧ˮ˩ˣ˸ˢ ˸˞ ˣ˴˧˶˸ ˫˞

 x ˣ˧˩ ,ˢ˴˶ˢ˪ ˢ˴˶ˢ s ˷ ˭-Stack sx-Heap  ˟  ˫˧˴˵ˣˬ-RAM  ˪ ˸ˮ˰˦ˮ ˸˧ˮ˩ˣ˸ˢ˷ ˫˰˲ ˪˩ ˸ˣ˷ˡ˥ ˸ˣ˟ˣ˸˩˟ -

RAM :ˢˬˠˣˡ˪ ˢ˴˶ˢ . 

 

 ˢˮ˸˷ˬˢ ˡ˴˧˩ ˷˧˥ˬˮbuf ˟ ˢ˴˵ˣˬ˷ ˭ˣ˶˩˧ˤˢ ˪˰ ˰˧˟˴ˬ -Heap: 

 

?ˢ˴˧˶ ˭ˬˤ˟ ˸ˣ˯˲ˡˣˬ˷ ˸ˣ˟ˣ˸˩ˢ ˭˧˟ ˧ˮˣ˷ˢˣ ˭ˣ˧ˬˡˢˬ ˵˧˯ˢ˪ ˭˸˧ˮ ˢˬ 

  ˫˧ˮ˸˷ˬˢmax_num  x-buf   ˶ ˪ ˶˷˲˞ .˫˧˧˪˟ˣ˪ˠ ˫˧ˮ˸˷ˬ ˫ˢˣ˶˩˧ˤ˟ ˭ˢ˪˷ ˸ˣ˟ˣ˸˩ˢ ˭˩˞˷ ˸ˣ˞˧ˡˬ˪ ˸ˣˬˣˡ ˭ -  

 ˢ˶ˣ˴ˢˬ ˭ˢ˧˸˷0x38Bxxx   ˟˪ ˣˬ˧˷) ˟  ˢ˪˧˥˸ˬ ˸˟ˣ˸˩ˢ :˫ˣ˷˧˶ˢ ˸˶ˣ˴˪-0x   ˧ˡ˩  ˸ˣ˶˲˯˟ ˶˟ˣˡˬ˷ ˭˧˧˴˪

 .(˸ˣ˧˪ˬ˧˴ˡ˯˵ˢ ˢˮ˸˷ˬˢi  ˶ ˩˧ˤ˟ ˣ˪˷ ˫ˣ˵˧ˬˢ ˭˩˪ˣ ˸˧ˮ˯˥ˬˢ ˪˰ ˞˴ˬˮ ˭ ˣ 0xCFFA44  ˶ˣˤ˞˟ ˞˴ˬˮ˷ ˶˩˧ˮ ,

 ˢˮ˸˷ˬˢ .˶˥˞ ˭ˣ˶˩˧ˤbuf ˩˧ˤˢ ˪˰ ˰˧˟˴ˬ ˫ ˰ ˣˮ˧˴˵ˢ˷ ˭ˣ˶  malloc   ˸˟ˣ˸˩˟ ˞˴ˬˮ ˶˷˞ˣ0xF15840,   ˧ˮˣ˷ˢ
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ˣ˞˴ˬˮ˷ ˸ˣ˟ˣ˸˩ˢ ˭˧˟˪ ˢˮ˧˟ˢ ˪˰ ˸-data segment   s  ˪˰ˣ-Stack   ˶ˣˤ˞˟ ˶˟ˣˡˬ˷ ˨˩ ˪˰ ˡ˧˰ˬˣ ˦˪ˣ˟ ˞ˣˢ

 s  ˭˟ˣˬ˩ ˞ˣˢ˷ ,˶˥˞ ˭ˣ˶˩˧ˤ-Heap . 

2.2.6  ˞˪ ˫˧ˮ˸˷ˬ ˫ ˧˪˥˸ˣ˞ˬ 

ˢ ˶ˣˤ˞-BSS ˣ˵ˢ .˫˧˪˥˸ˣ˞ˬ ˞˪ ˫˧ˮ˸˷ˬ ˶ˣ˟˰ ˭ˣ˶˩˧ˤ ˪˷ ˢ˞˴˵ˢ˪ ˷ˬ˷ˬ ˫ ˧˩˶˰ˬ ˧ˮ˷ ˶˧ˡˠˬ ˞˟ˢ ˡ-  

ˢˣ ˪˥˸ˣ˞ˬ ˣˮ˧˞ ˭ˣ˷˞˶ˢ ˨˶˰ˬˢ :˪˥˸ˣ˞ˬ ˧ˮ˷ˢ ˨˶˰ˬ 

#include  <stdio.h>  

#pragma bss_seg("bss")  

 

char  uninit_str[ 10000000];  

char  init_str[ 2] = {'A',0};  

 

int  main()  

{  

    uninit_str[0] = 'H';  

    uninit_str[1] = 'i';  

    uninit_str[2] = 0;  

    printf("%s \ n%s\ n", uninit_str, init_str);  

    return 0;  

}  

 x ˮ˞ ˸˧ˮ˩ˣ˸ˢ ˸˪˧˥˸˟   ,˫ˣ˴˰ ˪ˡˣˠ˟ ˧˪˟ˣ˪ˠ ˢˮ˸˷ˬ ˫˧˴˵ˬ10   ˭˧˞ .˫˧˩˶˰ ˣ˩ˣ˸˪ ˫˧˯˧ˮ˩ˬ ˞˪ ˨˞ ,˫˧˸˟ ˭ˣ˧˪ˬ

 s  ˳˟ˣ˵˷ ˢ˟˧˯-exe   ˪ˣ˪˩˧ ˶˴ˣˣ˧˷10   ˶ˣˤ˞˟ ˶ˣˬ˷˪ ˧ˮˣ˩˯˥ ˶˸ˣ˧ ˢ˟˶ˢ .˰ˡ˧ˬ ˫˧˪˧˩ˬ ˫ˮ˧˞˷ ˫˧˸˟ ˭ˣ˧˪ˬ

 ˭ˣ˶˩˧ˤ ˪ˡˣˠ˟ ˢˮ˸˷ˬ ˣˮ˷˧˷ ˨˩ ˪˰ ˰ˡ˧ˬˢ ˸˞ ˡ˥ˣ˧ˬ10  ˶  ˣˬ˴˰ ˭ˣ˶˩˧ˤˢ ˸˞ ˸ˣ˴˵ˢ˪ˣ ,˫˧˸˟ ˭ˣ˧˪ˬ  ˭ˬˤ˟ ˵

 ˪˷ ˸ˣ˟˧˸ˢ ˧˷˞˶ .ˣ˸ˣ˞ ˫˧˩˧˶˴ ˶˷˞˩ ,ˢ˴˧˶ˢBSS  ˫˧ˠ˴˧˧ˬBlock Started by Symbol  ˪˪ˠ˟ ˫˪ˣ˞ ,

ˢ ˪˷ ˸ˣ˧ˮˣ˩˯˥ˢ-BSS  ˩ ˸ˣ˟˧˸ˢ ˧˷˞˶ ˸˞ ˫˧˷˶˲ˬ ˫˧˸˧˰˪- Better Save Space   ˣ˶˩˧ˤˢ ˶ˣˤ˞  ˢˤˢ ˭

 ˶  ˫˧˧˵˟ ˳˟ˣ˵˟ ˵-exe x ˧ ˫˧ˮ˸˷ˬˢ ˭ˣ˶˩˧ˤ˪ ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˸ˮ˧˰˦ ˭ˬˤ˟ ˸˞ˤ ˸ˬˣ˰˪ ,˟ ˣ˶ˡˠ-data . 

 ˢˡˣ˵˲ˢpragma bss_seg   x ˤ˞ ˨ˣ˸˪ ˫˧˪˥˸ˣ˞ˬ ˞˪ˢ ˫˧ˮ˸˷ˬˢ ˪˩ ˸˞ ˱ˣ˯˞˪ ˶˪˧˧˲ˬˣ˵ˢ ˸˞ ˢ˥ˮˬ  ˭ˣ˶˩˧ˤ ˶

 ˸ˣ˰˴ˬ˞˟ ˢ˴˶ˢˢ ˳˟ˣ˵ ˸˞ ˶ˣ˵˥ˮ ˫˞ .ˡ˥ˣ˧ˬIDA ˩˧ˤ˟ ˸ˣ˟ˣ˸˩ˢ ˭˧˟ ˫˧˪ˡ˟ˢˢ ˸˞ ˢ˞˶ˮ ˪˷ ˭ˣ˶uninit_str  

 ˸ˬˣ˰˪init_str : 
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 ˢˮ˸˷ˬˢuninit_str  s  ˨ˣ˸˟ ˞˴ˬˮ-bss  ˸˟ˣ˸˩˟ ,0x417000 ˢˮ˸˷ˬˢ .init_str ˢ ˶ˣˤ˞˟ ˞˴ˬˮ-data  

 ˣ˸˟ˣ˸˩ˣ0xF8C000. ˬ˪˷ ˞ˣˢ ˣˮ˧˞˶˷ ˢˬ ,ˢˮˣ˸˥˸ˢ ˢ˶ˣ˷˟  ˣˮ˧˞˷ ˨˶˰ˬˢ ˫ˠˣ ˪˥˸ˣ˞ˬˢ ˨˶˰ˬˢ ˫ˠ˷ ˸ˣ˶

˞˟ ˫˧˶ˡˠˣˬ ˫ˮ˧˞ ˫ˢ ,˫˧˧˪˟ˣ˪ˠ ˫˧ˮ˸˷ˬ ˫ˢ ˪˥˸ˣ˞ˬ  ˭ˣ˩˯˧˥ ,ˣˮ˪˷ ˢ˶˦ˬ˪ ˰˧˧˯ˬ ˢˤ ˶˟ˡ ˨˧˞ .˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˣ˸ˣ

ˢ ˳˟ˣ˵ ˪˷ ˣ˪ˡˣˠ˟-exe˶ˣˤ˞ ? ˶˩˧ˤˢˢ ˪˷ ˭ˣ-BSS  ˢ ˳˟ˣ˵˟ ˫ˣ˵ˬ˪ ˵˵ˤˮ ˸ˬ˞˟ ˞˪-EXE  ˣ˟ ˭˧˞˷ ˭ˣˣ˧˩ˬ ,

 x ˠ ˞ˣˢ ˶ˬ˷ˮ˷ ˡ˧˥˧ˢ ˶˟ˡˢ .˰ˡ˧ˬˢ ˳˟ˣ˵ ,˨˩ .ˢˤˢ ˶ˣˤ˞ˢ ˪ˡ-exe   ˢˮ˩ˣ˸ˢ ˸˴˶ˢ ˫˰ ˵˶ .˧˦˵˲ˬˣ˵ ˶˞˷ˮ

 ˟  ˫ˣ˵ˬ ˪˷ ˢ˞˴˵ˢ ˸˰˴˟˸ˬ s  ˶ˣˤ˞ ˨ˣ˸˟ ,˫˧˪˥˸ˣ˞ˬ ˞˪ˢ ˫˧ˮ˸˷ˬˢ ˶ˣ˟˰ ˭ˣ˶˩˧ˤ-data . 

2.2.7 ˶˵˥ ˞˪˷ ˫˧˲˯ˣˮ ˭ˣ˶˩˧ˤ ˧˶ˣˤ˞ s ˩ ˡ˰ ˣˮ 

 ˳˟ˣ˵exe   ˧ˡ˧ ˪˰ ˫˧˶ˡˠˣˬ ˫˧˶ˣˤ˞ˬ ˵˪˥ .˫˧˲˯ˣˮ ˭ˣ˶˩˧ˤ ˧˶ˣˤ˞ ˪˷ ˸ˣ˶ˡˠˢ ˪˧˩ˢ˪ ˧ˣ˷˰˦˲ˣ˯ˣ˶˵˧ˬ    ˠˣ˟˧ˡ ˨˶ˣ˴˪

ˢ ˶ˣˤ˞ .˫˧˶˥˞ ˫˧˷ˣˬ˧˷ ˣ˞-rsrc ˩) ˫ˢ˟ ˸˷ˬ˸˷ˬ ˣˮ˪˷ ˢˮ˩ˣ˸ˢ˷ ˫˧˟˞˷ˬ ˪˪ˣ˩  ˵˶˲˟ ,˫˧˶˩ˣˤ ˫˸˞˷ ˧˲

˧˪ ˨˧˞ ˣˮ˧˞˶ ˫ˡˣ˵ˢ .(ˢˮ˩ˣ˸˪ ˭ˣ˵˧˧˞ ˟˞˷ˬ ˶ˣ˴ 

 ˣˢˬidata ˪˰ ?ˢ ˨ˬ˯  ˣ˶˶˟˸˧ ˫˧˶˟ˡˢ˷ ˫˧˥ˣ˦˟ ˣ˧ˢ ˨˞ .˵ˬˣ˰˪ ˫˧˶˟ˡˢ ˸˞ ˶˧˟˯ˢ˪ ˢ˷˵ ˣˮ˪˷ ˧˥˩ˣˮˢ ˰ˡ˧

  ˸ˣ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˢ˴˶ˮ ˡ˧ˬ˸ ˦˰ˬ˩ ,˫˧˸ˮ˩˸ˬ ˣˮ˥ˮ˞ ˶˷˞˩ ,˫˧˦˶˲ ˧ˡˬ ˶˸ˣ˧ ˪˰ ˟˩˰˸ˢ˪ ˧˪˟ˬ .˨˷ˬˢ˟

ˣ˧˶˲˯ ˨ˣ˸ˬ ˫˧˞˶ˣ˵ ˣ˪˞ ˡˣ˵ ˸ˣ˧˶˲˯˪ .ˢ˴˧˶ ˭ˬˤ˟ ˣˮ˪˷ ˡˣ˵˪ ˸ˣ˞˟ˣ˧ˬ˷ ˡˣ˵ ˸DLL˟˶ ˢˬˠˣˡ˪ .  ˸ˣ

ˢˬ˴˵ˮˣ˲ ˸ˣ˰˴ˬ˞˟ ˢ˴˧˶ ˭ˬˤ˟ ˣˮ˪˷ ˡˣ˵˪ ˸ˣ˞˟ˣ˧ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸ˣ˧DLL   ˞˶˵ˮ˷Kernel32.DLL  .

 ˪˰ ˶˟ˡˬ˷ ˡ˥ˣ˧ˬ ˵˶˲ ˣˮ˷˧ ˨˷ˬˢ˟DLLˢ ˶ˣˤ˞ .˫˧-idata   ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˸˶˧ˬ˷ ˨˶ˣ˴˪ ˷ˬ˷ˬ

ˮ˥ˮ˞˷ˢ ˳˟ˣ˵˟ ˫˧˧˵ ˣˮ˧˞ ˢˤ ˶ˣˤ˞ ˨˞ ,˫˧˞˟˧˧ˬ ˣ-exe  ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ˷ ˭ˣˣ˧˩ˬˣ˴˧˥ˢ  ˸ˣ˧ˮ  ˞˪ ˭˧˧ˡ˰

 ˪  ˸˧ˮ˩ˣ˸ˢ ˪˷ ˢˮ˧˰˦ˢ ˭ˬˤ˟ ˵˶ ˸ˣ˰˟˵ˮ ˭ˢˣ ˸ˣ˰ˣˡ˧-RAM  ˪˷ ˢˮ˧˰˦˪ ˷ˡ˵ˣˬ˷ ˡ˥ˣ˧ˬ ˵˶˲ ˣˮ˷˧ ˨˷ˬˢ˟ .

˪ ˸ˣ˧ˮ˩ˣ˸-RAM .ˡ˧˸˰˟ ˶˸ˣ˧ ˟ˣ˦ ˭˧˟ˮ . 

 ˣˢˬreloc˩ ˶˟˯ˢ˪ ˟˩˶ˣˬ ˦˰ˬ ˢˤ ˞˷ˣˮ ˫ˠ ?˪ ˢˮ˩ˣ˸ ˪˷ ˢˮ˧˰˦ˢ ˨˧˪ˢ˸˟ .˰ˠ˶-RAM   ˸ˣˮ˷˪ ˫˧˸˧˰˪ ˷˶ˡˮ

ˬˣ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˸ˣ˟ˣ˸˩˫˧ˮ˸˷ ˩˧ˤ˟ ˪  ˸ˮ˰˦ˮ ˸˧ˮ˩ˣ˸ ˣ˟˷ ˟˴ˬ ˣˮ˧˧ˬˡ) ˭ˣ˶-RAM   ˞˧ˢ˷ ˢˬˬ ˸ˣˮˣ˷ ˸ˣ˟ˣ˸˩˪

ˢ˶ˣ˶˟ ˞˪ ˢ˷˥ˬˢˢ ˫˞ .ˢ˸˲˧˴-  .(˨˷ˬˢ˟ ˵ˣ˧ˡ˟ ˭˧˟ˮ 

2.2.8 ˭ˣ˶˩˧ˤˢ ˧˶ˣˤ˞ ˫ˣ˩˧˯ 

ˢ ˸ˮ˩ˣ˸ ˪˞ ˣ˶ˤ˧˥ -IDA  ˪˰ ˣ˷˧˵ˢˣShift+F7˪ˣ˰˲ . ˸  ˣˤ ˢ  ˭ˣ˶˩˧ˤˢ ˧˶ˣˤ˞ ˪˩ ˫˧ˤ˩ˣ˶ˬ ˣ˟˷ ˨˯ˬ ˪˞ ˫˩˸˞ ˶˧˟˰

 ˧ ˶ˣˤ˞ ˪˷ ˪ˡˣˠˢ .ˡˣ˵˟˷  ˩ ˧ˤˢ˴ ˭ˣ˶  ˢˬˣˡ ˶˞˷ˮ ˢ˪˟˦ˢ ˪˷ ˢˮ˟ˬˢ ˫˪ˣ˞ ,˸˧ˮ˩ˣ˸˪ ˸˧ˮ˩ˣ˸ ˭˧˟ ˸ˣˮ˸˷ˢ˪ ˧ˣ˲

 :˨˩ ˸ˣ˞˶ˢ˪ ˧ˣ˲˴ˣ 
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  ,ˣˮ˧˞˶˷ ˧˲˩ .˫ˢ˪˷ ˸ˣ˞˷˶ˢˢ ˭ˢˬˣ ˫ˢ˪˷ ˫ˣ˧˯ˢˣ ˢ˪˥˸ˢˢ ˸˟ˣ˸˩ ,˭ˣ˶˩˧ˤˢ ˧˶ˣˤ˞ ˸ˣˬ˷ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞

˷˧ ˭ˮ3  ˸ˣ˞˷˶ˢï   ˪ ˷ ˭˧˟ˬ ˱ˣ˶˧˴ ˪˩ ˶ˣ˥˟˪ ˪ˣ˩˧ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ .ˢ˴˶ˢˣ ˢ˟˧˸˩ ,ˢ˞˧˶˵ˢ ˸˷ˣˣ˞˷˶ˢ  ˪˩ .ˣ˪˪ˢ ˸

  .ˣ˧ˮ˲˪˷ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˪˷ ˢˮˣ˶˥˞ˢ ˸˟ˣ˸˩ˢ ˶˥˞˪ ˡ˧ˬ ˞˧ˢ˷ ˸˟ˣ˸˩˟ ˪˧˥˸ˬ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ 

  ˞ˣˢ ˣ˟ ˣˮˡ ˞˪˷ ˡ˧˥˧ˢ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞textbss ˸˞ ˷ˬ˷ˬ˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˣˢˤ .Visual Studio ˟ˢ˸ˢ ˨˧˪ -

Linking ˡˬ˪ˮ ,ˢˮˣ˩ˬ ˸˲˷˟ ˳˟ˣ˵˪ ˢˮ˩ˣ˸ˢ ˸˩˧˲ˢ ˨˧˪ˢ˸ˬ ˵˪˥) ˢˮ˩ˣ˸ˢ ˪˷   x ˧˪˰ ˷ˬˢ˟  ˪˦˟˪ ˶˷˲˞ .(˨

ˢ ˸˧˧˴˲ˣ˞ ˸˞ ˫˧˪˦˟ˬ ˫˞ ˣ˸ˣ˞-Incremental Linking  ˦˵˧˧ˣ˶˲ˢ ˸ˣ˶ˡˠˢ˟ - 

 

  :˸˧˲˶ˠ ˢ˶ˣ˴˟ ˭ˣ˶˩˧ˤˢ ˧˶ˣˤ˞ ˢˮ˟ˬ ˸˞ ˶ˡ˯ˮ 

 

 ˪ ˷ ˭ˣ˶˩˧ˤ ˧˶ˣˤ˞ ˪˷ ˡˣˬ˧˪ˢ ˧˶˲˯ˬ ˧˯˞˪˵ˢ ˢˮ˟ˬˢ ˣˢˤ   ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˢˮ˩ˣ˸Windows  ˣ˸ˣ˞ ˣˮ˞˴ˬ ˨˞ ,

 ˣˮˡˬ˪˷ ˫˧˪˩ˢ ˸ˣ˰˴ˬ˞˟ ˡ˟˪ .ˢˮ˟ˬˢ ˪"ˮˢ   ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˞ˣˢ ˣ˟ ˶˯˥˷ ˢˬ ,ˡ˟˪ ˣˮ˶˵˥˷ ˢˬ ˸˞ ˠ˧˴ˬ

 .˞˟ˢ ˵˶˲˟ ˣ˧˪˞ ˰˧ˠˮ ˢˠ˞ˡ ˪˞ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˡˣ˵ ˞˴ˬˮ ˣ˟ ˶ˣˤ˞ˢ ,"ˢ˯˲˯˲" ˣˮ˪˷ ˢ˶˧˵˥ˢ˷ ˱˯ˣˮ 

,˨˷ˬˢ˟ ˦ˣ˶˧˲˟ ˨˩˟ ˭ˣˡˮˣ ,˭˧˟ˢ˪ ˟ˣ˷˥   ˳˟ˣ˵ ˪˷ ˢˮ˧˰˦ˢ ˭ˬˤ˟˷exe  -˪RAM   ˷˧ .˫˧˟˶ ˫˧˶˟ˡ ˫˧ˮ˸˷ˬ

 s  ,"˫˪˰ˮ"˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞-BSS s  ,"˶˴ˣˮ"˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˷˧ .-Heap ˪  ˢˮ˧˰˦ˢ ˭ˬˤ˟ ˵˶˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˷˧ˣ .-RAM  

ˢ ,˸ˣ˰ˬ˷ˬ ˧˪˰˟ ˫˧˩˶˰ ˪˟˵ˬ-idata s  ˳˟ˣ˵ ˪˰ ˫˧˧˵˷ ˟˴ˬˢ ˭˧˟ ˫˧˧ˣˮ˧˷ˢ .-exe   ˟  ˟˴ˬˢ ˭˧˟˪-RAM  

 ˴ ˪ ˸ˣ˶˰ˢ˟ ˫˧˦˶ˣ˲ˬˬ˷ ˭ˣ˶˩˧ˤˢ ˧˶ˣˤ˞ ˡ .ˣˮ˞˴ 

 ,˫ˣ˩˧˯˪ ˮˣ˷ ˭ˣ˶˩˧ˤ ˧˶ˣˤ˞ˬ ˢ˧ˣˮ˟ ˸˧ˮ˩ˣ˸ ˪˩˷ ˫˧˞ˣ˶ ˣˮ˥ˮ˞  ,ˢ˟˧˸˩) ˸ˣˮˣ˷ ˸ˣ˞˷˶ˢ ˷˧ ˶ˣˤ˞ ˪˩˪ ˶˷˞ ,˫˧

 ,ˢ˞˧˶˵   ˭˧˧ˡ˰ ˣ˶˸ˣˮ ˸ˣ˟˶ ˸ˣ˪˞˷ ˫˪ˣ˞ .˭ˣ˶˩˧ˤˢ ˪˷ "ˢ˲ˬ" ˸ˣˮ˟˪ ˭˸˧ˮˣ ˢˤ˪ ˢˤ ˫˧ˡˣˬ˴ ˭ˣ˶˩˧ˤˢ ˧˶ˣˤ˞ .(ˢ˴˶ˢ
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ˢˮ˰ˬ ˞˪˪ -  ˶˸ˣ˧ ˶˷˞˩ ˭ˣ˶˩˧ˤˢ ˢ˞˶ˮ ˨˧˞  ˸ˣˮ˩ˣ˸ ˧˸˷ ˫˞ˢ ?ˢ˴˶ ˸˥˞ ˢˮ˩ˣ˸ˬ  ?˭ˣ˶˩˧ˤ ˣ˸ˣ˞˪ ˸˷ˠ˪ ˸ˣ˪ˣ˩˧

˪ ˨˧˧˷˷ ˭ˣ˶˩˧ˤˢ ˭˩˧ˢˣˬˢ˟ ˢˮ˰ˮ ˸ˣ˶˥˞ ˸ˣ˟˶ˣ ˣ˪˞ ˸ˣ˪˞˷ ˪˰ ?ˢ˪˰˲ˢˢ ˸˩˶˰ˬ .ˡˣˬ˧˪ˢ ˨˷ 

 .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˨ˣ˸ ˪˞ ˣˮ˪˷ ˰ˡ˧ˢ ˸˞ ˵˧ˬ˰ˢ˪ ˪˧˥˸ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˢˤˢ ˰ˡ˧˟ ˫˧ˡ˧˧ˣ˴ˬ 
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2.3  ˥˲˯ˮï  ˫˰ ˢˡˣ˟˰˪ ˧˯˧˯˟ ˨˧˶ˡˬIDA 

 ˫˷ˢIDA ˪˷ ˶ˣ˴˧˵ ,˧˶˥˯ˬ ˧˪˩ ˪˷ ˫˷ ˞ˣˢ  Interactive DisAssembly ˩  ˧ˣˮ˧˩ ˞ˣˢ ˧˪˟ˬ˯˞˯˧ˡ .  ˧˪˪

  ˸˥˵˪ ˸˰ˡˣ˧˷ ˢˮ˩ˣ˸˪  ˸ˮ˩ˣ˸ .˧˪˟ˬ˯˞ ˸˲˷˟ ˣ˸ˣ˞ ˠ˧˴ˢ˪ˣ ˢˮˣ˩ˬ ˸˲˷˟ ˡˣ˵IDA   ˫˧˴ˣ˲ˮˢ ˫˧˪˩ˢˬ ˞˧ˢ

ˮ˧˥ ˡ˧˶ˣˢ˪ ˶˷˲˞ ,˭ˣ˧˷˶˪ ˫˧˶˪ˣˡ ˧˲˪˞ ˸ˣ˶˷˰ ˫˧˸˧˰˪ ,˟˶ ˱˯˩ ˢ˪ˣ˰ ˞˧ˢ˷ ˸ˣ˶ˬ˪ˣ ˢ˧˷˰˸˟ ˶˸ˣ˧˟  ˢ˯˶ˠ ˫

ˢˬ ˪˩ ˸˞ ˣˮ˪ ˸˶˷˲˞ˬ˷ ˢ˪˷  .ˢˤ ˟˪˷˟ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ 

 ˟  ˸˧ˮ˩ˡ˰ˢ ˢ˯˶ˠˢ ˸˞ ˣ˶˥˟ ˪˷ ˶˸ˣ˧IDA   ˢˡ˧˪ ˟ˣ˸˩ ˶˷˞freeware    ˭˧˵˸ˢ˪ˬ ˣ˰ˮˬˢ)demo    ˸ˣˮˣ˩˸ ˪˰˟

 .(˪˟ˠˣˬ ˭ˬˤ˪ ˭ˣ˧˷˶ ˫˰ ˨˞ ,˸ˣ˞˪ˬ 

https://www.hex-rays.com/products/ida/support/download.shtml 

ˢ ˸˞ ˣˮˬ˧˧˯˷ ˶˥˞˪  ˸˞ ˢ˪˰ˮ ˢˮ˵˸ˢIDA : 

 

2.3.1 s-Disassembly  ˣˮ˪˷ ˭ˣ˷˞˶ˢ 

 ˳˟ˣ˵ˢ ˸˞ ˡ˧˶ˣˮadd.exe :˞˟ˢ ˵ˮ˧˪ˢˬ https://data.cyber.org.il/os/add.exe 

   πexe    ύ  file->open Φό 

˪ ˶ˬ˞ˮ ˞˟ˢ ˨˯ˬ˟ -IDA   ˰ ˦˪˞ ˭ˣ ˳˟ˣ˵˩ ˣˮ˪˷ ˳˟ˣ˵ˢ ˸PE ˪˷ ˶ˣ˴˧˵ ,Portable Executable  ˦ˬ˶ˣ˲ˢ ,

 .ˢ˴˶ˢ ˧˴˟˵˪ ˳ˣ˲ˮˢ 

https://www.hex-rays.com/products/ida/support/download.shtml
https://data.cyber.org.il/os/add.exe
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ˢˣ ,ˢˮIDA   ˶˷˲˞ .˧˪˟ˬ˯˞ ˸˲˷˟ ˡˣ˵˪ ˢ˶ˤ˥˟ ˣ˸ˣ˞ ˫ˠ˶˸˪ˣ ˢˮˣ˩ˬ ˸˲˷˟ ˣˮ˪˷ ˡˣ˵ˢ ˸˞ ˸˥˵˪ ˢ˥˧˪˴ˢ

  ˸˞ ˸ˣˢˤ˪ :˶ˣ˵ˬˢ ˡˣ˵˟ ˣˮ˟˸˩˷ ˸ˣˡˣ˵˲ˢ ˭˸ˣ˞ 

ˢˮˣ˩ˬˢ ˸˲˷˟ ˡˣ˵˟ ˸ˣ˲˴˪ ˢ˸˧ˢ ˣˮ˪˷ ˢ˶˦ˬˢ ,˶ˣ˩ˤ˩  ˸˞ ˶˧˟˰ˬ ˥ˣˣ˶ˢ ˷˵ˬ .˥ˣˣ˶ˢ ˷˵ˬ ˪˰ ˳˥˪ˮ ˭˩˪ .

ˢ :ˡˣ˵ ˟˴ˬ˪ ˧˲˶ˠ ˟˴ˬ ˭˧˟ ˢˠˣ˴˸ 

     Φ        Φ    Options     

 General      Σ     ΦNumber of opcode bytes   

 л  сΥ    Σ 

 

 ˣˮ˥ˮ˞ ˢˬ .ˣˮ˧˴˶˷ ˧˲˩ ˞˧ˢ ˢˠˣ˴˸ˢ ˸˰˩ ?˫˧˞ˣ˶ 
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 ˟ˣ˸˩˷ ˭˩˧ˢ ,˪˞ˬ˷ ˡ˴˟text  ˶ ˷˲˞ ,˭˩ˬ ˶˥˞˪ .ˢˡˣ˵˲ˢ ˸˞˴ˬˮ ˢ˟ ˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩ˢ ˧ˢˣˤ ,˶˲˯ˬ ˣˡ˧˪ˣ  

  !ˡˡ˧ˢ) ˷ˬˬ ˢˮˣ˩ˬ ˸˲˷˟ ˸ˣˡˣ˵˲ˢ ˸˞ ˸ˣ˞˶˪,ˢˮˣ˷˞˶ˢ ˢˡˣ˵˲ˢ :˞˟ˢ ˶˟ˡ˪ ˟˪ ˣˬ˧˷ .(   ˢ˪˧˥˸ˬˢ

 ˱˴˶˟B802 ˵ˣ˧ˡ˟ ˢ˪ˡˣˠ ,5   ˸ˠ˴˧˧ˬ ˸˧˪ˬ˧˴ˡ˯˵ˢ ˢ˶˲˯ ˪˩˷ ˭ˣˣ˧˩ˬ ˸˞ˤ .˫˧˸˟4   ˸ˣ˶˲˯ ˧˸˷ ˭˩˪ˣ ,˫˧˦˧˟

  ?ˢˮˣ˷˞˶ˢ ˢˡˣ˵˲˪ ˢ˧ˮ˷ˢ ˢˡˣ˵˲ˢ ˪˷ ˸˟ˣ˸˩ˢ ˭˧˟ ˷˶˲ˢˢ ˣˢˬ .ˡ˥˞ ˸˧˟˪ ˸ˣˣ˷ ˯˵ˢ 

402005  ˸ˣ˥˲402000   ˭˩˞ ˢˣˣ˷5   ˵ˣ˧ˡ˟ ˭ˣ˶˩˧ˤ˟ ˸˞˴ˬˮ ˢˡˣ˵˲ ˪˩˷ ˫˧˞ˣ˶ ˣˮ˥ˮ˞ ˨˩ .˫˧˸˟  ˢˡˣ˵˲ˢ ˶˥˞˪

  .˸ˬˡˣ˵ˢ 

˷ˢ ˢ˴˵˟ .˧˪˟ˬ˯˞ ˸˲˷˟ ˡˣ˵ˢ ˣˬ˩ ˵ˣ˧ˡ˟ ˸ˣ˞˶ˮ ˸ˣ˞˟ˢ ˸ˣˡˣˬ˰ˢ ˧˸˷˷ˡ˥ ˣˢ˷ˬ ˷˧ ˢˮˣ˶˥˞ˢ ˢ˶ˣ -   ˢˡˣ˵˲

 ñ ˸˞˶˵ˮ˷callñ ˫˧˪˧ˬˢ ˢ˧˶˥˞˪ˣ òsub˩ˤ˩, ˞˧ˢ ˣˤ ˢˡˣ˵˲ .˸ˣ˶˲˯ ˱˴˶ ˤ˞ˣ ò  ˢ˞˧˶˵ ,˧˪˟ˬ˯˞ˢ ˧ˡˣˬ˧˪ˬ ˶ˣ

˶ˣˡ˴ˣ˶˲˪˶ˣˡ˴ˣ˶˲ˢ ˢ˟˷ ˸˟ˣ˸˩ˢ ˵ˣ˧ˡ˟ ˞ˣˢ ˫˧˶˲˯ˬˢ ˱˴˶ .ˢ  ˟ˣ˷ ˣ˴˥˪ ,˸˞ˤ ˸ˣ˞˶˪ ˧ˡ˩ .˭ˣ˶˩˧ˤ˟ ˢ˶ˣˬ˷ ˢ

 ˵ ˧˪˵ˢ ,˧˲˶ˠ ˡˣˬ˪ ˶ˣ˟˰˪ ˧ˡ˩ ˥ˣˣ˶ˢ ˷˵ˬ ˪˰ ˸˧ˣˣ˸ˢ ˪˰ ˣ"sub_404036"    ˢ˧ˢ˧ ˸˧ˣˣ˸ˢ ˫˷ ˫˩˪˴˞˷ ˭˩˸˧˧)

˩˧ˤ˟ ˢˮˣ˷ ˫ˣ˵ˬ˟ ˸˞˴ˬˮ ˢ˶ˣˡ˴ˣ˶˲ˢ˷ ˭ˣˣ˧˩ˬ ˢˮˣ˷  :˫˩˧ˮ˲˪ ˞˴ˬˮ ˢ˶ˣˡ˴ˣ˶˲ˢ ˡˣ˵ ˸˰˩ .(˭ˣ˶ 

 

 ,ˢ˴˧˲˵ ˸ˡˣ˵˲ ˷˧ ˡˣ˵ˢ ˨ˣ˸˟˷ ˸ˣ˞˶˪ ˶˷˲˞ ˶ ˵ ˷˧ ˭˩ ˣˬ˩ˣ ,˳˥ ˧ˡ˧ ˪˰ ˸˧˲˶ˠ ˸ˠ˴ˣ˧ˬˢ˪ ˢ˞˧ - printf  ,˭˩˞ˣ .

 ˶˦˯˧ˠ˶ˢ ˨ˣ˸˟ ˶ˣˬ˷˷ ˨˶˰ˢ ˸˞ ˯˧˲ˡˢ˪ ˞˧ˢ ˢˤˢ ˡˣ˵ˢ ˸˶˦ˬeax . 
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2.3.2  ˫˧˰˴˟ˬDisassembly ˣˮˬ˴˰ ˪˷ ˡˣ˵˪ 

 ˠˣ˯ˬ ˢ˴˶ˢ ˳˟ˣ˵ ˶ˣ˴˧ˮ ˭ˣ˷˞˶ˢ ˟˪˷˟XEE ˟  ˞˟ˢ ˡˣ˵ˢ ˸˞ ˣ˪˲ˬ˵ .-visual studio ˟˴ˬ˟ ,debug    ˟ˣ˷˥)

ï   ˞˪release :(˨˧˪ˢ˸ˢ ˨˷ˬˢ ˸˞ ˢˮ˷˧ ˶˟ˡˢ , 

ˢ ˳˟ˣ˵ ˸˞ ˭˰˦ˮ˷ ˶˥˞˪-exe   ˨ˣ˸˪IDA  :ˢ˞˟ˢ ˢ˰ˡˣˢ˪ ˢˬˣˡ ˢ˰ˡˣˢ ˪˟˵ˮ 

ñ ˸ˣ˶˷˲˞˟ ˶˥˟ˮ ˸˰˩No˸˧˸ˣ˰ˬ˷ˬ ˣˤˢ ˢ˶˧˥˟ˢ .ò - IDA  ˠˣ˯ˬ ˳˟ˣ˵ ˷˧˷ ˢˢˤˬpdb   ˰ˡ˧ˬ ˫˰

˪˪ˣ˩˷) ˶˪˧˧˲ˬˣ˵ˢˬ   .(˸ˣ˧˴˵ˮˣ˲ ˪˷ ˸ˣˬ˷ ˢˬˠˣˡ˪ ˣ˵˷ ˡˣ˵ ˪˟˵ˮ ˶˷˞˩  ˶˧˟˯ ˞˪ ,˶˥˞ ˣˢ˷˧ˬ ˧ˡ˧ ˪˰ ˪˲ˬ

 ˳˟ˣ˵ ˣˮ˪ ˢ˧ˢ˧˷pdb  ˶˥˟ˮ ˭˩˪ ,ˣˮ˧˪˰ ˪˵˧˧˷No . 

˟ ˪˥˸ ˸˧ˮ˩ˣ˸ˢ ˸˴˧˶˷ ˨˩˪ ˣˮ˧˲˧˴ ˫˞ !ˢ˰˸˲ˢ -mainˬ ˵ˣ˥˶ ˶˟ˡˢ ,  ˳˶˷ ˧ˮ˲˪ .˨˩main   ˫˧˶˟ˡ ˫˧˷˥˶˸ˬ

  ˞˶˵ˮ˷ ˫ˣ˵ˬ˟ ˰ˠ˶˩ ˫˧˞˴ˬˮ ˣˮ˥ˮ˞ .˫˧˟˶startˢ . -start    ˢ˪˧˥˸ˬ ˫˷ˬ˷ ˫ˣ˷ˬ ,ˡ˞ˬ ˢ˟ˣ˷˥ ˢˡˣ˵ˮ ˞˧ˢ

˶˟ˣ˷ ˣ˧˪˞ ˰˧ˠˢ˪ ˢ˴˶ˮ ˫˞ .ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˸˴˧ -   ˢ˴˧˥˪ ,ˣˮ˪˷ ˡˣ˵˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩ ˸ˣˬ˷ ˸˞ ˷˧ ˪˞ˬ˷ ˡ˴ˬ

#include <stdio.h>  

 

int main( )  

{  

    printf("Hello!");  

    return 0;  

}  
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 ˪˰ ˢ˪ˣ˲˩start ˩˪ ˫˶ˣˠ ˢˬ .˫˷˪ ˣˮ˸ˣ˞ ˶˧ˤ˥˸ˬ ˞˵ˣˣˡ ˢ˪˧˥˸ˬ ˸˧ˮ˩˸ˢ˷ ˨-start  ˸˞ ˸ˣˮ˷˪ ˶˷˲˞ ˨˧˞ˣ ,

˷ ˨˶ˡ˪ ˢ˶ˣ˷˵ ˨˩˪ ˢ˟ˣ˷˸ˢ ?ˢˤ ˦ˬ˶ˣ˲" ˵˶˲˟ ˨˩ ˪˰ ˡˬ˪ˮ ,˭ˠ˶ˣ˞ˬ ˢ˴˶ˢ ˳˟ˣ˵ ˢ˟PE  ˫˧˧˸ˮ˧˟ ˨˞ ,"

 .ˣˤ ˢ˟ˣ˷˸˟ ˵˲˸˯ˮ 

2.3.3 ˢ ˸˞˧˴ˬ-main 

ˢ ˸˞ ˞ˣ˴ˬ˪ ˞˧ˢ ˢˮˣ˷˞˶ˢ ˣˮ˸ˬ˧˷ˬ -main  ˟ ˰ˬˢ˷ ˢˮˣ˷˞˶ˢ ˢˡˣ˵˲ˢ ˞˧ˢ˷ ,˧˪˟ˬ˯˞ ˸ˡˣ˵˲ ˣˮ˧ˮ˲˪ .ˣˮ˪˷  ˡ

  ˢˡˣ˵˲ˢ ,ˣˮ˪˷ ˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˬ ˞ˣˢ ˶˷˞˩ ˳˧˶ˬjmp start_0. ˢ˴˧˲˵˪ ˸ˬ˶ˣˠ ˣˤ ˢˡˣ˵˲   ˶˟˰ ˪˞ ˡˣ˵ˢ ˪˷

˧ˤ˟ ˫ˣ˵ˬˢ ˧ˡ˧ ˪˰ ˭ˬˣ˯ˬ˷ ˭ˣ˶˩ ˸˧ˣˣ˸ˢstart_0.   ˶˦˯˧ˠ˶ˢ ˪˷ ˣ˩˶˰˟ ˧ˣˮ˧˷ ˞˧ˢ ˢ˴˧˲˵ˢ ,˵ˣ˧ˡ ˶˸˧˪EIP  ,

 ˪˷ ˶ˣ˴˧˵Extended Instruction Pointer˪ ˢ˟˥˶ˢˢ ˞ˣˢ ˢˤ ˶˦˯˧ˠ˶ .-32  ˦ ˧˟   ˶˦˯˧ˠ˶ˢ ˪˷IP   ˣˮ˪ ˶˩ˣˬˢ

ˢ ˫˪ˣ˰ˬ-16 ˨ˣˮ˧˥˪ ˤ˩˶ˬˢ ˪˷ ˧˪˟ˬ˯˞ˢ ˶˲˯ˬ ˡˬ˪˷ ˧ˬ˪) ˦˧˟   .(˶˟˧˧˯ 

ˢ ˫˪ˣ˰˟ ˰ˠ˶˩ ˫˧˞˴ˬˮ ˣˮ˞˷ ,˶˧˩ˤˮ-32  ˟ ˣˮ˪˷ ˦˵˧˧ˣ˶˲ˢ ˸ˣ˶ˡˠˢ˷ ˫ˣ˷ˬ ˦˧˟-Visual Studio   ˪˲ˬ˵˪ ˣ˧ˢ

 ˟  ˨ˬˣ˸˷ ˡˣ˵˪-32   ˞˶˵ˮ˷ ,˦˧˟x86 ˸ˣ˶˷˲˞˟ ˶ˣ˥˟˪ ˫˧˪ˣ˩˧ ˣˮ˧˧ˢ ˨˯ˬ ˣ˸ˣ˞˟ .x64 ˵˪ˣ˸ ˪˟˟ ˢ˩˧ˬ-64  

 :˦˧˟ 

 s  ˸ˡˣ˵˲˪ ˶ˣˤ˥ˮ-jmp ˵˧˪˵ˮ ˫˞ .˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩ ˢˬˣ˷˶ ˢˡ˧˪ :ˣˮ˪˷   :˸˞ˤ ˢ˯ˮˮ .˭ˣ˶˩˧ˤ˟ ˣˤ ˸˟ˣ˸˩˪ ˰˧ˠˮ ˢ˧˪˰ 

 

˸˟ˣ˸˩˪ ˣˮ˰ˠˢ start_0˪ ˰˧ˠˢ˪ ˣˮ˪ ˶ˤˣ˰ ˢˤ ˪˩ ˨˧˞ .˸ˣˡˣ˵˲ ˶˲˯ˬ ˢ˧˶˥˞ ˷˧ , -main ? 

 ñ ˶˥˟ˮˣ ˧ˮˬ˧ ˵˧˪˵ ˢ˷˰ˮ ˫˞Xrefs graph fromò ˧˶˵ˢ ˱˶ˠ ˸˞ ˪˟˵ˮ˸˟ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˞˸˧ˮ˩ˣ - 
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ˣˤ ˪˟˞ ,˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣˬ˷ ˸˞ ˸ˣ˞˶ˢ˪ ˶˷˲˞ ˧˞ ˡˣˬ˰ˢ ˸ˣ˪˟ˠˬ˟    ˪˩ˢ˷ ˸ˣ˞˶˪ ˶˷˲˞ .ˢ˪˟ˠˬ ˸ˬ˞˟ ˞˪

 ˟  ,ˢ˪˰ˬ˪ ˪˧˥˸ˬ-start  .˪ˣ˥˩˟ ˱˵ˣˬ˷Start    ˸ˣ˞˶ˣ˵ ˶˟˩ ˭ˢˣ ˸ˣ˧˴˵ˮˣ˲ ˧˸˷˪ ˸˞˶ˣ˵˷ ,ˢ˧˴˵ˮˣ˲˪ ˞˶ˣ˵

˲ ˸˞ ˷˧ ˢˤˢ ˱˶ˠ˟ ˞ˣˢ˷ ˭˩˧ˢ .˸ˣ˧˴˵ˮˣ˲ ˪˷ ˢˡ˟˩ˮ ˧ˡ ˸ˣˬ˩˪ˢ ˸˧˧˴˵ˮˣ -main   ˪˟˞ ,ˣˮ˪˷  ˢ˧ˣ˶˵ ˢˮ˧˞ ˞˧ˢ

main x ˟˷˧˥ ,˨˩ ˫˞ .-  ?ˢ˸ˣ˞ ˞˴ˬˮ ˨˧˞ 

 ˨˶ˡ ˸˥˞  ˪˷ ˪˞ˬ˷ ˡ˴˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩ ˪˰ ˶ˣ˟˰˪ ˞˧ˢ ˞˧ˢ ˸˧˶˷˲˞IDA ˞˴ˬˮ˷ ˣˮ˧˞˶˷ ˭˩˧ˢ ,start  ,

  ˣˬ˩ ˢ˞˶ˮ˷ ˡˣ˵ ˞˴ˬˮ˷ ˡ˰ ˸˥˞ ˸˥˞ ˭ˢ˧˪˰ ˵˧˪˵ˢ˪ˣmain .˷˧˸ˬˣ ˨ˣ˶˞ ˪˟˞ ˧˶˷˲˞ ˢˤ . 

 ˥ ˪ ˞˧ˢ ˸˶˥˞ ˸ˣ˶˷˲˞˷˲˥˪ ˭ˣ˩ˮ ˭˩˧ˢ ˟ˣ˷   ˸˞main?  ˪  ˢ˞˧˶˵ ˸ˣ˧ˢ˪ ˢ˧ˣ˲˴ ˡˣ˵˟ ˫ˣ˵ˬ ˢˤ˧˞˟-main  ? 

˲˴˪ ˶˷˲˞˧˶˵ˢ˷ ˸ˣˢ ˧˶˥˞˷ˣ ,˸ˣ˵˧ˡ˟ˣ ˫˧˪ˣ˥˸˞ ˪˷ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˞˧˶˵ ˶˥˞˪ ˢ˧ˢ˸ ˢ˞-main   ˵˶ ˞˶˵˧˸

 ˫˷ˢ ˸˞ ˪ˣ˪˩˧˷ ˣˢ˷ˬ ,˸˧ˮ˩ˣ˸ˢˬ ˢ˞˧˴˧ ˪˷ ˢ˧˴˵ˮˣ˲exit   ˫˰ ˫ˡ˵˸ˮ ˢˤ ˢ˷˰ˮ˷ ˢˬ ˭˩˪ .ˢ˧˴˵ˮˣ˲ˢ ˫˷˟

ˣ˞˧˶˵ˢ  ˷˧˷ ˫˰˲ ˪˩˟ ,˸ˣ˧˴˵ˮˣ˲˪ ˸ ˸ ˥˞ ˢ˧˴˵ˮˣ˲ˬ ˶˸ˣ˧˪ ˸˞˶ˣ˵˷ ˢ˧˴˵ˮˣ˲) ˸ˣ˞˧˶˵˟ ˸ˣ˲˰˸˯ˢ ˣˮ˪  ˶˥˟ˮ (

 ˞  ˞˧ˢ ˡˣ˰ ˪˩ ,˸˞˶˵ˮ˷ ˢˮˣ˶˥˞ˢ ˢ˧˴˵ˮˣ˲ˢ ˫˰ ˫ˡ˵˸ˢ˪ñ ˫˷ˢ ˸˞ ˢ˩ˣ˸˟ ˸˪˪ˣ˩ ˢˮ˧exit  .ò 

 ˢ˧˴˵ˮˣ˲˪ ˸˞˶ˣ˵˷ ˣˮ˪ ˷˧˷ ˢˮˣ˷˞˶ˢ ˢˡˣ˵˲ˢ .˪˧˥˸ˮ ,˨˩ ˫˞ ˞ ˧ˢ call sub_411840.   ˶ˣ˩ˤ˩call   ˞˧ˢ

˶˵ˣ˲˪ ˢ˞˧ˢ˰˧ˠˬ ˢ˧˶˥˞ˣ ˢ˧˴˵ˮ  ˢˤ ˢ˶˵ˬ˟ .˭ˣ˶˩ˤ˟ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˟ˣ˸˩ˢ ˞˧ˢ˷ ˸˧ˣˣ˸IDA  ˣ˞ ˶ˬ  ˣˮ˪

˧ˢ ˭ˣ˶˩ˤ˟ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˟ˣ˸˩ˢ˷ ˞ 0x411840  . 

 ˸ˣ˧ˢ˪ ˸˟˧˧˥ ˞˪ ˸˟ˣ˸˩ˢ :ˢ˟ˣ˷˥ ˢ˶˰ˢ0x411840   ˶˪˧˧˲ˬˣ˵ˢ ˢ˧˴˪˧˲ˬˣ˵ ˪˩˟˷ ˭ˣˣ˧˩ˬ ˸˞ˤ .ˢˬˠˣˡ˟ ˣˬ˩

 s ˪ ˪ˣ˩˧ ˭˩ ˣˬ˩ .ˢˮˣ˷ ˸˟ˣ˸˩ ˶ˣ˥˟˪ ˪ˣ˩˧˷ ˢˮˣ˷ ˢ˯˶ˠ ˸ˮ˵˸ˣˬ ˫˩˪˴˞˷ ˸ˣ˧  ˣ˧ˢ˧˷ ˧ˣ˲˴ ˭˩˪ .˶˪˧˧˲ˬˣ˵ˢ ˪

˷ ˢˢˤ ˡˣ˵˟ ˫˧ˬ˧˧ˣ˯ˬ ˫˧˪ˡ˟ˢ .˫˧ˮˣ˷ ˫˧˟˷˥ˬ ˧ˮ˷ ˧ˡ˧ ˪˰ ˪˲ˬˣ˵ 

 :ˢ˧˪˞ ˶ˣ˟˰ˮˣ ˢ˧˴˵ˮˣ˲ˢ ˫˷ ˪˰ ˵˧˪˵ˮ 

 

 

 

 ˸˟ˣ˸˩˟ ˭ˣ˶˩ˤ˟ ˸˞˴ˬˮ˷ ˢ˧˴˵ˮˣ˲ˢ ˣˮ˧ˮ˲˪0x411840  ˧˸˷ ˷˧ ˢ˩ˣ˸˟ .ˢˮˣ˷˞˶ˢ ˢ˶ˣ˷˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ,

˴˵ˮˣ˲˪ ˸ˣ˞˧˶˵˪˵ˮˣ ,ˢˮˣ˶˥˞ˢ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˟˧˸ˮ˟ ˶˥˟ˮ ,ˣˮ˪˷ ˢ˦˧˷˪ ˫˞˸ˢ˟ .˸ˣ˧ ˪˰ ˵˧sub_411860  ,

 ˯ ˬ˪ ˰˧ˠˮ  ˠ˴ˣˬ ˭˞˩˷) ˞˟ˢ ˨-˟zoom out  :(˟˶ˢ ˡˣ˵ˢ ˱˵˧ˢ ˟˵˰ ˧˪ˬ˧˯˵ˬ 
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 ˭˩˞ ˢˤ ˷ ˣ˷˥˪ ˢˬ ˭˧˞ ˪˟˞ ,ˡˣ˵ ˦˰ˬ ˞˪ ˢ˞˶ˮ-    ˣˮ˥ˮ˞˷ ˢˬ ˸˞ ˞ˣ˴ˬ˪ ˵˶ .ˣ˪ˣ˩ ˸˞ ˥ˮ˰˲˪ ˫˧˩˧˶˴ ˞˪ ˣˮ˥ˮ˞

 ˷ˬ˸˷ˮ ˸˰˩ .˫˧˷˲˥ˬ˪ ˢ˞˧˶˵ˢ˷ ˣˮ˪˷ ˢˡˣ˟˰ˢ ˸˥ˮˢ˟ -main ˢ ˧ˮ˲˪ ˢˮˣ˶˥˞ ˢ˧ˢ˸ -exit  ˫ˣ˵ˬ˟ ˭˩˪ .

ˬ˪ˬ ˡˣ˵ˢ ˸˞ ˞ˣ˶˵˪ ˰ ˬ˪ ˢ˦ˬ˪ˬ ˣ˸ˣ˞ ˞˶˵ˮ ,ˢ˦ˬ˪ ˢ˪˰ˢ ˧ˮ˲˪ ˸˞˶˵ˮ˷ ˢ˧˴˵ˮˣ˲ ˷˲˥ˮˣ ˢ˪-exit . 

  ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˞˧˶˵ ˞˴ˬˮ ,ˣˮ˪˷ ˱˶ˠˢ ˪˷ ˭ˣ˸˥˸ˢ ˧˪˞ˬ˷ˢ ˵˪˥˟ ˞˴ˬˮ˷ ˡˣ˵ˢ ˰˦˵˟ ˡ˵ˬ˸ˮ ˫˞ ,˫ˮˬ˞ˣ

 ˷˧˷ ˫ ˷˟  ˷ˬˢ ˸˞ ˭ˢ˪ ˢ˪˧"exit" : 
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 ˞˧ˢ ˢˮˣ˶˥˞ ˸˞˶˵ˮ˷ ˢ˧˴˵ˮˣ˲ˢsub_41111Dˢ ˫˰ ˡ˥˧ ˳ˣ˲˵ˮˣ ˢ˧˪˰ ˵˧˪˵ˮ . -jmp   ˸˟ˣ˸˩ ˪˞0x412A00  .

 :˨˩ ˢ˞˶ˮ˷ ˡˣ˵ ˪˟˵ˮ ˸˰˩ 

 

˪˷ ˱˯ˣ˞˪ ˸˧ˮ˧˧˲ˣ˞ ˡˣ˵ ˪˷ ˣˤ˩ ˢ˶ˣ˴  ˧˞ˮ˸if   ˫ˢ˧ˮ˧˟ ˷˧˷and  ˭˩ˬ ˶˥˞˪ˣelse  ˫˧˞ˮ˸ˢ ˪˩ ˫˞ ˵˶ .

ˮ˧˞ ˫ˢˬ ˡ˥˞ ˫˞ˣ ,ˣˢ˷ˬ ˰˴˟˸ˬ ˤ˞ ˫˧ˬ˧˧˵˸ˬ  ˧˞ˮ˸ ˪˩˷ ˸ˣ˞˶˪ ˶˷˲˞ .˶˥˞ ˢˬ ˶˟ˡ ˢ˶ˣ˵ ˤ˞ ˫˧˧˵˸ˬ ˣ

ˣ˞ ˪˧˟ˣˬ x ˪˯ˬ˟ ˣ˞ ,˞˟ˢ ˧˞ˮ˸ˢ ˪˞ ˵ˣ˶˧ˢ ˪ˣ˪˯ˬ˟ ˣˮ˸ s  ˪˞ ˶˷˧ˢ ˫ˣˡ˞ˢ ˪-else  ˣˬ˩ ˢ˞˶ˮ ˞˪ ˢˤ ,˭˲ˣ˞ ˪˩˟ .

-smain .ˣˮ˪˷ ˰˪ ˤˬ˶˩ˡ˧˸  ,ˡˬ˪ˮ ˣ˟   ˦ˬ˶ˣ˲ ˪˰PE ,˫˧˩˶˰ ˶˲˯ˬ˪ ˟˪ ˣˬ˧˷   ˵˪˥ ˫˧ˣˣˢˬ˷ˣ ˡˣ˵˟ ˫˧˞˴ˬˮ˷

ˬ ˞  ˫˞ ,ˢ˵˧ˡ˟ˢ ˨˧˪ˢ˸˧˞ ˣ˪˪ˢ ˫˧˩˶˰ˢˬ ˡ˥ ˶˧ˤ˥˸ ˢ˧˴˵ˮˣ˲ˢ ˤ˞ ˞˴ˬˮ ˣˮ0 : 

- 0x5A4D   ˢˤ ˨˶˰˷ ˢ˞˶ˮ ˨˷ˬˢ˟)˨˧˧˷  -˪DOS Header( 
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- 0x4550  ˢˤ ˨˶˰˷ ˢ˞˶ˮ ˨˷ˬˢ˟)˨˧˧˷  -˪NT Header ( 

- 0x10B  ˪  ˧ˡˣ˥˧˧ ˢˤ ˨˶˰˷ ˢ˞˶ˮ ˨˷ˬˢ˟)-Optional Header ( 

- 0x0E  ˢ˞˶ˮ ˨˷ˬˢ˟)ˬ ˣˢˤ˷ˢ ˪˷ ˫˶˲˯-Data Directories ( 

˯ˬˢ˰ˠˢ˷ ˞˧ˢ ˢˮ˵  ˧ˡˬ ˵ˣ˥˶ ˣˮˢ ˣ˟˷ ˵˪˥˟ ˫˧˞˴ˬˮ ˣˮ˥ˮ˞ˣ ˣˮ˪˷ ˡˣ˵˟ -main   ˨˧˶˴ ˭˩˪ ,˳ˣ˶˪ ˫˧˧˯ ˶˟˩

 ˪˷ ˢ˶ˣ˥˞ ˢ˶ˤ˥ˢ ˭˴˥˪˟ ˷ˬ˸˷ˮ ,ˢ˶ˣ˥˞ ˶ˣˤ˥˪ ˧ˡ˩ .ˢ˶ˣ˥˞ ˶ˣˤ˥˪IDA :˫ˣˡ˞˟ ˢ˲ ˷ˠˡˣˬˢ , 

 

    π 

 

 ˟  ˶˥˟ˮ ˫˰˲ˢ-sub_411B30 :˞˟ˢ ˡˣ˵ˢ ˪˞ ˣˮ˸ˣ˞ ˪˧˟ˣ˸ ˣ˧˪˰ ˢ˵˪˵ˢ . 
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ˮ˧ˮ˲˪ .˞˪˲ˮ˶ ˣ˟˷ ˡˣ˵ ˣ  ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˞˧˶˵ ˢ˧˶˥˞˪ˣ ˢ˟˧˟˯ ˧ˮ˸˷ˬ ˸˪˟˵ ˪˷ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˫˧˞ˣ

 ˸˞ ˸ˣ˪˟˵ˬ˷argv  x-argc ˶˦ˬ˶˲ˢ .argv  s  ˸˧˧˴˵ˮˣ˲˪ ˶˧˟˰ˢ˪ ˷˵˧˟ ˷ˬ˸˷ˬˢ˷ ˫˧˩˶˰ˢ ˸˞ ˵˧ˤ˥ˬ -

main   ˣ˪˧˞ˣargc ˤ˥ˬ˞ ˵˧˪ ˢ˞˧˶˵ˢ ˧ˮ˲˪ ˰ˠ˶ ˷˥˶˸ˢ˪ ˫˧˩˧˶˴˷ ˫˧˶˟ˡ ˣ˪˞ .˫˧˩˶˰ˢ ˸ˣˬ˩ ˸ -main  ˡ˧ˬ .

 ˧˶˥˞ ˶ ˦ˬ˶˲ˢ ˸ˠ˷ˢ ˪  ˢ˞˧˶˵ ˷˧ ˢ˟˧˟˯ˢ ˧ˮ˸˷ˬˣ ˫˧-sub_41127B s  ˪˰ ˠˣ˪˧ˡˣ ˢ˧˪˰ ˢ˴˧˥˪ .-jmp   ˨˶ˡ˟˷

 :˞˟ˢ ˡˣ˵ˢ ˪˞ ˣˮ˸ˣ˞ ˣ˪˧˟ˣ˧ 
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 ˟  ˣ˸ˣ˞ ˥ˣ˸˲˪ ,ˢ˴˶ˢ ˳˟ˣ˵ ˸˥˵˪ ˣˮ˪ ˶˷˲˞˧˷ ˯˧˯˟ˢ ˸˞ ˣˮˬ˧˧˯ ,ˣˢˤ-IDA˪ ,ˣ˴ˬˢ ˸˞ ˞ -main   ˣ˪˷

 .ˣ˪˷ ˧˪˟ˬ˯˞ˢ ˡˣ˵˟ ˭ˮˣ˟˸ˢ˪ˣ 

 

2.3.4  s ˪˵ˢ ˨˶ˡˢ 

˴ˬ˪ ˡ˴˧˩ ˣˮˡˬ˪˷ ˶˥˞˪ˢ ˸˞ ˡ˟˪ ˞ˣ -main   ˶˷˲˞ ˫˧ˬ˧˧ˣ˯ˬ ˫˧˶˵ˬ˟˷ ˫˩˪ ˸ˣ˪ˠ˪ ˶˷˲˞ ,ˢ˧˴˵ˮˣ˲ ˪˷

 .ˢ˪˵ˢ ˨˶ˡ˟ ˡˣ˟˰˪ 

 ˟˴ˬ˟ ˫˩˪˷ ˡˣ˵ˢ ˸˞ ˣ˪˲ˬ˵Release . 

 ñ ˣ˶˥˟ ,˞˟ˢ ˢ˶˧˥˟ˢ ˨˯ˬ˟Yesˢ ˳˟ˣ˵ ˸˞ ˸ˣ˪˰ˢ˪ ˸ˮˬ ˪˰ ò-pdb . 
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 ˭ ˣˣ˧˩ ˸˰˩˷  IDA  ˫˷˟ ˢ˧˴˵ˮˣ˲ ˷˧˷ ˰ˡˣ˧main ˪ ˸ˣ˶˧˷˧ ˣˮ˸ˣ˞ ˞˧˟ˬ ˞ˣˢ ,ˢ˪˷ ˸˟ˣ˸˩ˢ ˢˬˣ -main    ˨˶ˣ˴ ˧˪˟

 ˨˶ˡ ˶ˣ˟˰˪start ,˭˩ ˣˬ˩ .IDA ˢ ˳˟ˣ˵ ˸ˣ˰˴ˬ˞˟ ˢˢˤˬ-pdb   ˢ˪ ˫˧˞˶ˣ˵ ˣˮ˥ˮ˞˷ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˟ˣ˸˩ˢ˷

 ˫˴˰˟ ˞˧ˢprintf   :˨˩ ˢ˞˶ˮ ˢ˥˧˸˲ˢ ˨˯ˬ ˸˰˩ .ˣˮ˧˪˰ ˪˵ˬ ˭˩˪ˣ 

 

 ˸ ˲˯ˣˮ ˢ˪˵ ˨˶ˡ   ˶ ˸˞˪ ˵ ˸˞ ˟  ˣ˸ˣ˞ ˳˧˶ˢ˪ ˦ˣ˷˲ ˞˧ˢ ˫˸˟˸˩˷ ˡˣ˵ ˪˷ ˧˪˟ˬ˯˞ˢ ˡˣ-Debugger   ˪˷

Visual Studio.  ˟˴ˬ˟ ˡˣ˵ˢ ˸˞ ˫˧˴˧˶ˬ ˫˸˞˷ ˭ˬˤ˟Debug ˭ˣ˪˥ ˥ˣ˸˲˪ ˣ˪˩ˣ˸ ,Disassembly    ˸ˣ˲˴˪ˣ

 ˸˲˷˟ ˡˣ˵ˢ ˡ˴˪ ˷ˬˬ ˧˪˟ˬ˯˞ˢ ˡˣ˵˟C  ˣ˞CPP .ˢ˥ˣˮ ˡ˞ˬ ˢ˶ˣ˴˟ , 

 x  ˨˧˷ˬˢ˪ ˫˧˪ˣ˩˧ ˫˸˞ ,˫˸˪˟˧˵˷ ˫˧˪˩˟ ˫˧ˡ˧ˣ˴ˬ ˶ ˣ˵˥˪ .ˡˣ˵  ˸˲˷˟ ˡˣ˵ ˪˲ˬ˵˪ ˨˧˷ˬˢ˪ ˳˪ˬˣˬC    ˸ˣ˞˶˪ˣ

 .˟˷˥ˬˢ ˭ˣ˶˩˧ˤ˟ ˸˧˞˶ˮ ˢ˞˴ˣ˸ˢ ˨˧˞ 

˷ˬˢˬ ˨ (: ˥˪˴ˣˬ ˶˵˥
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˵˶˲ 3 ï ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧˵˲˸ 

  ˸ˣ˩˶˰ˬ ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯ ˢ˶˴˵˟ ˶ˣ˵˯ˮ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˫˧ˡ˧˵˲˸ˢ ˸˰˟˶˞ ˫ˢˬ ˡˬ˪ˮ ˢˤ ˵˶˲˟

˷ˣˮ ˪˞ ˫ˡ˵˸ˮ ˭˩ˬ ˶˥˞˪ .ˣˤˬ ˣˤ ˸ˣ˪ˡ˟ˮ ˭ˢ ˢˬ˟ ˭˧˟ˮˣ ˢ˪˰˲ˢ  ˪˷ ˢ˞˷˶ˢˢ ˧˪ˠ˰ˬ ˠ˷ˣˬ ˸˞ ˭˧˟ˮˣ ˢ˥˦˟˞ ˞

 ˣˢˬ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬUserland ˢ ˣˢˬˣ-Kernel ˡ˴˧˩ ˣˮˬ˴˰˟ ˶ˣ˵˥ˮ ˣ˟ ˪˧ˠ˶˸ ˰˴˟ˮ ˫ˣ˧˯˪ .  ˢ˞˧˶˵ ˸˪˲ˣ˦ˬ

  .ˢ˶ˬˣ˥ ˭˵˸ˢ˪ ˷ˬ˸˷ˬˢ ˪˷ 

 ˨ ˷ˬˢ˟ ˣ˪˰˧˷ ˫˧ˠ˷ˣˬ ˧ˮ˷ ˭˧˟ˮ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧˵˲˸ ˸ˣˡˣ˞ ˶˟˯ˢ˪ ˷ˠ˧ˮ˷ ˧ˮ˲˪-  Process  -xDriver  .

 ˧  ˢˤ ˶˲˯ ˫ˠ ˭˩˪ˣ ˫˧˧ˤ˰ˣ˪ˢ ˫˧ˠ˷ˣˬˢ ˸˞ ˶ˬˣ˪ ˠˣˢˮ ,˸˧˶˟˰˪ ˫˧ˬˣˠ˶˸ ˣ˪˞ ˫˧ˠ˷ˣˬ˪ ˫˧ˬ˧˧˵˷ ˸ˣ˶ˬ˪  ˷ˬ˸˷

"˟Process"˟ ˞˪ˣ ""˟ ,"˨˧˪ˢ˸Driver"˭˵˸ˢ ˪ˢˮˬ"˟ ˞˪ˣ ".  

3.1  ˫ˢˬProcess˫˧ 

˫˧˶ˣˤ˞˟ ˸ˣ˶ˬ˷ˮ ˣ˪˪ˢ ˡˣ˵ˢ ˸ˣ˶ˣ˷˷ ˫ˠ ˣˮ˥˩ˣˮ .ˡˣ˵ ˸ˣ˶ˣ˷ˬ ˸˟˩˶ˣˬ ˢˮ˩ˣ˸ ˪˩ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷ ˧˲˩    ˫˧ˮˣ˷

 ˧ ˶ˣˤ˞ˣ ,ˡ˟˰ˬˢ ˧ˡ˧ ˪˰ ˸ˣ˴˶ˣˬ ˸ˣ˧ˢ˪ ˸ˣ˩˧˶˴ ˡˣ˵ˢ ˸ˣ˶ˣ˷ ,˪˰˲˸ ˢˮ˩ˣ˸˷ ˧ˡ˩ .˭ˣ˶˩˧ˤˢ ˪˷   ˭ˣ˶˩˧ˤˢˢˮ˩ˣ˸ˢ ˪˷  

˸ˣ˧ˢ˪ ˫˧˩˧˶˴   ˫˧˟˧˩˶ˬˢ ˸˷ˣ˪˷ ˸˞ ˡ˥˧˟ ˶ˣ˷˵˧˷ ˣˢ˷ˬ ˨˧˶˴˷ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞ ,˶ˬˣ˪˩ .ˡ˟˰ˬˢ ˶ˣ˟˰ ˫˧˷˧ˠˮ

 .ˡ˟˰ˬ ,˭ˣ˶˩˧ˤ ,ˡˣ˵ :ˢˮ˩ˣ˸ ˸˴˶ˢ˪ ˫˧˷ˣ˶ˡˢ 

 ˪ ˬˬ ˢˤˢ ˶ˣ˟˧˥ˢ ˸˞ ˞Process ˨ˣ˸˟ ˸˞ˤ ˢ˷ˣ˰ ,ˢ˴˶˷ ˢˮ˩ˣ˸ ˪˩ .Process   ˫˞ ,ˢˬˠˣˡ˪ .ˢ˟ ˪˲˦ˬ˷

 ˥˸˲˧˧ ,˫ˣ˶˩ ˭˲ˡ˲ˡˢ ˸˞ ˳˧˶ˮProcess  ˫ ˣ˶˩˟ ˪˲˦ˬ˷-  ˬ  ˸˞ ˶ˬˣ˷ ,˫ˣ˶˩ ˶ˣ˟˰ ˷˶ˡˮˢ ˭ˣ˶˩˧ˤˢ ˸˞ ˪˧˩

 ˥˸˲˧˧ ,˪˯˵˞ ˨ˬ˯ˬ ˥˸˲ˮ ˫˞ .˫ˣ˶˩ ˶ˣ˟˰ ˡ˟˰ˬˢ ˪˷ ˢ˴˧˶ ˭ˬˤ ˪˟˵ˬ ,˫ˣ˶˩ ˪˷ ˡˣ˵ˢ ˸ˣ˶ˣ˷Process 

 ˪ ˯˵˞˟ ˪˲˦ˬ˷ s  .-Process ˢ˷ ˫˧˸ˣ˶˧˷ ˫˸ˣ˞ ˸˞ ˪˯˵˞˪ ˭˸˧˧ ˪˯˵˞ ˪˷-Process   .˫ˣ˶˩˪ ˭˸ˣˮ ˫ˣ˶˩ ˪˷ 

 ˸˞ ˣ˥˸˧˲Process Explorer ˢ ˪˩˟ ˣ˦˧˟ˢˣ-Process .˰ˠ˶˩ ˫˩˪˷ ˟˷˥ˬˢ ˪˰ ˫˧˴˶˷ ˫˧ 

 

ˢ ˫˞ˢ ?ˢˬˠˣˡ˪ ,˪˯˵˞ ˸ˮ˩ˣ˸ ˸˞ ˫˧˧ˬ˰˲ ˥˸˲ˮ ˫˞ ˢ˶˵˧ ˢˬ-Process    ˧˸˷˟ ˪˲˦˧ ˪˯˵˞˟ ˪˲˦ˬ˷

 ˸ˣ˴˶˷ ˪˯˵˞ˢ ˸ˣˮ˩ˣ˸ ˫ ˞ .˪˯˵˞ ˪˰ ˫˧˧ˬ˰˲ ˣ˵˧˪˵ˢ .˸˞ˤ ˣ˯ˮ ?˪˧˟˵ˬ˟   ˸˞ ˰˴˟˪ ˣ˪˩ˣ˸ ,˪˯˵˞ ˫˩˪ ˭˧˞

˸˷ ˢˮ˩ˣ˸ ˪˩ ˪˰ ˧ˣ˯˧ˮ ˣ˸ˣ˞ .ˣ˴˶ 
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 ˶˴ˣˮ ,˫˸˧˞˶˷ ˧˲˩Process   ˞ˣˢ ˧˰ˣ˴˵ˬˢ ˥ˮˣˬˢ .˪˯˵˞ ˪˷ ˷ˡ˥Instance  ˪  ˢˬˣˡ˟) -Instance   ˪˷

Classˮ˩ˣ˸ ˪˷ ˢ˪˰˲ˢ ˪˩ ˶ˬˣ˪˩ .(˫˧ˬ˴˰ ˢ˥ˮˣˬ ˸ˣˮ˩˸ ˶˧˩ˬ˷ ˧ˬ˪ ˶˩ˣˬ ˥ˮˣˬ , ˸˶˴ˣ˧ ˢInstance   ˪˷

 ˪˩ˣ ,ˢˮ˩ˣ˸ˢInstance  ˸˥˸ ˳˶Process  .ˣ˟ ˪˲˦ˬ˷ 

˟ ˵ˬ˰˸ˮ ˨˷ˬˢ˟-Process˦˪ ˨˞ ,˫˧˞˷ ˢˬ ˸˟ˣ˟ ˫˧˩˧˶˴ ˣˮ˥ˮ .˵˲˯ˬ ˣˮ˪ ˷˧˷ ˰ˡ˧ˢ ,ˢˤ ˟˪˷ 

3.2  ˫ˢˬDriver ˫ ˧ 

  ˣ˯ˮ ?˫˧˶˧˩ˬ ˫˸˞ ˢ˶ˬˣ˥ ˧ˮ˵˸ˢ ˡˣ˰ ˣ˪˧˞ .˶˟˩˰ ,˸ˡ˪˵ˬ ,ˢˬˠˣˡ˪ .˫˧ˮˣ˷ ˢ˶ˬˣ˥ ˧ˮ˵˸ˢ ˷˧ ˣˮ˪˷ ˟˷˥ˬ˪

˞ ˸ˣˮˬ˪ .˫˩˪˷ ˟˷˥ˬ˟ ˫˧ˬ˧˧˵˷ ˫ˢ˧˪˰ ˟ˣ˷˥˪ ˫˧˪ˣ˩˧ ˫˸˞˷ ˢ˶ˬˣ˥ˢ ˧ˮ˵˸ˢ ˪˩ ˸ 

ˢ ˷˵ˬ ˪˰ ˣ˴˥˪ ˸˰˩-  WinKey ˪ ˪˧˟˵ˬ˟ ˪˰ ˢ˴˧˥˪ˢ ˷˵ˬ-Xˢ ˷˵ˬ) . -WinKey   ˸˶ˣ˴ ˫˰ ˷˵ˬˢ ˞ˣˢ

 ˪˷ ˣˠˣ˪ˢWindowsˣ˶˥˟ ,˦˧˶˲˸˟ ˸ˣ˧ˣ˶˷˲˞ˢ ˭˧˟ˬ .(˥ˣˣ˶ˢ ˷˵ˬ˪ ˪˞ˬ˷ˬ ˞˴ˬˮ˷ , ñDevice Managerò, 

˞ ˫˞ "˫˧ˮ˵˸ˢˢ ˪ˢˮˬ" ˣ˞ ˶ ˲ ˸˰˩ .˸˧˶˟˰ ˢ˯˶ˠ˟ ˫˸  ˫˞ .˫˩˪˷ ˟˷˥ˬ˟ ˢ˶ˬˣ˥ˢ ˧ˮ˵˸ˢ ˪˩ ˫˩˧ˮ˲˪ ˫˧˷ˣ

  ˪˰ ˣ˪˧˲˞ ˟ˣ˷˥˪ ˫˸˥˪˴ˢˣ˟˵ˬ ˷˧˪˷ ˮ ˵˸ˢˢ ˸ˣ˴ .˫˧˟ˣ˦ ˷ˬˬ ˫˸˞ ,˫˧ 

 

ˢ ˣ˪˞ ,˫˧ˮ˵˸ˢ ˪ˣˢ˧ˮ ˸ˣˮ˩ˣ˸ ˸ˣ˷˶ˡˮ ,ˢ˶ˬˣ˥ˢ ˧ˮ˵˸ˢ ˫˰ ˶˷˵˸˪ ˪˩ˣ˸ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˧ˡ˩-Driver  .˫˧

-sDriver ˧ ˮ˵˸ˢ ˭˧˟ ˰ˡ˧ˬˢ ˸˶˟˰ˢ˪ ˫˧˞˶˥˞ ˫˧   ,ˢˬˠˣˡ˪ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˢ˶ˬˣ˥ˢDriver   ˯˧˦˶˩ ˪˷

ˮ˪˷ ˟˷˥ˬ˪ ˥˪˷ˮ˷ ˰ˡ˧ˬˢ ˪˩ ˸˞ ˸˷˶ˢ ˯˧˦˶˩ˬ ˦ˣ˪˵˧ ˸˷˶  ˸˩˶˰ˬ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˣ˸ˣ˞ ˶˧˟˰˧ˣ ˣ

˪ ,˶˸˧ˢ ˭˧˟ ,˪˩ˣ˸ ˢ˪˰˲ˢˢ  ˣˮ˥ˮ˞˷ ˫˧˶˸˞ ˪˞ ,˭˲ˡ˲ˡ˪ ˥˪˷ˮ˷ ˸ˣ˷˵˟ .˭˲ˡ˲ˡ˪ ˢ˞˪ˢ ˰ˡ˧ˬˢ ˸˞ ˶˧˟˰ˢ

 ˫ ˧˴ˣ˶  ˰ ˲ˢˢ ˸˩˶˰ˬˬ ˣ˶˟˰ˣ˧ ,˫ˢ˧˪˞ ˷ˣ˪ˠ˪ˢ ˨˶ˡ ˢ˪-Driver  .˸˷˶ˢ ˯˧˦˶˩ ˪˞ ˸˷˶ˢ ˯˧˦˶˩ ˪˷ 
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ˢ ˸˞-Driver˪ ,ˢ˶ˬˣ˥ˢ ˧ˮ˶˴˧ ˫˧˟˸ˣ˩ ˢ˶ˬˣ˥ˢ ˧ˮ˵˸ˢ˪ ˫˧,ˢ˷ˡ˥ ˢ˶ˬˣ˥ ˟˷˥ˬ˪ ˫˧˲˧˯ˣˬ ˣˮ˥ˮ˞ ˶˷˞˩ ˭˩  

ˢˮ˩ˣ˸ ˭˧˵˸ˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ .   s  ˫˴˰˟ ˣˢˤ-Driver ˢ .ˣˮ˵˸ˢ˷ ˢ˶ˬˣ˥ˢ ˪˷-Driver ˸ˣˮ˩ˣ˸ˬ ˫˧ˮˣ˷ ˫˧  ˸ˣ˪˧ˠ˶

 ˪ ˡ˟ˢˢ .˫˧˧ˤ˩˶ˬ ˫˧˶˟ˡ ˧ˮ˷˟ ˲ ˸ˣ˰˴ˬ˞˟ ˫˧˟˸˩ˮ ˫ˢ˷ ˞ˣˢ ˭ˣ˷˞˶ˢ  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˸ˣˡ˥ˣ˧ˬ ˸ˣ˧˴˵ˮˣ

ˢ˪˷ ˸ˣ˞˷˶ˢˢ ˸ˬ˶ ˶˷˞ˣ ,˫ˢ˧ˮ˲˟ ˸˲˷ˣ˥ˢ ˠ˷ˣˬ ˸˞ ˭˧˟ˮ ˶˷˞˩ ˨˷ˬˢ˟ ˨˩˟ ˭ˣˡˮ .˶˸ˣ˧ ˢˢˣ˟ˠ ˭-Kernel  .

ˢ˷ ˞ˣˢ ˧ˮ˷ˢ ˪ˡ˟ˢˢ-Driver˷ˬ ˸ˣ˷˰˪ ˨˶˦˴˧ ˷ˬ˸˷ˬˢ˷ ˧˪˟ ˫˧˰˪˵ˢ ˧˶˥˞ˬ ˫˧˴˶ ˫˧  ˧ˡ˩ ˡ˥ˣ˧ˬ ˣˢ

ˢˡ˟ˣ˰ˢ .˫˸ˣ˞ ˪˧˰˲ˢ˪  ˷-Driver  ˪˷ ˸˷˶ˣ˲ˬ ˢˡˣ˵˲ ˞˪˪ ˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟ ˫˧˰˪˵ˢ ˧˶˥˞ˬ ˫˧˴˶ ˫˧

˟ ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˫ˢ˪ ˷˧˷ˣ ,˷ˬ˸˷ˬˢ .˵˧ˤˢ˪ ˭ˣ˴˶ ˣ˪ ˷˧˷ ˧ˬ ˶ˣ˟˰ ˡ˞ˬ ˫˧ˮ˧˧ˮ˰ˬ˪ ˫˸ˣ˞ ˸˩˲ˣˢ ,ˡ˥ˣ˧ˬ 

3.3 ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧˵˲˸ 

˶ˬ ˣˮ˥ˮ˞˷ ˸ˣˮ˩ˣ˸ˢ ˭˧˟ ˶˷˵ˬ˷ ˶˷ˠˢ ˞˧ˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ :˫˧ˬ˶ˣˠ ˢ˰˟˶˞ ˭˧˟˪ ˫˧˴˧ 

-  l ˟˰ˬˢ 

- ˤˢ˩˧ ˭ ˣ˶ 

-  ˫ ˧˴˟˵ˢ ˸˩˶˰ˬ 

- ˢ˶ˬˣ˥ˢ ˧ˮ˵˸ˢ 
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ˡ˟˰ˬˢ :  l ˟˰ˬˢ ˧˟˞˷ˬ ˸˵ˣ˪˥ ˭˩˪ˣ ,˸˥˞ ˸˧ˮ˩ˣ˸ˬ ˶˸ˣ˧ ˳˧˶ˬ ˡ˧ˬ˸ ˟˷˥ˬ  ˭˧˟Process  ˸˧˥˶˩ˢ ˞˧ˢ ˫˧

  ˸˥˸ ˢ˴˶ ˢˮ˩ˣ˸ ˪˩˷ ,˫˧˦˶˲˪ ˯ˮ˩ˢ˪ ˧˪˟ ,ˣˮ˶ˬ˞ ˶ˣ˩ˤ˩)Process  ,˫˧ˡ˟˰ˬ ˶˲˯ˬ ˫˰ ˫˧˟˷˥ˬ ˷˧ ,˭ˣ˩ˮ .(

 ˫ˢ˟ ˫ˠ ˨˞ˢ ˸ˣˬ˩-Process˟˶ˢ˟ ˢ˪ˣ˰ ˫˧˴˶˷ ˫˧.˫˧ˡ˟˰ˬˢ ˸ˣˬ˩ ˪˰ ˢ   ˸˩˶˰ˬ ˪˷ ˭ˣ˷˞˶ˢ ˡ˧˵˲˸ˢ

 ˢˤ˧˞ ˰ˣ˟˵˪ ˞ˣˢ ˢ˪˰˲ˢˢProcess ˭ˬˤ˟ ˡ˟˰ˬˢ ˧˟˞˷ˬ ˸˞ ˪˟˵˧  ˢ ˶˸˧˷-Process .˫˶ˣ˸˪ ˣˮ˧˸ˬ˧ ˫˧ 

˭ˣ˶˩˧ˤˢ :  ˳˧˶ˢ˪ ˧ˡ˩Process   ˸ˣ˶ˣˬ˷ ˸ˣˮ˩ˣ˸ .˭ˣ˶˩˧ˤˢ ˪˞ ˢˮ˩ˣ˸ˢ ˪˷ ˡˣ˵ˢ ˸˞ ˭ˣ˰˦˪ ˷˧ ˧ˢ˷˪˩ ˢˮ˩ˣ˸ ˪˷

 ˫˪ˣ˞ ,˥˧˷˵ˢ ˵˯˧ˡˢ ˪˰ ˧˸˶ˠ˷ ˭˲ˣ˞˟  ˭˧˸ˬˢ˪ ˳˪˞ˮ ˢ˧ˢ ˡ˟˰ˬˢ ˣ˪˧˞ˣ ˧ˡˬ˪ ˧˦˧˞ ˭ˣ˶˩˧ˤ ˞ˣˢ ˥˧˷˵ˢ ˵˯˧ˡˢ

ˬˢ ˪˷ ˡˣ˟˧˰ˢ ˭ˬˤˬ ˧˸ˣ˰ˬ˷ˬ ˵˪˥ ˤ˞ ˣ˪˧ˢ ˡ˟˰  ˭ˣ˶˩˧ˤ ˪˞ ˥˧˷˵ˢ ˵˯˧ˡˢˬ ˸ˣˮ˰˦˧ˮ ˸ˣˮ˩ˣ˸ ˭˩˪ .ˤ˟ˤ˟˸ˬ ˢ

  .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧ ˪˰ ˰˴˟˸ˬ ˭ˣ˶˩˧ˤ˪ ˢˮ˧˰˦ˢ ˨˧˪ˢ˸ .ˢ˟˥˶ˢ˟ ˦˶˲ˮ ˭ˣ˶˩˧ˤˢ ˪˰ ˵˶˲˟  .˶˸ˣ˧ ˶˧ˢˬ

˶˧ˢˬˢ ˭ˣ˶˩˧ˤ˪  s  ˪˩ ˶ˣ˟˰ ˵˧˲˯ˬ ˣˮ˧˞ ˞ˣˢ˷ ˟ˣ˦ ˧ˣ˩˧˯ ˷˧ˣ ˪˟ˠˣˬ ˪ˡˣˠ ˷˧-Process  ˫˧˧ˣ˯ˬ ˰ˠ˶˟ ˫˧˪˰ˣ˲˷ ˫˧

˪ .˟˷˥ˬˢ ˪˰˩˪ ˸ˣ˴˵ˢ˪ ˵˶ ˞˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˰ ˭˩ ˪Process ˞ ˭ˣ˶˩˧ˤ˟ ˫ˣ˵ˬ  ˸˵ˣ˪˥˪ ˠˣ˞ˡ˪ ˫ˠ ˞˪

ˢ ˪˩ ˭˧˟ ˭ˣ˶˩˧ˤˢ ˧˟˞˷ˬ-Process .˫˧ 

ˢ ˪˩˷ ˨˩ˬ ˢ˞˴ˣ˸˩-Process ˰ ˬ˪ ,˭ˣ˶˩˧ˤˢ ˸˞ ˫˧˵˪ˣ˥ ˫˧˟˞ ˡ˧˵˲˸ ˫ˠ ˷˧ ˢ˪˰˲ˢˢ ˸˩˶ˢ˥˦ -   ˨˩˪ ˠˣ˞ˡ˪

 ˪˩˷Process  ʕ  ˶ˣˤ˞˪ ˞˪ˣ ,ˣ˪ ˢ˴˵ˣˬ˷ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞˪ ˵˶ ˟˸ˣ˩ ˪˷ ˭ˣ˶˩˧Process   ˣ˟˷ ˟˴ˬ ˣˮ˧˧ˬˡ .˶˥˞

Process ˣˡ˪ ,'˞ ˢˮ˩ˣ˸  ˢˮ˩ˣ˸ ˪˷ ˸ˣ˞˟ˢ ˢ˴˶ˢˢ ˸ˣˡˣ˵˲ ˸ˣ˶ˣˬ˷ ˣ˟˷ ˭ˣ˶˩˧ˤ˟ ˶ˣˤ˞ ˣ˸ˣ˞˪ ˟˸ˣ˩ ,˫ˣ˶˩ ˢˬˠ

ˢ ˶˷˞˩˷ ˶˧˟˯ .˪˯˵˞ ˢˬˠˣˡ˪ ,'˟˨˩ˬ ˶ˣˬ˥ ˣ˪˧˲˞ .˯ˣ˶˵˸ ˢˮ˩ˣ˸ˢ ,˪˯˵˞ ˪˷ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˢ˯ˮ˧ ˡ˟˰ˬ -  

ˮ˷ˬ˷ ˸˧ˮˣˡˤ ˢˮ˩ˣ˸ ˸ˮ˩˸˪ ˢ˧ˢ˧ ˭˸˧ˮ s  ˸˞ ˢ ˫˧˴˧˶ˬ˷ ˡˣ˵Process  ˸˞ ˰˴˟˪ ˫ˣ˵ˬ˟˷ ˨˩ ,˫˧˶˥˞ ˫˧

ˬ˧˷ˬˢ  ˧ˬ ,˪˩ˢ ˧˶˥˞ .ˢ˥˦˟˞ ˧ˮˣˮˠˮˬ ˱ˣ˵˰˪ ˨˩ˣ ,˸ˣ˧ˮˣˡˤ ,˸ˣ˶˥˞ ˸ˣ˪ˣ˰˲ ˣ˰˴˟˧ ˫ˢ ˫ˢ˪˷ ˸˧˶ˣ˵ˬˢ ˢ

 ˪ ˯˵˞ ˸ˮ˩ˣ˸˷ ˡˣ˷˥˧  ?˫˧˧ˮˣˡˤ ˫˧˶˟ˡ ˸ˣ˰˴˟ˬ ˫ˣ˶˩ ˣ˞ 

˫˧˴˟˵ˢ ˸˩˶˰ˬ:  .ˢ˧˶˲˯˟ ˭˶˲˯ ˪˷ ˡ˧˵˲˸˪ ˢˬˣˡ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˢˡ˧˵˲˸  ˸˦˧˷ ˰ˣ˟˵˪ ˷˧ ˸˧˷˞˶

˲˯ ˪˩ ˪˷ ˢ˪˵ ˢ˞˧˴ˬ ˶˷˲˞˸˷ ˠˣ˪˦˧˵  ˪˩ ˭˧˟ ˣ˟ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˥ˮ˞˷ ˶˲˯ˢ ˸˞ ˷˲˥˪ ˨˶˦˴ˮ ˞˪˷ ˧ˡ˩ ,˶

˲˞˸˷ ˠˣ˪˦˵ ˸˦˧˷ ˰ˣ˟˵˪ ˷˧ ,ˢˬˣˡ ˭˲ˣ˞˟ .ˢ˧˶˲˯˟ ˫˧˶˲˯ˢ  ˸˩˶˰ˬ .˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˳˟ˣ˵ ˪˩ ˞ˣ˴ˬ˪ ˶˷

 ˢ˪˰˲ˢˢ ˳˟ˣ˵ˢ ˭˩˧ˢ ˫ˠ ˞˪˞ ,˶ˣˬ˷ ˳˟ˣ˵ˢ ˭˩˧ˢ ˵˶ ˞˪ ˸˰ˡ˪ ˢ˩˧˶˴  ˶˲˯˷ ˣˬ˩ .˫˧˧˸˯ˬ ˞ˣˢ ˭˩˧ˢˣ ˪˧˥˸ˬ

ˬ ˸ˣ˧ˢ˪ ˧ˣ˷˰ ˢ˧˶˲˯˟ ˭ ˦˵ ˧ˣ˯˧ˮ ˣ˷˰ .˧ˢ˷˪˩ ˢˮ˩ˣ˸ ˧ˡ˧ ˪˰ ˷ˣˬ˧˷˟ ˸ˣ˧ˢ˪ ˧ˣ˷˰ ˳˟ˣ˵ ˫ˠ ,˪˞˷ˣ-   ˣ˥˸˧˲

  ˸ˣ˰˴ˬ˞˟IDA  ˳˟ˣ˵ˢ ˸˞hello.exe ˶˴˧˷ x ˵ ˫˸ ˣ˥˸˧˲ ˸˰˩ .˭˩˪ ˫ˡVisual Studio ˣ˥˸˧˲ ,ˢ ˸˞-solution  

 ˞˶˵ˮ˷hello.sln ˦˵˧˧ˣ˶˲ˢ ˸˞ ˪˲ˬ˵˪ ˣ˯ˮˣ  ˶˷˞˩ .ˢ˴˶ˢ ˳˟ˣ˵ ˶ˣ˴˧˪ˣ  ˢ˞˧ˠ˷ ˸˰ˡˣˢ ˣ˪˟˵˸ ˸˞ˤ ˣ˷˰˸ -  

 ˳˟ˣ˵ˢ˷ ˨˩˟ ˢˮ˧˥˟ˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬhello.exe   ˧ˡ˧ ˪˰ ˥ˣ˸˲IDA  ˸˶˥˞ ˢˮ˩ˣ˸˪ ˸˶˷˲˞ˬ ˢˮ˧˞ ˞˧ˢˣ ,

˷ ˡ˰ ˳˟ˣ˵ˢ ˸˞ ˸ˣˮ˷˪ -IDA  ˬˠˣˡ˪ ˫˧˴˟˵ ˸ˣ˩˶˰ˬ ˪˷ ˸ˣˬ˷ .ˣ˸ˣ˞ ˶˶˥˷˸ ˞˪ ˭ˢ ˢFAT, NTFS  x-EXT . 

 s ˶ˬˣ˥ ˧ˮ˵˸ˢ:   ˸ˣˮ˩ˣ˸ ˷˧˷ ˣˮ˧˞˶ ˸ˣ˞˶˵ˮ˷Driver  ˸˩˶˰ˬ ˭˧˟˪ ˢ˶ˬˣ˥ˢ ˭˧˟ ˶˷˵˪ ˞ˣˢ ˭ˡ˧˵˲˸ ˶˷˞ˣ ˫˧

ˢ ˪˩ ˪ˣˬ ˶˷˵˟ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ,˨˩ ˫˞ .ˢ˪˰˲ˢˢ-Driver  ˫ˢˬ ˰ˡ˧ˬˢ ˪˷ ˢ˶˟˰ˢ˪ ˠˣ˞ˡ˪ˣ ˫˧

˰ˬ .˫ˢ˧˪˞ˣ˸ˣ˧ˣ˲˧ˡ˰˪ ˠˣ˞ˡ˪ ˫ˠ ˢ˩˧˶˴ ˢ˪˰˲ˢˢ ˸˩˶ -   ˢˬ s ˶ˣ˵ ˢ ˫ˠ ˫˞-Driver ˢ ˫ˠˣ ˸˷˶ˢ ˯˧˦˶˩ ˪˷ -

Driver ˸ˡ˪˵ˬˢ ˪˷  ˧ ˷ ˫˧˷˵˟ˬ  ˯˧˦˶˩˪ ˸˸˪ ˣ˞ ,˭˧˸ˬˢ˪ ˷ˬ˸˷ˬ˪ ˸˸˪ ˫˞ˢ ?ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˸ˣ˶

  ˪˯˵˞ ˸ˮ˩ˣ˸ ,ˢˬˠˣˡ˪ .ˡ˥˞ ˢ˶ˬˣ˥ ˭˵˸ˢ ˸ˣ˵˪ˣ˥ ˸ˣˮ˩ˣ˸ ˶˲˯ˬ ,˫˧˟˶ ˫˧˶˵ˬ˟ ,˭˩ ˣˬ˩ ?˭˧˸ˬˢ˪ ˸˷˶ˢ

˸ˮ˩ˣ˸ˣ word  ˪˟˵˸ ˧ˬ .˥˧˷˵ˢ ˵˯˧ˡ˪ ˰ˡ˧ˬ ˶ˣˬ˷˪ ˸ˣ˯ˮˬ  ?ˢˮˣ˷˞˶ ˸ˣ˶˧˷ 

 ˰ ˬ ˭˧˞ ˣˮ˪˷ ˟˷˥ˬ˪ ˣ˟˷ ˟˴ˬ ˭˧˧ˬˡ˪ ˢ˯ˮˮ ?ˣ˪ˢˮ˸˧ ˫˧˶˟ˡˢ ˨˧˞ .ˢ˪˰˲ˢ ˸˩˶ 
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˪ ˵˶ ˢ˴˵ˣˬ ˸ˣ˧ˢ˪ ˪˩ˣ˧ ˣˮ˪˷ ˡ˟˰ˬˢ ,˸˧˷˞˶Process    ˸˥˞ ˢˮ˩ˣ˸ ˵˶ ˳˧˶ˢ˪ ˪˩ˣˮ ˰ˠ˶ ˪˩˟ ˶ˬˣ˪˩ .ˡ˥˞

  .˸˶˥˞ ˢˮ˩ˣ˸ ˳˧˶ˢ˪ ˧ˡ˩ ˢ˸ˣ˞ ˶ˣˠ˯˪ ˨˶˦˴ˮˣ˷ ˸ˣ˦ˣ˷˲ ˸ˣ˩˶˰ˬ˟ ˢˬˠˣˡ˪ ,ˢ˩˩ ˡˣ˟˰˪ ˧˪ˣ˞ ˶˷˲˞  ˵˶ ˭ˢ˪ ˷˧

 s ˬ˧˞˸ˬ ˢˮ˧˞ ˣˤ˩ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˪˟˞ ,˸˥˞ ˢˬ˧˷ˬ  .˫˧˥ˣ˸˲ ˸ˣˮˣ˪˥ ˶˲˯ˬ ˰ˠ˶ ˪˩˟ ˣ˪ ˷˧˷ ˷ˬ˸˷ˬ˪ 

  ˪˩˷ ˞ˡˣˣ˪ ˨˶˦˴ˮ .ˣˮ˪˧˟˷˟ ˸˞ˤ ˢ˷˰˧ ˞˪ ˡ˥˞ ˱˞ ˧˩ ,˭ˣ˶˩˧ˤˢ ˪˞ ˢˮ˩ˣ˸ˢ ˸˞ ˣˮˬ˴˰˟ ˭ˣ˰˦˪ ˨˶˦˴ˮ ,˸˧ˮ˷

ˢˮ˩ˣ˸ˢ˷ ˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩ˢ ˢ˧˰˟ ˷˧ ˫˞ˣ ,˷ˣˬ˧˷˪ ˸ˣ˧ˣˮ˲ ˭˩˞ ˭ˢ˟ ˸˷ˬ˸˷ˬ-   ˸˞ ˸ˣˮ˷˪ ˧ˮˡ˧ ˭˲ˣ˞˟ ˨˶˦˴ˮ

 .˸ˣ˟ˣ˸˩ˢ 

ˡ˞ˬ ˢ˷˵˸ˮ ,˸˧˷˧˪˷  ˥ ˧ˮ˵˸ˢ ˫˰ ˡˣ˟˰˪  ˫˞ ,ˢˬˠˣˡ˪ .ˡˣ˟˰˪ ˧ˬ ˪ˣˬ ˢ˧ˢ˧ ˞˪ ˫˧˶˟˧˧˶ˡ˪˷ ˭ˣˣ˧˩ˬ ,ˢ˶ˬˣ

ˢ ˪˷ ˶˟˧˧˶ˡˢˬ ˢ˸ˣ˞ ˱ˣ˯˞˧˷ ˧ˬ ˢ˧ˢ˧ ˞˪˷ ˭ˣˣ˧˩ ,˨˯ˬ˪ ˯˲ˡˣ˸ ˥˶˩ˢ˟ ˞˪ ˞˧ˢ "˞" ˸ˣ˞ˢ ˸˞ ˡ˧˪˵ˮ  ˸ˡ˪˵ˬ

 .˨˯ˬˢ ˯˧˦˶˩ ˪˷ ˶˟˧˧˶ˡ˪ ˢ˸ˣ˞ ˶˧˟˰˧ˣ 

 ˯ ˪ˣ ˮ ˪˷ ˸ˣ˧˶˥˞˟ ˧˶ˬˠ˪ ˢ˧ˢ˧ ˥˧˷˵ˢ ˵˯˧ˡ˟ ˫˧˴˟˵ˢ ˶ˣˡ˧˯ ,˫ˣ˧  ˢˤ˧˞˟ ˶ˬˣ˞˷ ˣˢ˷˪˩ ˡˣ˰˧˸ ˵˧ˤ˥ˢ˪ ˨˶˦˴ˮ .ˣ

˵˯˧ˡ˟ ˸ˣ˟ˣ˸˩   ˸˞ ˥˩˷ˮ ˫˞˷ ˭ˣˣ˧˩ˬ ,˳˟ˣ˵˟ ˢˤˢ ˡˣ˰˧˸ˢ ˸˞ ˶ˣˬ˷˪ ˢ˧˰˟ ˣˮ˪ ˢ˧ˢ˸ .˳˟ˣ˵ ˪˩ ˞˴ˬˮ ˥˧˷˵ˢ

  ˡ˟˞ˮ ˡˣ˰˧˸ˢ ˳˟ˣ˵ ˪˷ ˸˟ˣ˸˩ˢ˟ ...˥˧˷˵ˢ ˵˯˧ˡ˟ ˣˮ˪ ˷˧˷ ˫˧˴˟˵ˢ ˪˩˪ ˢ˷˧ˠˢ ˸˞  ˨˶˦˴ˮ ˶˟ˡ ˪˷ ˣ˲ˣ˯

.˦˰ˣ ˶˧˧ˮ ˫˰ ˫˧˶˟ˡˢ ˸˞ ˡ˰˸˪ 

˪˟˵ ˫˞ ˸˞ ˫˸˭˧˦ˣ˪˥˪ ˷˧ˬ˷ ˞˪ ˢ˧ˢ ˫˩˪˷ ˟˷˥ˬˢ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˧˪˟˷ ˢ˷ˣ˥˸ˢ -    ˢ˸˧ˢ ˣˤ ,ˢ˪ˣ˰ˬ

 ˢ˶˦ˬˢ 

3.4 ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˪˷ ˫˧ˠˣ˯ 

˷˥ˬ ˪˷ ˫˧˩˶˴ˢ :ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˫˧ˮˣ˷ ˫˧˩˶˴ ˷˧ ˭˩˶˴ ˪˩˪  ˪˷ ˫˧˩˶˴ˢˬ ˫˧ˮˣ˷ ˫˧˲ˣ˦˲˪ ˣ˞ ˫˧˧˷˧˞ ˫˧˟

 ˧˸˶˷ˣ˩˶˰ˬ ˪˷ ˫˧˩˶˴ˢˬ ˫˧ˮˣ˷ ˫˧ˮˣ˲˦˶˞ˬ˯ ˪˷ ˫˧˩˶˴ˢ .˦ˮ˶˦ˮ˧˞  ˢˬˠˣˡ˪ ˸ˣ˞˴ˬˮ˷ ˫˧ˡ˟˰ˬ ˸ˣ˴˟ˣ˷ˬ ˸

 .˸ˣ˧ˮˣ˩ˬ˟ 

 ?ˣ˶˩ˤˣˢ˷ ˫˧ˮ˩˶˴ˢˬ ˡ˥˞ ˪˩ ˪˷ ˸ˣ˧˶˵˧˰ˢ ˸ˣ˷˧˶ˡˢ ˭ˢˬ 

˸ ˸˶˷˲˞ˬ˷ ,˷ˬ˸˷ˬ˪ ˸˧˸ˣˡ˧ˡ˧ ˢ˪˰˲ˢ ˸˩˶˰ˬ˪ ˫˧˵ˣ˵ˤ ˫˧˲ˣ˦˲˪ˣ ˫˧˧˷˧˞ ˫˧˟˷˥ˬ  ˪˷ ˢ˶˧ˢˬ ˢ˟ˣˠ

  .˸ˣ˪˵˟ ˭ˢ˪˷ ˢ˴˶ˢˣ ˸ˣˮ˩ˣ˸ ˪˰ ˧ˡˬ ˶˸ˣ˧ ˸ˣ˷˵ˢ˪ ˧˪˟ˣ ˢ˶˧˟˯ ˢˡ˧ˬ˟ ˪˟˞ ,ˢ˟ˣ˷˥ ˞˧ˢ ˢ˥˦˟˞ .˷ˬ˸˷ˬˢ 

  ,˧˷˧˞ ˟˷˥ˬ˪ ˡˣˠ˧ˮ˟ .˸ˣ˰˶˲ˢ ˞˪˪ ˭ˣ˰˷˪ ˟˧˟˯ˬ ˡˣ˟˰˸˷ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˫˧˩˧˶˴ ˦ˮ˶˦ˮ˧˞ˢ ˸˷˶˟ ˫˧˸˶˷

˞ ˸˶˷ ,˫˧ˬ˧ ˢˬ˩˪ ˸˥˞ ˸ˣˮ˩ˣ˸ ˸ˮ˵˸ˢ ˨˶ˣ˴˪ ˷ˡ˥ˬ ˪ˣ˥˸˧˞ ˰˴˟˧˷ ˶˧˟˯˷  .˸ˣ˲˧˴˶˟ ˪ˣ˰˲˪ ˟˧˧˥ ˦ˮ˶˦ˮ˧

 ˞˷ˣˮ ˭˩ ˣˬ˩ˣˬ ˧ˡ˧ ˪˰ ˪˲ˣ˦ˬ ˦ˮ˶˦ˮ˧˞ˢ ˸˶˷ ˸˞ˤ ˸ˬˣ˰˪ˣ ,˧˦˧˶˵ ˞ˣˢ ˢ˥˦˟˞ˢ  ˞˷ˣˮ˷ ˫˧˟˷˥ˬ ˢ˥ˬ

 ˣ˪ ˟ˣ˷˥ ˸ˣ˥˲ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸ˣ˧˸ˣˡ˧ˡ˧ˢ .ˢ˥˦˟˞ˣ ˸ˣ˟˧˴˧ ˸ˣˮ˧ˬ˞ˬ 

ˢˮ˦˵ ˭ˣ˶˩˧ˤ ˸ˣˬ˩ ˫ˢ˪ ˷˧ˣ ˢ˪˪ˣ˯ ˭ˬˤ ˡˣ˰˪ ˫˧˵ˣ˵ˤ ˡ˧ˬ˸ ,˷ˬ˸˷ˬ ˪˩˪ ˰ˣˡ˧˩ ,˫˧ˮˣ˲˦˶˞ˬ˯   ˶˷˞ˬ ˶˸ˣ˧

ˤ ˪ˡˣˠ ˸˞ ˣˣ˷˸ ˫˞ .˧˷˧˞ ˟˷˥ˬˢ ˭ˣ˶˩-RAM   ˪˷ ˶ˣ˴˧˵)Random Access Memory˞˷ ˶˧ˢˬ ˭ˣ˶˩˧ˤ ,  ˣˮ˧

˟˧˩ ˭˧˟ ˶ˬ˷ˮ  ˷˧ ˟˷˥ˬ˟˷ ˣ˞˴ˬ˸˷ ˶˧˟˯ ,˫˩˪˷ ˭ˣ˲˦˶˞ˬ˯ˢ ˪˷ ˢˤ˪ ˫˩˪˷ ˟˷˥ˬˢ ˪˷ (˟˷˥ˬˢ ˪˷ ˫˧˧ˣ

 ˭ˣ˶˩˧ˤ ˢˬ˩ ˧˲RAM˷ˣ˧ˬ ˧˷˧˞ ˟˷˥ˬˣ ˡ˞ˬ ˫ˡ˵˸ˬ ˭ˣ˲˦˶˞ˬ˯ ˫˩˪ ˷˧ ˭˩ ˫˞ ˞˪˞ ,  ˸˩˶˰ˬ˪ ˭˩˪ .˸˧˯˥˧ ˭

ˣ˷˥ ˡ˧˵˲˸ ˷˧ ˢ˪˰˲ˢˢ ˬ  ˭ˣ˶˩˧ˤ ˸ˣˬ˩˟ ˸ˣ˵˲˸˯ˢ ˨ˣ˸ ,˫˧ˮˣ˲˦˶˞ˬ˯ ˪˷ ˢ˪˪ˣ˯ˢ ˸˶˧ˬ˷˟ ˟ .˸˧˯˥˧ ˦˰ˣ 

 ˣ˞ ,˫˧ˡ˟˰ˬ ˸ˣ˴˟ˣ˷ˬ ˸ˣ˩˶˰ˬEmbedded systems   ˪˪˩ ˨˶ˡ˟ ˸ˣ˵ˣ˵ˤ ,˸˧˪ˠˮ˞˟ ˫˧˞˶˵ˮ ˫ˢ˷ ˣˬ˩

ˤˢ ˸ˣˬ˩ .˧ˡˬ˪ ˪˟ˠˣˬ ˞ˣˢ ˷ˬ˸˷ˬˢ ˪˷ ˵˷ˬˬˢˣ ,˶˸ˣ˧˟ ˢ˦ˣ˷˲ ˢ˪˰˲ˢ ˸˩˶˰ˬ˪  ˸ˣ˩˶˰ˬ˟ ˷˧˷ ˭ˣ˶˩˧
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˵ ˸ˣ˧ˢ˪ ˢ˧ˣ˲˴ ˸ˣ˴˟ˣ˷ˬ  ˧ˡ˩ ,˧˦˧˶˵ ˞ˣˢ ˢˬ˴˰ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˪ˡˣˠˢ ˭˩˪ˣ ,˧ˡˬ˪ ˢˮ˦  ˯ˣ˲˸˸ ˞˪˷

 .˧ˣˮ˲ˢ ˭ˣ˶˩˧ˤˢ ˪˩ ˸˞ ˢˡ˟˪ 

3.5 ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬˣ ˫˧ˡ˟˰ˬˢ ˸ˣ˥˸˲˸ˢ 

  ˸˩˶˰ˬ ˸˞ ˣ˟˴˧˰˷ ˸ˣ˧˰˟ˢ .˫˧ˮˣ˷ ˫˧˪ˣˠ˪ˠ ˣ˶˟˰ ˞˪˞ ˫ˣ˧˩ ˭ˢ˷ ˧˲˩ ˷˞˶ˬ ˣ˶˴ˣˮ ˞˪ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ

˪˰˲ˢˢˣ ˡˣˬ˧˪ˢ ˸˞ ˸ˣ˪˧˵ˬ ˫ˠˣ ˸ˣˮ˧˧ˮ˰ˬ ˫ˠ ˭ˢ ˢ .˫ˣ˧˩ ˞˧ˢ˷ ˧˲˩ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˢˮ˟ˢˢ 

  ˫˧˧ˤ˩˶ˬˢ ˫˧˶˟ˡˢ ˡ˥˞ ˰ ˬ ˪˰ ˫˧˰˧˲˷ˬ˷ ˶˸ˣ˧˟  ˸˩˶˰ˬ ˧˪˪˩ ˭˲ˣ˞˟ .ˡ˟˰ˬˢ ˭˟ˣˬ˩ ˞ˣˢ ˢ˪˰˲ˢˢ ˸˩˶

 ˢ˪˰˲ˢˢWindows ˢ ˧ˡ˟˰ˬ ˸˥˲˷ˬ ˟˧˟˯ ˢ˸ˮ˟ˮ-x86    ˫˧ˡ˧˶˷ ˨˩˪ ˞ˣ˴ˬ˪ ˶˷˲˞ ˫ˣ˧ˢ ˡ˰ˣ ,˪˦ˮ˧˞ ˪˷

˪˩˟ ˫˧˦˪ˣ˟  ˳˧˶ˬ˷ ˟˷˥ˬWindows˧˵˧˸ˢ ˸˥˸ .  ˢ"C:\" ˞˴ˬ˸ ˢ˧˵˧˸ˢ ˸˞ ˣ"Program files(x86)"   

3.5.1 ˢ ˡ˟˰ˬ-8086 ,Real Mode 

 ˸ˮ˷˪ ˭ˬˤ˟ ˶ˣˤ˥ˮ1978  ˡ˟˰ˬ ˸˞ ˢ˞˧˴ˣˢ ˪˦ˮ˧˞ˣ ˫˧˧˶˪ˣ˲ˣ˲ ˣ˧ˢ ˸˶ˣˣ˩ ˸˵ˢ˪ˣ ˞˟˟˞ ˸˵ˢ˪ ˢ˟ ˢˬˣ˯˵ ˢˮ˷ ,

-s8086   .˧˶ˣ˦˯˧ˢˢ 

ˢ ˡ˟˰ˬ-8086   ˪˷ ˢ˶ˣ˦˵˦˧˩˶˞˟ ˡ˟˰16  s  ˶ˬˣ˪˩ ,˦˧˟ ˪ˡˣˠ˟ ˣ˧ˢ ˣ˪˷ ˫˧˶˦˯˧ˠ˶16    ˧ˮˣ˶˵˰ ˭˲ˣ˞˟ .˦˧˟

˞˟ ˪˷ ˶˦˯˧ˠ˶ ˸ˣ˰˴ˬ16   ˪˷ ˸ˣˬ˩˪ ˰˧ˠˢ˪ ˭˸˧ˮ ˦˧˟2 ˵ˤ˥˟ ˸16  ˶ˬˣ˪˩ ,˸ˣ˟ˣ˸˩64KB   ˫˪ˣ˞ ,ˡ˟˪˟ ˭ˣ˶˩˧ˤ

) ˸ˣ˟ˣ˸˩ ˯˲ ˢ˶˴˧ ˪˦ˮ˧˞Address Bus ˪ˡˣˠ˟ (20   ˪˷ ˟ˣ˪˧˷) ˫˩ˣ˥ˬ ˯˧˯˩˸ ˸ˣ˰˴ˬ˞˟ˣ ˦˧˟

segment+offset˪ ˢ˷˧ˠ ˡ˟˰ˬ˪ ˶˷˲˞˪ ˢ˥˧˪˴ˢ ( ˪˷ ˢˬ˧˷˶ˬ ˸ˣˬ˩1MB   ˨˩ ˪˰ ˫˧˦˶˲ˢ ˪˩ .˭ˣ˶˩˧ˤ

 .˶˟˧˧˯ ˨ˣˮ˧˥˪ ˤ˩˶ˬˢ ˪˷ ˧˪˟ˬ˯˞ˢ ˡˣˬ˧˪ ˶˲˯˟ ˫˧˞˴ˬˮ 

ˬˬ ˷ˣˬ˩   ˸˷ˠ˪ ˢ˷˵˧˟ ˢˮ˩ˣ˸ˢ ˶˷˞˩ .˭ˢ˧˪˞ ˸˷ˠ˪ ˨˧˶˴ ˡ˟˰ˬˢ˷ ˸ˣ˟ˣ˸˩ ˪˪˩ ˢˮ˩ˣ˸ ˪˷ ˡˣ˵ ,˫ˣ˧ˢ

 ˸˞˶˵ˮ ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠ ˪˷ ˣˤ ˢ˶ˣ˴ .ˢ˧˪˞ ˷ˠ˧ˮ ˡ˟˰ˬˢ ,˸ˬ˧˧ˣ˯ˬ ˸˟ˣ˸˩˪Real Mode ˞  ˫˞ˢ . ˪ ˣ˩˧ ˫˸  ˫˧

 ˟  ˧ˢ˷˪˩ ˢ˥˦˟˞ ˸˧˧˰˟ ˪˰ ˟ˣ˷˥˪-Real Mode .ˢ˪˞˷ˢ ˪˰ ˢˮ˰ˮ ˡ˧ˬ ? 

˲ ˦˲ˣ˯ˣ˶˵˧ˬ˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ  ˢ˥˸˧ s  ˡ˟˰ˬ ˯˧˯˟ ˪˰ -8086  ˢ˞˶˵ˮDOS ˪˷ ˶ˣ˴˧˵ ,Disk Operating 

System ˪˷ ˢˮˣ˷˞˶ˢ ˢ˯˶ˠˢ .DOS   ˸ˮ˷˟ ˢ˞˴˧1981  ˸˞ ˣ˷˩˶ ˦˲ˣ˯ˣ˶˵˧ˬ ,ˢ˷˰ˬ˪ :˭˧˧ˮ˰ˬ ˢ˧ˣˣ˧˶˦ ˦˶˲ .

˪˷ ˡˣ˵ˢ ˯˧˯˟ DOS  ˸˶ˣˬ˸75,000$ ˢ˞˶˵ˮ ˢˮ˩ˣ˸ˢ ˶ˣ˵ˬ˟ .QDOS  ˪˷ ˸ˣ˟˧˸ ˧˷˞˶ ,Quick and 

Dirty Operating System˩ . ˧˲ˢ˷ ,ˤˬ˶ˬ ˫˷ l ˣ˷˥˪ ˶˷˲˞ ˢ ˥˸˲ˬ˷ -QDOS    ˢˮ˩ˣ˸ ˣˤ˷ ˟˷˥ ˞˪

ˡ˥ˣ˧ˬ˟ ˸˧˸ˣ˩˧˞ ... 
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  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ,˧˪˟ˬ˯˞ˢ ˡˣˬ˧˪ ˶˲˯ˬ ˫˩˪ ˶ˣ˩ˤ˷ ˧˲˩DOS  ˸ ˧˪ˠˮ˞˟ ˣ˞ ,˸ˣ˵˧˯˲ ˢ˪˪˩ Interrupts  ˶˷˞ ,

 .˫˧ˮˣ˷ ˫˧˰ˣ˶˞˪ ˢ˟ˣˠ˸˟ ˢ˴˧˶ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˡˣ˵ ˶ˬˣ˪˩ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˭ˮ˧ˢ   ˸ˣ˵˧˯˲ˢ

ˢ˟ ˣ˞ ˣ˪˰˲ˣ  ˸˪˰˲ˣˬ˷ ˢ˵˧˯˲˪ ˢˬˠˣˡ .˸ˮ˩˸ˬˢ ˪˷ ˡˣ˵ ˸ˣ˟˵˰˟ ˣ˞ ˫˧ˮˣ˷ ˢ˶ˬˣ˥ ˧ˮ˵˸ˢ ˪˷ ˸ˣ˷˵˟ ˸ˣ˟˵˰

˪˵ˬ˟ ˣˢ˷˪˩ ˣ˸ ˪˰ ˷˧˵ˢ ˷ˬ˸˷ˬˢ ˫˞ :ˢ˶ˬˣ˥ ˭˵˸ˢ ˪˷ ˢ˷˵˟ ˸ˣ˟˵˰˟  ˸˞ ˢ˲˯˞˷ ˢ˵˧˯˲ ˢ˪˰˲ˣˢ ,˸ˡ

ˣ˟˰ ˣ˥˸ˣ˲ ˸ˣˮˣ˷ ˸ˣ˵˧˯˲ .ˡ˟˰ˬ˪ ˷˧ˠˮˢ ˭ˣ˶˩˧ˤˢ ˨ˣ˸˪ ˣ˸ˣ˞ ˢ˶˧˟˰ˢˣ ˸ˡ˪˵ˬˢˬ ˣ˸ˢˮ ˸ˣ˪ˣ˰˲ ˶  ,˸ˣ˴ˣ˲

˧˷˪  ˫˧ˣˣ˸ ˸ˤˣ˶˥ˬ ˪˷ ˢ˯˲ˡˢ :˸ˮ˩˸ˬˢ ˪˷ ˡˣ˵ ˸ˣ˰˴ˬ˞˟ ˸˪˰˲ˣˬ˷ ˢ˵˧˯˲˪ ˢˬˠˣˡ .˫˧˸ˮ˩˸ˬˢ ˷ˣˬ

  .˨˯ˬ˪ 

ˢˢ ˸˩˶˰ˬ ˪˷ ˸ˣ˵˧˯˲˪ ˢ˪˟ˠˬ ˧˪˟ ˞ˣ˶˵˪ ˢ˪ˣ˩˧ ˢˮ˩ˣ˸ ˪˩ñ ˢˡˣ˵˲ˢ ˸ˣ˰˴ˬ˞˟ ˢ˪˰˲int  ˢ˵˧˯˲ˢ .ò

 ˪˷ ˶˸ˣ˧˟ ˸ˬ˯˶ˣ˲ˬˢDOS   ˸˞˶˵ˮint 21h ˶˦˯˧ˠ˶ˢ ˸ˣ˰˴ˬ˞˟ ˸˪˟˵ˬ ˞˧ˢˣ ,ah   ˠˣ˯ˢ ˸˞ ˪ ˷ ˵˧ˣˡˬˢ  

 .˸˷˵ˣ˟ˬˢ ˢ˪ˣ˰˲ˢ 

ˢ ˡ˟˰ˬ˪ ˸ˡ˰ˣ˧ˬ˷ ˸˧ˮ˩ˣ˸ ˭˪ˢ˪-8086 ˢˮ˸˷ˬ˟ ˶ˣˬ˷ˢ ˦˯˵˦ˢ ˸˞ ˨˯ˬ˪ ˢ˯˧˲ˡˬ ˸˧ˮ˩ˣ˸ˢ .msg  ˤ˞ˣ ,

 :˸˶ˡˣ˯ˬ ˢ˶ˣ˴˟ ˸˞˴ˣ˧ 

 

˟ˢ˪ ˫˩ˮˣ˴˶˟ ˫˞  ˸˧ˮ˩ˣ˸ˢ ˸˞ ˭˧  ˫ˠ ˫˪ˣ˞ .˫˩˸˞ ˨˧˶ˡ˧ ˶˟˧˧˯ ˨ˣˮ˧˥˪ ˤ˩˶ˬˢ ˪˷ ˧˪˟ˬ˯˞ˢ ˡˣˬ˧˪ ˶˲˯ ,˵ˬˣ˰˪

 ˸˰ˡ˪ ˧˪˟˷ ˸ˣ˞˶˪ ˶˷˲˞ ˧˪˟ˬ˯˞ ˧˸˷˟ ˸˷ˬ˸˷ˬ ˢˮ˩ˣ˸ˢ  ˢ˧ˮ˷ˢˣ ˢ˯˲ˡˢˢ ˸˪ˣ˰˲ ˪˧˟˷˟ ˸˥˞ˢ ,˸ˣ˵˧˯˲

 .ˢ˞˧˴˧ ˪˧˟˷˟ 

 ˪˷ ˸ˣ˵˧˯˲˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ˱˶ˣ˴ˬˢ ˡˣ˵ˢ ˪˷ ˢ˶˵ˬ˟˷ ˸ˣ˶ˬ˪˷ ˷˧ˠˡˢ˪ ˨˧˶˴DOS ˴ ˟˪ ˶˷˲˞ ,  ˭˸ˣ˞ ˸˞ ˰

 ˸ˣ˵˧˯˲) ˣˬ˴˰ ˡ˟˰ˬˢ ˪˷ ˸ˣ˵˧˯˲ ˸ˣ˰˴ˬ˞˟ ˸ˣ˪ˣ˰˲BIOS˞˟ ˣ˪˧˲˞ˣ (˪˦ˮ˧˞ ˧ˡ˧ ˪˰ ˣ˥˸ˣ˲˷ ,  ˢ˷˧ˠ ˸ˣ˰˴ˬ

 ˥ ˪ ˢ˶˧˷˧ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ .ˢ˶ˬˣDOS    ˸˧˧˰˟ ˪˰ ˟ˣ˷˥˪ ˫˧˪ˣ˩˧ ˫˸˞ ˫˞ˢ .ˣˮ˸˧˞ˬ ˢˤ ˸˞ ˸˰ˮˣˬ ˞˪

˟ ˷ˣˬ˧˷ˢˬ ˢ˞˴ˣ˸˩ ˸ˣ˧ˢ˪ ˢ˪ˣ˪˰˷ ˢ˥˦˟˞-Real Mode? 

ˢ˥˦˟˞ˢ ˸ˣ˧˰˟ˬ ˸˴˵ˬ ˶ˣ˵˯ˮ. 

  ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠˢ ˸˶ˣ˴ ,˸˧˷˞˶Real Mode  ˣ˟˷ ˟˴ˬ ˸˶˷˲˞ˬProcess   ˷ˠ˧˧˷ ˡ˟˰ˬˢˬ ˷˵˟ˬ ˫˧˧ˣ˯ˬ

 x ˤ˞˪ ˟  ˭ˣ˶˩˧ˤ ˶-RAM  ˪˪˩˷   ˷  ˞˪˪ ˞˪˞ ˣ˪ ˨˧˧-Process   ,˭ˣ˶˩˧ˤˢ ˸˞ ˸ˣˮ˷˪ ˶˷˲˞ .˭ˣ˶˩˧ˤ˟ ˶ˣˬ˷˷ ˶˥˞

 ˟˴ˬ˟ :ˢ˴˶ˢ ˸ˣˡˣ˵˲ ˸ˣˮ˷˪ ˫ˠ ˧˪ˣ˞ˣ ˫˧ˮ˸˷ˬ ˪˷ ˫˧˩˶˰ ˸ˣˮ˷˪Real Mode  ˸ˣ˪˟ˠˬˢ ˸˞ ˭˧˞    ˪˰

Readable, Writeable, Executable ˸˥˵˪ ˶˷˲˞ ˶ˬˣ˪˩ .Process  ˣ˪˷ ˢ˴˶ˢˢ ˡˣ˵ ˸˞ ˸ˣˮ˷˪ˣ ˫˧ˬ˸  ˨˩

˵ˤˣˮ˪ ˨ˣ˲ˢ˧ ˞ˣˢ˷˪˩ ˸˞ ˱˵ˣ˸˪ ˥˪˷˸˷ ˢ  .ˣˮ˪˷ ˟˷˥ˬ˟ ˷˧˷ ˰ˡ˧ˬˢ 

 ˪  ˶˷˲˞˪ ˢ˪ˣ˪˰ ˢ˶ˬˣ˥ˢ ˧ˮ˵˸ˢ˪ ˸˪˟ˠˣˬ ˞˪ ˢ˷˧ˠ ,˸˧ˮ˷-Process   ˵ˣ˪˥˪ ˫ˣ˵ˬ˟ ˣˬ˴˰˪ ˫˸ˣ˞ ˶ˣˬ˷˪

 ˫˰ ˫˸ˣ˞Process˞ ˫˧ ˫ ˧˶˥  ˶ˡ˯ ˧˲˪ ˢ˶ˬˣ˥ˢ ˧˟˞˷ˬ ˸˞ ˸ˣ˴˵ˢ˪ ˸ˠ˞ˣˡ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˫ˮˬ˞ .
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ˬˣ˥ˢ ˧ˮ˵˸ˢ˪ ˸ˣ˶˧˷˧ ˸ˣˮ˲˪ ˰ˡˣ˧˷ ˧ˬ ˪˟˞ ,˸ˣ˧ˣ˲˧ˡ˰ˣ  ˸˞ ˱˵ˣ˰ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ "˷˞˶ˢ ˪˰ˬ" ,ˢ˶

 .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˢ˞˴˵ˢˢ ˧ˮˣˮˠˮˬ 

˩˶˰ˬ ˪˷ ˡˣ˵ˢ ˸˞ ˫ˠ ˸ˣˮ˷˪ ˱˵ˣ˸˪ ˶˷˲˞˪ ˢ˪ˣ˪˰ ˡˣ˵ ˪˩ ˸ˣˮ˷˪ ˸ˣ˶˷˲˞ˢ ,˸˧˷˧˪˷ˢˢ ˸ s ˪˰˲  ˞ˣˢ ˫ˠ˷ ,

ˢ ˭ˣ˶˩˧ˤ˟ ˶ˣˬ˷-RAMˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˡˣ˵ ˸˞ ˫˧ˮ˷ˬ˷ ˰ˠ˶˟ . -   ˢˬ ˪˩ ˠ˧˷ˢ˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ .˶ˬˠˮ ˵˥˷ˬˢ

ˣ˶ ˞ˣˢ˷ .ˣˮˬˬ ˰ˮˬ˧˷ ˧ˬ ˭˧˞ ,ˢ˴ 

 ˪  ˵ˣˡˢ ˭˲ˣ˞˟ ˸ˣ˶ˣ˷˵˷ ˣ˪˞ ,ˢ˥˦˟˞ˢ ˸ˣ˧˰˟ˬ ˸˴˵ˬ ˵˶ ˣ˪˞ ˶ˣˬ˞˩-Real Mode  ˣ˪ˠ˸ˮ ˫˧ˮ˷ˢ ˸˴ˣ˶ˬ˟ .

 ˫˧ˮˣˮˠˮˬ ˣ˲˯ˣˮˣ ˢ˥˦˟˞ ˸ˣ˧˰˟ ˡˣ˰˟ ˭ˢˡ˟˰ˬ  ˸ˣ˧˰˟ˬ ˵˪˥˟ .˸ˣ˴˶˲ ˶ˣˠ˯˪ ˧ˡ˩ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ˟ ˭ˢˣ ˫˧

 .˨˷ˬˢ˟ ˭ˣˡˮ ˢ˥˦˟˞ˢ 

 ˪˦ˮ˧˞ˢ ˡ˟˰ˬ˷ ,˰ˣ˟˵˪ ˶˷˲˞ ˢˤ ˟˪˷˟8086   ˢ˪˰˲ˢˢ ˸˩˶˰ˬˣDOS   ˨˞ ,˞˪˲ˮ ˧ˠˣ˪ˣˮ˩˦ ˠ˷˧ˢ ˣ˧ˢ

 .ˢ˪˰˲ˢ ˸˩˶˰ˬˣ ˫˧ˡ˟˰ˬ ˪˷ ˷ˡ˥ ˶ˣˡ ˸ˣ˷˶ˣˡ˷ ,˸ˣ˧˰˟ ˭ˮ˷˧ ˢ˥˦˟˞ ˸ˮ˧˥˟ˬ 

3.5.2 ˢ ˡ˟˰ˬ-386 

 ˸ˮ˷1985˪ˣ˷ ˪˞˶˷˧ . ˪  ˸˥ x ˶˧˞˧ˮ˩˲ˢˬˢˣ ˷ˡ˥ˢ ˥ˣ˸˧˲ˢ ˸˞ ˢˠ˧˴ˬ ˪˦ˮ˧˞ ˣ˪˧˞ˣ "ˢ˪ˣ˰ ˢ˪ˣ˰" ˸˞ ˭ˣ˧ˤ˧ˣ-  

ˢ ˡ˟˰ˬ-386 ˢ˧ˢ ˧ˮ˩˲ˢˬ ˢˬ˩ ˡ˰ ˭˧˟ˢ˪ ˧ˡ˩ .  ˞˪˞ ,˧˸ˣ˰ˬ˷ˬ ˸ˣ˶˧ˢˬ ˠˣ˶ˡ˷ ˵˶ ˞˪ ˪˪˩ ˞ˣˢ ,ˢˤˢ ˡ˟˰ˬˢ

 ˧˲ ˢ˪˲˩ˢ ,˫˧˶˦˯˧ˠ˶ ˠˣ˶ˡ˷ ˫ˠ4000   ˷ ˧ˠˮˢ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˪˷   ˡ˥˞ ˪˩ .˸˪˪˩ˣ˷ˬ ˢ˥˦˟˞ ˸˩˶˰ˬˣ

˧ˠˣ˶ˡ˷ˢˬ˞ˢ ˫˟ ˢ˪ ˨˷ˬ˟˷ ˧˸ˣ˰ˬ˷ˬ ˨˩ ˪˩ ˞ˣˢ ˡ˥˧˟ ˪˩ˢ ˪˷ ˟ˣ˪˧˷ˢ ,ˢˠ˶ˡˬ ˸˴˧˲˵ ˞ˣˢ ˣˬ˴˰ ˧ˮ˲20  

ˢ ˸˶ˣ˦˵˦˧˩˶˞ ˢˠ˴ˣˢ˷ ˡ˰ ,ˢˮ˷-64  ˧˟  ,˫ˣ˧ˢ ˣ˪˧˲˞ .˨˶ˡ ˢ˸ˣ˞˟ ˶˸ˣ˧ ˣ˸ˣ˞ ˸ˣ˥˲ ˣˡ˟˰ ˫˧ˡ˟˰ˬˢ ˪˩ ,˦

˸˯˶ˠ˟ ˸ˣˮ˩ˣ˸ ˳˧˶ˢ˪ ˭˸˧ˮ ,ˣ˲˪˥˷ ˫˧ˮ˷ˢ ˸ˣ˶˷˰ ˸ˣ˶ˬ˪  32 ˢ ˡ˟˰ˬ˷ ˦˧˟-386  .˫˪ˣ˰˪ ˠ˧˴ˢ 

˞ ˦˶˲ˮ ˸ ˣˡˣ ˧˷ˢ s  ˡ˟˰ˬ˟ ˣˠ˴ˣˢ˷ ˫˧˟ˣ˷˥ˢ ˫˧˶ˣ˲- 386 . 

˫˧˶˦˯˧ˠ˶ˢ ˪˷ ˢ˪˲˩ˢ ,˸˧˷˞˶ - ˬ-16   ˪  ˦˧˟-32   ˪˷ ˫˧˶˦˯˧ˠ˶ .˦˧˟32 ˧˪ˣ˩˧ ˦˧˟ ˟ˣ˸˩˪ˣ ˞ˣ˶˵˪ ˫4    ˫˧˸˟

 ˡ˟˰ˬ˪ ˭˩˪ ,˭ˣ˶˩˧ˤ ˸˵˸˰ˢ ˪˷ ˢ˪ˣ˰˲ ˪˩˟32  ˧ ˷˧ ˦˧˟ ˡ˟˰ˬ ˧ˮ˲ ˪˰ ˧˸ˣ˰ˬ˷ˬ ˭ˣ˶˸16    ˫ˢ˧ˮ˷ ˫˞ ˫ˠ ,˦˧˟

ˣ˪ˣ˰˲ ˪˷ ˸ˣˬ˩ ˢ˸ˣ˞ ˸˞ ˫˧˰˴˟ˬ˷˟ ˸ .ˢ˧ˮ 

ˢ ˸˪ˡˠˢ˟ ˢ˸ˣˣ˪ ˫˧˶˦˯˧ˠ˶ˢ ˪ˡˣˠ ˸˪˲˩ˢ ,˸˧ˮ˷-Address Bus  -˪32   ˡ˧˥˧ ˶˦˯˧ˠ˶ ˸ˣ˰˴ˬ˞˟ ˶ˬˣ˪˩ .˦˧˟

 ʕ ˟ ˸˟ˣ˸˩ ˶ˬˣ˷˷˪ ˸˷ˠ˪ ˭˸˧ˮ ˭ˣ˶˩˧-2  ˸˵ˤ˥˟32  ˢˤ ˶˟ˡ .˸ˣˡ˶˲ˮ ˸ˣ˟ˣ˸˩ˢ ˭ˣ˶˩˧ˤ ˪ˡˣˠ ˸˞ ˪˧˟ˠˬ-RAM  

˩˪-4GB˷ ˡ˰ ˫˧ˮ˷ ˸ˣ˶˷˰ ˥˵˪˷ ˭ˣ˶˩˧ˤ ˸ˣˬ˩ , ˸ ˧˷˰ˬ ˢ˪˟ˠˬ˪ ˢ˩˲ˢ . 

˷˧˪˷  ,˸˧˦ˮ˧˞  ˸˞ ˢ˲˧˪˥ˢ ˪Real Mode  -˟Protected Mode  ˫ˣ˵ˬˢ ,˫ˣ˧˩ ˫ˠ ˷ˬ˷ˬˢ ˭ˣ˧˰˶ ˣˢˤ˷ ˭ˣˣ˧˩ .

˶ˣ˦˯˧ˢ ˢ˶˧˵˯ ˣˮ˧˞ ˞ˣˢ ˣ˟ ˭ˣˡ˪  ˭˧˟ˢ˪ ˣˮ˪ ˰˧˧˯˧ ˣˮ˪˟˵˷ ˰˵˶ˢ ,ˣˮ˪˷ ˸˧˶ˣ˦˯˧ˢˢ ˢ˶˧˵˯ˢ ˸˞ ˫˧˧˯ˮ ˸˰˩ .˸˧

˞ .ˢˤˢ ˟ˣ˷˥ˢ ˞˷ˣˮˢ ˸ 

3.5.3  x  ˢ˞˷˶ˢ ˧˪ˠ˰ˬ-Protected Mode 
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 ˟˴ˬ˟Protected Mode ˩ˣ˸ ˪˩˪ˬ˶ ˷˧ ˢˮ  ˢˮˣ˧˪˰ˢ ˸ˣ˞˷˶ˢˢ ˸ˬ˶ ˵˶ˣ ,ˢ˟ ˸˞˴ˬˮ ˞˧ˢ˷ ˸ˣ˞˷˶ˢ ˸

ˤ ˢ˦˧˷ .ˢ˶ˬˣ˥ ˧ˮ˵˸ˢ˪ ˣ˞ ˭ˣ˶˩˧ˤ˪ ˸ˣ˶˧˷˧ ˸˷ˠ˪ ˢ˪ˣ˩˧ ˶˸ˣ˧˟˸˧˪ˠˮ˞˟ ˣ˞ ,"ˢ˞˷˶ˢ ˧˪ˠ˰ˬ" ˸˞˶˵ˮ ˣ  "Rings 

of Protection" , :˞˟ˢ ˶ˣ˧˞ˢ ˷˧˥ˬˬ˷ ˧˲˩ 

" ˥ˮˣˬˢRings of Protectionˬ˪ ˫ˠ ˫˪ˣ˞ ,˪˦ˮ˧˞ ˧ˡ˟˰ˬ ˪˰ ˫˧˶˟ˡˬ˷˩ ˠˣˢˮ "  ˫˧ˮˣˮˠˮˬ ˷˧ ˫˧˶˥˞ ˫˧ˡ˟˰

 ˟ ˰ˬ˟ ˢˬˠˣˡ˪ .˫˧ˬˣˡ ˧ˡARM   ˷˧Exception Levels . 

 ˪ˠ˰ˬ˟ ˣ˴ˣ˶˧ ˡ˧ˬ˸ ˳˧˶ˬ ˷ˬ˸˷ˬˢ˷ ˸ˣˮ˩ˣ˸3 .  ˞˶˵ˮ ˢˤ ˪ˠ˰ˬUserland  ,˫ˣ˶˩ ˭˲ˡ˲ˡ ˣ˪˧˰˲˸ ˫˞ ,ˢˬˠˣˡ˪ .

-sProcess  ˟  ˳ˣ˶˧ ˣ˪˷-Userland˶˷˲˞ ˭˧˞ ˣ˪˞ ˸ˣˮ˩ˣ˸˪ . s ˶ˬˣ˥ ˧ˮ˵˸ˢ˪ ˣ˞ ˭ˣ˶˩˧ˤ˪ ˶˧˷˧ ˭˲ˣ˞˟ ˸˷ˠ˪ ˸ˣ  .

˸˷ˠ˪ ˢ˪ˣ˩˧ ˳˧˶ˬ ˷ˬ˸˷ˬˢ˷ ˢˮ˩ˣ˸ ˨˧˞ ,˨˩ ˫˞   .ˣˤ ˢ˪˞˷ ˪˰ ˢˮ˰ˮ ˟ˣ˶˵˟ ?ˢ˶ˬˣ˥˪ ˸ˣˮ˲˪ ˣ˞ ˭ˣ˶˩˧ˤ˪ 

 ˪ˠ˰ˬ0 ˢ ˞˶˵ˮ-Kernel ˪˷ ˢ˞˷˶ˢ˟ ˸ˣ˴˶˷ ˸ˣˮ˩ˣ˸ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˟˧˪˪ ˧ˣˮ˧˩ˢ ˞ˣˢ ,Kernel   ˸ˣ˪ˣ˩˧

  ˫ˣ˷ ˭˧˞ ,˭˥ˣ˶ ˪˰ ˢ˪ˣ˰ˢ ˪˩˩ ˸ˣ˷˰˪ s  ,˭˩ ˪˰ .˭˸ˣ˞ ˪˧˟ˠˬ˷ ˶˟ˡ-Kernel  ˬ˧˷˪ ˡ˰ˣ˧ ˧  ˪˰ ˵˶ ˷ˣ  ˸˩˶˰ˬ ˧ˡ

 .ˢ˪˰˲ˢˢ 

 ˫˧˪ˠ˰ˬ1  x-2 ˞ˬ ˶˸ˣ˧ ˸ˣ˟˶ ˸ˣ˞˷˶ˢ˪ ˸ˣ˵ˣ˵ˤ˷ ˸ˣˮ˩ˣ˸ ˧ˡ˧ ˪˰ ˷ˣˬ˧˷˪ ˪˦ˮ˧˞ ˧ˡ˧ ˪˰ ˣˮˮ˩ˣ˸  ˸ˣˮ˩ˣ˸ ˶˷

ˢˬˠˣˡ˪ ,˸ˣ˪˧ˠ˶ - Driver .˫˧ 

ˬ ˰ˣˮˬ˪ ˨˧˶˴˷ ˫˧˶˟ˡˢ ˫ˢˬ ˫˩˯ˮ-Process ˟ ˳˶˷-Userland  :˰˴˟˪ 

1.   ˧˪˟ ˟ˣ˸˩˪  ˪˷ ˭ˣ˶˩˧ˤ˪ ˢ˶˵˟Process  ˭ˣ˶˩˧ˤ˪ ˢ˟˧˸˩ :˶˥˞   ˪˷Process    ˸˞ ˸ˣˮ˷˪ ˢ˪ˣ˪˰ ˶˥˞

ˢ ˢ˟ ˨˶ˡˢ-Process  ˧ ˣ˯ˬ ˫˧˶˵ˬ˟ ˧˩ ˭˧˧˴˪ ˟ˣ˷˥ .ˡ˞ˬ ˢ˷˧ˠ˶ ˢ˪ˣ˰˲ ˣˤ ˭˩ ˪˰ ,˳˶ ˶˥˞ˢ  ˫˧ˬ˧

Process   ˪˷ ˭ˣ˶˩˧ˤ˪ ˟ˣ˸˩˪ ˨˧˶˴Process    ˪˷ ˢ˶˵˟ ˨ˣ˸ ˰˴˟˸ˢ˪ ˢ˩˧˶˴ ˣˤ˩ ˢ˪ˣ˰˲ ˫˪ˣ˞ ,˶˥˞

˯ˬ˷ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ .˸ˣˬ˧˞˸ˬ ˸ˣˡˣ˵˲ ˸˵˲ 

2.  ˧ ˷˧ ˭˲ˣ˞˟ ˢ˶ˬˣ˥˪ ˟ˣ˸˩˪˪˸˷ˢ˪ ˭˸˧ˮ ˣˤ ˢ˶ˣ˴˟ :˶ˬ ˰ˣˮˬ˪ ,ˢ˶ˬˣ˥ˢ ˧˟˞˷ˬ ˪˰ ˦-Process  ˫˧

  ˢˮ˧˵˸ˢ ˢ˪ˣ˰˲˪ ˵˧ˤˢ˪ ˧˪˪˩ ˭˲ˣ˞˟ˣ ˢ˶ˬˣ˥˪ ˢ˷˧ˠ ˫˧˶˥˞ .˟˷˥ˬˢ ˪˷ 
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3.   ˸ˣˮˣ˷ ˸ˣˮ˩ˣ˸ ˪˷ ˡˣ˵ˢ ˸˞ ˸ˣˮ˷˪ ˢ˪ˣ˪˰ ˢ˪˟ˠˬ ˧˪˟ ˥˧˷˵ˢ ˵˯˧ˡ˪ ˢ˟˧˸˩ :˥˧˷˵ˢ ˵˯˧ˡ˪ ˟ˣ˸˩˪

˧˪˰ ˸ˣ˶ˣˬ˷˷˟ˡ ˣ˰˴˟˧ ˭ˢ ˣ˴˶ˣ˧ ˣ˪˪ˢ ˸ˣˮ˩ˣ˸ˢ ˶˷˞˩ ˨˩ˣ ,ˣ .˸ˣ˷˰˪ ˸ˣ˶ˣˬ˞ ˭ˢ˷ ˢˬˬ ˫˧ˮˣ˷ ˫˧˶ 

4.   ,˸ˣ˧˴˵ˮˣ˲ ˪˷ ˱˯ˣ˞ ˷˧ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪˷ ˣˮ˧˞˶ :ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸ˣ˵˧˯˲ˢ ˸˪˟˦ ˧ˣˮ˧˷

Interrput  ˫˞ .˫˧˧˸˶ˬˣ˥ ˫˧˰ˣ˶˞ˬ ˢ˞˴ˣ˸˩ ˫˧˪˰˲ˣˬ˷ ,˫˧Process    ˪˷ ˡˣ˵ˢ ˸˞ ˸ˣˮ˷˪ ˪˩ˣ˧

 ˪˩ˣ˧ ˞ˣˢ ˣ˪˪ˢ ˸ˣ˧˴˵ˮˣ˲ˢ˟ ˷˵ˣ˟ˬˢ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˫ˣ˶ˠ˪  ˪˷ ˸ˣ˞˷˶ˢˢ ˪ˠ˰ˬ

-sKernel . 

5. ˢ ˪˷ ˸ˣ˞˷˶ˢˢ ˧ˣˮ˧˷-Process ˪  ˫˧˶˷˲˞ˬ ˫˞˷ ˭˟ˣˬ˩ :-Process   ˸ˣ˶ˬ˷ˮ ˣ˟ ˫ˣ˵ˬ˪ ˸˷ˠ˪

 ˸ ˣ˞˷˶ˢˢ ˢ ,˭˸ˣ˞ ˸ˣˮ˷˪ˣ ˣ˪˷- Processˢ ˪˷ ˸ˣ˞˷˶ˢˢ ˪ˠ˰ˬ˪ ˣˬ˴˰ ˸˞ ˶˧˟˰ˢ˪ ˪ˣ˩˧-Kernel  

 .ˢ˪ˣ˰˲ ˪˩ ˰˴˟˪ ˫˷ˬˣ 

3.6  ˢ˟˥˶ˢï  ˬ  ˪˷ ˢ˞˷˶ˢˢ ˪ˠ˰Driver ˫ ˧ 

 ˪˦ˮ˧˞ ˧ˡ˟˰ˬ˷ ˸ˣ˶ˬ˪˞˷˶ˢˢ ˧˪ˠ˰ˬ˟ ˫˧˩ˬˣ˸  ˨˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧˟˸ˣ˩˪ ˢˤˢ ˸ˣ˶˧˷ˢ ˸˞ ˫˧˵˲˯ˬ ˫ˢ ,ˢ

 x ˬ˧˷ˢ ˸˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧˸ˮ˩˸ˬ ˪˰ ˫˧˲ˣ˩ ˫ˮ˧˞  ,˫˧ˮˣ˷ ˫˧˪ˣ˵˧˷ˬ ,˦˲ˣ˯ˣ˶˵˧ˬ .ˢ˞˷˶ˢˢ ˧˪ˠ˰ˬ˟ ˷

˟ ˵˶ ˞˪˞ ,ˢ˞˷˶ˢˢ ˧˪ˠ˰ˬ ˸˰˟˶˞ ˪˩˟ ˷ˬ˸˷ˢ˪ ˞˪˷ ˢ˶˥˟-Userland ˟x-Kernel ˪ˠ˰ˬ ,3   ˪ˠ˰ˬˣ0  ˢˬ .

˪˞˷ˢ ˸˞ ˢ˪˰ˬ˷ s-  ˫˧˴˶ ˢ˞˷˶ˢ ˣˤ˧˞˟Driverˢ˟ˣ˷˸ˢˣ ?˫˧ -   ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˫ˠLinux  ˟  ˫ˠˣ -

Windows˟ ˫˧˴˶ ˫˧˶˟˧˧˶ˡˢ ,-Kernelˮˢ ˫˞ ,˭˩ . ˫˧˟˸ˣ˩ ˫˩Driver˪ ˫˧ - Windows  ˪ ˣ˞ - Linux  ˫˸˞ ,

 ˪˷ ˢ˞˷˶ˢ ˫˧˪˟˵ˬKernel . 

3.6.1 ˟ ˢ˥˦˟˞ ˸ˣ˴˶˲ -Driver ˫ ˧ 

 ˡ˴˧˩ˣˬ ˫ ˧˰ˮ  ˥˸˲˪ ˧ˢ˷˪˩ ˸˧ˮˣˡˤ ˢ˶˟˥ˬDriver ˷ ,˰˷ˣ˶ˬ˫˧ˬ˸ ˢ˞˶ˮ   ˣ˞ ˪ˣˠ˧˶ ˸ˮ˩ˣ˸ ˞ˣˢ ˢ˷˰ˬ˪ ˨˞

?ˢ˵ˤˣˮ 

Driver ˧ˡ˧ ˪˰ ˫˧˴˲ˣˬ˷ ˫˧Linux  ˧˥˸˲ˬ ˸˪˧ˢ˵˪ ˥ˣ˸˲ ˡˣ˵˩ ˫˧˶˯ˬˮLinux,   ˡˣ˵ˢ ˸˷ˠˢ˷ ˢ˥ˮˢ ˨ˣ˸ˬ

 ˵˶ .ˢ˥˦˟˞ ˸ˣ˴˶˲ ˶ˣ˸˧˞ˣ ˸˰˧ˮˬ˟ ˰˧˧˯˸ ˢ˪˧ˢ˵˪Driver ˥˧ ˳˲ˣˬ ˢ˪˧ˢ˵ˢ ˪˷ ˸˶ˣ˵˧˟ ˶˟˰˷ ˫˰ ˡLinux . 

-˟Windows  ˶ ˷ ˧ˬ .ˢˮˣ˷ ˞ˣˢ ˨˧˪ˢ˸ˢ ˥˸˲˪ ˢ˴ˣDriver   ˪-Windows   ˡˣ˰ ˪˩ ˧˷ˣ˵ ˞˪˪ ˸˞ˤ ˸ˣ˷˰˪ ˪ˣ˩˧

ˢ˷ ˷˵˟ˬ ˣˮ˧˞ ˞ˣˢ-Driver ˢ) ˦˲ˣ˯ˣ˶˵˧ˬ ˪˷ ˶ˣ˷˧˞ ˪˰˟ ˢ˧ˢ˧ ˞˶˵ˮ ˶ˣ˷˧˞WHQL ï Windows 

Hardware Quality Labs ˪˩ ˶ˬˣ˪˩ .(Driver   ˧ˡ˧ ˪˰ ˶˷ˣ˞ˬ ˣˮ˧˞˷˦˲ˣ˯ˣ˶˵˧ˬ  ˟  ˞ˣˢ  ,˷ˬ˸˷ˬ˪ ˢˣ˟ˠ ˭ˣ˩˧˯

ˬ ˵ˡˣ˟ ˣˮ˧˞ ˡ˥˞ ˱˞˷ ˭ˣˣ˧˩ .ˢ˷ˣ˰ ˸ˬ˞˟ ˞ˣˢ ˢ 

 ˶ˣ˟˰Driver ˶ˣ˷˧˞˪ ˫˧˷ˠˣˬ˷ ˫˧WHQL   ˸˶˟˥˪ ˫˧˰ˣˡ˧ ˢ˧˦˶˲˷ ˢ˵˧ˡ˟ ˸ˬ˧˧˵˸ˬ ˦˲ˣ˯ˣ˶˵˧ˬ ˪˷

˩˪ˣ ,˦˲ˣ˯ˣ˶˵˧ˬ ˟ ˣ˰ˢ ˫˪ˣ˞ .˧ˮˣˡˤ ˡˣ˵ ˶ˣ˴˧˪ ˪˧˟˷˟ ˳ˬ˞ˬ ˶˸ˣ˧ ˨˧˶˴˷ ˨˧˶˰ˢ˪ ˭˸˧ˮ ˭  ˫˰˲ ˫˰˲ ˧ˡ˧ˬ˷ ˢˡ

 ˸˪˯ˣ˲ ˦˲ˣ˯ˣ˶˵˧ˬDriver ˱˞˷ ˸˶ˬˣ˞ ˢˮ˧˞ ,ˢ˥˦˟˞ ˸ˣ˧˰˟ ˭ˢ˟ ˸ˣ˪ˠ˸ˬ˷ ˫˧Driver   ˣˮ˧˞ ˢ˥˦˟˞ ˸ˣ˧˰˟ ˫˰

 .˦˲ˣ˯ˣ˶˵˧ˬ ˪˷ ˸ˣ˵˧ˡ˟ˢ ˸˞ ˶ˣ˟˰˪ ˥˧˪˴ˬ 

 ˳˶ˬ ˷ˡˣ˥ˬ ,˞˟ˢ ˶ˣ˲˧˯ˢ2019 ˟ ˞ ˸˴˶˲ ˸ˣˡˣ˞ ˪˰ ˞ˣˢ , ˟  ˦˲ˣ˯ˣ˶˵˧ˬ ˧ˡ˧ ˪˰ ˢ˸˪ˠ˸ˮ˷ ˢ˥˦-Driver   ˪˷

 ˸˶˟˥Huawei .˸˧ˮ˧˯ˢ ˢ˶ˬˣ˥ˢ ˸˧˵ˮ˰ , 
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https://arstechnica.com/gadgets/2019/03/how-microsoft-found-a-huawei-driver-that-opened-

systems-up-to-attack/ 

 ˫˧˶˟ˡˢ x ˮˡˬ˪˷ ˢ˩ ˡ˰ ˢ ˧˥˸˲ˬ :ˢ˴˶˲ˢ ˸ˣˢˬ ˸˞ ˟˦˧ˢ ˭˧˟ˢ˪ ˣˮ˪ ˫˧˶˷˲˞ˬ-Driver  ˪˷Huawie ˶˴˧  ˣ

ˮˬ s ˬ ˫ˠ ,˫ˣ˵ˬ ˪˩ˬ ˭ˣ˶˩˧ˤ ˸˥˵˪ ˶˷˲˞ˬ˷ ˭ˣˮˠ-Kernel  ˢ˞˧˶˵ ˸ˣ˞˷˶ˢ ˪˰˟ ˭ˣ˶˩˧ˤ ˶ˣˤ˞˪ ˣ˸ˣ˞ ˵˧˸˰ˢ˪ ,

 x ˞ ˵˧˸˰ˢ˪ˣ ,ˢ˟˧˸˩ˣ˫ˣ˵ˬ ˪˩˪ ˢ˶ˤ˥ ˣ˸ - ˪ ˫ˠ-Kernel s  ˢ˶ˣ˞˩˪ .-Driver   ˧ˮ˲˟ ˧ˮˣˡˤ ˶˟ˡ ˫ˣ˷ ˰˴˟ˬ ˣˮ˧˞

 ˵ ˡ˧˟ ,˞ˣ˶˵˪ ˣ˩˧˷ˬ˸˷ ˧ˮ˲˪ .ˢ˴˶˲˟ ˷ˬ˸˷ˢ˪ ˢ˪ˣ˪˰ ˸˧ˮˣˡˤ ˢˮ˩ˣ˸ ˫˪ˣ˞ ,ˣˬ˴˰˫˩ˬ˴˰ ˸˞ ˣ-   ˨˧˞ ˣ˟˷˧˥

 ?ˣˤ ˢ˴˶˲˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ 

-  ˟  ˞˴ˬˮ˷ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˡˣ˵-Kernel   ˵˸˰ˣ˧ ,˷ˬ˸˷ˬ˪ ˢ˷˧ˠ ˸ˣ˞˷˶ˢ ˞˪˪˞˟˴ˬ  ˸ˣ˰

 ˢ˴˶˲ˢ ˟  ˞˴ˬˮ˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˪˞-Userland 

- ˟ ˞˴ˬˮ˷ ˡˣ˵ˢ-Userland   ˡˣ˵˪ ˣ˸ˣ˞ ˨ˣ˲ˢ˪ˣ ˣ˸ˣ˞ ˸ˣˮ˷˪ ˭˸˧ˮ ˭˩˪ˣ ,ˢ˟˧˸˩ ˸ˣ˞˷˶ˢ ˸˥˸ ˞˴ˬˮ

 ˧ ˮˣˡˤ 

- ˸˴˶˲ ˸ˣ˰˴ˬ˞˟ ,˧ˣˮ˧˷ˢ ˶˥˞˪ ˢ ˪˷ ˢ˥˦˟˞ˢ-Driverˢ ˪˞ ˢ˶ˤ˥ ˡˣ˵ˢ ˸˞ ˵˧˸˰ˢ˪ ˭˸˧ˮ ,-Kernel  .

˟ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˡˣ˵ˢ ˸˞ ˣˮ˧ˮ˧˷ ˢ˷˰ˬ˪  ˣˮˠ˷ˢ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˫˧˟˸ˣ˩ ˣˮ˥ˮ˞˷ ˰ˠ˶

˟˷˥ˬˢ ˪˰ ˢ˞˪ˬ ˢ˦˧˪˷  .˱˵˸ˣˬˢ 

 ˥˸˲˪ ˫˩˸˪ˣ˩˧˟ ˢ˧ˢ˷ˣ ˫˧˟˷˥ˬ ˱ˣ˵˸˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˫˸˧˧ˢ˷ ˥˧ˮˮDriver˪ ˫˧ˬ˶ˣˠ ˫˸˧˧ˢ ˞˪˷ ˶˧˟˯ ,˫˧ -

Driver    ˸ˣ˧ˢ˪ ˫˧˪ˣ˪˰ ˫˸˧˧ˢ ˱˷˥ˮ ˢ˧ˢ ˫˩˪˷ ˧ˮˣˡˤˢ ˡˣ˵ˢ ˣ˪˧˞ˣ ,˧ˡˬ ˱ˣ˵˷ ˢˤ .˫˧˧ˮˣˡˤ ˫˧˶˟ˡ ˰˴˟˪ ˣˬ˴˰

˷˥˷ˬ ˫˸˧˧ˢ˷ ˶˧˟˯ ˶˸ˣ˧ .˸ˣ˧˪˩˪˩ˣ ˸ˣ˧˪˧˪˲ ,˸ˣ˧˦˲˷ˬ ˸ˣ˧˴˵ˮ˯˪ ˫˧˲ˣ ˟  ˫˧˶˧˞-Driver    ,ˢ˴˶˲ ˫˩˪˷

ˢ˷ ˨˩ ,˫˩˪ ˵˶ ˢ˰ˣˡ˧˷-Driver   ˧ˮˣˡˤ ˶˟ˡ ˫ˣ˷ ˢ˷ˣ˰ ˣˮ˧˞ ˣˬ˴˰ ï  ˞ˣˢ˷ ˢˤˬ ˳ˣ˥  ˱ˣ˵˸˪ ˫˩˧˪˰ ˪˵ˬ

˰˸ ˢˬˣ .˭˵˸ˣˬ ˞ˣˢ ˫ˢ˟˷ ˫˧˟˷˥ˬ ˣ˞˧˴ˣ˸ˣ ˣ˪˴ˮ˸˸ ˦ˣ˷˲ ?ˢ˴˶˲ˢ ˸˞ ˢ˪ˠ˸ ˢ˥˦˟˞ ˸˵˧ˡ˟ ˫˞ ˣ˷  ˡ˧ˬ

 ˶ ˬ ˣ˸ˣ˞ ˫˸ˮ˩ˢ˷ ˭˩˸˧˧˷ ˭ˣ˩ˡ˰ ,ˢ˴˶˲ˢ ˸˞ ˭˵˸ˬ˷ ˭ˣ˩ˡ˰˶˷˞ˣ ˷˞ .˸˶˥˞ ˢ˴˶˲ ˪˪ˣ˩ ,˧˪ˣ˞ , 

 ˸˶˟˥ ˢ˸˷˰ ˢˬ ,˭˩˟ˣHuawie ˸ˣ˞ ˭˵˸ˬ˷ ˢˮ˩ˣ˸ ˭ˣ˩ˡ˰ ˢ˞˧˴ˣˢ ?ˢ˸˪ˠ˸ˢ ˢ˴˶˲ˢ˷ ˶˥˞˪  ˶ˣ˲˧˯ˢ ˨˩˟ˣ ˢ

 ˲ ˣ˸ˢ"˷ ˢ˶˧ˬ˞˟ ˸ˬ˧˧˸˯ˬ ˢ˟˸˩ˢ .˫˧˧˸˯ˢ˫˧˷ˣ˰ ˢ˶ˬˣ˥ ˧ˮ˶˴˧˷ ˸ˣ˞˶ˣˮˢ ˸ˣ˰˲ˣ˸ˢˬ ˢˬ˩ ˢ˷˧ˠˡˬ ˢ˰  

˞ ˡ˟˪ ˦˧˪˥ˢ˪ ˶˸ˣˮ ˞˶ˣ˵ˢ ."ˢˮ˩ˣ˸ ˟ˣ˸˩˪ ˫˧˯ˮˬ ˫ˢ˷˩˸˧ˢ ˸ˣ˰˦ˢ ˫ .˞˪ ˣ˞ ˟˪ ˫ˣ˸˟ ˢ 

3.7  ˰ˣ˴˧˟Syscall  ˸˵˧˯˲ˣSysenter 

:ˢ˥ˣ˸˲ ˢ˪˞˷ ˣˮ˶˞˷ˢ ,ˢ˥˦˟˞ˢ ˧˪ˠ˰ˬ ˞˷ˣˮ ˸˞ ˣˮ˶˵˯ ˶˷˞˩   ˪˩ ˫˞Process  ˟  ˳˶˷-Userland   ˰ˣˮˬ

 ˨˧˞ ,˭ˣ˶˩˧ˤ˪ˣ ˢ˶ˬˣ˥˪ ˸˷ˠ˪ˬProcessˣ˪ˣ˰˲ ˰˴˟˪ ˫˧˥˧˪˴ˬ ˸˞ˤ ˪˩˟ ˫˧  ˡ˥˞ ˪˩ ˧˶ˢ ,ˢˬˠˣˡ˪ ?˭ˢ˷˪˩ ˸

˧ ˨ˬ˯ˬ ˥ˣ˸˲˪ ˪ˣ˩word  s  ˸˞ ˶ˣˬ˷˪ˣ ˷  ˶ˣ˶˟ .˥˧˷˵ˢ ˵˯˧ˡ˪ ˳˟ˣ˵-word  ˟  ˳˶-Userland  ˪˰˲ˣˬ ˞ˣˢ ˧˩ ,

˪ ˢ˶˧˸˯ ˢ˲ ˭˧˞ ˨˧˞ ,˨˩ ˫˞ .˷ˬ˸˷ˬˢ ˧ˡ˧ ˪˰ ?ˢ˞˷˶ˢˢ ˧˪ˠ˰ˬ ˭ˣ˧˰˶ 

 ˞˧ˢ ˢ˟ˣ˷˸ˢSyscall ˪˷ ˶ˣ˴˧˵ ,System Call. 

 ˶˷˞˩Process  ,ˣˢ˷˪˩ ˟˞˷ˬ˪ ˸˷ˠ˪ ˢ˴ˣ˶ ˰˴˟˧ ˞ˣˢSyscall  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˞ ˢ˧ˮ˲˪ ˧˪˪˩ ˫˷ ˣˮ˧ˢ˷ ,

  ˨˶ˣ˴˪ ˬ  ˢ˞˧˶˵˪ ˸ˣˡ˰ˣ˧ˬ˷ ,˸ˣ˧˴˵ˮˣ˲ ˪˷ ˱˯ˣ˞ ˷ˬ˸˷ˬ˪ ˸˲˷ˣ˥ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ .˧ˢ˷˪˩ ˢ˪ˣ˰˲ ˰ˣ˴˧˟ -

https://arstechnica.com/gadgets/2019/03/how-microsoft-found-a-huawei-driver-that-opened-systems-up-to-attack/
https://arstechnica.com/gadgets/2019/03/how-microsoft-found-a-huawei-driver-that-opened-systems-up-to-attack/
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Userland ˸˩˶˰ˬ˟ . ˢ˪˰˲ˢˢWindows ˫˧˴˟˵˟ ˢˬˠˣˡ˪ ˸ˣˬ˧˧˵ ˣ˪˞˩ ˸ˣ˧˴˵ˮˣ˲ ,kernel32.dll, 

kernelbase.dll  x-gdi32.dll . 

˩˪ ˧ˡ˭˧˟ˢ  ˶˷˞˩ ˸˰˴˟˸ˬ˷ ˸ˣ˞˧˶˵ˢ ˸˶˷˶˷ ˢˬ ˵ˣˡ˟ˮ ,˨˧˪ˢ˸ˢ ˸˞ ˵ˣ˧ˡ˟Process   ˟  ˳˶˷-Userland  

  ˢ˧˴˵ˮˣ˲˪ ˞˶ˣ˵WriteFile ˞˶˵ˮ˷ ˶˲˯˟ ˞˴ˬˮ ˨˩ ˪˰ ˡˣ˰˧˸ˢ .Windows Internals . 

1.  ˪ ˷˟ˢ ˟ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˸˰˴˟˸ˬ ˭ˣ˷˞˶WriteFile ˨ˣ˸˟ ˸˞˴ˬˮ˷ ,Kernelbase.dll   ,ˣˬ˷ ˸ˣ˶ˬ˪)

ˢ ˣˮ˧˞ ˣˢˤ-Kernel,   ˪˷ ˢ˞˷˶ˢ˟ ˸ˣ˴˶˷ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˱˯ˣ˞ ˞˪˞Userland  ˧ˡ˧ ˪˰ ˸ˣˡ˰ˣ˸ˬ ˭ˢˣ ,

 (˭ˢ˟ ˷ˬ˸˷ˢ˪ ˪˩ˣ˧ ˭˧˧ˮˣ˰ˬ˷ ˧ˬ ˪˩˷ ˧ˡ˩ ˦˲ˣ˯ˣ˶˵˧ˬ 

2.   ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ,˧ˮ˷ˢ ˟˪˷˟NtWriteFileˬˮ˷ , ˟  ˸˞˴ ˨ˣ˸Ntdll.dll   ,˦˲ˣ˯ˣ˶˵˧ˬ ˪˷ ˱˯ˣˮ ˡˣ˵)

 ˟  ˞ˣˢ ˫ˠ ˳˶˷-Userland ˫ˮ˧˞ ˫˧˸ˮ˩˸ˬ .ˡ˰ˣ˸ˬ ˣˮ˧˞ ˨˞ ,˧˶ˣˬ˞˶˵˪ ˫ (ˣ˩ˣ˸ˬ ˸ˣ˧˴˵ˮˣ˲˪ ˞ˣ 

3.  ˸˞˶˵ˮ˷ ˢˮ˩ˣ˸ ˸˵˧˯˲ ˸˰˴ˣ˟ˬ ,˧˷˧˪˷ˢ ˟˪˷˟SYSENTER .  ˣˮ˸ˣ˞ ˢ˯˧ˮ˩ˬ ˣˤ ˢˮ˩ˣ˸ ˸˵˧˯˲

 s  ˪˷ ˣˬ˪ˣ˰˪-Kernel˟ˣ˰ ˣˮ˥ˮ˞ ,ˠ˰ˬ˪ ˫˧˶ ˞  ˪ ˢ˥˦˟0 x ˫ ˧˪˟˵ˬ ˪ ˷ˡ˥ ˰˧˟˴ˬ-Stack˪ ˧ˡ˩ ,  ˫˧˧˵

ˢˬ ˢˡ˶˲ˢ-Stack  ˢ ˸˞ ˸˷ˬ˷ˬ˷˟ ˸ˣ˴˶˷ ˸ˣ˧˴˵ˮˣ˲-Userland ˨˩ ˪˰ ˭ˣˡˮ . ˰ ˡˣ s ˟˷ˬ ˨ .

 ˧ ˴˵ˮˣ˲ˢ ˸˧-Kernel ˸˰˴˟˸ˬ˷ ˢˮˣ˷˞˶ˢ ˞˶˵ˮ ˸KiSystemService    ˨ˣ˸˟ ˸˞˴ˬˮ ˞˧ˢˣ

Ntoskrnl.exe  . 

4.  ˢ˧˴˵ˮˣ˲ˢ ˸˞˶˵ˮ ,˧˰˧˟˶ˢ ˟˪˷˟NtWriteFile  ˨ˣ˸ˬNtoskrnl   ˣˤ ˞˧ˢˣ ˸ ˰˴˟ˬ˷   ˢ˷˧ˠˢ ˸˞

 x  ˢ˶ˬˣ˥˪˸˞˧˶˵  .˷˵ˣ˟ˬˢ ˳˟ˣ˵ˢ ˭˩ˣ˸ 



 ˵˶˲3 ï   s ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧˵˲˸ 

 

 

57 

 

  :˶ˣ˵ˬWindows Internals 

ˢ˷ ,˭˟ˣˬ˩-Kernel  ˰˪ ˟˧˧˥ ˞˪ ˸ˣ˷ s ˷ ˢˬ ˪˩-Process   ˟  ˞˴ˬˮ˷-Userland ˢ .ˣˮˬˬ ˷˵˟ˬ-Kernel  

 ˸ ˸ ˢ˷˵˟ˢ˷ ˧ˡ˩ ˸ˣ˶˵˪ ˫˧˩˧˶˴˷ ˫˧˞ˮ˸ˢ ˪˩˷ ˵ˣˡ˟˧˪˩ ˫ˡˣ˵ .˫˧ˬ˧˧˵ ˭˩˞ ˰˴˟ , ˪˷-Process  ˟  ˳˶˷ -

Userland   ˸˞ ˫˧˪˷ˢ˪ ˸˰ˮˣˬ˷ ˸˶˥˞ ˢ˧˰˟ ˭˧˞˷ ,˭˩ˬ ˶˥˞˪ .˸˷˶ˡˮˢ ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ ˢ˞˷˶ˢ ˷˧

ˢˬˠˣˡ˪ .ˢ˷˵˟ˢ- ˟ ˸˟ˣ˸˩˪ ˢ˟˧˸˩ˬ˷ ˭ˣ˶˩˧ˤ  ˧ˡ˧ ˪˰ ˯ˣ˲˸˷ ˟˞˷ˬ˟ ˷ˬ˸˷ˢ˪ ˭ˣ˧˯ˮ ,ˡ˟˪˟ ˢ˞˧˶˵˪ ˸˶ˡˠˣ

Process   ,˫˧ˬ˧˧˵˸ˬ ˫˧˞ˮ˸ˢ ˪˩ ˫˞ ˵˶ .'ˣ˩ˣ ˶˥˞ s-Kernel  .˷˵ˣ˟ˬˢ ˸ˣ˶˧˷ˢ ˸˞ ˭˸˧˧ 

3.8  ˟  ˷ˣˬ˧˷ -Objects ˟x-Handles 

  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˶˸ˣ˧ ˟ˣ˦ ˭˧˟ˢ˪ ˣˮ˪ ˣ˰˧˧˯˧˷ ˫˧ˠ˷ˣˬ ˧ˮ˷˟ ˸˰˩ ˵ˣ˯˰ˮWindows  . 

 ˸˩˶˰ˬ˟ ˫˧˟˶ ˫˧˶˟ˡˠ˶ˣ˞ˬ ˢ˪˰˲ˢˢ˦˵˧˧˟ˣ˞ ˞˶˵ˮ˷ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ˟ ˫˧ˮ  ˸˧˪ˠˮ˞˟ ,Object  ˡ˴˧˩ ˢ˞˶ˮ ˡ˧ˬ .

˷ˣˬˢˬ ˵˪˥ .ˢˤˢ ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ ˢ˞˶ˮ  .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˫˧˦˵˧˧˟ˣ˞ ˢ˷˰ˬ˪ ˫ˢ ˢ˩ ˡ˰ ˣˮ˶˩ˢ˷ ˫˧ˠ

 ,ˢˬˠˣˡ˪Process   .˦˵˧˧˟ˣ˞ ˞ˣˢ ˳˟ˣ˵ ,˦˵˧˧˟ˣ˞ ˞ˣˢ 
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ˣ˸ˬ ˷˧ ˦˵˧˧˟ˣ˞˪ ,˸ˣˮ˩˸ ˸ˣ˲˷ˬ ˫˧˶˧˩ˬ ˧˪ˣ˞ ˫˸˞˷ ˧˲˩ ) ˸ˣˡMethods) ˫˧ˮ˧˧˲˞ˬˣ (Attributes  ˫˧˶ˡˠˣˬ˷ (

 ˢˡˣ˸ˬ ˸˶ˡˠˣˬ ˳˟ˣ˵ ˠˣ˯ˬ ˦˵˧˧˟ˣ˞˪ ,ˢˬˠˣˡ˪ .ˣ˶ˣ˟˰CreateFile  ,˫˷ ˭ˣˠ˩ ˫˧ˮ˧˧˲˞ˬ ˷˧ ˳˟ˣ˵ ˦˵˧˧˟ˣ˞˪ .

 .ˡˣ˰ˣ ˱ˣ˸˧˷ ˸ˣ˧ˣ˶˷˲˞ 

˪ ˱˯ˣˮ-Process   ˪ ˣ-File  ˪˷ ˫˧˦˵˧˧˟ˣ˞ ˪˷ ˫˧˟˶ ˫˧ˠˣ˯ ˡˣ˰ ˫˧ˬ˧˧˵Windows  :˶˸˧ˢ ˭˧˟ . 

Thread, Mutex, Registry key, Event, Memory section. 

 ˨˷ˬˢ˟ ˶˧˩ˮ ˨˞ ˣˮ˶˩ˢ ˫˶˦˷ ˫˧˦˵˧˧˟ˣ˞˪ ˸ˣ˞ˬˠˣˡ ˣ˪˞ˡˣˬ˧˪ˢ . 

 s  ˧ˡ˧ ˪˰ ˫˧˪ˢˣˮˬ ˫˧˦˵˧˧˟ˣ˞ˢ ˪˩-Object Manager   ˪˷Windows  ,˫˧˦˵˧˧˟ˣ˞ ˶ˣ˴˧˪ ˸˧˞˶˥˞ ˣˤ ˸ˣ˷˧ .

 l ˧˵˲˸ .˨˶ˣ˴ˢ ˢ˶˵ˬ˟ ˫˸ˣ˞ ˸ˣˮ˷˪ˣ ˫ˢ˪˷ ˟˴ˬˢ ˸˞ ˵˧ˤ˥ˢ˪ ˧ s-Object Manager  :˫ˢ 

-  ˧ ˟ˣ˞˪ ˸˸˪ ˶˷˲˞˪˞˧˶˵ ˸ˣˬ˷ ˫˧˦˵˧˷ˮ˞˷ ,˫˧ ˭ ˧˟ˢ˪ ˫˧˪ˣ˩˧ ˫˧ 

-  ˭˧˟ ˫˧˦˵˧˧˟ˣ˞ ˱˸˷˪Process ˫ ˧ 

-  ˸ ˧˷˶ˣˬ ˞˪ ˢ˷˧ˠˬ ˫˧˦˵˧˧˟ˣ˞ ˪˰ ˭ˠˢ˪ 

-  ˷ ˣˬ˧˷˟ ˦˵˧˧˟ˣ˞ˢ ˫˞ ˵ˡˣ˟˷ ˭ˣˮˠˮˬ ˵˧ˤ˥ˢ˪ 

 s  ˪˰ ˟ˣ˷˥˪ ˶˷˲˞-Object Manager   .ˣ˧˪˞ ˫˧ˮˣ˲˷ ˸ˣ˥ˣ˵˪ˢ ˸˞ ˸˶˷ˬ ˥˵ˣ˶ˢ .˸˥˵˶ˬ ˸˧˟˟ ˥˵ˣ˶ ˶ˣ˸˟

˸ˣ˲ˣ˶˸ ˭ˮ˷˧ ˨˩ ˫˸˯ ˶˷˲˞ ˧˞˷  ˪ ˨˧˶˴ ˞˪˞ ˥˵ˣ˶ˢˬ ˷˵˟˪  ˸˞ ˵ˣˡ˟˧ ˥˵ˣ˶ˢ .˞˲ˣ˶ ˪˷ ˫˷˶ˬ ˣ˪ ˠ˧˴ˢ

  ˪˩ˢ ˫˞ ˵˶ˣ ,ˣ˟ ˷ˬ˸˷ˬ˷ ˫ˡ˞˪ ˡ˰ˣ˧ˬ ˭˩˞ ˫˷˶ˬˢ ˫˞ˣ ˱˵ˣ˸˟ ˫˷˶ˬˢ ˫˞ ˢˬˠˣˡ˪ ,˫˷˶ˬ˟ ˫˧˦˶˲ˢ

 .˥ˣ˵˪˪ ˢ˲ˣ˶˸ˢ ˸˞ ˵˧ˮ˰˧ ˥˵ˣ˶ˢ ˶ˡ˯˟ 

ˢ ˨˶ˡ ˶ˣ˟˰˪ ˢ˩˧˶˴ ˦˵˧˧˟ˣ˞˪ ˢ˷˧ˠ ,˥˵ˣ˶˪ ˢˬˣˡ˟ -Object Manager˟ˢ . ˢ˷˵˧ˡ˧ ˪˰ ˵ˡ˟˧˸  s-Object 

Manager  ˫ ˞˸ˢ˟  ˢ ˪˷ ˸ˣ˞˷˶ˢˢ ˸ˬ˶˪-Process   ˢ˷˧ˠˢ ˸˷˵˟ ˫˞ .˸˷˵ˣ˟ˬˢ ˢ˷˧ˠˢ ˠˣ˯ˣ ˷˵˟ˬˢ

 ˢ˧ˢ˸ ˢ˞˴ˣ˸ˢ ,˟ˣ˧˥˟ ˢˮ˰˧˸Handle   ˨ˣ˸ˬ ˢˬˠˣˡ˟ ˭ˮˣ˟˸ˮ ˣ˞ˣ˟ .˸ˣˮˣ˷ ˸ˣ˧˴˵ˮˣ˲ ˰˴˟˪ ˶˷˲˞ ˣ˸ˣ˰˴ˬ˞˟˷

MSDN ˢ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˮ ˳˟ˣ˵˪ ˢ˷˧ˠ ˫˧˷˵˟ˬ ˣˮ˥ˮ˞ ˶˷˞˩ .CreateFile˶˪ ˶˷˲˞˷ ˧˲˩ .  ˞˧ˢ ,˸ˣ˞

˶˧ˤ˥ˬˬ ˢˮ˸˷ˬ ˢ ˯ˣ˲˧˦Handle: 

HANDLE CreateFileA (  

  LPCSTR                lpFileName,  

  DWORD                 dwDesiredAccess,  

  DWORD                 dwShareMode,  

  LPSECURITY_ATTRIBUTES lpSecurityAttributes,  

  DWORD                 dwCreationDispo sition,  

  DWORD                 dwFlagsAndAttributes,  

  HANDLE                hTemplateFile  

);  
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˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ-Handle    ˢ˴˶ˮ ˫˞ ,ˢˬˠˣˡ˪ .ˣˮ˪˷ ˳˟ˣ˵ˢ ˦˵˧˧˟ˣ˞ ˪˰ ˸ˣˮˣ˷ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˧ˡ˩ ˣˮˠ˷ˢ˷

ˢ ˸˞ ˵˲˯ˮ .ˣˮˬˬ ˞ˣ˶˵˪-Handle ˧˴˵ˮˣ˲˪ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ ˶ˣ˸˟ ˢReadFile : 

BOOL ReadFile (  

  HANDLE       hFile,  

  LPVOID       lpBuffer,  

  DWORD        nNumberOfBytesToRead,  

  LPDWORD      lpNumb erOfBytesRead,  

  LPOVERLAPPED lpOverlapped 

);  

 s  ˧ˡ˧ ˪˰ ˫˧˪ˢˣˮˬˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˥˸ ˫˧˞˴ˬˮ ˫˧˦˵˧˧˟ˣ˞ˢ ˪˩ :˫˧˶˟˥˸ˬ ˫˧˶˟ˡˢ ˸˰˩-Object 

Manager  . ˫˞Process    ˪˟˵ˬ ˞ˣˢ ˣ˪ ˸ˮ˸˧ˮ ˞˧ˢ ˫˞ˣ ,ˢ˷˧ˠ ˷˵˟˪ ˨˧˶˴ ˞ˣˢ ˦˵˧˧˟ˣ˞˪ ˢ˷˧ˠ ˢ˴ˣ˶

Handle  . 

  ˭ˮ˷˧˰˟˶˞   ˭ˢ˟˷ ˫˧˩˶ˡProcess  ˠ˧˷ˢ˪ ˪ˣ˩˧Handle  :˦˵˧˧˟ˣ˞˪ 

-  ˢˬˠˣˡ˪ .ˢ˶˧˴˧CreateFile ˢ˧ˢ˧ ˣ˸ˣ˞ ˶˴˧˷ ˧ˬ˪ ˫˸˯ˢ ˭ˬ ,˷ˡ˥ ˦˵˧˧˟ˣ˞ ˶˴ˣˣ˧ .Handle  x ˧˪˞ 

-   ˢˬˠˣˡ˪ .ˢ˥˧˸˲OpenFile ˪ ˷ ˢ˥˧˸˲˟ .  ˵  ˦˵˧˧˟ˣ˞ˢ ˫˧˧ -Object Manager    ˸ˬ˶ ˸˞ ˵ˣˡ˟˧

 ˶˧ˤ˥˧ˣ ˸ˣ˞˷˶ˢˢHandle  ˸ ˣˮ˧˵˸ ˸ˣ˞˷˶ˢˢ ˫˞ 

-   ,˨˷ˬˢ˟ ˢ˞˶ˮ˩ ˧˲˩ .ˢ˷ˣ˶˧Process    ˸ˣ˶˷˲˞˟ ˶ˣ˥˟˪ ˪ˣ˩˧ ˞ˣˢ ˢ˶˧˴˧ˢ ˨˧˪ˢ˸˟ .˫˧ˮ˟ ˶ˣ˴˧˪ ˪ˣ˩˧

InheritHandles   s  ˸˞ ˫˧˪˟˵ˬ ˫˧ˮ˟ˢ ˤ˞ˣ-Handle ˟ ˞˪ ˫˧˩˧˧˷˷ ˫˧ 

-  ˲ ˞ .˪ˣ˲˩˷ ˪˲˩˷˪ ˶˷Handle ˬ˞˟ ˸ ˣ˰˴ ˵ˮˣ˲ˢ ˢ˧˴DuplicateHandle . 

3.8.1 ˦˵˧˧˟ˣ˞ ˪˷ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ 

  ˪˷ ˦˵˧˧˟ˣ˞Windows ˩ ˦˲ˣ˯ˣ˶˵˧ˬ ˧ˡ˧ ˪˰ ˶˞ˣ˸ˬ -"Opaque data structure  ˷ˣˬ˧ˬˢ ˧˦˶˲ ,˶ˬˣ˪˩ ."

˷ ˞˧ˢ ˨˩˪ ˢ˟˧˯ˢ .˦˲ˣ˯ˣ˶˵˧ˬ˪ ˵˶ ˫˧˰ˣˡ˧ ˣ˪˷ ˫˧˵˧˧ˣˡˬˢ -Thread    ˞˪˞ ,ˣˬ˴˰˟ ˦˵˧˧˟ˣ˞˪ ˸˷ˠ˪ ˶ˣˬ˞ ˞˪

  ˵˶ ˨˶ˡHandle  x ˪ ˭˸˧ˮ˷ˬˮ ˶˟ˡˢ .ˮ˸˟˸ˣ˩ ˦˲ˣ˯ˣ˶˵˧ˬ˷ ˧˲˩ ,˸ˣ˟˧˯ ˧˸˷ˬ ˰ ˭˞˩: 

The system uses objects and handles to regulate access to system resources for two main 

reasons. First, the use of objects ensures that Microsoft can update system functionality, as 

long as the original object interface is maintained. When subsequent versions of the system 

are released, you can use the updated object with little or no additional work. 

Secondly, the use of objects enables you to take advantage of Windows security. Each 

object has its own access-control list (ACL) that specifies the actions a process can perform 

https://docs.microsoft.com/en-us/windows/desktop/sysinfo/about-handles-and-objects
https://docs.microsoft.com/en-us/windows/desktop/sysinfo/about-handles-and-objects
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on the object. The system examines an object's ACL each time an application creates a 

handle to the object. 

  ˪˰ ˶ˣˬ˷˪ ˨˶ˣ˴ ˨ˣ˸ˬ ˫ˠˣ ,ˢ˪˷ ˫˧ˮˣ˸ˮˢ ˧ˮ˟ˬ ˸˞ ˸ˣ˧˷˲ˣ˥˟ ˭˩ˡ˰˪ ˦˲ˣ˯ˣ˶˵˧ˬ ˪˷ ˭ˣ˴˶ ˨ˣ˸ˬ ˫ˠ ˶ˬˣ˪˩

 .ˢ˥˦˟˞ 

˧˲ˣˬ˷ ˧˲˩ ,˦˵˧˧˟ˣ˞ ˪˷ ˢˮ˟ˬ ˭˪ˢ˪ ˟  ˰-Windows Internals: 

 

 s  ,˭ˣ˷˞˶ˢ ˵˪˥ˢ .˫˧˵˪˥ ˧ˮ˷ ˪˪ˣ˩˷ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˞ˣˢ ˦˵˧˧˟ˣ˞˷ ˫˧˞ˣ˶-Object Header  ˧ˠˣ˯ ˪˩˪ ˢˢˤ ,

 .˫˧˦˵˧˧˟ˣ˞ˢ ˪ ˫ˠ ˶ˬˣ˪˩˟ˣ˞ ˠˣ˯ˬ ˦˵˧˧ ˪  ˫ˠˣ ˳˟ˣ˵ ˠˣ˯ˬ ˦˵˧˧˟ˣ˞Process ˟ ˸ˣˡ˷ ˫˸ˣ˞ ˸˞ ˣ˧ˢ˧-Header  .

ˢ ˞ˣˢ ˧ˮ˷ˢ ˵˪˥ˢ-Object Body˴ ˭˞˩ .˦˵˧˧˟ˣ˞ˢ ˧˟ˠ˪ ˧˲˧˴˲˯ ˰ˡ˧ˬ ˪˧˩ˬ ˞ˣˢˣ ,  ˭˧˟ ˧ˮˣ˷ ˭˟ˣˬ˩ ˸ˣ˧ˢ˪ ˧ˣ˲

ˣ˷ ˫˧ˠˣ˯ˬ ˫˧˦˵˧˧˟ˣ˞ .˫˧ˮ 

-sHeader  ˪ ˵˸ˮ˷ ˶˧˟˯ .˫˧ˮˣ˷ ˫˧˰˧˟˴ˬ ˪˧˩ˬˢ ˠ˷ˣˬ˟ ˫˸-Header   ˣˬ˩ .˫˧˟˷˥ˬ ˸ˣ˸˷˶ ˶˲˯˟

 s  ˫ˠ ˨˩ ,ˢ˞˟ˢ ˢ˟˩˷˟ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˢˬ ˶ˬˣ˞˷ ˢˡ˷ ˫ˢ˪ ˷˧˷ ˫˧˪ˣ˵ˣ˦ˣ˶˲˟-Header    ˰˧˟˴ˬ ˦˵˧˧˟ˣ˞ˢ ˪˷

˪ ˫˧˶˷˲˞ˬ˷ ˫˧ˮˣ˸ˮ ˧ˮ˟ˬ ˪˰ -Object Manager    .˸ˣ˪˵˟ ˫˧˦˵˧˧˟ˣ˞ˢ ˸˞ ˪ˢˮ˪ˣ ˦˵˧˧˟ˣ˞ ˪˩˟ ˷˧ ˢˬ ˭˧˟ˢ˪

 s  ˪˰ ˶ˣ˟˰ˮ-Object Header ˢˬ˩ ˶ˣ˵˯ˮˣ ˧˧ˮ˰ˬ ˫˧˰˧˟˴ˬ :ˡ˥ˣ˧ˬ˟ ˫˧ˮ 

1. Object name  -   ˫ˢ˧˪˞ ˸ˣˮ˲˪ ˶˷˲˞ ˤ˞ˣ ,˫˷ ˫ˢ˪ ˷˧˷ ˫˧˦˵˧˧˟ˣ˞ ˶˴˧˧˪ ˶˷˲˞ .˞ˣˢ ˭˩ ˣˬ˷˩

 .˫˷ˢ ˸ˣ˰˴ˬ˞˟ ˫˸ˣ˞ ˥ˣ˸˲˪ˣ 

2. Object type  - ˪ˣ˥ ˢˢˤ ˠˣ˯ˬ ˫˧˦˵˧˧˟ˣ˞ˬˠˣˡ˪ .˫˧ˢˤ ˫˧ˮ˧˧˲˞ˬ ˫˧˵  ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˫˧˴˟˵ ˧ˮ˷ ,˳˟ˣ˵ ˢ

 ˸ ˬ ˭˸ˣ˞ ˷˧ ˫ˢ˧ˮ˷˪ ˨˞ ˢˤˬ ˢˤ ˫˧ˮˣ˷ ,ˢ˥˧˸˲ ˪˷ ˸ˣˡˣ  ˣ ˢ˟˸˩ ,ˢ˞˧˶˵  ˢˤˢ ˢˡ˷ˢ ˸ˣ˰˴ˬ˞˟ .ˣ˩

 .ˠˣ˯ ˣ˸ˣ˞ˬ ˫˧˵˦˧˧˟ˣ˞˪ ˫˧˲˸ˣ˷ˬ˷ ˸ˣˡ˷ ˪˞ ˸˷ˠ˪ ˢ˪ˣ˩˧ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ 
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3. Open Handle List  -  s  ˪˩ ˸ˬ˧˷˶-Handle.˦˵˧˧˟ˣ˞˪ ˫˧˥ˣ˸˲ˢ ˫˧   

4. Open Handle Count  -   ˪˩Handle ˟ ˶˲˯ˬˢ ˸˞ ˢ˪˰ˬ ˦˵˧˧˟ˣ˞˪ ˥˸˲ˮ˷-1  ˪˷ ˢ˶˧ˠ˯ ˪˩ˣ ,

Handle ˲ˬ ˢ˸˧˥1  . 

5. Reference Count  -   ˪  ˵ˣ˵ˤ ˞˪ ˞ˣˢ ˨˞ ,˫˧˦˵˧˧˟ˣ˞˟ ˷ˬ˸˷ˢ˪ ˪ˣ˩˧ ˫ˠ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˡˣ˵ -

Handle˟ ˢ˶˧˲˯ˢ ˸˞ ˢ˪˰ˬ ˸˟ˣ˸˩˪ ˰˧˟˴ˬ ˪˩ .˶˧˷˧ ˭˲ˣ˞˟ ˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩ ˪˟˵ˬ ˞˪˞ ,˫˧-1 . 

ˢ ˭ˢ ˣ˟˷ ˟˴ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧-Handle Count   s  ˭ˢˣ-Reference Count  ˭ ˧˞˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ .˫˧˯˲˞˸ˬ   ˱˞

 ˟ ˣ˞˟ ˷ˣˬ˧˷ ʕ ˩ ˢ˶˵ˬ˟ .˦˵˧˧ˢ ,ˢ -Object Manager   .˭ˣ˶˩˧ˤˢ ˸˞ ˶˶˥˷˧ˣ ˦˵˧˧˟ˣ˞ˢ ˸˞ ˵˥ˬ˧ 

˪˧ˠ˶˸ 3.1 ˪˧ˠ˶˸ ˫˩˯ˬ ˨˶ˡˣˬ - Syscall 

˷˞˩ ˸˰˴˟˸ˬ˷ ˸ˣ˞˧˶˵ˢ ˸˶˷˶˷ ˸˞ ˣˮˬ˴˰˟ ˞˴ˬˮ ˢˤ ˨˶ˡˣˬ ˪˧ˠ˶˸˟ ˶Process  ˪ ˞˶ˣ˵-ReadFile  ˪˩ ,

 ˬ  ˨˶ˡˢ-Userland  ˢ ˨ˣ˸ ˪˞-Kernel  ˭˧˵˸ˮ ,˨˶ˡˢ ˪˰ .  ˨˷ˬˢ˟ ˭ˢ˪ ˵˵ˡˤˮ˷ ˸ˣˮ˩ˣ˸  ˢ˪˰˲ˢ˟ ˢ˯ˮ˸ˮˣ

 .˭ˢ˪˷ 

 ˸ ˣˮ˩ˣ˸ ˸ˮ˵˸ˢ 

1.  ˸˞ ˣˮ˧˵˸ˢVisual Studio ˸˞˶˵ˮˢ ,˫˧ˡ˧ˬ˪˸˪ ˸ˡ˰ˣ˧ˬˢ ˸˧ˬˮ˧˥ˢ ˢ˯˶ˠ˟ ˣ˶˥˟ .Visual Studio 

Community 

https://visualstudio.microsoft.com/downloads/ 

2.  ˧˪˩ ˸˞ ˣˡ˧˶ˣˢSysinternals  ˫˷˟ ˢ˧˶˲˯ ˣ˶˴ ,˞˟ˢ ˶ˣ˷˧˵ˢˬSysinternals    ˸˞ ˢ˩ˣ˸˪ ˣ˵˧˸˰ˢˣ

 ˫ ˧˪˩ˢ ˪˩ 

https://download.sysinternals.com/files/SysinternalsSuite.zip 

˸˶˧˴˧  ˸ ˧ˮ˩ˣ˸ 

˸ˣ˞˧˶˵ˢ ˸˶˷˶˷ ˸˞ ˠ˧˴ˢ˪ ˧ˡ˩ ˶ ˣ˵˷ ˸˧ˮ˩ˣ˸ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ,˪ ˸˞-ReadFile  . 

˟ ˭ˣ˧˯ˮ ˫˩˪ ˭˧˞ ˫˞ -WinAPIˢ ˨˧˶ˡˬ ˸˞ ˣ˞˶˧˵ , -WinAPI  ,˫˸ˬ˧˧˯˷ ˶˥˞˪ .ˢˤ ˵˶˲˪ ˥˲˯ˮ˟ ˞˴ˬˮ˷  ˣˡ˟˰

  :˞˟ˢ ˸ˣ˪ˣ˰˲ˢ ˶ˡ˯ ˧˲˪ 

1.  ˢ˧˴˵ˮˣ˲˪ ˣ˞˶˧˵ ˸˧˷˞˶CreateFile   .˷˞˶ˬ ˫˸˶˴˧˷ ˦˯˵˦ ˳˟ˣ˵ ˥ˣ˸˲˪ ˸ˮˬ ˪˰ ˢ˟ ˣ˷ˬ˸˷ˢˣ

  ˧˲˧˴˲˯ ˷ˣˬ˧˷ ˪˰ ˶˟˯ˢˢ ˟-CreateFile ˢ ˨˧˶ˡˬ˟ ˞˴ˬˮ ˞˪ -WinAPI  ˫˩˪ ˶˷˲˞˸ ˢ˩˶ˡˢˢ ˨˞ ,

 .˫˩ˬ˴˰ ˸ˣ˥ˣ˩˟ ˶ˡ˸˯ˢ˪ 

2.  ˢ˧˴˵ˮˣ˲˪ ˣ˞˶˧˵ ˭˩ˬ ˶˥˞˪ReadFile . 

3.  ˪  ˣ˞˶˧˵ ˱ˣ˯˟˪- CloseHandle  ˡˣ˰˧˸ˢ .ˣˢˤˣˣ˧˴˵ˮˣ˲ˢ ˪˩ ˪˷ ˟  ˞˴ˬˮ ˣ˪˪ˢ ˸-MSDN  ˪ˠˣˠ˟ ˣ˷˲˥ .

 .ˡˣ˰˧˸˪ ˶˷˧ ˣ˰˧ˠ˸ˣ ˢ˧˴˵ˮˣ˲ˢ ˫˷ ˸˞ 

 ˳˟ˣ˵ ˶ˣ˴˧˪ ˣ˥˩˷˸ ˪˞txt   .ˣˢ˷˪˩ ˶˴˵ ˦˯˵˦ ˳˟ˣ˵ˢ ˨ˣ˸˪ ˣˮ˧ˤˢ .˨˯ˬ˪ ˯˧˲ˡ˸ˣ ˞˶˵˸ ˸˧ˮ˩˸ˢ˷ 

https://visualstudio.microsoft.com/downloads/
https://download.sysinternals.com/files/SysinternalsSuite.zip
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 .ˡˣ˵ˢ ˸˞ ˶ˣ˵˥˪ ˭ˬˤˢ ˰˧ˠˢ ,˫˸ˬ˧˧˯˷ ˶˥˞˪ 

 ˸˴˶ˢProcmon 

˴˟ˬ˷ ˸ˣ˪ˣ˰˲ ˧˶˥˞ ˟ˣ˵˰˪ ˶˷˲˞ˬ˷ ˟ˣ˷˥ ˧˪˩ ˣˢˤ ˫˧˰Process  ˷ˬ˷ˬ ˞ˣˢˣ ˭ˣˮ˧˯ˣ ˷ˣ˲˧˥ ˸ˣ˪ˣ˩˧ ˣ˟ ˷˧ .˫˧

ˮ˪˷ ˟˷˥ˬˢ ˪˰ ˫˧˧ˮˣˡˤ ˫˧˶˟ˡ ˸ˣ˰˴˟ˬ˷ ˸ˣ˵ˤˣˮ ˶ˣ˸˧˞˪ ˫ˠ .ˣ 

 ˸˞ ˣ˴˧˶ˢProcmon  ˸˧˧˶˲˯ ˨ˣ˸ˬSysinternals˩ ˣ˸ˣ˞ ˣ˴˧˶ˢ .-Administrator   ˳˟ˣ˵ˢ ˫˷ ˪˰ ˧ˮˬ˧ ˵˧˪˵)

˸ˣ˶˷˲˞˟ ˣ˶˥˟ ˤ˞ˣ ˧˰ˣ˶˧˞ ˫˩˧ˮ˲˪ ˣ˰˧˲ˣ˧ ˡ˞ˬ ˶ˢˬ .(˪ˢˮˬ˩ ˢ˴˶ˢ  ˪˷ ˢ˞˧˶˵ ˪˩ ?˰ˣ˶˧˞ ˣˢˬ .˫˧˟˶ ˫

Process  ˢ ˪˷ ˢ˧˴˵ˮˣ˲˪-Kernel   ˫˷˟ ˢˡˣˬ˰˟ ˞˴ˬˮ˷ ,˰ˣ˶˧˞ ˞˧ˢOperation  . 

˞˟˷˲  ˪˷ ˟˞˦ˢ ˪˰ ˣ˴˥˪ .˶˦˪˧˲ ˸˶ˡˠˢ ˸ˣ˰˴ˬ˞˟ ˫ˢ˟ ˸ˣ˲˴˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˫˧˰ˣ˶˞ˢ ˸˞ ˡ˵ˬ˪ ˣˮ˸ˣ˶

ˢ ˸˩˧˶˰ ˸ˣ˶˷˲˞˟ ˣ˶˥˟ˣ ˶˦˪˧˲ˢ ˣ˴˥˪ ˣ˞) ˶˦˪˧˲Ctrl+L˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˶˦˪˧˲˪ .(˧˧˲˞ˬ ˧ˮ˷ ˷˧ ˶˧ˡˠˢ˪ ˫ :˫˧ˮ 

1. Process name is  ˢˬˠˣˡ˪ ,˫˸˶˴˧˷ ˢ˴˶ˢˢ ˳˟ˣ˵ ˫˷ ˞ˣ˟˧ ˣ˧˶˥˞˪ˣhello.exe 

2. Operation is read file ï   ˳ ˟ˣ˵ˢˬ ˢ˞˧˶˵ˢ ˸˞ ˵˶ ˶˦˪˲˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ 

 ˸ ˣ˞˴ˣ˸˟ ˢ˧˲˴ˣ ˸˧ˮ˩˸ˢ ˸˴˶ˢ 

ˣ˸ˢ ˸˞ ˳˧˶ˮ ˶ˡˣ˯ˬ ˶˦˪˧˲ˢ˷˩ ˸˰˩ˣ˸ˢ .(ˣˮ˶˴˧˷ ˳˟ˣ˵ˢ ˫˷ ˪˰ ˢ˪ˣ˲˩ ˢ˴˧˥˪) ˸˧ˮ˩  ˢ˸˴˧˶ ˸˞ ˸ˬ˧˧˯ˬ ˸˧ˮ˩

 ˨˞ ,˧ˡˬ˪ ˶ˢˬProcmon  :˫˧˰ˣ˶˞ ˶˲˯ˬ ˣˮ˪ ˠ˧˴ˬˣ ˢ˰˴˧˟ ˞˧ˢ˷ ˫˧˶˟ˡˢ ˸˞ ˦˪˵ 
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˸ˣ˞ ˭˧˧ˮ˰ˬˢ ˰ˣ˶˞ˢ ˣˮˢ ˣ˟˷ ,˭ˣ˶˥˞-Path   ˰˴˟ˮ ,˶˟˩˰ˢ ˫˰ ˣ˧˪˰ ˡˣˬ˰ˮ .ˣˮ˪˷ ˦˯˵˦ˢ ˳˟ˣ˵ ˫ˣ˵˧ˬ ˸˞ ˫˞ˣ˸

 ˶˥˟ˮˣ ˧ˮˬ˧ ˵˧˪˵ Stack˧ˮ˯˥ˬ) .(˸ 

 ˬ ˧˪ˬ ˶ˣ˩ˤ˩ ?ˣˮ˸ˣ˞ ˸ˮ˧˧ˮ˰ˬ ˸˧ˮ˯˥ˬˢ ˰ˣˡˬ x ˸˩ ˣˤ˧˞˪ ˸˰ˡ˪ ˨˧˶˴ ˡ˟˰ˬˢ ,˧˪˟ˬ˯˞ˢ ˧ˡˣ  ˫ˣ˧˯˟ ˶ˣˤ˥˪ ˸˟

  ˸˧ˮ˯˥ˬˢ ˪˰ ˸ˣ˶ˬ˷ˮ ˢ˶ˤ˥ˢ ˸ˣ˟ˣ˸˩ .ˢ˧˴˵ˮˣ˲ ˪˩ ˸˴˧˶  ˪˩ˣˮ ˸˧ˮ˯˥ˬˢ ˪˰ ˶ˣ˟˰ˮ ˫˞ ˶ˬˣ˪˩ .˶ˡ˯ˢ ˧˲˪

˶ˤ˥ˢ ˸ˣ˟ˣ˸˩ ˪˩ ˸˞ ˶˸˞˪ ˸ˮ˩ˣ˸ .ˢProcmon    ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˭˧˟ ˧ˣ˲˧ˬ ˰˴˟˪ ˸˰ˡˣ˧  ˢ˧˴˵ˮˣ˲ˢ ˫˷˪

˵˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˨˩ˣ ,ˢ˪ ˢ˞˶˵˷˪ ˡ˰ ˸ˣ˞˧˶˵ˢ ˸˶˷˶˷ ˸˞ ˪˟-Kernel  ,ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˪˷ ˸˧ˮ˯˥ˬ˟ ˭ˮˣ˟˸ˮ .

 s ˷ ˰ˠ˶˟ ˶ˬ˷ˮ ˞ˣˢ˷ ˧˲˩-Kernel ˢ˪ ˰˧ˠˢ ˸˞ ˳˧˶ReadFile: 

 

 ˢ˶ˣ˷˟20   ˸˞ ˢ˴˧˶ˬ ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮmain . 

 ˢ˶ˣ˷˟19  main  ˪ ˞˶ˣ˵-ReadFile. 

 ˢ˶ˣ˷˟18   ˨ˣ˸˟ ˣˮ˥ˮ˞ReadFile  ˪˷KernelBase.dll˞˶ˣ˵ ˞ˣˢ ,   ˢ˧˴˵ˮˣ˲˪ZwReadFile ˟˷-ntdll. 

 ˢ˶ˣ˷˟˷ ˡ˰ ˢ˞˪ˢ ˨˩ˣ7  ˪˞ ˫˧˰˧ˠˬntoskrnl.exe ˟ ˣ˸˩ ˣˤ ˢ˶ˣ˷ ˡ˧˪˷ ˟˪ ˣˬ˧˷ . ñK  ˸ˣ˶ˣ˷ˢ ˪˩˷ ˭ˬˤ˟ ò

ñ ˭ˢ ˢ˧˸˥˸ˬUˬ ˣˮ˶˟˰ ˶ˬˣ˪˩ ,ò-Userland  ˪-Kernel . 
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  ˠ˧˴ˬ˷ ˸˧ˮ˯˥ˬˢ ˪˷ ˢˮˣˬ˸ˢ ˢ˷˰ˬ˪ ˣˮ˪Procmon  ˟  ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣ˞˧˶˵ˢ ,˫˧˧ˣ˯ˬ "˶˵˷" ˞˧ˢ-Kernel  

˟ˣ-Userland  .˸ˣ˞˧˶˵ˢ ˸˶˷˶˷ ˸˞ ˢ˵˧ˤ˥ˬ˷ ˸˥˞ ˸˧ˮ˯˥ˬˬ ˶˸ˣ˧ ˷˧ .˸˥˞ ˸˧ˮ˯˥ˬ˟ ˸ˣ˞˴ˬˮ ˞˪  ˣˮˤˬ˶

,˶˟˩ ˢˤ ˪˰    ˫˧ˮˬˤˣˬ ˫˸˞˶˩ˤˢ˪ ,˞˷ˣˮˢ ˸˞ ˶ˣ˵˯ˮ  .˞˟ˢ ˵˶˲˟ 

 ˢ˶ˣ˷˟6 ˪ ˞˶ˣ˵ ˪ˮ˶˵ˢ-NtReadFile ˪˷ ˡˣ˰˸˟˷ ,ˣ˶˩ˤ˧ˢ . ˦ ˲ˣ˯ˣ˶˵˧ˬ ˸˟ ˞˟ˣˬ˷  ˵ˣ˪˟ˢ ,˪˧ˠ˶˸ˢ ˸˪˧˥

 ˪  ˢ˞˧˶˵ ˞ˣˢ ˶˸ˣ˧˟ ˭ˣ˸˥˸ˢ -NtWriteFile .  .ˡˣ˰˧˸˪ ˫˞ˣ˸ ˡ˞ˬ ˣˮ˧˞˶˷ ˢˬ ˢ˩ ˡ˰ 

 ˸ˣ˶ˣ˷˟5 ˢ ˪˷ ˸ˣ˲˯ˣˮ ˸ˣ˞˧˶˵ ˷˧ ˢ˪˰ˬˣ-Kernelˮ˷ ˧˲˩˷ , ˵ ˧˯ˢ˪ ˭˸˧   ˭˵˸ˢ˪ ˸ˣ˞˧˶˵ ˭ˮ˧ˢ ˭ˢ˪˷ ˸ˣˬ˷ˢˬ

 .˥˧˷˵ˢ ˵˯˧ˡˢ ˢˤ ˢ˶˵ˬ˟ ,ˢ˶ˬˣ˥ˢ 

  ˶ ˤ˧˥ˣ ˫˸˪˲ˬ˧˵˷ ˡˣ˵ˢ ˫˰ ˣ˪˪ˢ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˣ˰˴˟  ˸ˣ˞˧˶˵ˢ ˸˶˷˶˷ ˸˞ ˣ˞˴ˬ˸˷ ˡ˰ ,˫˧ˡ˰˴ˢ ˫˸ˣ˞ ˪˰ ˣ

-˪ReadFile.   !ˢ˥˪˴ˢ˟ 
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3.9  ˥˲˯ˮ- ˪ ˞ˣ˟ˬ-WinAPI 

3.9.1 ˰˵˶ 

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬWindows   ˪  ˫˧˸ˮ˩˸ˬ˪ ˶˷˲˞ˬ˷ ,˵˷ˬˬ ˸˪˪ˣ˩  ˸˩˶˰ˬ ˪˷ ˸ˣˮˣ˷ ˸ˣ˧˴˵ˮˣ˲˪ ˞ˣ˶˵

 .˸ˣ˟˧˯ ˧˸˷ ˨˩˪ ˷˧ ?ˢˤ ˵˷ˬˬ˟ ˷ˬ˸˷ˢ˪ ˰ˣˡˬ .ˢ˪˰˲ˢˢ 

ˠˣˡ˪ .ˢˡˣ˟˰˟ ˭ˣ˩˯˧˥ ˞˧ˢ ,ˢˮˣ˷˞˶ˢ ˢ˟˧˯ˢ  ˸˵ˡˣ˟ ˣ˞ ,ˢ˞˧˶˵˪ ˳˟ˣ˵ ˸˥˸ˣ˲˷ ˢ˧˴˵ˮˣ˲ ˟ˣ˸˩˪ ˫ˣ˵ˬ˟ ,ˢˬ

 ˨ ˶˰  ˸ˣˮ˩ˣˬˢ ˸ˣ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ ,˧˶˦˯˧ˠ˶˟CreateFileA x - RegQueryValueEx  . 

˧ˮ˷ˢ ˢ˟˧˯ˢ ˭ ˧˞˷ ˞˧ˢ ˢ   ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪˷ ˢ˥˦˟˞ˢ ˧˪ˠ˰ˬ ˟˵˰ ,ˣˮˡˬ˪˷ ˧˲˩ .˸˶˥˞ ˢ˶˧˶˟ (˦˰ˬ˩)

 ˟  ˢ˴˶˷ ˢ˧˴˵˧˪˲˞-userland  ˞ ˟ ˸˷ˠ˪ ˢ˪ˣ˩˧ ˞˪  ˪˩ˢ .˭ˣ˶˩˧ˤˢ ˣ˞ ˥˧˷˵ˢ ˵˯˧ˡˢ ˭ˣˠ˩ ,ˢ˶ˬˣ˥˪ ˧˷˲ˣ˥ ˭˲ˣ

 ˟˧˧˥ˢ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˪ˮ˶˵ˢ ˨˶ˡ ˶ˣ˟˰˪-API ˪˷ ˶ˣ˴˧˵ ,Application Programming Interface ,  

 ˸˧˲˧˴˲˯ˣ ,˥˸˧˲ ˶˥˞ ˫˶ˣˠ˷ ˢˮ˩ˣ˸˪ ˢ˷˧ˠ ˫˧˸ˮ˩˸ˬ˪ ˶˷˲˞˪ ˢ˴ˣ˲ˮ ˨˶ˡ ˞ˣˢWinAPI   ˢ˟˷ ˨˶ˡˢ ˞˧ˢ

  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧˸ˮ˩˸ˬWindows ˬˮˣ˷ ˫˧˸ˣ˶˧˷ ˣˮˬˬ ˷˵˟˪ˣ ˪ˮ˶˵˪ ˸ˣˮ˲˪ ˸˧ˮˣ˴˧˥ ˢˮ˩ˣ˸˪ ˫˧˶˷˲˞ .˫˧ 

 ˪˷ ˵˷ˬˬˢWinAPI   ˡ˴˧˩ˣ ˸ˣˬ˧˧˵ ˸ˣ˧˴˵ˮˣ˲ ˣ˪˧˞ ˵ˣˡ˟˪ˣ ˯ˮ˩ˢ˪ ˪ˣ˩˧ ˸ˮ˩˸ˬ ˪˩˷ ˨˩ ˡ˰ˣ˸ˬ  .˭ˢ˪ ˞ˣ˶˵˪ ˷˧

 ˟  ˸ˣ˶ˡˠˣˬˢ ˸ˣ˧˴˵ˮˣ˲ˢ˷ ˶˧˩ˤˢ˪ ˟ˣ˷˥ ˭˞˩-WinAPI   ˪˩ ˫ˡˣ˵ ˸ˣ˞˶ˣ˵ ˞˪˞ ˪ˮ˶˵ˢ ˪˞ ˸ˣ˶˧˷˧ ˸ˣˮˣ˲ ˭ˮ˧˞

ˬ ˸ˣ˧˴˵ˮˣ˲˪ ˨ˣ˸ntdll  ï  ˪˷ ˱˯ˣˮ ˡˣ˵ ˣˢˤ˦˲ˣ˯ˣ˶˵˧ˬ˟ ˳˶ ˞ˣˢ ˫ˠ˷ ,-Userland   ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˞˴ˬˮ ˫˷ˣ

ˢ ˪˞ ˸ˣ˶˧˷˧ ˸ˣ˞˶ˣ˵˷-Kernelˢ .-ntdll  ˫ˠ ˞˶˵ˮNative API  x ˢˣ x ˩ ˞  ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˪˪ ˦ ˲ˣ˯ˣ˶˵˧ˬ   ˭˟ˣ˶˷

˪ ˵˶ ˸ˣ˶˩ˣˬ˦˲ˣ˯ˣ˶˵˧ˬ ˪˷ ˸ˣ˧˴˵ˮˣ˲˪ ˡˣ˵ˢ ˨ˣ˸ˬ ˞ˣ˶˵˪ ˶˷˲˞ ˸˧˦˶ˣ˞˧˸ .ntdllˬ˟ ˢˬˠˣˡ˪ ,˪ ˞ˣ˶˵˪ ˫ˣ˵ -

WriteFile   ˨ˣ˸ˬWinAPI  ˪  ˞ˣ˶˵˪ ˶˷˲˞- NtWriteFile   s  ˨ˣ˸ˬ-NativeAPI  ˸˧˟˶ˬ˟˷ ˞ˣˢ ˧˷ˣ˵ˢ ˨˞ ,

 .˸ˣˡ˰ˣ˸ˬ ˣ˧ˢ˧ ˞˪ ˣ˪˪ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˫˧˶˵ˬˢ˧ˬ˶˵˦˲ˣ˯ˣ   ˫˧˵˷ˬˬˢˣ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˰ ˶ˣˬ˷˪ ˸˟˧˧˥˸ˬ ˢˮ˧˞ ˫ˠ

 s  ˪˷-Native API    ˪˷ ˵˶ ,ˢ˪˷WinAPI  . 

  ˪˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˞ ˪˧˰˲ˢ˪ ˧ˡ˩WinAPI  ˰˴˟˪ ˨˶ˣ˴ ˷˧include  ˳˟ˣ˵˪windows.hˤ ˨ˣ˯˥˪ ˧ˡ˩ .  ˪ˣ˲ˬ˧˵ ˭ˬ

ˬˣˬˢ ˸˞ ˰˴˟˪ ˳˪-include   ˳˟ˣ˵ˢ ˨ˣ˸˟pch.h   ˪˷ ˭ˣ˶˸˧ˢˬ ˸ˣˮˢ˪ ˨˩ˣpre-compilation  ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ .

˶˴˵˸ˬ ˪ˣ˲ˬ˧˵ˢ ˸ˣ˞˟ˢ ˫˧ˬ˰˲˟ ˨˞ ˶˸ˣ˧ ˨ˣ˶˞ ˪ˣ˲ˬ˧˵ ˨˧˪ˢ˸ ˰˴ˣ˟ˬ ˢˮˣ˷˞˶ˢ ˫˰˲˟˷  ˢ˟ˣ˦ ˢ˵˧˦˵˶˲ ˣˤ .

 ˧˴˟˵ ˶ˣ˟˰header   ˦˶˲˟ˣ ,˸ˣ˟ˣ˶˵ ˫˧˸˧˰˪ ˫˧ˮ˸˷ˬ ˫ˮ˧˞˷ ˫˧˪ˣˡˠwindows.h . 

3.9.2 ˫˧˧˯˧˯˟ ˫˧ˮ˸˷ˬ ˧˯ˣ˲˧˦ 

˟ ˣˮ˸ˮ˩˸ ˶˷˞˩-C  .˫˧ˮ˸˷ˬ ˧˯ˣ˲˧˦ ˪˷ ˱˯ˣ˞ ˣˮ˶˩ˢchar, float, int  ˟  .ˡˣ˰ˣ-windows.h    ˫˧˶˥˞ ˸ˣˬ˷ ˷˧

  ˢˬˠˣˡ˪ .˫˧ˮ˸˷ˬ ˧˯ˣ˲˧˦ ˪˷BYTE  ˪ˡˣˠ˟ ˢˮ˸˷ˬ ˞ˣˢ8   ,˦˧˟PCHAR ˪ ˰˧˟˴ˬ ˞ˣˢ -char  ˣˮ˥ˮ˞ ˫˞ˢ .

 ˪˷ ˫˧ˮ˸˷ˬˢ ˧˯ˣ˲˧˦˟ ˷ˬ˸˷ˢ˪ ˫˧˟˧˧˥windows.h ˧ ˥ ˞˪ ?˞ ,˫˧˟˧  ˪˷ ˸ˣ˶ˡˠˢ˟ ˷ˬ˸˷ˢ˪ ˫˞ ˶ˣ˥˟˪ ˶˷˲

windows.h  ˸˲˷ˬ ˸ˣ˶˩ˣˬˢ ˸ˣ˶ˡˠˢ˟ ˣ˞C˟ˡˢ ,ˢ˷˰ˬ˪ .˪˥˪ ˫˧ˢˤ ˫˧˶  ˫˧ˮ˸˷ˬˢ ˧˯ˣ˲˧˦ ˪˩˷ ˭ˣˣ˧˩ˬ ,˭˧˦ˣ

 ˪˷windows.h  ˟  ˫˧˯ˣ˲˧˦˪ ˢ˞˧˶˵ ˦ˣ˷˲ ˫ˢ-C ˣˬ˷˟ ˢ˧˥ˮˢˢ ˸ˣ˰˴ˬ˞˟ ,˫˧˶˥˞ ˸typedef :ˢˬˠˣˡ˪ ˨˩ . 

typedef CHAR  *PCHAR; 

 ˡˣ˰˟CHAR ˣˬ ˣˬ˴˰ :˨˩ ˶ˡˠ 

typedef char  CHAR;  
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 ˢ˷˰ˬ˪˷ ˨˩PCHAR ˫˴˰˟ ˞ˣˢ - 

typedef char  *PCHAR; 

˟˲ˣ˞ˣˡ ˭ˬ ˢˬ ˪˷ ˫˧˯ˣ˲˧˦ˢ ˶˸˧ ˪˩ ˫˧˶ˡˠˣwindows.h . 

 ˪˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩˷ ˭ˣˣ˧˩ˬ ˫˸˧˞ ˡˣ˟˰˪ ˳˪ˬˣˬ ,ˣ˪˞ ˫˧ˮ˸˷ˬ ˧˯ˣ˲˧˦˟ ˷ˬ˸˷ˢ˪ ˫˧˟˧˧˥ ˞˪˷ ˸ˣ˶ˬ˪WinAPI  

 ˪˩˪ ˧˪˟ .ˣ˪˞ ˫˧ˮ˸˷ˬ ˧˯ˣ˲˧˦ ˫˰ ˸ˣˡ˰ˣ˸ˬ˸˞ ˪˲ˬ˵˪ ˢ˷˵ ˡ˞ˬ ˢ˧ˢ˧ ,˫˸ˣ˞ ˶˧˩ˢ˪ ˸ˣ˥˲ˢ   ˞˪˪ ˡˣ˵ˢ

 .˸ˣ˞˧ˠ˷ 

˧˧ˤ˩˶ˬ ˫˧˧˯˧˯˟ ˫˧ˮ˸˷ˬ ˧˯ˣ˲˧˦˟ ˫-windows.h : 

typedef int    BOOL; 

typed ef unsigned char  BYTE; 

typedef char    CHAR; 

typedef unsigned long  DWORD; 

typedef float    FLOAT; 

typedef int    INT;  

 ˞ ˪ˬˢ ˰ˡ˧ˬˢ ˧˯ˣ˲˧˦ ˪˰   ˪˷ ˫˧ˮ˸˷ˬˢ ˧˯ˣ˲˧˦ ˶˸˧ ˪˩ ˪˰ˣ ˣ˪˞ ˫˧ˮ˸˷ˬWinAPI   ˶˸˞˟ ,˞˟ˢ ˵ˮ˧˪˟ ˞˴ˬˮ

MSDN  ˷ ˪ ˦ ˲ˣ˯ˣ˶˵˧ˬ : 

https://docs.microsoft.com/en-us/windows/desktop/winprog/windows-data-types 

3.9.3  ˫ ˧˰˧˟˴ˬ 

 ˪-WinAPI  ˪ ˷ ˫˧ˮ˸˷ˬˢ ˧˯ˣ˲˧˦ ˪˩˪ .˫˧˰˧˟˴ˬ ˶ˣ˟˰ ˫ˠ ˫˧ˮ˸˷ˬ ˧˯ˣ˲˧˦ ˷˧ ˱˧˯ˣˢ˪ ˭˸˧ˮ ˪˧˰P   ˭˧˧˴˪ ˸ˮˬ ˪˰

pointer . ˢˬˠˣˡ˪PCHAR PWORD PINT  .'ˣ˩ˣ 

 ˸ˣ˞ˢ ˸˞ ˢ˞˶ˮ ˪˪˩ ˨˶ˡ˟L   ˢˬˠˣˡ˪ .˫˧˰˧˟˴ˬ ˧ˮ˲˪ ˢ˟ˣ˸˩LPINT s  ˧ˢˬ .-L   ˶ˣ˟˰ ?˸˧˥˶˩ˢ ˞˧ˢ ˫˞ˢˣ

 ˫ ˧ˮ˷˧ ˫˧ˡ˟˰ˬ  ˪˷16  ˠˣ˯ˬ ˫˧˰˧˟˴ˬ ˣ˶ˡˠˣˢ ,˦˧˟near   x-far ˰˧˟˴ˬ ˶˷˞˩ ,near  ˪ˡˣˠ˟ ˸˟ˣ˸˩ ˶ˬˣ˷16  

˞ˣ ˦˧˟ ˰˧˟˴ˬ ˣ˪˧far  ˪ˡˣˠ˟ ˸˟ˣ˸˩ ˶ˬˣ˷32 ˰ .˦˧˟ ˪˷ ˫˧ˡ˟˰ˬ ˶ˣ˟32   ˧˪˟ ˣ˞ ˫˰ ˪ˡ˟ˢ ˭˧˞ ˢ˪˰ˬˣ ˦˧˟L  .

ˢ ˸˞ ˢ˞˶ˮ ˪˪˩ ˨˶ˡ˟-L ˣ˟˰ ˪˟˞ ,ˢˮ˩ˣ˸ ˸ˣˬ˧˞˸ ˪˰ ˢ˶˧ˬ˷ ˧ˬ˰˦ˬ ,ˢˮ˸˷ˬˢ ˯ˣ˲˧˦ ˸˞ ˢˬ˧ˡ˵ˬ  ˡˣ˵ ˶

 .˸ˣ˰ˬ˷ˬ ˨˩˪ ˭˧˞ ˫˧˵˧˸˰ ˫˧ˡ˟˰ˬ˪ ˡ˰ˣ˧ˬ ˣˮ˧˞˷ 

 ˞ˣˢ ˰˧˟˴ˬ ˪˷ ˡ˥ˣ˧ˬ ˠˣ˯PVOID  ˣ˞LPVOID ˞ˣˢ˷ ˦˵˧˧˟ˣ˞ ˪˰ ˰˧˟˴ˬ ˶ˬˣ˪˩ ,VOID  ˭ˣ˧ˠˢˢ ˢˬ .˫ˣ˪˩ ,

 ˫ ˧˲˪˵ ˸˪˧˟˥˟ ˶˵ˣ'ˠ ˣˬ˩ ˞ˣˢ˷ ˰˧˟˴ˬ ˫˴˰˟ ˣˢˤ ?˫ˣ˪˩ ˞ˣˢ˷ ˦˵˧˧˟ˣ˞ ˪˰ ˰˧˟˴ˢ˪˟-   ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˶˵ˣ'ˠ˷ ˣˬ˩

 ˵ ˥˷ˢ ˭ˣ˴˶ ˧˲˪ ,˱˪˵ ˪˩ ˪  ˰˧˟˴ˬ ˨˩ ,˭-VOID    ˢˤ ˶˟ˡ .ˣ˶ˣ˟˰ ˰˟ˣ˵ ˸ˮ˩˸ˬˢ˷ ˦˵˧˧˟ˣ˞ ˪˩ ˪˰ ˰˧˟˴ˢ˪ ˪ˣ˩˧

˸ ˸ˣ˷˧ˬˠ ˶˷˲˞ˬ˩  ˪˩˟ ˰˧˟˴ˬ ˰˧˟˴ˬˢ ˦˵˧˧˟ˣ˞ ˪˷ ˠˣ˯ ˢˤ˧˞ ˪˰ ˶ˣ˩ˤ˪ ˨˧˶˴ ˸ˮ˩˸ˬˢ ˨ˡ˧˞ˬ ˨˞ ,˸˧˸ˣˮ

 ˪˰ ˰˧˟˴ˬ ˞ˣˢ ˢ˷˰ˬ˪ ˨˞ ,˸ˤˣ˶˥ˬ ˪˰ ˰˧˟˴ˬ ˰˧˟˴ˬˢ˷ ˟˷ˣ˥ ˸ˮ˩˸ˬˢ ˫˞ ,ˢˬˠˣˡ˪ .˟˪˷INT  ˢ˧ˢ˸ ˞˪ ,

˵ ˸˞˧ˠ˷ˢ˪ˣ˪˰ ˨˞ ˢ˧˴˪˧˲ˬˣ   .ˢ˴˧˶ ˭ˬˤ˟ ˢ˞˧ˠ˷ ˫˶ˠ˧ˢ˪ 

 ˠˣ˯ˬ ˰˧˟˴ˬ ˡ˴˧˩ ˷˧˥ˬˬ ˞˟ˢ ˡˣ˵ˢ ˰˦˵PVOID  ˟ ˵ˬ ˪  ˠˣ˯ˬ ˰˧˟˴ˬ ˪˷ ˨˶˰ ˸˥˞ ˫˰˲PINT   ˸˶˥˞ ˫˰˲ˣ

 ˠˣ˯ˬPFLOAT .˶˥˞ ˰˧˟˴ˬ ˫˰ ˸ˣ˷˰˪ ˶˷˲˞ ˧˞˷ ˶˟ˡ , 

PVOID joker = NULL;  

https://docs.microsoft.com/en-us/windows/desktop/winprog/windows-data-types
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INT num = 2;  

PINT pnum = &num; 

joker = pnum;  

printf( "Joker:  %d\ n" , *( PINT)joker);  

 

FLOAT pi = 3.1415;  

PFLOAT pfl = &pi;  

joker = pfl;  

printf( "Joke r : %f \ n" , *( PFLOAT)joker);  

3.9.4  ˸ ˣˤˣ˶˥ˬ 

-sAPI  ˧ˣˣ˸ ˞ˣˢ ˭ˣ˷˞˶ˢ ˠˣ˯ˢ .˸ˣˤˣ˶˥ˬ ˧ˠˣ˯ ˧ˮ˷˟ ˨ˬˣ˸ASCII ˟  ˶ˬ˷ˮ ˣ˸ ˪˩ ˫ˢ˟ ,-char ,8   ˭ˣˣ˧˩ .˦˧˟

 ˧ˣˣ˸˷ASCII  ˪  ˫˧˪˟ˠˣˬ-256  x ˯ˬ ˫ˮ˧˞ˣ ˫˧˩˶˰˟ ˫˧ˬ˧˧˵˷ ˫˧ˣˣ˸ˢ ˸˞ ˠ˴˧˧˪ ˫˧˪ˠ  ˧ˣˣ˸ ˣ˥˸ˣ˲ ,˸ˣ˲˷ˢ ˪˩

UNICODE ˟  ˶ˬ˷ˮ ˣ˸ ˪˩ ˫ˢ˟ ,-word ,16  ˟˩ ˣˮ˸ˣ˷˶˟ ˷˧ ˸˰˩ .˦˧-65536    ˢˤˣ ,˫˧˧˶˷˲˞ ˫˧ˣˣ˸ ˧˲ˣ˶˧˴

  .˟ˣ˦ ˵˧˲˯ˬ ˶˟˩ 

 s  ˡˣ˵ ,ˢˬˠˣˡ˪-ASCII ó ˣ˸ˢ ˪˷a ˞ˣˢ ô61  ˟  ˣ˸ˣ˞ ˶ˣˬ˷˪ ˭˸˧ˮ .(˧˪ˬ˧˴ˡ˯˵ˢ˟)-8  ˟ .˦˧˟-UNICODE   ˱ˣ˶˧˴ˢ

 ˟˥˶ˣˬ ˪-16  ˭˩˪ˣ ˦˧˟ ˞ˣˢ ˡˣ˵ˢ0061 ˡˣ˵ ˭˧˞ ˢ˪ ,'˞' ˸˧˶˟˰ˢ ˸ˣ˞ˢ ˸˞ˤ ˸ˬˣ˰˪ .ASCII  ˨˶˰ ˷˧ ,

UNICODE  ˪˷5D0  . 

  ˸˞ ˷˶˲˪ ˰ˡˣ˧ ˟˷˥ˬˢ ˨˧˞5D0  ˧ˡˣ˵ ˧ˮ˷ ˶ˣ˸˟ ˞˪ˣ '˞ ˸ˣ˞ˢ ˶ˣ˸˟ASCII ˡˣ˵ ,5   ˡˣ˵ˣD0  ˣ˪ ˶˧ˡˠˢ˪ ˨˧˶˴ ?

 ˠˣ˯ˬ ˭ˢ˷ ˸ˣˤˣ˶˥ˬ .˫˧ˡ˟ˣ˰ ˣˮ˥ˮ˞ ˸ˤˣ˶˥ˬ ˠˣ˯ ˢˤ˧˞ ˫˰UNICODE  x ˪˧˩˧  ˞ ˢ ˸˞  ˸ˣW  ï  ˪˷ ˶ˣ˴˧˵wide  ,

 ˸ˣˤˣ˶˥ˬ ˣ˪˧˞ˣASCII   ˣ˪˧˩˧ ˞˪W ˟ ˴ˬˣ ˸ˣˤˣ˶˥ˬ ˧ˠˣ˯˪ ˸ˣ˞ˬˠˣˡ .˧ :˭ˢ˧˪˞ ˫˧˰ 

typedef CONST CHAR  *LPCSTR; 

typedef CONST WCHAR  *LPCWSTR; 

typedef WCHAR   *LPWSTR; 

ˢ ˸˧˪˧˥˸ ˞˪˪ ˸ˣˤˣ˶˥ˬˢ ˭˸ˣ˞ˣ-L   ˧ˡ˟˰ˬ˟ ˶ˣˬ˞˩˷)32  ˢ˞˪ˢˣ ˦˧˟-  :(ˢˢˤ ˸ˣ˰ˬ˷ˬˢ 

typedef CONST CHAR  *PCSTR; 

typedef CONST WCHAR  *PCWSTR; 

typedef WCHAR   *PWSTR; 

˵˪˥˟ ˬˢˬ ˣ˸ˢ ˸˞ ˞˴ˬˮ ,˸ˣˤˣ˶˥ˬ˪ ˫˧˰˧˟˴ˬ ˪˷ ˫˧˶˵C ˭˧˧˴ˬ˷ ,Const  ˸˞ ˸ˣˮ˷˪ ˶˷˲˞ ˧˞ ˶ˬˣ˪˩ .

 .˸ˤˣ˶˥ˬˢ 
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  ˠˣ˯ˬ ˸ˤˣ˶˥ˬ ˶˧ˡˠˢ˪ ˨˶ˡˢW  ˣ˸ˢ ˸˞ ˸ˤˣ˶˥ˬˢ ˧ˮ˲˪ ˟ˣ˸˩˪ ˞˧ˢL :ˢˬˠˣˡ˪ . 

LPCWSTR my_sÔÒ ˮ ,ƨ(ÅÌÌÏƨƘ 

  ˶˧ˡˠˢ˪ ˨˶ˣ˴ ˷˧ ˢˤ ˢ˶˵ˬ˟C   ˶ˬˣ˪˩ .ˢ˰ˣ˟˵ ˸ˤˣ˶˥ˬ ˣˤ˷ ˭ˣˣ˧˩ˬmy_str ˪ ˰˧˟˴ˬ˩ˤ˟ ˶ˣˤ˞  ˶ˬ˷ˮ ˫˷ ˭ˣ˶

Hello  :˸ˣˮ˸˷ˢ˪ ˢ˪ˣ˩˧˷ ˸ˤˣ˶˥ˬ˪ ˰˧˟˴ˬ ˶˧ˡˠˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ,˸˞ˤ ˸ˬˣ˰˪ ,˫˞ .˰ˣ˟˵˩ 

WCHAR my_str [6] = L"Hello";  

LPWSTR pstr = my_str;  

˧ˡˠˢ˪ ˨˶ˣ˴ ˷˧˷ ˟˪ ˣˬ˧˷ ˪ˡˣˠ˟ ˸ˤˣ˶˥ˬ ˶6  ˧ ˶˟˧˞ñ ˢ˪˧ˬˢ˷ ˸ˣ˶ˬ˪ ,˫Hello  ˸˟ ˞˧ˢ ò5   ˱ˣ˯˟˷ ˭ˣˣ˧˩ˬ ,˫˧ˣˣ˸

˧˶˴ ˸ˤˣ˶˥ˬˢˢˤ ˣ˸ .˸ˤˣ˶˥ˬ ˫ˣ˧˯ ˭˧˧˴ˬ˷ ˣ˸˪ ˫ˣ˵ˬ ˶ˣˬ˷˪ ˨  ˧˪ˬ˧˴ˡ˯˵ˢ ˡˣ˵ ˧ˡ˧ ˪˰ ˠ˴ˣ˧ˬ00  ˱ˣ˯ ˪˩˟˷ ˨˩ ,

 ˡˣ˵ ˞˴ˬˮ ˸ˤˣ˶˥ˬ00 ˞  ˵ˣˡ˟˪ ˭ˣˠ˩ ,˸ˣˤˣ˶˥ˬ ˪˰ ˸ˣˮˣ˷ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˶˷˲˞ˬ ˸ˤˣ˶˥ˬˢ ˫ˣ˧˯ ˣ˸ .  ˪˷ ˨˶ˣ

 ˥ ˬ ˫ˣ˧˯ ˣ˸ ˞˪˪ .˸ˤˣ˶˥ˬ ˯˧˲ˡˢ˪ˣ ˸ˤˣ˶˥ˬ ˸  ˞˪ ˸ˤˣ˶˥ˬˢ ˨˶ˣ˞ ˸˞ ˸˵ˡˣ˟˷ ˢ˧˴˵ˮˣ˲ˢ ,˸ˤˣ˶  ˭˩˧ˢ ˰ˡ

  ˢ˯˲ˡˢˢ ˸˧˧˴˵ˮˣ˲ˣ ˢ˶˧˲˯ˢ ˸˞ ˵˧˯˲ˢ˪  .ˢ˯˲ˡˢˢ ˸˞ ˶ˣ˴˰˪ ˭˩˧ˢ ˰ˡ˸ ˞˪ 

ˢ˷ ˫˧ˣˣ˸ ˫ˮ˷˧ ,ˣˮ˧˞˶˷ ˧˲˩ -UNICODE  ˡˣ˵ˢ ˸˞ ˪˪ˣ˩ ˫ˢ˪˷00ó ˣ˸ˢ ˢˬˠˣˡ˪ .a ˞ˣˢ ô0x0061  ˫˧˪˧ˬ˟ .

˞ ,˸ˣ˶˥˞ ˸ˤˣ˶˥ˬ ˥˪˷ˮ ˫UNICODE  ˬ ˨˶ˣ˞ ˸˵ˡˣ˟˷ ˢ˧˴˵ˮˣ˲˪  ,˸ˤˣ˶˥ˬ ˢ˯˧˲ˡˬ˷ ˢ˧˴˵ˮˣ˲˪ ˣ˞ ˸ˤˣ˶˥

˪˰ ˣˮ˥ˮ˞ ˡ˥ˣ˧ˬ ˦˯ ˷˧ ˭˩˪ .ˢˮ˧˵˸ ˞˪ ˢ˞˴ˣ˸ ˪˟˵˪ ˫˧˪ˣ  ˠˣ˯ˬ ˸ˣˤˣ˶˥ˬ˟ ˸ˣ˪˲˦ˬ˷ ,˸ˣ˧˴˵ˮˣ˲ ˪˷

UNICODE . 

 ˫ˣ˵ˬ˟ ,ˢˬˠˣˡ˪printf  ˡˣ˵˪ ˢˬ˧˞˸ˬ˷ASCII ˢ˧˴˵ˮˣ˲ˢ ,wprintf  ˸ˤˣ˶˥ˬ ˸˪˟˵ˬUNICODEˠˣˡ˪ .  ,ˢˬ

ˬ˟ ˫ˣ˵strlen   ˪  ˢˬ˧˞˸ˬ˷ -ASCII ˢ˧˴˵ˮˣ˲ˢ ,wcslen  ˸ˤˣ˶˥ˬ ˪˷ ˨˶ˣ˞ ˸˞˴ˣˬUNICODE . 

 ˫ ˞ ˢˬˣ ˣˮ˥ˮ˞  ˪ ˭ˢ ˫˧˞˸˧˷ ˡˣ˵ ˟ˣ˸˩˪ ˫˧˴ˣ˶-UNICODE  ˪ ˭ˢˣ-ASCII ? 

 ˸ˣ˞ˢ ˫ˣ˵ˬ˟ ˢˤ ˢ˶˵ˬ˟W  ˸ˣ˞ˢ ˸˞ ˟ˣ˸˩ˮT ˫˰ ˸ˤˣ˶˥ˬ ˸˶ˡˠˣˬ ˶˷˞˩ :˨˩ ˡ˟ˣ˰ ˭ˣˮˠˮˬˢ .T  ˶˪˧˧˲ˬˣ˵ˢ ,

 ˪˷ ˢ˶ˡˠˢ ˷˧ ˫˞ ˵ˡˣ˟define UNICODE˞˪ ˫˞ . -  ˪˷ ˸ˣ˶ˡˠˢ˟ ˷ˣˬ˧˷ ˢ˷˰ˮASCII  ˸˧˞˶ˮ ˨˩ .˨˲˧ˢ˪ˣ ,

ˤˣ˶˥ˬ ˯ˣ˲˧˦ ˪˷ ˢ˶ˡˠˢ ˸PTSTR: 

#ifdef UNICODE  

typedef LPWSTR PTSTR; 

#else typedef LPSTR PTSTR;  

#endif  

 ˶ˡˠˣˬ ˫˞ ,˫˧˞ˣ˶˷ ˧˲˩UNICODE  ˫˴˰˟ ˣˮ˧ˢ ˯ˣ˲˧˦ˢ ˤ˞LPWSTR˸˶˥˞ , - LPSTR. 

3.9.5  ˸ˬˣ˧˯ ˫˰ ˸ˣ˧˴˵ˮˣ˲A  ˸ˬˣ˧˯ ˸ˬˣ˰˪  W 

 ˡˣ˵ ˭˧˟ ˫˧˪ˡ˟ˢˢ ˸˞ ˣˮ˟ˢ˷ ˶˥˞˪ASCII   ˭˧˟˪UNICODE˧˟ ˪ˡ˟ˢˢ ˸˞ ˭˧˟ˢ˪ ˶˷˲˞ ,  ˸ˣˮˣ˷ ˸ˣ˞˯˶ˠ ˭

˧ˬ˰˲˪ ˷˧˷  ˸˰ˡ˪ ˸ˣ˟˧˷˥ ˷˧ ,˫˧˶˦ˬ˶˲ˢ ˡ˥˞ ˶ˣ˸˟ ˸ˤˣ˶˥ˬ ˸ˣ˪˟˵ˬ˷ ˸ˣ˧˴˵ˮˣ˲ ˶ˣ˟˰ .ˢ˧˴˵ˮˣ˲ ˢ˸ˣ˞˪ ˫

 ˟  ˸ˣˬ˧˧˸˯ˬ˷ ˸ˣ˧˴˵ˮˣ˲ .˸ˣ˧ˣ˰˦ ˰ˣˮˬ˪ ˧ˡ˩ ,˸ˤˣ˶˥ˬˢ ˪˷ ˦ˬ˶ˣ˲ˢ ˸˞ ˵ˣ˧ˡ˟-A ˟˵˪ ˣ˲˴˧ ˸ˤˣ˶˥ˬ ˪ASCII  ,

˟ ˸ˣˬ˧˧˸˯ˬ˷ ˸ˣ˧˴˵ˮˣ˲ -W   ˸ˤˣ˶˥ˬ ˪˟˵˪ ˣ˲˴˧UNICODE  . 
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 ˢˬˠˣˡ˪CreateFile ˞˧ˢ ˸˥˞ ˢ˯˶ˠ ,CreateFileA  ˞˧ˢ ˸˶˥˞ ˢ˯˶ˠ ˣ˪˧˞ˣCreateFielW  ˸˞ ˣ˷˲˥ .

 :˭ˢ˪˷ ˫˧˶˦ˬ˶˲˟ ˪ˡ˟ˢˢ 

HANDLE CreateFileA (  

  LPCSTR                lpFileName,  

  DWORD                 dwDesiredAccess,  

  DWORD                 dwShareMode,  

  LPSECURITY_ATTRIBUTES lpSecurityAttributes,  

  DWORD                 dwCreationDisposition,  

  DWORD                 dwFlagsAndAttributes,  

  HANDLE                hTemplateFile  

);  

 

HANDLE Create FileW (  

  LPCWSTR               lpFileName,  

  DWORD                 dwDesiredAccess,  

  DWORD                 dwShareMode,  

  LPSECURITY_ATTRIBUTES lpSecurityAttributes,  

  DWORD                 dwCreationDisposition,  

  DWORD                 dwFlagsAndAttribut es,  

  HANDLE                hTemplateFile  

);  

ˣ˲˟ :ˡ˥˞ ˣ˸ ˞ˣˢ ˪ˡ˟ˢˢ ˪˩ ,˫˧˞ˣ˶ ˫˸˞˷ ˧˲˩ ˢ˧˴˵ˮCreateFileA ˞ˣˢ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ  ˠˣ˯ˬLPCSTR  ,

 ˢ˧˴˵ˮˣ˲˟ ˣ˪˧˞ˣCreateFileW  ˠˣ˯ˬ ˞ˣˢ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢLPCWSTR  ˫˷ ˪˰ ˰˧˟˴ˬ ˞ˣˢ ˢˤˢ ˶˦ˬ˶˲ˢ .

 .˶ˣ˴˧˪ ˫˧˷˵˟ˬ ˣ˸ˣ˞ ˳˟ˣ˵ˢ 

3.9.6 ˮˣ˲˪ ˢ˞˧˶˵  ˪˷ ˸ˣ˧˴˵WinAPI 

˞˟ ˞˴ˬˮ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩ ˪˷ ˡˣ˰˧˸ˢ ˶˸MSDN  ˪˷ ˶ˣ˴˧˵ ,MicroSoft Developers Network  ˣˮ˥ˮ˞ ˫˞ .

  ˪ˠˠ˪ ˭˸˧ˮ ,˫˧˷˲˥ˬ ˣˮ˥ˮ˞˷ ˢ˧˴˵ˮˣ˲ˢ ˫˷ ˢˬ ˫˧˰ˡˣ˧msdn  ˢˬˠˣˡ˪ ,ˢ˧˴˵ˮˣ˲ˢ ˫˷ˣ"msdn readfile"  ,

 ˟  ˱ˡˢ ˢ˧ˢ˸ ˢˮˣ˧˪˰ˢ ˢ˞˴ˣ˸ˢ˷ ˧ˣ˲˴ˣ -MSDN ˷  ˡˣˬ˰˟ ˸˩˶ˡˣˬ ˢ˞˧˶˵ ˰˴˟ˮ  . ˪MSDN ReadFile. 

˷ ˪˩ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞ ˪˞ˬ˷ ˡ˴ˬˢ ˧˲˪ ˸ˣ˶ˡˣ˯ˬ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣˬ .˭ˢ˪˷ ˧ˮˣ˪˧ˬˢ ˶ˡ˯ 
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ˮ˪˷ ˢ˞˶-ReadFile  ˸˞˶˵ˮ˷ ˢ˧˴˞˧˶ˣ ˷˧ReadFileEx  ˟˪ ˫˧˷˪ ˟ˣ˷˥ ˵˶ ,ˣˤˢ ˢ˧˴˞˧˶ˣ˟ ˰ˠ˶˩ ˵ˣ˯˰ˮ ˞˪ .

˸ˣ˧ ˢ˧˴˵ˮˣ˲ ˞˴ˬˮ ˫˧˸˧˰˪ ,˫˧˷˲˥ˬ ˣˮ˥ˮ˞˷ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˸ˣ˧˴˞˧˶ˣ ˪˰ ˶ˣ˟˰˪ ˧˞ˡ˩˷  ˢˬˬ ˢˬ˧˞˸ˬ ˶

 .ˣˮ˷˲˧˥˷ 

 ˪˷ ˧ˤ˩˶ˬˢ ˵˪˥ˢReadFile  ˧ ˶˥˞˪ ˡ˧ˬˣ ˸˰˴˟ˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˢˬ ˪˰ ˶˴˵ ˶˟˯ˢ ˪˪ˣ˩  ˞˧ˢ˷ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˣ

 :ˢ˶˧ˤ˥ˬˣ ˸˪˟˵ˬ 

 

 :ˢˬˠˣˡ˪ .˶˦ˬ˶˲ ˪˩ ˪˰ ˶˟˯ˢ ˷˧ ˭˩ˬ ˶˥˞˪ 

 

 ˢ˧˴˵ˮˣ˲˪ReadFile  .˪˟˵˪ ˸˟˧˧˥ ˞˧ˢ˷ ˶ˣ˶˟˷ ˫˧˶˦ˬ˶˲ ˢˬ˩ ˷˧Handle ˧˪˞˷ ˭ˣ˶˩˧ˤ˪ ˰˧˟˴ˬ ,˳˟ˣ˵˪  ˣ

 ˟ ˣ˵ˢˬ ˰ˡ˧ˬˢ˷ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ˬ˩ ˭˟ˣˬ˩ˣ ,˵˸˰ˣ˧ ˳ˣ˪˞ .˵˧˸˰ˢ˪ ˫˧˸˟ ˢ   ˧ ˟ˠ˪ .˫˧ˮˣ˷˞˶ˢ ˫˧˶˦ˬ˶˲ˢ ˸˷ˣ˪˷  

  ˢˬ ˣˮ˵ˡ˟˷ ˧˶˥˞ ,˫˧ˬ˧˞˸ˬ ˫˧˩˶˰ ˫˷ ˭˧ˤˢ˪ ˞˧ˢ ˢˮˣ˷˞˶ˢ .˸ˣ˧ˣ˶˷˲˞ ˧˸˷ ˣˮ˪ ˷˧ ˫˧˲˯ˣˮˢ ˫˧˶˦ˬ˶˲ˢ ˧ˮ˷

 ˦ˣ˷˲ ˭˧ˤˢ˪ˣ ˡˣ˰˧˸˟ ˢ˟ˣ˸˩˷ ˸ˣ˶˷˲˞ˢ ˸˞ ˪˴ˮ˪ ˣ˞ ,˫˧˶ˬˣ˞ ˣ˪˪ˢ ˫˧˶˦ˬ˶˲ˢNULL . 

ˢ ˪˷ ˢ˶ˤ˥ˢ ˨˶˰ ˶˟˯ˣˬ ,˫˧˶˦ˬ˶˲ˢ ˦ˣ˶˧˲ ˶˥˞˪ˢˬ ˸ˣ˞˶˪ ˶˷˲˞˷ ˧˲˩ .ˢ˧˴˵ˮˣ˲-Syntax    ˨˶˰ ,ˢ˪˷

˶ˤ˥ˢ ˞ˣˢ ˢBOOL˸ˣ˧ˣ˶˷˲˞ ˧˸˷ ˵˶ ˷˧ ˶ˬˣ˪˩ , - 0   ˣ˞1 ˭˧˧˴ˬ ˢˬ ˢ˶ˢ˟ˢ ˫˧˩˧˶˴ ˭˧˧ˡ˰ ˣˮ˥ˮ˞ .0   ˭˧˧˴ˬ ˢˬˣ

1 . 
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3.9.7  s ˞˧ˠ˷ ˧ˡˣ˵˟ ˪˧˰˧ ˷ˣˬ˧˷ 

 ˧˞ˡ˩ ˭ˣ˷˞˶ ˟˪˷˟ ,ˢ˪˷˩ˮ ˢ˧˴˵ˮˣ˲ˢˣ ˢ˧˰˟ ˷˧ ˫˞  ˶˧˟˯ˢ˪ ˪ˣ˩˧ ˢ˞˧ˠ˷ˢ ˡˣ˵ .ˢ˞˧ˠ˷ˢ ˡˣ˵ ˸˞ ˵ˣˡ˟˪  ˢˬ ˣˮ˪

  ˶ˣˤ˥˪ ˢ˧˴˵ˮˣ˲˪ ˢˬ˶ˠ˷ ˸˧˲˧˴˲˯ˢ ˢ˧˰˟ˢ ˢ˸˧ˢ ˫˰FALSE  ˸ˣ˷˰˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˢˬ ˪˩ ,˸˞ˤ ˰˴˟˪ ˧ˡ˩ .

 ˪  ˣˮ˪˷ ˡˣ˵˟ ˞ˣ˶˵˪ ˢˤ -GetLastError :ˢˬˠˣˡ˪ . 

HANDLE  hfile;  

INT   num_bytes = NUM_BYTES;  

CHAR   data[ NUM_BYTES];  

LPVOID  pbuffer = data;  

BOOL result = ReadFile( hfile, pbuffer, num_bytes, NULL, NULL);  

if  (result == FALSE)  

{  

 printf( "%d", GetLastError());  

 return  0;  

}  

 ˪  ˯˲ˡˣ˧ ˸˰˩-Console ˟ ˢ˞˧ˠ˷ˢ ˧ˡˣ˵ ˱ˡ˪ ˷ˠ˧ˮ ˣ˪˷ ˸ˣ˰ˬ˷ˬˢ ˢˬ ˭˧˟ˢ˪ ˧ˡ˩ .ˣˢ˷˪˩ ˶˲˯ˬ -MSDN : 

https://docs.microsoft.com/he-il/windows/desktop/Debug/system-error-codes 

3.10  ˫ ˣ˩˧˯ 

 ˸ˣˮ˩˸ ˪˰ ˧˯˧˯˟ ˰˵˶ ˢ˧ˢ ˢˤWinAPI  ˫˧ˮˣ˷˞˶ˢ ˫˧ˡ˰˴ˢ ˸˞ ˫˧˷ˣ˰˷ ˧ˬ˪ "ˢ˩˶ ˢ˸˧˥ˮ" ˸˸˪ ˣ˸˶˦ˬ˷ ,

˷ ˸ˣˮ˩ˣ˸ ˸˟˧˸˩˟˯ˢˬ ˣˮ˪˥˸ˢ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˞˶ˣ˵ ˶ ˡˠˣˬ˷ ˫˧ˮˣ˷ ˫˧˯ˣ˲˧˦ ˪˰ ˶˟˟ ˫˧ -

WinAPI ˟ ˡˣ˰˧˸ ˞ˣ˶˵˪ ˨˧˞ ˪˰ ˶˟˯ˢ˟ ˣˮˬ˧˧˯ˣ -MSDN  ˪˧˥˸ˢ˪ ˪˧˟˷˟ ˨˧˶˴˷ ˫˧˧˯˧˯˟ˢ ˫˧˪˩ˢ ˣ˪˞ .

  .ˡˣ˟˰˪

  

https://docs.microsoft.com/he-il/windows/desktop/Debug/system-error-codes
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˵˶˲ 4 ï ˫˧ˮˣ˩˧˪ˢ˸ˣ ˫˧˩˧˪ˢ˸  - 

Processes and Threads 

 ˟ ˷˥ˬ˟ ˸ˣ˴˶˷ ˸ˣˮ˩ˣ˸ ˧˩ ˣˮ˧˞˶ ˫˧ˬˡˣ˵ˢ ˫˧˵˶˲˟  ˸˥˸ ˸ˣ˞˴ˬˮ ˣˮ˪˷Process .˫˧Process ˵ ˪˥ ˫ˢ ˫˧  

ˢ˟ ˧ˤ˩˶ˬ ˫ˢˬ ˵ˬˣ˰˪ ˭˧˟ˮ ˢˤ ˵˪˥˟ .ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˪˷ ˢ˪ˣ˰˲ˢ ˭˲ˣ˞ ˸ˮ˟Process˫˧ ˫ˢˬ ,Thread  ˫˧

 ˟  ˸˧ˮ˩ˣ˸ ˟ˣ˸˩˪ ˡˬ˪ˮˣ-C   ˸˶˴ˣ˧˷Processˣ ˫˧Thread  .˫˧ 

 ˡˣ˯˧ˢ ˧ˠ˷ˣˬˬ ˪˧˥˸ˮ ï Processˣ ˫˧Thread .˫˧ 

4.1  ˫˧ˮˣ˩˧˪ˢ˸-  Threads 

 ˠ˷ˣˬˢThreadˣˡˣ˵˲ ˪˷ ˱˴˶ ˠ˴˧˧ˬ ,"˭ˣ˩˧˪ˢ˸" ˸˧˶˟˰˟ ˣ˞ ,  ˢˤ ˶˲˯ ,ˢˬˠˣˡ˪ .˸˥˞ ˢˬ˧˷ˬ ˸ˣ˰˴˟ˬ˷ ˸

 ˟˸˩ˮ  ˸ˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟Word ˷  ˸ˣˡˣ˵˲ˢ ˪˩ ˱˯ˣ˞ .-Word  ˞ˣˢ ˳˧˶ˬThread  ˢˮ˩ˣ˸ˢ ˪˷Word  ˸ˣˡˣ˵˲ .

 ˢˮ˩ˣ˸ˢ ˸˞ ˸ˣ˟˧˩˶ˬˢ ˢˮˣ˩ˬˢWord ˢ ˭ˣ˶˩˧ˤ˟ ˸ˣ˶ˣˬ˷ -RAM   .˭˸ˣ˞ ˳˧˶ˬ˷ ,ˡ˟˰ˬ˪ ˸ˣ˶˟˰ˣˬ ˭ˢ ˫˷ˬˣ 

 

  ˡ˟˰ˬ .˟˷˥ˬˢ ˸ˡˣ˟˰ ˪˷ ˶˸ˣ˧˟ ˦ˣ˷˲ˢ ˪ˡˣˬˢ ˣˢˤ ˧ ˞˪ ˫˧˲˧˯ˣˬ ˣˮ˧˧ˢ ˣ˪ .˭ˣ˶˩˧ˤˢˬ ˸ˣˡˣ˵˲ ˳˧˶ˬ˷  ˸ˡ˧˥˧ ˶ˣ

 .˪˧˰˧ ˣˮ˧˞ ˞ˣˢˣ ˸ˣ˧˰˟ ˷˧ ˢˤ ˢˡˣ˟˰ ˪ˡˣˬ˪ ,˫˪ˣ˞ .˭ˬ˧ˣˮ ˭ˣ˲ ˪˷ ˟˷˥ˬˢ ˪ˡˣˬ ˸˞ ˫˧˪˟˵ˬ ˣˮ˧˧ˢ ,˦˪˲ / ˦˪˵ 

4.2  ˫˧ˮˣ˩˧˪ˢ˸ ˧ˣ˟˧˶- Multi Threads 

 ˸ ˪˧˟˥ ˸˞ ˣˮˡ˶ˣˢ ˫˧ˬˡˣ˵ˢ ˫˧˵˶˲˟  ˫˧˪˩ˢSysinternals Suite ˶˟˯ˢ˪ ˷ˠ˧ˮ˷ ˧ˮ˲˪ . ˪˰ ˧˦˶ˣ˞˸Mutli 

Threads ˸˪˧˟˥ ˨ˣ˸ˬ .˭˦˵ ˧ˣ˯˧ˮ ˢ˷˰ˮ ,Sysinternalsñ ˢˮ˩ˣ˸ˢ ˸˞ ˣ˪˧˰˲ˢ ,Process Explorer  ˡ˥˧ .ò

 ˸ˮ˩ˣ˸ ˸˞ ˣ˪˧˰˲ˢ ˢ˸˧˞Word ˸ˮ˩ˣ˸ .Process Explorer  ˰  ˯ˣ˦˦˯ ˫˩˪ ˢˠ˧˴ˬˢ ˪˩ ˪˷ ˧ˮ˩ˡProcess  ˫˧

 .˟˷˥ˬˢ ˪˰ ˫˧˴˶˷ˢ ˸˞ ˷˲˥ˮProcess   ˪˷Word˸˷ˮ ,˸˞ˤ ˸ˣ˷˰˪ ˧ˡ˩ . ˢ˶˦ˬˢ ˪˷ ˭ˣ˵˧˧˞˟ ˷ˬ  ˞˴ˬˮ˷

 s  ˨˯ˬ˟-Process Explorer :ˢ˶ˣ˷˟ ˶˸ˣ˧˟ ˧ˮˬ˧ˢ ˭ˣ˵˧˧˞ˢ ˞˧ˢ ˢ˶˦ˬˢ . 
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˶˦ˬˢ ˸˞ ˣ˶˶ˠ .ˢ˶˦ˬ˪ ˨˲ˣˢ ˶˟˩˰ˢ ˪˷ ˭ˣ˵˧˧˞ˢ .ˣ˶˶˥˷˸ ˪˞ˣ ˶˟˩˰ˢ ˫˰ ˢ˩ˣ˶˞ ˢ˴˧˥˪ ˢ˧˪˰ ˣ˴˥˪  ˪˞ ˢ

ˢ ˨ˬ˯ˬ -Word ˸˞ ˣ˶˶˥˷ˣ ˫˩˪˴˞ ˥ˣ˸˲˷ ˸˞ˤ ˣ˷˰˸˷ ˰ˠ˶˟ .˶˟˩˰ˢ ,Process Explorer  l ˧ˬ ˧˴˧  ˫˩˪ ˠ

ˢ ,˸˷˵ˣ˟ˬˢ ˢ˶ˣ˷ˢ ˸˞-Process   ˪˷Wordˢ ˫˷ ,˟˪ ˫˧ˬ˷ ˫˸˞˷ ˧˲˩ .-Process    ˞ˣˢ

WINWORD.EXE  . 

 

  ˪˰ ˣ˵˧˪˵ˢWINWORD  ˞˶˵ˮ˷ ˟˞˦˪ ˣ˶˟˰ ˸˰˩ˣ ,ˢ˪ˣ˲˩ ˢ˵˪˵ˢThreads . 

 

 ˶ ˟˸˯ˬ .ˢ˰˸˲ˢ ˢ˷ -Word  ˷˞ˬ ˸ˣ˥˲ ˞˪˟ ˷ˬ˸˷ˬ ˣˮ˪˷ ˰ˣˮ˴ˢ  ˶30 Thread ?˨˩˪ ˢ˟˧˯ˢ ˢˬ .˫ 

,ˢˮ˩ˣ˸ ˪˩˪ ,˭˩˟ˣ  ˪  ˫ˠˣ-Word  ˣˢ˷ˬ˪ ˢˮ˧˸ˬˬ ˞˪˞ ˶˟ˡ ˸˰˴˟ˬ ˞˪ ˢˮ˩ˣ˸ˢ ˫ˢ˟ ˫˧˰ˠ˶ ."˫˧˸ˬ ˫˧˰ˠ˶" ˷˧ ,

 ˸ˮ˩ˣ˸ ˭ˬˤ ˢˬ˩˪ ˸˥˞ ,ˢˬˠˣˡ˪ .˷˥˶˸ˢ˪ ˨˧˶˴˷Word    ˵˯˧ˡ˟ ˨ˬ˯ˬˢ ˪˷ ˸˧˦ˬˣ˦ˣ˞ ˢ˶˧ˬ˷ ˸˰˴˟ˬ

˧˪˰ ˭˩˪ˣ ,˥˧˷˵ˢˢ ,ˢˬˠˣˡ˪ .˵˯˧ˡ˟ ˢ˶˧ˬ˷ˢ ˫ˣ˧˯˪ ˭˧˸ˬˢ˪ ˢ  ˪˰ ˷ˬ˸˷ˬˢ ˸ˣˡ˪˵ˢ˪ ˢˮ˧˸ˬˬ ˢˮ˩ˣ˸

.˸ˡ˪˵ˬˢ  ˸˧˯˥˧   ˟˴˵˪  .ˢˡ˪˵ˢ˪ ˢˡ˪˵ˢ ˭˧˟ ˫ˣ˴˰ ˭ˬˤ ˥˵ˣ˪ ˷ˬ˸˷ˬ˪ ,ˡ˟˰ˬˢ ˪˷ ˢˡˣ˟˰ˢ 

  ˣ˪˧˞Word  ˵˶ ˳˧˶ˬ ˢ˧ˢThread   ˢˬ˪ ,˫˪ˣ˞ .˸ˣ˪˧˰˧ˢ ˸˞ ˶˲˷˪ ˧ˡ˩ ˢ˟˶ˢ ˸ˣ˷˰˪ ˢ˧ˢ ˶˷˲˞ ˧˞ ,ˡ˥˞

 ˶˲˯ˬ ˳˧˶ˮ ˞˪˷Thread  ˪˷ ˫Word ˣˮ˪ ˢ˧ˢ˧ ?Thread  ˣˡ˪˵ˢ ˸˞ ˦˪ˣ˵˷ .˷ˬ˸˷ˬˢ ˸Thread   ˱˯ˣˮ

˥˞ ˸˧˦ˬˣ˦ˣ˞ ˢ˶˧ˬ˷ ˰˴˟˧ .ˢˬ ˭ˬˤ˪ ˸Thread  ˣ ˢˡ˪˵ˢ ˸ˣ˞˧ˠ˷ ˸˵˧ˡ˟ ˰˴˟˧ ˧˷˧˪˷-Thread   ˰˴˟˧ ˧˰˧˟˶

  ˭˟ˣˬ˩ .˪˧˰˧ ˶˸ˣ˧ ˢ˟˶ˢ .˯˲ˡˣˬ ˣˮ˪˷ ˨ˬ˯ˬˢ ˡˣ˰˟ ˡ˧˪˵ˢ˪ ˨˧˷ˬˢ˪ ˪˩ˣˮ˷ ˨˩ ,˰˵˶˟ ˢ˯˲ˡˢ ˪˷ ˸ˣˬ˧˷ˬ

 ˪  ˣˤˢ ˢ˵ˣ˪˥ˢ˷-Thread  ˶ˣ˟˰ ˢˬˠˣˡ ˵˶ ˞˧ˢ ˫˧Wordˮ˩ˣ˸ ˷˧ ,˷ ˸ˣ˟˶ ˸ˣ  ˸ˣˬ˧˷ˬ ˸˵ˣ˪˥ˬ ˥˧ˣˣ˶ˢ˪ ˸ˣ˪ˣ˩˧

-˪Thread .˫˧ 
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 ˶˲˯ˬ ˪˷ ˢˡˣ˟˰ ˶˷˲˞ˮ ˨˧˞Thread ˪˩ ˧˶ˢ ?˪˧˟˵ˬ˟ ˫˧Thread   .˸ˣˮˣ˷ ˢˮˣ˩ˬ ˸ˣˡˣ˵˲ ˡ˟˰ˬ˪ ˶˧˟˰ˬ

ñ ˣ˪ ˞˶˵ˮ ,˭ˣˬˤ˸ ˟˧˩˶ ˡ˟˰ˬˢ ˭˧˟˪ ˫ˢ˧ˮ˧˟ ˫˧˷ˮScheduler  ˫˰˲ ˪˩ ˡˣ˟˧˰ˢ ˧˟˞˷ˬ ˸˞ ˵˧ˮ˰˧ ˭ˣˬˤ˸ˢ ˟˧˩˶ .ò

-˪Thread  ˟ˣ˶˵˟ .˶˥˞ˢ˷ ˢ˞˶ˮ-Thread  ˨ ˧˧˷ ˣ˪˧˲˞ ˸ˣ˧ˢ˪ ˟˧˧˥ ˞˪ ˶˥˞ˢ   s  ˶˷˞˩ ,˨˩ .˸˧ˮ˩ˣ˸ˢ ˢ˸ˣ˞˪ -

Thread  s ˧ˢ˧ ˷ˬ˸˷ˬˢˬ ˦˪˵ ˪˟˵ˬ˷ ˪ ˡ˟˰ˬˢ ˧˟˞˷ˬ ˣ˵ˮ˰ˣ˧ ,ˢˡˣ˟˰ ˶˯˥-Thread    .˫ˢ˪ ˵ˣ˵ˤ˷ ˶˥˞

 !ˡˡ˧ˢ .˶˸ˣ˧ ˢ˶˧ˢˬˣ ˢ˪˧˰˧ ˢ˶ˣ˴˟ ˸ˣˬ˧˷ˬˢ ˪˪˩ ˸˞ ˰˴˟˪ ˢ˧ˢ˧ ˭˸˧ˮ ˢˤ ˭˲ˣ˞˟ 

˪ :ˢ˷ˡ˥ ˢ˧˰˟ ˣˮ˪ ˢ˶˴ˣˮ ˸˰˩˷ ˞˪˞ˢ ˪˩Thread˱˸ˣ˷ˬ ˢˬ .˫˧˲˸ˣ˷ˬ ˫˧˶˟ˡ ˷˧ ˣˮ˪˷ ˫˧   ?˫˪ˣ˩˪ 

 ˫˞ ˭˩˪ ,˳˟ˣ˵ ˣ˸ˣ˞˪ ˫˧˷ˠ˧ˮ ˫ˢThread  ˥  ˞˪ ˫˧˧ˣ˯ˬˢ ˶˸˧ ˳˟ˣ˵ˢ ˸˞ ˵˪ˣThread  ˸˞ ˰˴˟˪ ˫˧˪ˣ˩˧ ˞˪ ˫˧

   .˫ˢ˪˷ ˢˡˣ˟˰ˢ 

  ˪˩ ,˧ˢ˷˪˩ ˢ˪ˣ˰˲ ˰˴˟ˬ ˣ˞ ˫˧ˣ˯ˬ ˣ˸ ˪˰ ˡ˧˪˵ˬ ˷ˬ˸˷ˬˢ ˫˞˷ ˨˩ ,˷ˬ˸˷ˬˢ ˪˷ ˭ˣ˪˥ ˣ˸ˣ˞˪ ˫˧˷ˠ˧ˮ ˫ˢ

ˢThread˧˫   .˨˩ ˸˰ˡ˪ ˫˧˩˧˶˴ 

 ˱˯ˣˮ˟˸˧ˮ˩ˡ˰ˢ ˢ˸˯˶ˠ˟ ˨ˬ˯ˬˢ  ˸ ˣ˧ˢ˪ ˨˧˶˴  ˭ˣ˶˩˧ˤ˟ˢ ˪˩ ˪˷Thread x ˡ˟˰˧ ˞˪ ˫ˢ ˸˶˥˞ ˧˩ ,˫˧   ˢ˸ˣ˞ ˪˰

 .˨ˬ˯ˬˢ ˪˷ ˢ˯˶ˠ 

ˣˮ˥ˮ˞  ˷ ˡ˥ ˠ˷ˣˬ ˸˰˩ ˠ˧˴ˮ-  Process ˪˰ ˣ˟˷˧˥ ˭ˣ˧ˡˢ ˨˶ˣ˴˪ ˰ˠ˶˩ ˨˞ ,˟ˣ˶˵˟ ˰˧ˠ˧ ˣ˧˪˰ ˶˟˯ˢˢ .Process  

ˬ˷˩ ˢˬˠˣˡ˪ .˫˩˪˷ ˟˷˥ˬ˟ ˢ˴˶˷ ˢˮ˩ˣ˸ ˶ˣ˸˟ ˸ˮ˩ˣ˸ ˪˰ ˫˧˵˧˪˵Word   ˥˸˲ˮ ˤ˞Process   ˪˷Word . 

ˢ ˪˪˩˪ ˫˧˲˸ˣ˷ˬ ˸ˣ˧ˢ˪ ˫˧˩˧˶˴ ˫˧˟˞˷ˬ ˣ˪˧˞ :ˣ˟˷˧˥Thread˫˧  ˣ˸ˣ˞ ˪˷Process  ? 

Thread ˣ˸ˣ˞ ˪˷ ˫˧Process  :˫ˢ˧ˮ˧˟ ˫˧˵˪ˣ˥ 

˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩ : ˢ ˪˩Thread ˫˞ ,ˢˬˠˣˡ˪ .˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩ ˭˸ˣ˞˟ ˫˧˩˶˰ ˫˸ˣ˞ ˸˞ ˫˧˞ˣ˶ ˫˧Thread    '˞

  ˢ˞ˣ˶ ˸˟ˣ˸˩˟0x402000  ˨˶˰ˢ ˸˞5 ˤ˞ ,Thread ˢ˞˶˧ '˟ ˨˶˰ˢ ˸˞ 5  .˸˟ˣ˸˩ˢ ˢ˸ˣ˞˟ 

 ˭ˣ˶˩˧ˤHeap :ˢ ˪˩˪Thread ˭ˣ˶˩˧ˤ ˷˧ ˫˧Heap   ˶˷˞˩ ,˶ˬˣ˪˩ .ˡ˧˥˧Thread   ˭ˣ˶˩˧ˤ ˸˞˴˵ˢ ˰˴˟ˬ ˣˢ˷˪˩

mallocˢ ˪˩ ,Thread .ˢˤˢ ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠ ˫˧˪˟˵ˬ ˫˧ 

 s ˴˶ˢ ˡˣ˵: ˢ ˪˩Thread x ˧˩ .˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˣ˸ˣ˞ˬ ˫˧˴˶ ˫˧˶ˣ˴ ˭˧˞ ,ˢˮ˩ˣ˸ ˢ˸ˣ˞˟ ˶˟ˣˡˬ˷ ˭ˣˣ˞ ˸˞ ˵˧˸˰ˢ˪ ˨  ˣ˸

ˣ˷ˣ ˟ˣ˷ ˡˣ˵ ˪˩ ˶ˣ˟˰ ˭ˣ˶˩˧ˤ˪ ˟Thread ˣ˵ˢ .ˡ˶˲ˮ˟ ˪˩ˣ ˡ˧˥˧ ˫ˣ˵ˬ˟ ˞˴ˬˮ ˡThread   ˡˣ˵ˢ ˸ˣ˶ˣ˷ ˸˞ ˳˧˶ˬ

 .˭ˢ˪ ˵ˣ˵ˤ ˞ˣˢ˷ 
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˫˧˧˪˟ˣ˪ˠˣ ˫˧˧˦˦˯ ˫˧ˮ˸˷ˬ :   ˣ˸ˣ˞˟ ˫˧˶ˬ˷ˮ ˫˧˧˪˟ˣ˪ˠˣ ˫˧˧˦˦˯ ˫˧ˮ˸˷ˬ ˣˮ˧˞˶˷ ˧˲˩˶ˣˤ˞  ˭ ˣ˶˩˧ˤ˟ s  ,-data 

section˷ ˭ˣˣ˧˩ .Thread˫ˢ ,˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩ ˫˧˵˪ˣ˥ ˫˧  ˸˷ˬˢ ˪˩ ˸˞ ˫ˢ˧ˮ˧˟ ˫˧˵˪ˣ˥ ˫ˠ  ˫˧˧˦˦˯ˢ ˫˧ˮ

˧˧˪˟ˣ˪ˠˢˣ .˫ 

 ˪˩˪ ˫˧˧ˡˣ˥˧˧ ˸ˣ˧ˢ˪ ˫˧˩˧˶˴ ˫˧˟˞˷ˬ ˣ˪˧˞Thread ? 

˫˧˶˦˯˧ˠ˶ : sThread ˶˷˞˩ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .˫˧˶˦˯˧ˠ˶ˢ ˸˞ ˫ˢ˧ˮ˧˟ ˫˧˵˪ˣ˥ ˫ˮ˧˞ ˫˧Thread   ˸˞ ˱˧˪˥ˬ '˟

Thread ˞˴ˬˮ˷ ˫˧˩˶˰ˢ ,'˞  ˫˧˶˦˯˧ˠ˶ˢ ˪˩˟ ˫˧ .˱˪˥˸ˢ˪ ˫˧˩˧˶˴ 

˧ˠ˶ˢ ˪˩˷ ˨˩ˬ˫˧ˮ˸˷ˬ ˫˧˶˦˯ ˫ˠ ˫˧ˮ˸˷ˬ ˧˲˧˴˲˯ ˭˲ˣ˞˟˷ ˭˧˟ˢ˪ ˶˷˲˞ , ˫˧˶˦˯˧ˠ˶ˢEIP  x-ESP   ˷ˬ˸˷ˮ)

 ˪˷ ˫˧˶˦˯˧ˠ˶ ˶ˣ˟˰ ˫˧˶˩ˣˬˢ ˸ˣˬ˷˟32   ˪˷ ˸ˣ˩˶˰ˬ ˶ˣ˟˰ ˢˢˤ ˢˮˣˣ˩ˢ ,˦˧˟64   ˫˧˶˦˯˧ˠ˶ˢ ˫˰ ˦˧˟RIP  x -

RSP  .( 

 l ˣ˵ˢ ˰˧˟˴ˬ:  ˶˦˯˧ˠ˶ˢ ˶ˣ˩ˤ˩EIP  ˪ ˰ ˰˧˟˴ˬ ˢ ˢˡˣ˵˲ˢ l ˟˰ˬˢ ˧ˡ˧ ˪˰ ˸˴˶ˣˬ ˸ˣ˧ˢ˪ ˢ˩˧˶˴˷ ˢ˞˟  ˧ˮˣ˧ˠˢ .

 ˶˦˯˧ˠ˶ˢ˷EIP   ˭˧˟ ˱˪˥˸˧Thread ˪˩ ˧˶ˢ ˧˩ ,˫˧Thread   .ˡˣ˵ˢ ˪˷ ˶˥˞ ˵˪˥ ˳˧˶ˬ 

 ˸ ˧ˮ˯˥ˬˢ:  ˶˦˯˧ˠ˶ˢESP  s  ˫ˣ˵˧ˬ ˪˰ ˰˧˟˴ˬ-Stackˢ ˪˷ ˸˧ˮ˯˥ˬˢ ,Thread ˪˩˪˷ ˧ˮˣ˧ˠˢ .Thread   ˢ˧ˢ˸

˷˶˷ ˸˞ ˸˪˪ˣ˩ ˸˧ˮ˯˥ˬˢ˷ ˭ˣˣ˧˩ˬ ,ˣ˪˷ˬ ˸˧ˮ˯˥ˬ ˪˩˷ ˭ˣˣ˧˩ˣ ,˸ˣ˧˴˵ˮˣ˲ˢ ˪˩˪ ˸ˣ˞˧˶˵ˢ ˸˶Thread   ˡˣ˵ ˳˧˶ˬ

 ˢˮˣ˷ ˸ˣ˞˧˶˵ ˸˶˷˶˷ ˣ˪ ˷˧ ˢˮˣ˷ .˸˧ˮ˯˥ˬˢ ˪˰   

 ˪˩˪ ,ˢ˷˰ˬ˪Thread  s  ˸˞ ˸˸˶˷ˬ˷ ,˸˲˯ˣˮ ˸˧ˮ˯˥ˬ ˷˧-Kernelˢ ˪˷ ˸˧ˮ˯˥ˬ ˭˧˟ ˢˡ˶˲ˢˢ .-Thread  

ˢ ˪˷ ˸˧ˮ˯˥ˬ˪-Kernel  ˞  ˸˧ˮ˯˥ˬ ˵˶ ˢ˸˧ˢ ˣ˪˧˞ .ˢ˥˦˟˞ˢ ˧˪ˠ˰ˬ ˪˰ ˢ˶˧ˬ˷ ˸˟ˣ˦˪ ˢ˴ˣ˥ˮ  ˸˸˶˷ˬ˷ ˸˥

 ˸ ˣ˵˧ˮ˩˦˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ ˢ˧ˢ ,˫ˢ˧ˮ˷ ˸˞ ˢ˪ ˧ˡ˩ ˸ˣˮˣ˷ ˪˷ ˢ˞˷˶ˢ ˸ˬ˶˟ ˡˣ˵ ˳˧˶Kernel  ,ˢˬˠˣˡ˪ .

 s  ˪˷ ˸ˣ˧˴˵ˮˣ˲˷ ˨˩ ˸˧ˮ˯˥ˬˢ ˪˰ ˫˧˞˴ˬˮ˷ ˫˧˩˶˰ˢ ˸˞ ˨ˣ˶˰˪-Kernel    ˣ˧ˢ ˭ˢ˷ ˧˲˩ˬ ˫˧ˮˣ˷ ˫˧˩˶˰ ˣ˪˟˵˧

  ,˪˟˵˪ ˸ˣ˶ˣˬ˞ˢ ˪˷ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˞˧˶˵ˢ ˸˶˷˶˷˷ ˨˩ ˢ˶ˤ˥ ˸ˣ˟ˣ˸˩ ˪ˣ˸˷˪ ˣ˞-Kernel   ˫˧˧ˣ˯ˬ ˟˪˷˟ ˳˧˶˸

 s  ˪˷ ˡˣ˵-Thread x ˵ ˨˩ˣ , ˶ˣˬ˞˷ ˡ˟ ˳˶ˣˬ ˸ˣ˧ˢ˪-Userland  ˸ˣ˞˷˶ˢ˟ ˳˶ˣ˧Kernel . 

 ˣ˸ˣ˞˪ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˨˧˞ ,ˡ˥˞ ˰ˠ˶Thread  ˪  ˸˥˞ˣ ˣ˪ ˸˥˞ ,˸ˣ˧ˮ˯˥ˬ ˧˸˷-Kernel ˪  ˷˧ ˫˞ ,-Thread   ˵˶

 ˶˦˯˧ˠ˶ESP  ˡ˥˞  ? 

˲˪ ˞ˣ˶˵˪ ˨˶ˣ˴ ˷˧˷ ˫˰˲ ˪˩˟ ,˫ˡˣ˵ˢ ˵˶˲ˢˬ ˫˧˶˩ˣˤ ˫˸˞˷ ˧˲˩ˢ ˪˷ ˸ˣ˧˴˵ˮˣ-Kernel ˰˴ˣ˟ˬ ,Syscall  .

ˣ˯ˬ ˟˪˷˟˸˶˷˶˷˟ ˫˧˧  ˰˴ˣ˟ˬ ,˸ˣ˞˧˶˵ˢSysenter   s  ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˪˞-Kernelˢ ˰ˣ˴˧˟ ˧ˡ˩ ˨ˣ˸ . -

Sysenter  ˪˷ ˣ˩˶˰ ˱˪˥ˣˬ ,ESP ˢ ˪˷ ˸˧ˮ˯˥ˬˢ ˪˰ ˰˧˟˴ˬ ˞ˣˢ˷ ˨˩-Kernelˤˢ ˭˦˵ˢ ˵˧˶˦ˢ .  ˶˷˲˞ˬ ˢ

  .ˢ˥˦˟˞ˢ ˧˪ˠ˰ˬ ˫˧˶ˬ˷ˮ ˨˩ˣ ˸ˣ˧ˮ˯˥ˬˢ ˸ˡ˶˲ˢ ˸˞ 

˧ˮ˸˷ˬ ˵ ˣ˪ ˫˫˧˧˪ : ˪˩˷ ˨˩ˬ ˢ˞˴ˣ˸˩Thread ˯˥ˬ ˪˰˟ ˞ˣˢ˧ˮ ,˸˶˥˞ ˸˧ˮ  ˫˧ˮ˸˷ˬ˪ ˡˣˠ˧ˮ˟˷ ˵˧˯ˢ˪ ˭˸

 ˫˧˧˪˵ˣ˪ ˫˧ˮ˸˷ˬ ,˫˧˧˦˦˯ˣ ˫˧˧˪˟ˣ˪ˠ ï  ˸˧ˮ˯˥ˬˢ ˪˰ ˫˧˶ˬ˷ˮ ˫ˢ ˫ˠ˷ - ˪ ˫˧˲˸ˣ˷ˬ ˫ˮ˧˞Thread  ,˶ˬˣ˪˩ .˫˧

 ˫˞Thread  ˮ ˣ˲ ˢˬˠˣˡ˪ ˪˪ˣ˩ ˧ˬˣ˵ˬ ˢˮ˸˷ˬ ˶ˡˠˣˬ ˢ˩ˣ˸˟˷ ˢ˧˴˵i  ˸˞˪ˣ˪˪ ˯˵ˡˮ˧˞ ˶ˣ˸˟ ˷ˬ˷ˬˢfor ,  ˱ ˞ 

Thread  ˢˮ˸˷ˬˢ ˸˞ ˶˧˩ˬ ˣˮ˧˞ ˶˥˞i. 

˲˞˶˷   ˸ ˣˢ˸˪- ˢ ˪˩˪ ˱˸ˣ˷ˬ ˞ˣˢ ˭ˣ˶˩˧ˤˢ˷ ˣˮ˶ˬ˞ ˧˶ˢThread  ,˭ˣ˶˩˧ˤ˟ ˶ˣˤ˞ ˪˩ˢ ˨˯˟ ˞˧ˢ ˸˧ˮ˯˥ˬˢˣ ,˫˧

ˢ ˪˩˪ ˸˲˸ˣ˷ˬ ˢˮ˧˞ ˸˧ˮ˯˥ˬˢ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˨˧˞ ˨˩ ˫˞Thread ˫ˮˬ˞ ?˫˧ˢ ˪˩ ˪˷ ˸ˣ˧ˮ˯˥ˬˢThread  ˫˧

 ˸ ˧˦˶ˣ˞˧˸ ˭˩˪ˣ ,˭ˣ˶˩˧ˤ ˟˥˶ˬ ˣ˸ˣ˞˟ ˸ˣ˞˴ˬˮ Thread  ˨˞ ,˶˥˞ ˪˷ ˸˧ˮ˯˥ˬˢ ˸˞ ˸ˣˮ˷˪ ˪ˣ˩˧  ˧ˡ˩ ˧˷˰ˬ ˭˲ˣ˞˟
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 ˸ ˧ˮ˯˥ˬ˟ ˫˧˩˶˰ ˸ˣˮ˷˪  ,˸˧ˮ˯˥ˬˢ ˰˧˟˴ˬ .˸˧ˮ˯˥ˬˢ ˸˞˴ˬˮ ˭˩˧ˢ ˸˰ˡ˪ ˨˧˶˴ESP ˭˧˟ ˢˮ˸˷ˬ ,Thread  ˫˧

˪ ˦ˣ˷˲ ˞˪ ˭˩˪ˣ-Thread    .ˣ˪˷ ˢˮ˧˞˷ ˸˧ˮ˯˥ˬ˪ ˸˷ˠ˪ 

  ˭ˣ˶˩˧ˤ ˶ˣˤ˞Thread Local Storage    ˶ˣ˴˧˵˟)TLS( :  ˣˮ˪ ˷˧˷ ˣˮ˧˧ˬˡThread   ˟ˣ˷˧˥ ˰˴˟ˬ˷ ,ˣˢ˷˪˩

˷ˬ ˸ˣ˰˴ˬ˞˟ ˫˧˧ˣ˯ˬ ˞˴ˬˮ ˢˤˢ ˢˮ˸˷ˬˢ .˧˦˦˯ ˣ˞ ,˧˪˟ˣ˪ˠ ˢˮ˸ s  ˪˩ ˪˷ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞˟-Thread  ˫˧˩˧˧˷˷ ˫˧

 ˣ˸ˣ˞˪Process ˷ ˢˮ˩˯ ˷˧ˣ -Thread ˢ ˧˶˷˲˞ ˭ˣ˶˸˲ .ˢˮ˸˷ˬˢ ˪˷ ˣ˩˶˰ ˸˞ ˢˮ˷˧ ˣˢ˷˪˩  ˣ˸ˣ˞ ˶˧ˡˠˢ˪ ˞ˣ

 ˢˮ˸˷ˬ˩˧˪˵ˣ˪ , ˬˢ ˪˰ ˸ ˧ˮ˯˥ˢˮ˸˷ˬ ˶˧ˡˠˢ˪ ˣˮ˪ ˥ˣˮ ˡ˞ˬ ˫˧ˬ˰˲˪ ˪˟˞ ,  ˪ ˶˷˲˞ˬ ˶˟ˡˢ ,ˢˬˠˣˡ˪ .˧˪˟ˣ˪ˠ  ˪˩

.ˣ˧˪˞ ˸˷ˠ˪ ˡˣ˵˟˷ ˸ˣ˧˴˵ˮˣ˲ˢ   ˸ ˬ˧˧˵  ˨ˣ˸˟ ˢˮ˸˷ˬˢ ˸˞ ˶˧ˡˠˢ˪ ˞˧ˢˣ ,˸˲˯ˣˮ ˸ˣ˶˷˲˞TLSˬ ˰ˣˮˬ˪ ˨˩ˣ , -

Thread .ˣ˧˪˞ ˸˷ˠ˪ ˫˧˶˥˞ ˫˧ 

 ˸ ˣ˲˧ˡ˰ ˪˩˪ :Thread ˢ˷ ,˧ˢ˷˪˩ ˸ˣ˲˧ˡ˰ ˷˧-Scheduler  ˟ .ˡˣ˟˧˰ ˭ˬˤ ˸ˣ˴˵ˢ˪ ˧ˡ˩ ˢ˟ ˷ˬ˸˷ˬ -Windows  

 ˶˲˯ˬ ˞˧ˢ ˸ˣ˲˧ˡ˰ˢ ˭˧˟0-31˲˯ˬ ˶˷˞˩ , ˶ ˸ˣ˧ ˢˣ˟ˠ ˶ ˡ˰ ˣ˸ˣ˰ˬ˷ˬ  ˸ˣ˵˪˥˸ˬ ˸ˣ˧ˣ˲˧ˡ˰ˢ .˶˸ˣ˧ ˢˢˣ˟ˠ ˸ˣ˲˧

 ˭˧˟ ˫ˣ˥˸ˢ :˫˧ˬˣ˥˸ ˧ˮ˷˪0-15  ˭˧˟ ˫ˣ˥˸ˢ ,˸ˣ˪˧ˠ˶ ˸ˣ˧ˣ˲˧ˡ˰˪ ˡ˰ˣ˧ˬ16-31  ˪  ˡ˰ˣ˧ˬ-Thread  ˫˧˩˧˶˴˷ ˫˧

˷ ˸ˣ˰ˬ˷ˬˢ .˸ˬ˞ ˭ˬˤ˟ ˳ˣ˶˪ˢ˷ ˥˦˟ˣˬ ˸ˣ˧ˢ˪ ˟˧˧˥˷ ˞˧ˢ ˸ˬ˞ ˭ˬˤ˟ ˢ˴˧˶ ˪-Thread ˪˩ ˡ˟˰ˬ ˭ˬˤ ˪˟˵˧  

˞ ,˶ˡˠˣˬ ˭ˬˤ ˵˶˲˧ˢ˪ ˪ˣ˪˰ ˸˶˥ˠˣˡ˪ .˪˷˩ ˸ˣ  ,˸˷˶ ˯˧˦˶˩˪ ˶˟ˣ˥ˬ ˸˶˷ˢ .˦ˮ˶˦ˮ˧˞ ˸˶˷ ˪˰ ˟ˣ˷˥ˮ ,ˢˬ

  ˪ˡˣˠ˟ ˭ˣ˶˩˧ˤ ˶ˣˤ˞˪ ˶˟˰ˣˬ ˸˷˶ˢ ˯˧˦˶˩ˬ ˰˧ˠˬ˷ ˰ˡ˧ˬˢ .ˣ˪ ˟˧˷ˢ˪ˣ ˥ˮ˰˲˪ ˨˧˶˴ ˸˶˷ˢ˷ ˰ˡ˧ˬ ˣ˪ ˶˧˟˰ˬ˷

 ˫ ˞ .˫˧˧ˣ˯ˬ ˶˩˧ˤˢ ˶ˣˤ˞ ,˶ˡˠˣˬ ˭ˬˤ ˵˶˲ ˪˩ ˸˷˶ˢ ˯˧˦˶˩ˬ ˰ˡ˧ˬˢ ˸˞ ˨ˣ˷ˬ˧ ˞˪ ˸˶˷ˢ  ˰ˡ˧ˬˢ ,˞˪ˬ˸˧ ˭ˣ

 ˧ ˧ ˰˧ˠˬ˷ ˷ˡ˥ˢ ˪˲˦˪ ˪˩ˣ˧ ˞˪ ˸˶˷ˢˣ ˡˣ˟˧˞˪ ˨˪˞˪ ,ˣ˟   ˶ˬˣ˪˩ .˰ˡ˧ˬˢ ˡˣ˟˧˰˪ ˣ˴˵ˣ˧ ˡ˟˰ˬ ˧˟˞˷ˬ ˢˬ˩ ˢˮ˷ˬ

 ˡˣ˰˟Thread ,˵˲˯ˬ ˡ˟˰ˬ ˭ˬˤ *˰˴ˣˬˬ˟* ˪˟˵˪ ˫˧˩˧˶˴ ˪˧ˠ˶ ˭˲ˣ˞˟ ˫˧˴˶˷ ˫˧Thread˫˧˴˶˷ ˫˧    ˸ˬ˞ ˭ˬˤ˟

  .˶ˡˠˣˬ ˭ˬˤ ˵˶˲ ˪˰ ˡ˟˰ˬ ˭ˬˤ ˪˟˵˪ ˫˧˩˧˶˴ 

 l ˰ˢ ˭˧˟ ˶˷˵ ˷˧ ˪˷ ˸ˣ˲˧Thread  ˪˷ ˸ˣ˲˧ˡ˰˪Process   s  ˣ˧˪˞-Thread   ˣˮ˶˟˯ˢ ˫˶˦˷ ˭ˣˣ˧˩ˬ ˫˪ˣ˞ ,˨˧˧˷

 ˣˢˬProcess .˶˟˯ˢˢ ˫˰ ˦˰ˬ ˭˧˸ˬˮ , 

 s  ˪˷ ˫˧˟˞˷ˬˢˬ ˵˪˥˷ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ,ˢˮˣ˸˥˸ˢ ˢ˶ˣ˷˟Thread ˩ ˣ˧ ˞˪ ˫ˢ ˫˞ .˫˧˲˸ˣ˷ˬ ˣ˧ˢ˧ ˫˧  ˱˸˷˪ ˣ˪

 ˪˷ ˢ˵˪˥ ˢ˴˧˶ ˪˟˵˪ ˫ˣ˵ˬ˟ ,˫ˢ˧ˮ˧˟ ˫˧˟˞˷ˬˢThread ˫ ˧˵˪ˣ˥˷ ˫˧  ˸ ˞ ˫ˢ˧ˮ˧˟   ˱˯ˣ˞ ˪˟˵ˮ ,ˢˡˣ˟˰ˢ

Thread .˨ˬ˯ˬˢ ˪˷ ˢ˯˶ˠ ˢ˸ˣ˞ ˪˰ ˫˧ˡ˟ˣ˰ ˞˪ˣ ˢˤ˪ ˢˤ ˫˧˩˥ˬ ,ˢˤ˟ ˢˤ ˫˧˷ˠˮ˸ˬ˷ ˫˧ 

 ˭˧˟ ˫˧˲˸ˣ˷ˬ ˫ˮ˧˞˷ ˫˧˟˞˷ˬThread  ˪˷ ˫˧

 ˣ˸ˣ˞Process 

  ˭˧˟ ˫˧˲˸ˣ˷ˬ ˫˧˟˞˷ˬThread  ˣ˸ˣ˞ ˪˷ ˫˧

Process 

  ˰˧˟˴ˬˣ ˡˣ˵ˢ ˰˧˟˴ˬ ˸˧˲˧˴˲˯ .˫˧˶˦˯˧ˠ˶ ˧˩˶˰

˸˧ˮ˯˥ˬˢ 

˸˧) ˭ˣ˶˩˧ˤ  ˫˧˟˞˷ˬˢ ˶  ˨˩ˬ ˫˧˶ˤˠˮ ˢ˪˟˦˟

ˢ˷ (˱˸ˣ˷ˬ ˞ˣˢ ˭ˣ˶˩˧ˤ 

Thread Local Storage  ˭ˣ˶˩˧ˤHeap 

Thread ID  s ˴˶ˢ ˡˣ˵ 

 ˸ ˣ˲˧ˡ˰  ˫ ˧˧˦˦˯ˣ ˫˧˧˪˟ˣ˪ˠ ˫˧ˮ˸˷ˬ 

˷ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞ ˶˷˞˩ - Multi Threads   ˣ˧ˢ˧ ˫˧˟˞˷ˬˢ ˵˪˥˷ ˨˩˪ ˠ˞ˡ˧˷ ˭ˣˮˠˮˬ˪ ˵ˣ˵ˤ ˨˞ ˞˪˲ˮ ˭ˣ˧˰˶ ˞ˣˢ

˟ ˭ˣˡ˪ ˭ˬˤˢ ˢˤ ,˫˧˲˸ˣ˷ˬProcess .˫˧ 
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4.3  ˫˧˩˧˪ˢ˸- Processes 

-sProcess ˢ ˪˪˩˪ ˫˧˲˸ˣ˷ˬˢ ˫˧˟˞˷ˬˢ ˪˩ ˸˞ ˪˧˩ˬ-Threads    ˭ˣ˶˩˧ˤˢ ˪˩ ,ˢˬˠˣˡ˪ .ˢˮ˩ˣ˸ˢ ˢ˸ˣ˞ ˪˷

ˢ ˪˩˪ ˨˧˧˷˷-Thread  ˪˷ ˫˧Word ˧ˢ˧ ,˨ˬ˯ˬ ˣ˸ˣ˞ ˪˰ ˫˧˥ˣ˸˲˷ ˸˥˸ ˢProcess    ,˨˩˪ ˟˪ ˣˬ˧˷ .ˡ˥˞

 ˨ˬ˯ˬ ˥˸˲ˮ ˫˞˷Word  ˣ˪ ˢ˧ˢ˧ ˱˯ˣˮProcess    ˫˰ ˡ˥˞Thread ˫˧ ˶ ˥˞ .˫˧ 

 s  ˸˞ ˸ˣˬˡ˪ ˶˷˲˞-Process  ˪˷ ˪˩˧ˬ˪Thread  ˫˧˩˧˶˴˷ ˢˬ ˪˩ ˸˞ ˪˧˩ˬ ˪˩˧ˬˢ .˫˧Thread  ˪˧˟˷˟ ˫˧

˳ˣ˶˪ -   .ˣ˪˴˞ ˫˧ˤ˩ˣ˶ˬ ˣ˧ˢ˧ ˫˧˲˸ˣ˷ˬˢ ˫˧˟˞˷ˬˢ ˪˩ 

 

 ˷  ˭ˣˣ˧˩-Process  ˪˩ .ˣˬ˴˰˟ ˡˣ˵ ˳˧˶ˢ˪ ˸ˣ˶˷˲˞ ˣ˪ ˭˧˞ ,˪˩˧ˬ ˵˶ ˞ˣˢProcess   ˟˧˧˥Thread   ˸ˣ˥˲˪ ˡ˥˞

˞ ˫˧˪˧ˬ˟ .ˡˣ˵ˢ ˸˞ ˳˧˶˧˷  ˪˰ ˫˧˵˧˪˵ˬ ˣˮ˥ˮ˞ ˶˷˞˩ ,˸ˣ˶˥ ˢˮ˩ˣ˸ ˥˸˲ˮ ,ˢ˸ˣ˞ ˳˧˶ˢ˪ ˧ˡ˩Process   ˷ˡ˥

 ˸ˣ˥˲˪ ˪˧˩ˬ˷Thread  ˢ ˣˢˤ .ˡ˥˞ -Main Thread ˶ˣ˴˧˪ ˭˸˧ˮ ˣˮˬˬ ,Thread .˫˧˲˯ˣˮ ˫˧ 

 ˪˩Process ˢ ˪˩ ˫˰ ˵˪ˣ˥ ˞ˣˢ ˫˸ˣ˞ ,˫˧˟˞˷ˬ ˱˯ˣ˞ ˪˟˵ˬ ˥˸˲ˮ˷ ˷ˡ˥Thread ˨ ˞ .ˣ˪ ˷˧˷ ˫˧   ˫ˢˬ

 ?˫˧˟˞˷ˬ ˫˸ˣ˞ 

 ˵˸˰ˣˬ˷ ˢ˴˶ˢ ˡˣ˵ ˪-RAM:  ˫˧˪˧˰˲ˬ ˣˮ˥ˮ˞ ˶˷˞˩Process  s  ˪˩ ,˫˧˧ˣ˯ˬ-Thread  ˪˧˰˲ˬ ˞ˣˢ˷ ˫˧

 ˪˩ .ˡˣ˵ˢ ˣ˸ˣ˞ ˸˞ ˫˧˵˪ˣ˥Thread   ˶ˣ˟˰ ˢˬˠˣˡ˪ ,ˡˣ˵ˢ ˪˷ ˶˥˞ ˵˪˥˟ ˷ˬ˸˷ˢ˪ ˪ˣ˩˧Word  ˢ˧ˢ˧Thread  

ˣ ˸ˣ˧˞ ˸˵˧ˡ˟ ˰˴˟ˬ˷ ˡˣ˵ˢ ˰˦˵˟ ˷ˬ˸˷ˬ˷-Thread   ˟ ˬ˷ ˡˣ˵ˢ ˰˦˵˟ ˷ˬ˸˷˧ ˶˥˞  ˨ˬ˯ˬˢ ˪˷ ˢ˶˧ˬ˷ ˰˴

  .˥˧˷˵ˢ ˵˯˧ˡ˪ 

Thread :˸ˣ˥˲˪ ˡ˥˞  ˶ˣˬ˞˩Process   ˭˩ ˪˰ .ˡˣ˵ ˣˬ˴˰˟ ˳˧˶ˢ˪ ˪ˣ˩˧ ˣˮ˧˞ˣ ,˫˧˟˞˷ˬ ˪˷ ˱˯ˣ˞ ,˪˩˧ˬ ˵˶ ˞ˣˢ

 ˪˩Process  ˫˰ ˥˸˲ˮThread ˢ ˪˩ .˸ˣ˥˲˪ ˡ˥˞-Thread ˪˷ ˫˧Process ˢ ˪˷ ˫˧˟˞˷ˬ ˫ˢ-Process . 

 :˭ˣ˶˩˧ˤ ˸˞˴˵ˢ  ˪˩Process  ˢ ˪˩ ˫˰ ˵˪ˣ˥ ˞ˣˢ˷ ,˭ˣ˶˩˧ˤ ˪˷ ˸ˣˬ˩ ˪˟˵ˬThread-˫˧˞˴ˬˮ˷ ˫˧  ˧˩ .ˣ˧˸˥˸  ˭ˣˣ

ˣ˩ˬ ˞˷ˣˮˢ˷ ,ˡ˥ˣ˧ˬ ˵˶˲˟ ˢ˯  .˸˰˩ ˨˩ ˪˰ ˟˧˥˶ˮ ˞˪ 

 ˸ ˣ˲˧ˡ˰:  ˪˷ ˸ˣ˧ˣ˲˧ˡ˰ ˪˰ ˣˮ˶˟˧ˡ ˶˷˞˩ ˶˟˯ˣˢ ˸ˣ˲˧ˡ˰ˢ ˞˷ˣˮThread ˫ ˧ ˪  .-Process  ˸ˣ˧ˢ˪ ˢ˧ˣ˷˰ ˫˧ˮˣ˷ ˫˧

 ˢˬˠˣˡ˪ ,ˢˮˣ˷ ˸ˣ˲˧ˡ˰Process x ˢ˧ˮ ˸ˣˬ˧˷ˬ ˫˧˰˴˟ˬ˷ ˫˧  ˸ˣ˲˧ˡ˰ ˪˟˵˪ ˫˧˩˧˶˴ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˶ˣ˟˰ ˪

 ,˶˷˞ˬ ˶˸ˣ˧ ˢˢˣ˟ˠ    ,ˢˬˠˣˡ˪Process  ˣ˶˩ ˪˷ ɣ ˧˴ˬ˷ ˫  s  ˪˩ .˟ˣ˧˦ˣ˧ ˭ˣ˦˶˯-Thread  ˣ˸ˣ˞ ˸˥˸ ˫˧˞˴ˬˮ˷ ˫˧

Process    .˫ˢ˪˷ ˸ˣ˲˧ˡ˰ˢ ˸˞ ˸ˣˮ˷˪ ˭˸˧ˮ ˢ˴˧˶ ˧ˡ˩ ˨ˣ˸ ˨˞ ,˸˧˯˧˯˟ˢ ˸ˣ˲˧ˡ˰ˢ ˸ˬ˶ ˸˞ ˣˮˬˬ ˫˧˷˶ˣ˧

 ˨ˣ˲ˢ˪ ˭˸˧ˮ ˢˬˠˣˡ˪Thread   ˸ˣ˲˧ˡ˰ ˸ˬ˶˪˪ ˣ˪˧˲˞ ˣ˞ ,˰˵˶˟ ˢ˴˧˶ ˪˷ -IDLE   ˸ˣ˲˧ˡ˰ˢ ,˶˟ˡ ˰˴˟ˬ ˣˮ˧˞)
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ˢ ˸ ˧ˮ ˫ˠ ˨˞ ,(˶˸ˣ˧˟ ˢ˩ˣˬˮ ˪  ˭ ˪˷ ˸ˣ˲˧ˡ˰ˢ ˸˞ ˸ˣ˪˰ˢThread  ˸ˣ˲˧ˡ˰˪ ˶˟˰ˬ ˣ˪˧˲˞ ˸ˬ˧˧ˣ˯ˬ ˢˡ˧ˬ˟ ˫˧

ˢ ˪˷ ˯˧˯˟ˢ-Process . 

ˢˢˤˬ  ˧ ˡˣ˥˧˧ PID:   ˪˩˪Process  ˧ ˡˣ˥˧˧ ˢˢˤˬ ˶˲˯ˬ ˷˧-  Process ID ˶ˣ˴˧˵˟ ˣ˞ ,PID  ˨˩˟ ˫˸ˮ˥˟ˢ ˧˪ˣ˞ .

 ˫˰ ˫˸ˡ˟˰ ˶˷˞˩Process Explorerˢ ,-PID  .˫˧˶ˣ˦ˢ ˡ˥˞˟ ˠ˴ˣˬ 

˸˪˟˦ Handle Table :˧ˮˮ˷ ˥-Process   ˭ˣˠ˩ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˦˵˧˧˟ˣ˞ ˣ˞ ˸˩˶˰ˬ ˟˞˷ˬ˪ ˸˷ˠ˪ ˢ˴ˣ˶

 ˞˶˵ˮ˷ ˦˵˧˧˟ˣ˞ ˨˶ˡ ˞˪˞ ,˸ˣ˶˧˷˧ ˸˞ˤ ˸ˣ˷˰˪ ˶˷˲˞ ˧˞ .(˸ˣ˲˯ˣˮ ˸ˣ˞ˬˠˣˡ ˶˧˩ˮ ˨˷ˬˢ˟) ˳˟ˣ˵Handle  .

˟ ˶˟˩ ˣˮ˪˵˸ˮ-Handle  ˸ˮ˩˸˪ ˣˮˡˬ˪ ˶˷˞˩WinAPI ˢ˧˴˵ˮˣ˲ˢ ,CreateFile ˪ ˢˬˠˣˡ ˞˧ˢ  ˢ˧˴˵ˮˣ˲

ˤ˥ˬ˷ ˢ˶˧Handle .  ˪˩˪Process ˢ ˪˩ ˫˧˶ˣˬ˷ ˢ˟ ˢ˪˟˦ ˷˧-Handle .ˣ˸ˣ˷˶˟ ˷˧˷ ˫˧ 

 ˢ˥˦˟˞ ˸˞˷˶ˢSecurity Token:   ˪˰ ˸ˣ˷˶ˡˮ˷ ˢ˥˦˟˞ˢ ˸ˣ˞˷˶ˢ ˪˷ ˢˬ˧˷˶ ˸˶ˬˣ˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ

  ˪˩˪ .˟˞˷ˬ ˪˩˪ ˸˷ˠ˪ ˸ˮˬProcess   ˷˧Security Token  ˪˷ ˢ˞˷˶ˢˢ ˸ˬ˶ ˧˲˪ ˸ˣ˥˲˪ ˸ˣ˧ˢ˪ ˨˧˶˴˷ ,

˧˷˶˟ ˟˞˷ˬ .ˣ˧˪˞ ˸˷ˠ˪ ˧ˡ˩ ˢˬ 

 ˟ ˣ˷˥ ˧˴˪ ˪  ˸˧˲˧˴˲˯ ˫˧˩˧˧˷˷ ˫˧˶˟ˡ ˵˶ ˫ˢ ˣˤˢ ˢˬ˧˷˶˟ ˫˧˞˴ˬˮ˷ ˫˧˶˟ˡˢ˷ ˭˧-Process   ˫ˮ˷˧ .˫˧˧ˣ˯ˬ

 ˶˲˯ˬ˷ ˫˧˟˞˷ˬProcess ,ˢˬˠˣˡ˪ .ˣˤ ˢˬ˧˷˶˟ ˫˧˞˴ˬˮ ˫ˮ˧˞ ˫ˢˣ ˫ˢ˧ˮ˧˟ ˵ˣ˪˥˪ ˫˧˪ˣ˩˧ ˫˧Process  ˫˧

ˣ˩˧ ˠˣ˯ˬ ˡˣ˵ ,ˢˬˠˣˡ˪ .˨˷ˬˢ˟ ˨˩ ˪˰ ˡˬ˪ˮ ,˭ˣ˶˩˧ˤ ˵ˣ˪˥˪ ˫˧˪DLL ˷ ˷ˣˬ˧˷˪ ˡ˰ˣ˧ˬ˷ ˡˣ˵ ˞ˣˢ  ˶˲˯ˬ ˪

Process  ˨ˣ˸˟ ˞˪ ˫˧˶ˡˠˣˬ˷ ˫˧ˮ˸˷ˬ ˫ˮ˧ˢ˷ ,ˢ˟˧˟˯ ˧ˮ˸˷ˬ ,ˢˬˠˣˡ˪ .ˡ˥ˣ˧ˬ ˵˶˲ ˞˷ˣˮ˪ ˷˧ˡ˵ˮ .˪˧˟˵ˬ˟ ˫˧

ˣ˸ˢ ˸ˡˣ˟˰ ˭˲ˣ˞˟ ˫˧ˮˣ˷ ˫˧˶˟ˡ ˰ˣ˟˵˪ ˫˧˶˷˲˞ˬˣ ,˷ˬ˸˷ˬˢ ˧ˡ˧ ˪˰ ,ˢ˪ ˳ˣ˥ˬ ˞˪˞ ˢˮ˩ˣ˸ˢ.ˢˮ˩ 

˪˧ˠ˶˸ 4.1 ˶˵˥ˬ ˫˧˟˞˷ˬ ˪˷ Process 

 ˣ˥˸˧˲Process Explorer ˣ˶˥˟ ,Process ˟˰ ˣ˞˴˧ˬˣ ˣˢ˷˪˩ˢ ˫˧˟˞˷ˬˢ ˸˞ ˣ˶ˣ :˫˧˞˟ 

- s-PID  x ˪˷ 

-  x ˪˷ ˸ˣ˲˧ˡ˰ˢ 

- ˢ ˪˩-Handle ˫ ˧  ˣ˪ ˷˧˷ ,˭ˣ˸˥˸ ˨˯ˬ)CTRL+H ( 

-  ˢ˴˶ˢˢ ˳˟ˣ˵ˢ ˳˟ˣ˵)-exe ˪ ˭˰˦ˮ˷-RAM  ˪  ˨˧ˣ˷ˬ˷ˣ-Process (  . ˢ ˪˰ ˣ˵˧˪˵ˢ-Process   ˣ˞˴˧ˬˣ

 ˟˞˦ ˸˥˸"Image" 

- ˢ ˪˩-Thread x ˪˷ ˫˧ 

-  ˣ˶˥˟Thread  ˸˞ ˣ˞˴˧ˬˣ ˧˲˧˴˲˯ˣ˪˷ ˸ˣ˲˧ˡ˰ˢ . 

˩ˡ˷˪ ˪˩ˣˮ ˸˰˶˟˯ˢˢ ˸˞ ˠ˶    ˪˷ ˪ˡˣˬ˟ ˣˮ˶˴˰ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˪ˣ˰˲ ˭˲ˣ˞ ˪˰ ˣˮ˪˷Multi-Threads  ˣ˟˷ ,

 ˶˲˯ˬThreadˢ ˠ˷ˣˬ .ˢˤ ˫˰ ˢˤ ˫˧˟˞˷ˬ ˱ˣ˸˧˷ ˨ˣ˸ ˪˧˟˵ˬ˟ ˪ˣ˰˲˪ ˫˧˩˧˶˴ ˫˧-Process  ˢˮˣ˰  ˢ˪˞˷ˢ ˪˰

 .˫˧˟˞˷ˬˢ ˱ˣ˸˧˷ ˰˴˟˸ˬ ˡ˴˧˩ 
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 ˫˧˴˧˶ˬ ˣˮ˥ˮ˞ ˶˷˞˩Process˪˟˵ˬ ˞ˣˢ ,   ˷ ˬˢ ˪˩ ˸˞ ˬ ˬ ˫˧˷˶ˡˮˢ ˫˧˟˞ˢ .ˢ˪˰˲ˢˢ ˸˩˶˰Process   ˥˸ˣ˲

 ˶˲˯ˬThread ˪˩ .˫˧˟˞˷ˬˢ ˸˞ ˫˧˵˪ˣ˥ ˫˪ˣ˩ˣ ,ˣ˪ ˷˶ˡˮ˷ ˧˲˩ ˫˧Thread  ˧˟˞˷ˬ ˪˟˵ˬCPU    ,ˣ˶ˣ˸˟

 ˧ˡ˧ ˪˰ ˰˟˵ˮ˷Scheduler  .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ 

 ˭˧˟ ˫˧˪ˡ˟ˢˢ ˸˞ ˫˩˯ˮProcess xThread- : 

Thread Process 

ˢˬ ˫˧˟˞˷ˬ ˷˶ˣ˧-Process ˟˵ˬˬ ˪ ˬ  ('ˣ˩ˣ ˭ˣ˶˩˧ˤ) ˫˧˟˞˷ˢ˪˰˲ˢˢ ˸˩˶˰ˬ 

 ˫˰ ˫˧˟˞˷ˬ ˱˸˷ˬThread  ˣ˸ˣ˞ ˸˥˸ ˫˧˶˥˞ ˫˧

Process 

 ˫˰ ˫˧˟˞˷ˬ ˱˸˷ˬ ˞˪Process ˫ ˧˶˥˞ ˫˧ 

 l ˣ˵ ˳˧˶ˬ   ˥ˣ˸˲˪ ˟˧˧˥ ,˳˶˷ ˡˣ˵ ˣ˪ ˭˧˞Thread 

 ˣ˪ ˢ˧ˢ˧˷ ˟˧˧˥Process  x ˸ˣ˞ ˶ˣ˴˧˧˷ ˡ˥˞  ˢˬ˩ ˪˧˩ˢ˪ ˪ˣ˩˧Thread ˫ ˧ 

4.4  ˫˧˩˧˪ˢ˸ ˧ˣ˟˧˶- Multi-Process 

˷ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞Thread- ˫ ˧  ˷ ˣ˸ˣ˞˪ ˫˧˩˧˧˷Process ˢ ˪˷ ˫˧˟˞˷ˬˢ ˸˞ ˫ˢ˧ˮ˧˟ ˫˧˵˪ˣ˥-Process  ˫˪ˣ˞ ,

Process  ˭ˣˣ˧˩ ,˸ˣ˧˰˟ˢ ˪˩ ˸˞ ˶˸ˣ˲ ˞˪ ˡ˧˥˧    .˸˧ˮˬˤ ˣ˟ ˸ˣ˴˶ˣˬ ˸ˣ˧ˢ˪ ˸ˣ˩˧˶˴ ˸ˣ˟˶ ˸ˣˮ˩ˣ˸˷ 

 ˫˰ ˢˡˣ˟˰ ˭˟ˣˬ˩ ˞ˣˢ ˭ˣ˶˸˲ˢProcess ˪˩ .˸˧ˮˬˤ ˣ˟ ˫˧˟˶ ˫˧Process  ˣ˥ˮˢ ˫˧˟˞˷ˬˢ ˸˞ ˪˟˵˧  ˳ˣ˶˧ˣ ˣ˪ ˫˧˴

˲ˮ ˭˲ˣ˞˟ ˶l ˢˬ-Process  .˫˧˶˥˞ˢ ˫˧ 

 ˪˷ ˢ˪ˣ˰˲ˢ ˭˲ˣ˞ ˸˞ ˷˧˥ˬˬ ˞˟ˢ ˶ˣ˧˞ˢProcessˣ ˫˧Thread-  ˶ˣ˧˞˟˷ ˸˩˶˰ˬ˟ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˥˸ ˫˧

 ˧ˮ˷ ˫˧ˬ˧˧˵Process˫˧:  l ˥˞  ˫ˣ˶˩ ˶ˣ˟˰ ˧ ˮ˷ˣ   ˶ˣ˟˰Word ˪˩˪ .Process   ˶˲˯ˬ ˷˧Thread  ˶ˣ˥˟˪ ˧ˡ˩ .˫˧

 s  ,ˡ˟˰ˬˢ ˭ˬˤ ˸˞ ˪˟˵ˬ ˧ˬ -Scheduler  ˶ ˣ˟ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ˢ ˸˞ ˶Process  ˢ ˸˞ ˣ˩ˣ˸˟ˣThread . 
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 ˧ˣ˟˧˶ ˭˧˟ ˪ˡ˟ˢ˟ ˫˩˯ˮThread ˧ˣ˟˧˶˪ ˫˧Process ˧ˣ˟˧˶˟ :˫˧Threadˢ ˪˩ ˫˧Thread  ˟˥˶ˬ˪ ˫˧˷ˠ˧ˮ ˫˧

ˢ ˭˧˟ ˪ˡ˟ˢˢ .ˢ˴˶ˢ ˡˣ˵ ˣ˸ˣ˞ ˫˧˧˵ ˣ˟ ˭ˣ˶˩˧ˤ-Thread  ˭˩ ˣˬ˩ .˫˧˞˴ˬˮ ˫ˢ ˢ˟˷ ˡˣ˵˟ ˢˡˣ˵ˮ˟ ˶˵˧˰˟ ˞ˣˢ ˫˧

˞˷ˬˢ ˸˧˟˶ˬˢ ˫ˢ˪˷ ˫˧˟ˬ ˶˟ˡˢ ,˫˧˲˸ˣ˷ˬ ˫˷ ˨˩˟ ˢˬˠˣˡ˪ ˞˦˟˸Thread-    ˧˪˟ˣ˪ˠ ˢˮ˸˷ˬ ˸ˣˮ˷˪ ˪ˣ˩˧

 ˧ ˡ˧ ˪˰ ˶ˡˠˣˢ˷ Thread   .˶˥˞ 

 ˧ˣ˟˧˶˟Processˢ ˪˩˪ ˞˪ ,˫˧Process-  ˧ˮ˷˷ ˟˴ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ,˶ˬˣ˪˩ .ˡˣ˵ˢ ˣ˸ˣ˞ ˸˞ ˥˶˩ˢ˟ ˷˧ ˫˧

Process l ˟ .ˠ˧˶˥ˢ ˟˴ˬˢ ˣˢˤ ˨˞ ,ˡˣ˵ ˣ˸ˣ˞ ˸˞ ˫ˢ˪ ˷˧ ˤ˞ˣ ,˫ˣ˶˩ ˫˧˴˧˶ˬ ˫˧  ˪˪˩ ˨˶Process  ˫˧ˮˣ˷ ˫˧

˶ˬˣ˷ ˡˣ˵ ˫˧˴˧ ˪˩˪ ˭˩ ˣˬ˩ .˫˧ˮProcess  ˢˮˣˣ˩ˢ ˶˷˞˩ ,˫˧ˮˣ˷ ˫˧˟˞˷ˬ ˷˧   ˨˞ .ˢˮˣ˷ ˭ˣ˶˩˧ˤ ˟˥˶ˬ˪ ˶˵˧˰˟

 ˷  ˶ˬˣ˞ ˶˟ˡˢ ˫˞ˢ-Process  ˸˞ˤ ˢ˪˞˷ ˪˰ ?˭ˣ˶˩˧ˤ ˱˸˷˪ ˫˧˪ˠˣ˯ˬ ˫ˮ˧˞ˣ ˢˤˬ ˢˤ ˡ˶˲ˮ˟ ˭˧˦ˣ˪˥˪ ˫˧˴˶ ˫˧

 .˟ˣ˶˵˟ ˢˮ˰ˮ 

4.5  ˰ˣ˴˧˟Context Switch 

˥ˮˣˬˢ ˪˷ ˸ˣ˰ˬ˷ˬˢ Context Switch  ˪˩" ˞˧ˢ˴˷ ˫˧˶˟ˡˢ  ˢˬ˧˷ˬˬ ˶ˣ˟˰˪ ˸ˮˬ ˪˰ ˰˴˟˸ˢ˪ ˫˧˩˧˶

  ,ˢˬˠˣˡ˪ ."˸˶˥˞ ˢˬ˧˷ˬ˪ ˸ˣ˷˰˪ ˨˶˦˴ˮ ,˦˶ˣ˲˯ ˭ˣˬ˧˞ ˶˥˞˪ ˫˧˶˟˥ ˫˰ ˧ˣ˪˧˟ ˣˮ˪ ˷˧ ˫˞Context Switch  

  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˭ˬˤ ˫ˠ ˥˵ˣ˪ ,˫˧ˡˠ˟ ˱˧˪˥ˢ˪ˣ ˥˪˵˸ˢ˪ ˭ˬˤ ˥˵ˣ˪˷ ˣˬ˩ .˫˧ˡˠ˟ ˸˲˪˥ˢˣ ˸˥˪˵ˬ ˪ˣ˪˩˧˷

 ˰˴˟˪Context Switch ˢ˷ ˸ˣˬ˧˷ˬ ˭˧˟ .˰˴˟˪ ˢ˩˧˶˴ ˞˧   ˢ˩˧˶˴ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˫˧˶˟ˡ˟ ˭ˣˡˮ ˢˤ ˵˪˥˟

  ˧ˡ˩ ˰˴˟˪ ˸ˣ˷˰˪Context Switch  ˭˧˟Thread .˫˧ 

 ˸˰˴˟ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˥˧ˮˮContext Switch   ˭˧˟Thread ˣ˸ˣ˞ ˪˷ ˫˧Process  ˸˩˶˰ˬ˷ ˫˧˶˟ˡˢ ˢˬ .

 ?˸ˣˮ˷˪ ˢ˩˧˶˴ ˢ˪˰˲ˢˢ 

 ˭˧˟ ˪ˡ˟ˢˢ ˶˵˧˰˷ ˣˮ˧˞˶Thread˧ˠ˶˟ ˷˧˷ ˫˧˩˶˰ˢ ˞ˣˢ ˫˧ ˩ ˶˰ˬ˷ ˭ˬˤ˟ .˫ˢ˪˷ ˫˧˶˦˯  ˸˰˴˟ˬ ˢ˪˰˲ˢˢ ˸

 ˭˧˟ ˢ˲˪˥ˢThread ˣ˸ˣ˞ ˪˷ ˫˧Process  ˷˧˷ ˫˧˩˶˰ˢ ˸˞ ˡ˴˟ ˶ˣˬ˷˪ ˢˤ ˸ˣ˷˰˪ ˢ˩˧˶˴ ˞˧ˢ˷ ˢˬ ˪˩ ,

˪ ˫˧ˬ˧˞˸ˬˢ ˫˧˩˶˰ˢ ˸˞ ˫˧˶˦˯˧ˠ˶ˢ ˪˞ ˭ˣ˰˦˪ˣ ˫˧˶˦˯˧ˠ˶˟Thread-   ˫˧˷ˡ˥ˢ ˫˧˩˶˰ˢ˷ ˰ˠ˶˟ .˷ˡ˥ˢ

 ˪˷ ˨˶˰ˢ ˫ˠ ,˫˧ˮˣ˰˦EIP ˸˷ˬ˩ ˢˮ˵˲ˢ ˪˰ ˰˧˟˴ˬ ˞ˣˢ˷ ˨ˢ˷ ˢ˞˟ˢ ˢˡˣThread-   ˳˧˶ˢ˪ ˨˧˶˴
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ˢ˷ˣThread-  ˬˢ ˭ˬˤ˷ ˸ˬˡˣ˵ˢ ˫˰˲˟ ˢ˟ ˶˴˰ ˪˷ ˨˶˰ˢ .ˣ˪ ˭˸˧ˮ ˡ˟˰ESP   s  ˨˩ˣ ˢˮ˸˷ˬ ˞ˣˢ ˫ˠ-Thread  

ˢ˷ ˸ˬˡˣ˵ˢ ˫˰˲ˢ ˤ˞ˬ ˧ˣˮ˧˷ ˞˪˪ ˢ˶˸ˣˮ˷ ,ˣ˪˷ ˸˧ˮ˯˥ˬ˪ ˢ˷˧ˠˢ ˸˞ ˢ˶ˤ˥ ˪˟˵ˬ ˷ˡ˥ˢ-Thread  .˳˶ 

 ˰ˣ˴˧˟ ,˶ˬˣ˪˩Context Switch  ˭˧˟Thread ˣ˸ˣ˞ ˪˷ ˫˧Process   ˸˞ˤ ˸ˣ˶ˬ˪ ˨˞ ˭ˬˤ ˸˷˶ˣˡ˷ ˢ˪ˣ˰˲ ˞ˣˢ

 .ˡ˥ˣ˧ˬ˟ ˸˩˟ˣ˯ˬ ˢˮ˧˞ 

˟ ,˸˞ˤ ˸ˬˣ˰˪ ˰ˣ˴˧Context Switch  ˭˧˟Thread ˣ˸ˣ˞˟ ˫ˮ˧˞˷ ˫˧Process   .˶˸ˣ˧ ˢ˟˶ˢ ˸˟˩˶ˣˬ ˢ˪ˣ˰˲ ˞˧ˢ

˷ ˞˧ˢ ˨˩˪ ˢ˟˧˯ˢ-Thread ˟  ˫˧˞˴ˬˮ˷ ˫˧-Process ˞˪ ˭˧˧ˡ˰ .ˢˤ ˫˰ ˢˤ ˭ˣ˶˩˧ˤ ˫˧˵˪ˣ˥ ˫ˮ˧˞ ˫˧ˮˣ˷ ˫˧  ˣˮˡˬ˪

ˣ ˭ˣ˶˩˧ˤ ˪˰ ˟ ˞ ,˪˰ˣ˲ ˞ˣˢ ˡ˴˧˩ˣ˦˷˲ˢ ˨˶ˣ˴˪ ˪ ˭ˣ˶˩˧ˤ ˣˮ˪ ˷˧˷ ˥˧ˮˮ ˸RAM  ˪ˡˣˠ˟1MB   ˶˷˞˩˷ ,˸ˣ˧ˮ˩ˣ˸ ˧˸˷ˣ

 ˸˯˲ˣ˸ ˞˧ˢ ˡ˶˲ˮ˟ ˭ˣ˶˩˧ˤ˪ ˢˮˣ˰˦ ˭ˢˬ ˸˥˞ ˪˩1MB s  ˭ˣ˶˩˧ˤ ˪˩ ˸˞ ˶ˬˣ˪˩ ,-RAM  ˰˴˟˪ ˸ˮˬ ˪˰ ,˭˩˪ .

Context Switch ˧˟ˢ ˭-Process˲ˢˢ ˸˩˶˰ˬ ,˸ˣ˧ˮ˩ˣ˸ˢ ˧˸˷ ˸˞ ˫˧˴˧˶ˬ˷ ˫˧ ˢ˷˰ˬ˪ ˨˶˦˴˸ ˢ˪˰  ˱˧˪˥ˢ˪

˩˧ˤ ˪˩ ˸˞ˢ ˭ˣ˶-RAM ˢ ˭ˣ˶˩˧ˤ ˪˩ ˸˞ ˵˧˸˰˸ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˭ˣ˷˞˶ˢ ˟˪˷˟ .ˡ˟˰ˬˢ ˪˷-RAM   ˪˷

Process    ˫˧ˮ˸˷ˬˢ ˪˷ ˫˧˩˶˰ˢ ˪˩ ˣˡ˟˞˧ ˸˶˥˞˷ ˭ˣˣ˧˩ˬ ˸˞ˤ ˸ˣ˷˰˪ ˸˟˧˧˥ ˞˧ˢ .˥˧˷˵ˢ ˵˯˧ˡˢ ˪˞ '˞

 ˬ ˤ˟ ˣˮ˸˷ˢˣ ˣ˶˴ˣˮ˷ˢ ˪˞ ˥˧˷˵ˢ ˵˯˧ˡˢ ˨ˣ˸ˬ ˵˧˸˰ˢ˪ ˭˩ˬ ˶˥˞˪ .ˢ˴˧˶ˢ ˭-RAM ˷ ˭ˣ˶˩˧ˤˢ ˸˞ ˪Process  

˷ ˢˮˣ˶˥˞ˢ ˫˰˲˟ ˥˧˷˵ˢ ˵˯˧ˡ˟ ˶ˬ˷ˮ˷ ˧˲˩ ,'˟Process   .ˣ˪˷ ˢ˴˧˶ˢ ˸˞ ˫˧˧˯ '˟ 

  ˪˷ ˭ˣ˶˩˧ˤˢ ˪˩ ˪˷ ˢ˵˸˰ˢˢ ,'˞ ˟˪˷˷ ˭ˣ˰˦˪ ˭˟ˣˬ˩ ˶˷˲˞Process    ˶ˣ˲˧˷ ˶ˣ˟˰˪ ˪ˣ˩˧ ,˥˧˷˵ˢ ˵˯˧ˡˢ ˪˞ '˞

˶˷˲˞ .˶˩˧ˮ ˫˧˰ˣ˴˧˟   s ˷ ˫˧˧ˣˮ˧˷ˢ ˸˞ ˵˶ ˥˧˷˵ˢ ˵˯˧ˡ˪ ˢ˶ˤ˥ ˵˧˸˰ˢ˪-Process ˧ˡ˩ ˨ˣ˸ ˰˴˧˟    ˨˞ .ˢ˴˧˶

˟ˡˢ ˰ˣ˴˧˟˪ ˶˸ˣ˧ ˟˶ ˭ˬˤ ˷˶ˡˮ ˭ˣ˶˩˧ˤ ˸ˣ˵˸˰ˢ ˶˸ˣ˧ ˷˧˷ ˪˩˩ ,ˢˮˣ˸˥˸ˢ ˢ˶ˣ˷ˢ ˸˞ ˢˮ˷ˬ ˣˮ˧˞ ˶Context 

Switch   ˟ˣ˷˥ ,˸ˣ˶˧ˢˬ˟ ˳ˣ˶˧ ˟˷˥ˬ˷ ˧ˡ˩˷ ˨˩˪ ˢ˟˧˯ˢ ˫ˠ ˣˤ ."˧˦˧˞" ˟˷˥ˬˢ˷ ˷˧ˠ˶ˢ˪ ˪ˣ˪˰ ˷ˬ˸˷ˬˢˣ

  ˞˪ˢ ˪ˡˣˠ ˫ˠ ˞˪˞ ˡ˟˰ˬˢ ˸ˣ˶˧ˢˬ ˵˶-RAM . 

˞ ˸˞ˤ ˪˩˟ ˢˬˡ˩ ˸ˣ˷˰˪ ˶˷˲˟˷ ˧ ˰ ˣ˴˧ Context Switch   ˭˧˟Process  ˨˩ ˪˰ ˡˬ˪ˮ ?˸ˣ˶˧ˢˬ˟ ˰˴˟˸˧ ˫˧

 .˭ˣ˶˩˧ˤ˪ ˷ˡ˵ˣ˧˷ ˵˪˥˟ 

4.6  ˟  ˷ˣˬ˧˷-Multi-Process  ˸ˬˣ˰˪Multi-Thread 

˟ ˷ˬ˸˷˸ ˢˮ˩ˣ˸ ˧˸ˬ -Multi-Processing  ˟  ˧˸ˬˣ-Multi-Threading? 

 ˥˸˲ˮProcess Explorer˧˟˞˦ ˢˬ˩ ˫˰ ˳˶˷ ˫ˣ˶˩ ˭˲ˡ˲ˡ ˫˩˪ ˷˧ ˫˞ .˸ ˸ˣ˞˶˪ ˣ˪˩ˣ˸ ,˫  ˢˬˣˡ˷ ˢˮˣˬ

ˮˣˬ˸˪ s ˞˟ˢ ˢ-  ˷˧ ˫ˣ˶˩ ˸˥˸Sub Processes ˢ ,˶ˬˣ˪˩ .˫ˣ˶˩ ˫˷ˢ ˸˞ ˫˧˞˷ˣˮ ˫ˢ ˫ˠ˷Process   ˫ˣ˶˩

 ˶˴˧Process  .˫˷ˢ ˣ˸ˣ˞˟ ˫˧ˮ˟ ˫˧ 
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 ˶˴ˣ˧ ˫ˣ˶˩ ˵˶ ˞˪˷ ˭˟ˣˬ˩Sub Processes  ˢ˵˧ˤˣˬˢ ˸ˣ˶˧˷ ˞˧ˢ ˸˲˯ˣˮ ˢˬˠˣˡ .˪˰ˣ˲ ˞ˣˢ ˶˷˞˩Spotify : 

 

 ˥˸ˣ˲ ˧˧˲˧˦ˣ˲˯Process˩ ˫˧˲˯ˣˮ ˫˧ ˸˞ ˵˪˥˪ ˧ˡ  ˠ˧˴ˢ˪ ˞˧ˢ ˸˥˞ ˢˬ˧˷ˬ ,ˢˬˠˣˡ˪ .˰˴˟˪ ˣ˧˪˰˷ ˸ˣˬ˧˷ˬˢ

  ˯˧˦˶˩ˢ ˪ˣˬ ˢˡˣ˟˰ ˸˷˶ˣˡ ˣˤ ˢˬ˧˷ˬ .˷ˣ˲˧˥ ˸ˣ˧ˣ˶˷˲˞ˣ ˫˧˶˧˷ ˸ˬ˧˷˶ ˪˪ˣ˩ˢ ˧˲˶ˠˢ ˵˷ˬˬˢ ˸˞ ˷ˬ˸˷ˬ˪

˧˷ˬ .˟˷˥ˬˢ ˪˷ ˧˲˶ˠˢ  ˞˧ˢ ˸˶˥˞ ˢˬ˧˷ˬ .ˢ˵˧ˤˣˬˢ ˪˷ ˢ˰ˬ˷ˢˣ ˪ˣ˵ˢ ˯˧˦˶˩ ˪ˣˬ ˢˡˣ˟˰ ˸˪˪ˣ˩ ˸˶˥˞ ˢˬ

 x ˷˵˸˯ ˪˷ ˸˶˷ˢ ˪ˣˬ ˸˶˷ ˢˬ˶ˤˢˣ ˧˧˲˧˦ˣ˲  .˟˷˥ˬˢ ˪˞ ˫˧˶˧˷ˢ ˪ 

 ˧ˡ˧ ˪˰ ˫ˠ ˰˴˟˸ˢ˪ ˢ˪ˣ˩˧ ˸ˣˬ˧˷ˬ ˸˵ˣ˪˥ ˨˞Thread ˧˧˲˧˦ˣ˲˯ ˢˬ˪ .˫˧ ï  ˸ˣ˲˯ˣˮ ˸ˣ˟˶ ˸ˣˮ˩ˣ˸ˣ ï   ˸ˣ˷˵˰˸ˬ

 ˞˵ˣˣˡ ˥ˣ˸˲˪Process  ˧ˡ˧ ˪˰ ˵˶ ˪˩ˢ ˰˴˟˪ ˞˪ ˢˬ˪ ?˫˧˲˯ˣˮ ˫˧Multi-Threading? 

 ˭˩˞ ˸ˣˬ˧˷ˬ ˸˵ˣ˪˥ ˫˧˟˶ ˫˧˶˵ˬ˟ ,˸˧˷˞˶ ˸ ˲ ˧ˡ˧ ˪˰ ˸˰˴˟˸ˬ ˸˥˧Thread  ,˫ˣ˶˩ ˢˬˠˣˡ˪ ˢˮˢ .˫˧˲˯ˣˮ ˫˧

 ˥˸ˣ˲˷ ˣˮ˧˞˶˷ ˸ˣ˶ˬ˪˷Process ˧ˣ˟˧˶˟ ˫ˠ ˷ˬ˸˷ˬ ˞ˣˢ ,˫˧˲˯ˣˮ ˫˧Thread ˨ˣ˸ˬ .˫˧Process Explorer  ,

ˢ ˪˰ ˣ˵˧˪˵ˢProcess s  ˟˞˦ˢ ˪˰ ˣ˵˧˪˵ˢ ˣ˩ˣ˸˟ˣ ˷˵ˣ˟ˬThreadsˢ ˪˩ ˸˞ ˸ˣ˞˶˪ ˣ˪˩ˣ˸ .Thread-ˢ˷ ˫˧ -

Process   :˷ˣˬ˧˷ ˫ˢ˟ ˢ˷ˣ˰ 
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˧˟˶ ˸ˣˮˣ˶˸˧ ˷˧ˬ˧˷ˬˢ ˸˵ˣ˪˥˪ ˫ ˪  ˸ˣ-Thread  ˫˧˟˞˷ˬ ˪ˢˮ˪ ˸˧˯˥˧ ˪˵ ,˫˧˟˞˷ˬ ˫˧˵˪ˣ˥ ˫ˢ˷ ˭ˣˣ˧˩ .˫˧

 ˰ˣ˴˧˟ ,ˣˮ˧˞˶˷ ˧˲˩ˣ .˫˧˲˸ˣ˷ˬContext Switch  ˭˧˟Thread ˣ˸ˣ˞ ˪˷ ˫˧Process   ˞ˣˢ  ˶˸ˣ˧ ˸˧ˮˣ˩˯˥ ˢˬ˧˷ˬ

 ˭˧˟ ˶˷˞ˬProcess .˫˧ˮˣ˷ ˫˧ 

 ˪  ˢ˵ˣ˪˥˪ ˫ˠ ˨˞-Process˧˟ˣ˷˥ ˸ˣˮˣ˶˸˧ ˶˲˯ˬ ˷˧ ˫˧˷˞˶ˢ ˭ˣ˶˸˧ˢ .˫˯ˣ˥ ˞ˣˢ ˭ˣ˸ˣ˪˸ ˶-  ˫˞Process   ˭˟

 s  ˶˸˧ ,ˣˢ˷˪˩ ˠ˞˟ ˟˵˰ ˯˶ˣ˵Process-  ˳˧˶ˬ ˭˲ˡ˲ˡˢ ,˫ˣ˶˩ ˪˷ ˢ˶˵ˬ˟ ˧˲˧˴˲˯ ˭˲ˣ˞˟ .˪ˣ˰˲˪ ˫˧˩˧˷ˬˬ ˫˧

ˢ .ˣ˧˪˰ ˫˧ˮ˵˸ˣˬ˷ ˫˧ˮˣ˷ ˫˧˲˯ˣ˸  ˣ˞ ,˭˧˵˸ˢ ˯ˣ˶˧ˣ˧˦ˮ˞ˢ˷ ˫˧˲˯ˣ˸ ,˸ˣˬˣ˯˶˲ ˫˯ˣ˥ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˫˧˲˯ˣ˸

 x ˥ ˶ˣ˲˧˷ ˸˟ˣ˦˪ ˣ˥˸ˣ˲˷ ˫˧˲˯ˣ˸ ˟  ˷ˬ˸˷ˬˢ ˸˧˧ˣ ˧ ˧˲˧˴˲˯ ˫˧˶˸˞  ˸ˣ˶ˣ˵ˬˬ ˞ˣ˟˪ ˫˧˪ˣ˩˧ ˣ˪˪ˢ ˫˧˲˯ˣ˸ˢ .˫

˩˧ ˞˪ ˫ˣ˶˩ˢ ˸˥˸˲ˬ ˪ˠˣˠˣ ˫˧ˮˣ˷  ˧ˮˣ˧ˠˢ ,˫ˣ˶˩ ˸ˮ˧˥˟ˬ .ˢ˴˧˶ ˧ˡ˩ ˨ˣ˸ ˣ˯˶˵˧ ˞˪ ˣ˪˪ˢ ˫˧˲˯ˣ˸ˢ˷ ˥˧˦˟ˢ˪ ˢ˪ˣ

˩˪ ˸˸˪˟ ˳ˣ˶˪ ˱˯ˣ˸ ˪-Process   .ˣˮ˪˷ ˢ˷˧˪ˠˢ ˸˪ˣ˰˲ ˪˩ ˸˶˧ˠ˯˪ ˫ˣ˶ˠ˸ ˞˪ ˱˯ˣ˸ ˪˷ ˢ˯˧˶˵˷ ˨˩ ,ˣ˪˷ˬ

 ,˭˩ ˣˬ˩˱ˡ˪ ˢ˷˧˪ˠ ˫ˠ  ˣ˪˰ ˦ˮ˶˦ˮ˧˞˫ˠ ˭˩˪ .˯ˣ˶˵˪ ˣ˪˧˲˞ ˫˧˶˧ˡˮ ˫˧˶˵ˬ˟ ˣ˞ "˰˵˸ˢ˪" ˢ˪   ˫˧ˮˣ˷ ˫˧˟˞˦˪

 ˫˧˴˵ˣˬ ˫ˣ˶˩˟ ˫˧˥ˣ˸˲˷Process .˫˧ˮˣ˷ ˫˧ 

  ˪˷ ˧ˮ˷ˢ ˭ˣ˶˸˧ˢMulti Processing  ˶ ˷ ˨˩˟ ˞ˣˢ  .˫˧ˡ˟˰ˬ ˶˲˯ˬ ˫˧˪˪ˣ˩ ˫˧˧ˮ˶ˡˣˬˢ ˫˧˧˸˧˟ˢ ˫˧˟˷˥ˬˢ ˟ˣ

 ˶˷˞˩ .ˢˮˣˬ˷ ˣ˞ ˢ˰˟˶˞ ˪˪˩ ˨˶ˡ˟Process ˥˸ˣ˲ ˶˲˯ˬ Thread  ˣ˸ˣ˞ ˪˰ ˫˸ˣ˞ ˳˧˶ˢ˪ ˪˧˰˧ ˶˸ˣ˧ ,˫˧

˪ ˢ˵ˣ˪˥ ˭˩˪ .˰ˣˡˬ ˭˧˟ˮ ˡ˧ˬ .ˡ˟˰ˬ-Process  ˷˧˷ ˫˧ˡ˟˰ˬˢ ˧ˣ˟˧˶ ˸˞ ˢ˟ˣ˦ ˶˸ˣ˧ ˢ˶ˣ˴˟ ˪˴ˮ˪ ˸˶˷˲˞ˬ ˫˧

 .˟˷˥ˬ˟ 

  ˭ˣ˶˸˧ ˷˧ ˰ˣˡˬ ,˨˩ ˫˞ ˸˴˶ˢ˟Thread ˣ˸ˣ˞ ˪˷ ˫˧Process   ,˭ˣ˶˩˧ˤˢ ˪˰ ˣˮˡˬ˪ ˫˶˦˷ ˭ˣˣ˧˩ ?ˡ˟˰ˬ ˣ˸ˣ˞ ˪˰

 ˧˪˪˩ ˭˲ˣ˞˟ ˶ˣ˵˯ˮ ˰  ˫˧˶˟ˡˢ ˨˧˞˶˟ˡˢˣ ,˫˧ˡ˟ˣ˟˰ˬ ˪˩˪ .˭ˣ˶˩˧ˤ˟ ˵˯ˣ˰˷ ˵˶˲˟ ˣ˦˶ˣ˲˧ ˫˧  ˭˦˵ ˭ˣ˶˩˧ˤ ˷˧ ˡ

˪ ˡˣˠ˧ˮ˟ .ˣ˧˪˞ ˡˣˬ˴˷ ˶˧ˢˬˣ -RAM  ˨ ˧˧˷ ˡ˟˰ˬ ˪˩ ˪˷ ˶˧ˢˬˢ ˭ˣ˶˩˧ˤˢ ,˫˧ˡ˟˰ˬ ˪˩˪ ˱˸ˣ˷ˬ ˟˞˷ˬ ˞ˣˢ˷   ˣ˪

ˢ ˭˧˟ ˰ˡ˧ˬ ˧˲ˣ˪˧˥ ˭ˬˤˢ ˪˩ ˷˧ ."˧˦˶˲ ˭ˣ˶˩˧ˤ" ˧ˮˬˤ ˭˲ˣ˞˟ ˣ˪ ˞˶˵ˮ ,ˡ˟˪˟-RAM  ˭ ˣ˶˩˧ˤ˪ ˱˸ˣ˷ˬˢ   ˪˷ ˧˦˶˲ˢ

˪˩  ˰ ˬ ˢ˧˰˟ˢ ˟˪ .ˡ˟ ˶˲˯ˬ ˪˷ ˢ˵ˣ˪˥˟Thread ˣ˸ˣ˞ ˪˷ ˫˧Process   ,˫˧ˡ˟˰ˬ ˢˬ˩ ˭˧˟  ˪˩ ˫˞˷ ˨˩˟ ˞˧ˢ

 s  ˪˞ ˫˧˵˸˰ˣˬ ˫˧˧ˣˮ˧˷ˢ ˭˩ˬ ˶˥˞˪ˣ ,ˣ˪˷ ˧˦˶˲ˢ ˭ˣ˶˩˧ˤ˟ ˫˧˶˟ˡ ˢˮ˷ˬ ˡ˟˰ˬ-RAM   ˢ˪ˣ˪˰ ˤ˞ ,˱˸ˣ˷ˬˢ

 ˪ ˠˢ ˢˮ˸˷ˬˢ ˪˷ ˣ˩˶˰˷ ˟ˣ˸˩ ˞ ˡ˟˰ˬ ˪˷ ˧˦˶˲ˢ ˭ˣ˶˩ˤ˟ ˢˬˠˣˡ˪ .˸ˣ˷ˠˮ˸ˢ ˸ˣ˧ˢ˪ ˧˪˟ˣX  ˞ˣˢ5˪˧˞ˣ ,  ˣ

 ˪˷ ˣ˩˶˰˷ ˟ˣ˸˩ ˟ ˡ˟˰ˬ ˪˷ ˧˦˶˲ˢ ˭ˣ˶˩ˤ˟X  ˞ˣˢ4 ˟  ˶ˣˬ˷˪ ˷˧ ˣ˸ˣ˞ "˭ˣ˩ˮ"ˢ ˨˶˰ˢ ˣˢˬ .-RAM  ˨˶ˣ˴ ˷˧ ?

˰˲ ˨˞ ,ˢˤ˩ ˭ˣˮˠˮˬ ˫˧˧˵ .ˢ˪˞˩ ˸ˣ˧˰˟ ˰ˮˬ˧˷ ˭ˣˮˠˮˬ ˶ˣ˴˧˪  ˪˷ ˸ˣ˧ˣ˪˰ ˢ˪ ˷˧ ˞˪˞ ˫ˮ˧˥ ˢ˰˧ˠˬ ˞˪ ˫ˣ˞˧˸ˢ ˸˪ˣ

˧ˬ ˭˲ˣ˞˟ ˢˬ˧˷ˬ ˵˪˥˪ ˫˧˴ˣ˶ ˶˷˞˩ ,˭˩˪ .ˡˣ˟˧˰ ˭ˬˤˡ˟˰ˬ ˭˧˟ ˧˟˦ ˭ ˣ˶˸˧ ˷˧ ,˫˧   ˧ˣ˟˧˶˪Process  ˧ˮ˲ ˪˰ ˫˧

 ˧ˣ˟˧˶Thread  .˫˧ 

 ˧ˣ˟˧˶ ˪˷ ˧˷˧˪˷ˢ ˭ˣ˶˸˧ˢProcess  ˶ˣ˵˯ˮ ,˫ˣ˶˩ ˭˲ˡ˲ˡˬ ˣˮ˪˷ ˶˟˯ˢˢ ˸˞ ˣˮ˪˥˸ˢ˷ ˭ˣˣ˧˩ .ˢ˥˦˟˞ ˞ˣˢ ˫˧

 ˢ˶˴˵˟ˢ ˭ˣˮˠˮˬ ˸˞-Chrome Sandbox  ˫˧˪ˣ˪˰ ˦ˮ˶˦ˮ˧˞ ˧˶˸˞˷ ˞˧ˢ ˭ˢ˟ ˪˵˸ˮ ˫ˣ˶˩˷ ˸ˣ˧˰˟ˢ ˸˥˞ .

 ˫˧˧ˮˣˡˤ ˸ˣ˧ˢ˪ ˫ ˣ˶ˠ˪ ˸ˣ˯ˮ˪ˣ   ˰ ˴˟˪ ˭˲ˡ˲ˡ˪ ˣˢ ˭˲ˡ˲ˡ˟ ˠ˞˟ ˞˴ˣˬ ˶˵˞ˢ ˫˞ .˸ˣ˧ˮˣˡˤ ˸ˣ˪ˣ˰˲  ˢ˸ˣ˞ ˪˴ˮ˪ ˪ˣ˩˧ ˞

˸ˣ˞ ˫ˣ˷˶˪ ˸ˬ˧˧ˣ˯ˬ ˢˮ˩ˣ˸ ˡ˧˶ˣˢ˪ ,ˢˬˠˣˡ˪ .ˣˮˣ˴˶˩ ˡˣ˵ ˳˧˶ˢ˪ ˭˲ˡ˲ˡ˪ ˫ˣ˶ˠ˪ ˧ˡ˩ ˢ ˟-Registry   ˪ˣ˞˷˪ ˧˪˟

 ˪˩˪˷ ˣˮ˶˩ˤˢ ˵˶˲˟ ˶˸ˣ˧ ˫ˡ˵ˣˬ .˷ˬ˸˷ˬˢ ˸˞Process   ˷˧Security Token   ˶˷˞˩˷ˣProcess   ˷˵˟ˬ

˷ˠ˪ˬ ˟˞˷ˬ˪ ˸ s  ˸˞ ˢˣˣ˷ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ,ˢ˞˷˶ˢ ˷˶ˣˡ˷ ˫˧˧ˣ˯-Security Token   ˢ˞˷˶ˢˢ ˸ˬ˶˪

ˢ ˸˞ ˪˴ˮ˧ ˧ˮˣˡˤˢ ˡˣ˵ˢ˷ ˟˴ˬ ˸ˣ˧ˢ˪ ˪ˣ˪˰ .˟˞˷ˬˢ ˪˷-Security Token   ˪˷  ˫˧˟˞˷ˬ˪ ˸˷ˠ˪ ˧ˡ˩ ˫ˣ˶˩

 ˭ˣˠ˩ ,˫˧˥˦˟ˣ˞ˬ-sRegistry˞ˬˢ ˟˞˷ˬ˪ ˸˷ˠ˪ ˷˵˟ˬ˷ ˧ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸ˮ˧˥˟ˬ˷ ˭ˣˣ˧˩ ,  ˞ˣˢ ˥˦˟ˣ

ˣ˶˩ˢˢ ˸˩˶˰ˬ˪ .˫ l ˣ˵ ˳˧˶ˬ ˫ˣ˶˩˷ ˠ˷ˣˬ ˭˧˞ ˢ˪˰˲   ˞ˣˢ ˫ˣ˶˩ ˪˷ ˭ˣ˶˸˲ˢ .˳˧˶ˢ˪ ˣ˪ ˫˶ˠ ˦ˮ˶˦ˮ˧˞ ˱ˡ˷ ˧ˮˣˡˤ
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 ˶˴˧˧˪Sandbox-   ˣˢˤ ."˪ˣ˥ ˤˠ˶˞"Process ˷˶ˢˢ ˸˞ ˣ˪ ˷˧˷  ˸˪˰ˣ˸ ˶˯˥ ˞ˣˢ˷ ˨˩ ,˶˸ˣ˧˟ ˸ˣ˩ˣˬˮˢ ˸ˣ˞

 .˸ˣ˧ˮˣˡˤ ˸ˣ˶˦ˬ ˪˰˟ ˶˵˞ˢ ˪˧˟˷˟ 

  ˷˥˶˸ˬ˷ ˫˧˞ˣ˶ ˣˮ˥ˮ˞˷ ˧˲˩ ,˫ˣ˩˧˯˪ˣˮ˩ˣ˸ ,˪˰ˣ˲˟ ˭ ˧˟ ˸ˣ˟˪˷ˬ ˸  ˸ ˣˮˣ˶˸˧   ˪˷Multi-Threading  x-Multi-

Processing   .˫˸ˣ˷˶˪ ˫˧ˮˣ˸ˮ˷ ˡˣ˟˧˰ˢ ˧˟˞˷ˬ ˸˞ ˸˧˟˦˧ˬˢ ˢ˶ˣ˴˟ ˪˴ˮ˪ ˸ˮˬ ˪˰ 

4.7  ˫ˢˬServices / Daemons  (ˢ˟˥˶ˢ) 

 ˫˧˥ˮˣˬˢService  ˣDaemon  ˶˷˞˩ ,˫˧˲ˡ˶ˮ ˸ˣˬ˷ ˫ˮ˧ˢService  ˸˟˧˟˯˟ ˪˟ˣ˵ˬWindows   ˣ˪˧˞ˣ

Daemon ˸˟˧˟˯˟ Linuxˮˣˬˢ . ˧ ˧˴ˬ ˥ ˪˷ ˡ˥ˣ˧ˬ ˠˣ˯ ˭Process  ˷ :˫˧ˮ˧˧˲˞ˬ ˢ˷ˣ˪˷ ˣ˪ ˷˧ 

 ˞.  s ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧ ˪˰ ˸˧˦ˬˣ˦ˣ˞ ˪˰˲ˣˬ 

 ˟. ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧ ˪˰ ˪ˢˣˮˬ 

 ɣ. ˷ˬ˸˷ˬ ˨˯ˬ ˣ˪ ˭˧˞˩ ,˞ˣˢ ˶ˬˣ˪   .˫˧˰˪˵ˢ ˧˶˥˞ˬ ˳˶ 

  ˸˟˧˟˯˟Windows   ˪ˣˢ˧ˮˢ s  ˪˩ ˪˷-Services  ˸ˣ˰˴ˬ˞˟ ˰˴˟˸ˬProcess   ˞˶˵ˮ˷Service Control 

Manager ˵ ˟ ˣ˞ , ˶ˣ˴˧SCMˢ .-SCM ˢ ˸˞ ˸˧˦ˬˣ˦ˣ˞ ˪˧˰˲ˢ˪ ˶˸˧ˢ ˭˧˟ ˠ˞ˣˡ-Service  ˪˰ ˰ˡ˧ˬ ˵˧ˤ˥ˢ˪ ,

ˢ ˪˷ ˯ˣ˦˦˯ˢ-Service   .˰ˡ˧ˬ ˣˮˬˬˣ ˣ˧˪˞ ˶˧˟˰ˢ˪ˣ 

˟ ˦˰ˬ ˵ˬ˰˸ˮ ˭˧˟ ˧˸ˣ˰ˬ˷ˬ ˪ˡ˟ˢ ˣˢˤ˷ ˶ˣ˶˟ .˸˧˦ˬˣ˦ˣ˞ˢ ˢ˪˰˲ˢˢ ˞˷ˣˮService  ˪-Process   ˭ˣˠ˩ ,"˪˧ˠ˶"

Word  ˪˧˰˲ˢ˪ ˧ˡ˩ .Word ˷ˬˢ˷ ˨˧˶˴ ˵˧˪˵˧ ˷ˬ˸˪˰  s ˪˷ ˢˮ˩ˣ˸Word ,˸˞ˤ ˸ˬˣ˰˪ .Service   ˳˶

ˢ ˸ˣ˰˴ˬ˞˟ ˸˧˦ˬˣ˦ˣ˞-SCM ˭˧˟ ˪ˡ˟ˢˢ ˢˬ  ,˪ˣ˞˷˪ ˶˷˲˞ ˨˩ ˫˞ .Service  ˭˧˟˪Process ˢ ˸˶ˤ˰˟ ˳˶˷ -

Scheduled Tasks ˸ˮ˩ˣ˸ ˪˰ ˣˮˡˬ˪ ˶˷˞˩˷ ,˶ˣ˩ˤˮ ?Autoruns    ˳ˣ˶˪ ˢˮ˩ˣ˸˪ ˫ˣ˶ˠ˪ ˫˧˩˶ˡˢ ˸˥˞˷ ˣˮ˧˞˶

 ˞  ˯˧ˮ˩ˢ˪ ˞˧ˢ ˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟ ˪  ˢ˸ˣ-Scheduled Tasks  ˸ˣ˰˴ˬ˞˟ ˸˧˦ˬˣ˦ˣ˞ ˢ˴˶˷ ˢˮ˩ˣ˸ ˫ˠ ˫˞ˢ ,˨˩ ˫˞ .

Scheduled Tasks  ˫˴˰˟ ˞˧ˢService  ? 

  ˸ˣ˰˴ˬ˞˟ ˢ˴˶ ˢˮ˩ˣ˸ ˶˷˞˩Scheduled Task  ˸˞ ˸˰˴˟ˬˣ "˸˶˶ˣ˰˸ˬ" ˞˧ˢ ˢ˪ ˶ˡˠˣˬˢ ˭ˬˤ˪ ˸˥˞ ,

˪ ˭˧˞ ˢ˶ˣˠ˯ ˢˮ˩ˣ˸ˢ˷ ˭ˬˤ˟˷ ˭ˣˣ˧˩ˬ ,˭ˣ˶˸˧ ˨˩˟ ˷˧ .˸˶ˠ˯ˮ ˭˩ˬ ˶˥˞˪ ,ˢ˪˷ ˢˬ˧˷ˬˢ  ˢProcess   l ˷ ˷ ˶ˣ  

  ,˸˞ˤ ˸ˬˣ˰˪ .˯ˣ˶˧ˣ˧˦ˮ˞ ˭ˣ˩ˡ˰ ˷˧ ˫˞ ˫ˣ˧˪ ˸˥˞ ˵ˣˡ˟˪ ,ˢˬˠˣˡ˪ .˫˧˧ˣ˯ˬ ˠˣ˯ˬ ˸ˣˬ˧˷ˬ˪ ˫˧˞˸ˬ ˢˤ .˫˧˟˞˷ˬ

Service ˤˢ ˪˩ ˳˶ ˪  ˸ˣ˞ˬˠˣˡ ˶˲˯ˬ ˶ˣ˵˯ˮ .ˣ˶˵˧ ˫ˢ ˧˸ˬ ˷˞˶ˬ ˸˰ˡ˪ ˶˷˲˞ ˧˞˷ ˫˧˰ˣ˶˞˪ ˟˧ˠˢ˪ ˪ˣ˩˧ˣ ˭ˬ -

Service ˣ˧ˢ ˣ˪˪ˢ ˸ˣˮ˩ˣ˸ˢ ˫˞ ˢ˶ˣ˵ ˢ˧ˢ ˢˬ ˟ˣ˷˥˪ ˣ˯ˮ ,˫˧˶ "˸ˣ˶˶ˣ˰˸ˬ"ˬ ˭ˬˤ˪ ˸˥˞ ˵  ˸ˣ˪ˠˣ˯ˬ ˞˪ˣ ,ˢ

 ˟  ˟˧ˠˢ˪ ˰˴˟ˬ˷ ˷ˬ˸˷ˬ ˭ˣˠ˩ ,˫˧˷˥˶˸ˬ˷ ˫˧˰ˣ˶˞˪ ˧ˡ˧˧ˬ ˭˲ˣ˞Log-In  :˸˷˶˪ ˟˷˥ˬˢ ˪˷ ˶ˣ˟˧˥ ˣ˞ 

 ˬ ˠˣˡ ˪  ˸ˣ˞-Service  :˫˧ 

- DHCP Client ˪ˣ˵ˣ˦ˣ˶˲ ,˸ˣ˸˷˶ˢ ˧ˡˣˬ˧˪ˬ ˶ˣ˩ˤ˩ :DHCP  ˸˟ˣ˸˩ ˪˟˵˪ ˟˷˥ˬ˪ ˶˷˲˞ˬIP  ,

  ˸˟ˣ˸˩IP  ˸˶˷ ˪˷DNS ˦ ˣ˞˶ˣ ˸˷˶ ˸˩˯ˬ ,˪ˡ˥ˬ ˸˶˧˶˟ ˶ˬˢ .  ˸˶˷ ˪ˣˬ ˪ˣ˰˲˪ ˷˶ˡˮ ˟˷˥

DHCP ˣ˪˷ ˢ˧˪˰ˢ ˫˰ ˪˧˰˲˧ ˟˷˥ˬˢ˷ ˳ˣ˥ˮ ˭˩ ˪˰ .DHCP Client  ˸˞ ˥˧˶˦ˢ˪ ˫˰˦ ˭˧˞ .

˲ˢ ˭˩˪ ,˷ˬ˸˷ˬˢ˩ ˫˧˰˪˵ˢ ˧˶˥˞ˬ ˸˰˴ˣ˟ˬ ˢ˪ˣ˰-Service 

- User Profile Service ˫˧˰˴˟ˬ ˣˮ˥ˮ˞ ˶˷˞˩ :Log In    ˧˲˩ ˢ˪ˣ˰ ˢˠˣ˴˸ˢ ˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟ ,˟˷˥ˬ˪

 s ˶ˣˬ˷ ˞˧ˢ˷ ˮ˪˷ ˪˧˲ˣ˶˲˟˟ ˣ-Registry  ˸ˣˮˣ˷ˢ ˸ˣˮ˩ˣ˸˪ ˣˮ˪˷ ˢ˴˶ˢˢ ˸ˣ˞˷˶ˢ˟ ˷ˣˬ˧˷ ˷˧ˣ ,
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 ˧ˡ˧ ˪˰ ˫˧˰˴˟˸ˬ ˫˧˶˟ˡˢ .˟˷˥ˬˢ ˪˰ ˸ˣˮ˵˸ˣˬ˷Service ˧ ˞ ˧˶ˢ˷ ,  ˷ˬ˸˷ˬˢˬ ˷˵˟˪ ˭ˣ˧ˠˢ ˭

 ...˸ˣˬ˧˧ˣ˯ˬ ˸ˣˮ˩ˣ˸˪ ˢ˷˧ˠ ˫ˣ˯˥˸ˣ ˣ˪˷ ˸ˣ˞˷˶ˢˢ ˸˞ ˵ˣˡ˟˸˷ ˢˮ˩ˣ˸ ˳˧˶ˢ˪ 

 ˡˣ˰ ˫˧ˬ˧˧˵Service ˰ˠ˶˩ ˷ˬˬ ˫˧˴˶˷ ˫˧˟˶ ˫˧˩˪˷ ˟˷˥ˬˢ ˪˰˧ˮ˧˧ˮˣ˰ˬ .˫  ˞ˣ˴ˬ˪ ˧ˡ˩ ?˫˸ˣ˞ ˶ˣ˵˥˪ ˫

 ˪˰ ˣ˷˧˵ˢ ,˫˸ˣ˞WinKey+R  ˣ˟˸˧˩ ˥˸˲ˮ˷ ˸ˣˮ˩ˣ˸ˢ ˸˴˶ˢ ˭ˣ˪˥˟ˣservices.msc . 

 ˪˩ ˶ˣ˥˟˪ ˣ˪˩ˣ˸Service  .ˣ˪˷ ˡ˧˵˲˸ˢ ˭ˣˠ˩ ,˫˧˦˶˲ ˣ˧˪˰ ˞ˣ˶˵˪ˣ ˫˩˪˴˞ ˳˶˷ 

ˢ ˸˞ ˞ˣ˴ˬ˪ ˶˷˲˞ ˨˧˞-Service ˟  ˣ˪˪ˢ ˫˧-Process Explorer ˸˞ ˣ˥˸˧˲ ?Process Explorer x˲˥  ˸˞ ˣ˷

svchost.exe ˦˰ˬ ˞˪ ˣ˞˴ˬ˸ .Process ?˰ˣˡˬ .˫ˢ˪˷ ˫˷ˢ ˢˤ˷ ˫˧ 

 ˪˷ ˢ˶˧˴˧ ,˟ˣ˶˵˟ ˢ˞˶ˮ˷ ˧˲˩Process  ˪˩ ˣ˪˧˞ .˫˧˦˰ˬ ˞˪ ˫˧˟˞˷ˬ ˸˷˶ˣˡ ˷ˡ˥Service  ˪˷Windows  

 ˶ˣ˸˟ ˳˶ ˢ˧ˢProcess ˧˸ˮ˩˸ˬ ,˭˩˪ .˫˧ˤ˟ˤ˟˸ˬ ˣ˧ˢ ˫˧˟˶ ˫˧˟˞˷ˬ ,Windows    ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˣ˶˷˲˧˞

 x ˴˧˪ ˶Process  ˫˧ ˫ ˷˟ svchost.exe ˶˲˯ˬ ˤ˩˶ˬ ˫ˢˬ ˡ˥˞ ˪˩˷ ,Serviceˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˫˧  ˭˞˩ˬˣ ,

 ˫˷ˢ ˰˧ˠˬ ˫ˠsvchost -  ˪˷ ˶ˣ˴˧˵service  -xhost ˣˢˤ .Process  "˥˶˞ˬ"˷Service  .˫˧ 

 ˣ˪˧˞services  ˪˩ ˸˥˸ ˫˧˪˰ˣ˲Process   ˪˷svchost.exeˢ ˡ˥˞ ˪˰ ˣ˵˧˪˵ˢ ?Process  ˟˞˦ ˸˞ ˣ˶˥˟ˣ ˫˧

Servicesˣ˪˩ˣ˸ .  ˢ ˪˟˵˪ ˪˩ ˪˷ ˣˡ˧˵˲˸ ˪˰ ˶˟˯Service  ˸˶˧˥˟ ˸ˣ˰˴ˬ˞˟Service   ,˫˧˧ˣ˯ˬ   ˭˸˧ˮ ˶˟˯ˢˢ

 :˨˯ˬˢ ˸˧˸˥˸˟ 
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˪˧ˠ˶˸ 4.2 ˶˵˥ˬ Services 

 ˧ˮ˷ ˣ˶˥˟services  ˟˴ˬ˟ ˫˧˞˴ˬˮ˷running  ˸ˣ˰˴ˬ˞˟ ,Process Explorer  .˫˧˰˴˟ˬ ˫ˢ ˢˬ ˣ˶˵˧˥ 

˷ˢ ˪˷ ˸ˣˬ˷ˢ ˪˩˷ ˟˪ ˣˬ˧-  services   ˸ˬˣ˧˯˟ ˫˧ˬ˧˧˸˯ˬdll˵ .˧˴˟ DLL ˴ ˧˵ , ˪ ˷ ˶ˣ Dynamic Link 

Library ˧ˡ˧ ˪˰ ˢ˴˶ˢ˪ ˫˧ˡ˰ˣ˧ˬ ˫ˢ˷ ˭ˣˣ˧˩ˬ ,ˣˤˢ ˢˬ˧˷ˬ˪ ˫˧ˬ˪˷ˣˬ ˫˧˴˟˵ ˫ˢ ,Process  ˫˧˶˟ˡ ˫˧˴˧˶ˬ˷ ˫˧

˪ ˷ˡ˵ˣ˧˷ ˡ˥ˣ˧ˬ ˵˶˲˟ ˨˩ ˪˰ ˦˶˲ˮˣ ,˫˧ˡ˟ˣ˰ ˫˧˶˟ˡˢ ˡ˴˧˩ ˶˴˵ ˰˵˶ ˰ˠ˶˩ ˭˸˧ˮ .˫˧ˮˣ˷ -DLL .˫˧ 

 ˳˟ˣ˵DLL ˢ ˸˞ ˸ˮ˩˸ˬ˷ ˧ˬ˷ ,˸ˣˮˣ˷ ˸ˣ˧˴˵ˮˣ˲ ˪˪ˣ˩-DLL ˣ˸˪ ˶˷˲˞ˬ˸ˣ˶˥˞ ˸ˣˮ˩  ˣˡ˪ .˭ˢ˟ ˷ˬ˸˷ˢ˪  ,ˢˬˠ

 ˫˷˟ ˢ˧˴˵ˮˣ˲ ˶ˣ˴˧˪ ˪ˣ˩˧ ˸ˮ˩˸ˬhello  ˟  ˢ˸ˣ˞ ˪ˣ˪˩˪ˣ-DLLˢ ˦ˬ˶ˣ˲ .-DLL   ˟˸˩˷ ,˸˶˥˞ ˢˮ˩ˣ˸˪ ˶˷˲˞ˬ

 ˢ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪ ,˶˥˞ ˸ˮ˩˸ˬhello  ˭˩ ˣˬ˩ .ˢ˟ ˷ˬ˸˷ˢ˪ˣDLL ˫˷˟ ˸˧˷˞˶ ˢ˧˴˵ˮˣ˲ ˫˧˪˪ˣ˩ ˫˧DllMain  ,

ˢ˷˪˩ ˢˮ˩ˣ˸˷ ˰ˠ˶˟ ˸˧˦ˬˣ˦ˣ˞ ˸˞˶˵ˮ˷ ˸ ˷ˢ˪ ˸˷˵˟ˬ ˧ ˟  ˷ˬ-DLL ˧ˢ ˢ˞˴ˣ˸ˢ .˷˵ˣ˟ˬˢ  ,˥ˣˮ ˡ˞ˬ ˭ˣˮˠˮˬ ˞

˪ ˶˷˲˞ˬ˷Process  ˪˧˰˲ˬ˷ ,˫˧˟˞˷ˬ ˪˷ ˪˩˧ˬ ˦ˣ˷˲ ˸ˣ˧ˢ˪DLL  .˫˧ 

 ˪˷ ˸ˣˮ˷˧ ˸ˣ˞˯˶ˠ˟Windows , ˪˩˷ ˫ˣ˵ˬ˟DLL ˪˟˵˧Process  ,ˣ˪˷ˬ ˢˬ˩ DLL  ˫˧ˣ˵˪˥    ˫˧˟˞˷ˬˢ ˸˞

 ,ˢˤ ˫˰ ˢˤ ˫ˢ˪˷ ɣ ˧˷ˢ˪ ˧ˡ˩  .˫˧˟˞˷ˬ˟ ˭ˣ˩˯˥  ˢ˯˶ˠˬ ˪˥ˢ1703 ˪˷  Windows 10,    ˪˩ ˳˧˶ˢ˪ ˢ˧˦ˮ ˷˧

Service  ˸ˣ˰˴ˬ˞˟Process  .ˢ˥˦˟˞ ˧˪ˣ˵˧˷ˬ ,ˣ˪˷ˬ 

˪˧ˠ˶˸ 4.3 ˪˧ˠ˶˸ ˨˶ˡˣˬ  ï ˸˶˧˴˧  Thread 

 ˟  ˷ˬ˸˷ˮ ˢˤ ˪˧ˠ˶˸˟-WinAPI ˟ ˸ˣˮ˩˸ˢ .˫ˡˣ˵ˢ ˵˶˲˟ ˣˮˡˬ˪˷ -WinAPI    ˡˣˬ˧˪ ˨˷ˬ ˪˩ ˣˮ˸ˣ˞ ˢˣˣ˪˧

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬWindows .ˡˬ˪ˮˢ ˶ˬˣ˥˟ ˸ˣ˯ˮ˸ˢ˪ ˶˸ˣ˧˟ ˢ˟ˣ˦ˢ ˨˶ˡˢ ˣˤ˷ ˭ˣˣ˧˩ , 

˪ˮ ,ˢˤ ˟˪˷˟ ˶ˣ˴˧˪ ˡˬThread . 

 ˢ˧˴˵ˮˣ˲ˢCreateThread   ˸˶˴ˣ˧Thread ˢ ˸˥˸ ,˷ˡ˥ -Process   ˸˞ ˳˧˶ˬ˷CreateThread  ˫˧˪˧ˬ˟ .

 ˸˧ˮ˩ˣ˸ˢ ˸˞ ˫˧˴˧˶ˬ ˣˮ˥ˮ˞ ˫˞ ,˸ˣ˶˥˞Hello.exe  ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˢ˪˧˰˲ˬ ˞˧ˢˣCreateThread  ˶˴ˣˣ˧ ,

Thread ˢ ˸˥˸ ˷ˡ˥Process  ˞˶˵ˮ˷Hello.exe . 

ˢ ˸˶˧˴˧ ˸˰˟Thread˵ ˣˮ˥ˮ˞ , ˧ ˮ˷ ˫˧˰˟ˣ  ˭ ˣ˷˞˶ˢ .˫˧˶˟ˡ-  ˟ ˳ˣ˶˸˷ ˸˧˷˞˶ˢ ˢ˧˴˵ˮˣ˲ˢ ˢˬThread  ˥˧ˮˮ .

 ˸ˣ˧˴˵ˮˣ˲ˢ ˸˞ ˪˪ˣ˩ ˣˮ˪˷ ˡˣ˵ˢ˷bla x -stam ˫˧˶˴ˣ˧ ˣˮ˥ˮ˞ ˶˷˞˩ .Thread   ˳˧˶˧ ˞ˣˢ˷ ˰ˣ˟˵˪ ˶˷˲˞ ,˷ˡ˥

 ˢ˧˴˵ˮˣ˲ˢ ˸˞bla   ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˣ˞stam ˧ˮ˷ˢ ˶˟ˡˢ .ï   l ˥˞ ˶˦ˬ˶˲ ,˭˩) ˶˦ˬ˶˲ ˶˧˟˰ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞(  

 ˲ ˪ ˶˟˰ˣ˧˷˟ˮˢ ˢ˧˴˵ˮˣ  ,˶˷ˠ˪ ˰˧ˠˮ ˶˷˞˩ ?˫˧˶˦ˬ˶˲ ˶˲˯ˬ ˢ˧˴˵ˮˣ˲˪ ˶˧˟˰ˢ˪ ˫˧˴ˣ˶ ˫˞ ˫˧˷ˣ˰ ˢˬ .˸˶˥

 .ˡ˥˞ ˶˦ˬ˶˲ˬ ˶˸ˣ˧ ˪˷ ˢ˶˟˰ˢ˪ ˧˶˷˲˞ ˭ˣ˶˸˲ ˪˰ ˟ˣ˷˥˪ ˫˧ˮˬˤˣˬ ˫˸˞ ˫˧˧˸ˮ˧˟ .ˣ˸ˣ˞ ˶ˣ˟˰ˮ 

'˞ ˟˪˷-  ˸ ˞˶˵ˮˢ ˢ˧˴˵ˮˣ˲ˢ ˸˶ˡˠˢ 

˷ ˭˲ˣ˞˟ ˢ˧˴˵ˮˣ˲ ˶˧ˡˠˢ˪ ˡ˴˧˩ ˡˬ˪ˮ ˢˤ ˟˪˷˟-CreateThread  ˩ ˧ ˪ˣˢ˪ ˞ˣ˶˵˪ . 

 :˨˩ ˸˶ˡˠˣˬ ˸ˣ˧ˢ˪ ˸˟˧˧˥ ˢ˧˴˵ˮˣ˲ˢ 

DWORD WINAPI function_name(LPVOID lparam);  
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 ˢ˧˥ˮˢˢWINAPI ˢ ˸˞ ˢ˶˧ˡˠˬ-Calling Convention   ˣˢˬ ˢˮ˟ˢ .ˢ˧˴˵ˮˣ˲ˢ ˪˷Calling Convention   ˞˪

˧˪˟ˬ˯˞ ˡˣ˵ ˸˞˧˶˵ ˭ˣˠ˩ ,˸ˣ˶˥˞ ˸ˣˬ˧˷ˬ ˸˟ˣ˦˪ ˟ˣ˷˥ ˰ˡ˧ ˣˢˤ ˪˟˞ ,˸ˣˮ˩˸ˢ ˸˟ˣ˦˪ ˸˧˥˶˩ˢ  ,˸˧˴ˬ˸˟ .

ˢ  ˨˶ˡ˪ ˢˮˣˣ˩ˡ˪ˣ ˢ˧˴˵ˮˣ˲ˢˬ ˨˶˰ ˶ˤ˥ˣˬ ˢ˟ ˨˶ˡ˪ ,ˢ˧˴˵ˮˣ˲˪ ˫˧˶˟˰ˣˬ ˫˧˶˦ˬ˶˲ ˢ˟˷  ˸˧ˮ˯˥ˬˢ ˢ˟˷ ˨˶

ˤ˩˶ˬˢ ˪˷ ˧˪˟ˬ˯˞ˢ ˶˲˯˟ ˫˧˲˯ˣˮ ˫˧˦˶˲ ˞ˣ˶˵˪ ˶˷˲˞ .ˢ˧˪˞ ˣ˶˟˰ˣˢ˷ ˫˧˶˦ˬ˶˲ˢˬ ˢ˵ˣˮˬ   ,˶˟˧˧˯ ˨ˣˮ˧˥˪

 .˸ˣ˶ˣˡ˴ˣ˶˲ˣ ˸˧ˮ˯˥ˬˢ ˸ˣˡˣ˞ ˵˶˲˟ 

˸˶ˡˠˣˬ˷ ˢ˧˴˵ˮˣ˲ ˪˪ˣ˩˷ ˡˣ˵˪ ˢˬˠˣˡ ˭˪ˢ˪  ˣ˷˧˶ˡˢ ˧˲˪ ˪˷ ˸CreateThread  ˪˷ ˢ˶˟˰ˢ ˪˪ˣ˩ ˡˣ˵ˢ .

 ˠˣ˯ˬ ˶˦ˬ˶˲LPVOID  :ˣ˟ ˷ˣˬ˧˷ˣ 

#include  "pch.h"  

 

DWORD WINAPI bla(LPVOID lparam) {  

    for  (INT i= 1; i<=*(PINT)lparam; i++) {  

        printf( "bla \ n" );  

    }  

    return  1;  

}  

 

int  main()  

{  

    DWORD count = 2;  

    LPVOID pcount = &count;  

    bla(pcount);  

}  

  ˞˪ ˢˤ ˨˞ .ˡ˧˥˧ ˶˦ˬ˶˲ ˪˷ ˢ˥˧˪˷ ˸˟˧˧˥ˬ ˢ˧˴˵ˮˣ˲ˢ ˸˶ˡˠˢ ,˫˧˞ˣ˶˷ ˧˲˩ .ˡ˧˥˧ ˶˦ˬ˶˲ ˣˮ˶˟˰ˢ ˢˤ ˡˣ˵˟

ˡ˥˞ ˶˦ˬ˶˲ˬ ˶˸ˣ˧ ˶˧˟˰ˢ˪ ˶˷˲˞ ˧˞˷ ˶ˬˣ˞ -  ˶ˣ˴˧ˮ ˫˞ ˢ˪˟ˠˬˢ ˸˞ ˱ˣ˵˰˪ ˪˩ˣˮStruct   ˪˩ ˸˞ ˪ˣ˪˩˧˷

  .ˣ˸ˣ˞ ˶˧˟˰ˮˣ ,ˣˮ˪˷ ˫˧˶˦ˬ˶˲ˢ 

 

˪˧ˠ˶˸ 4.3.1 ˸˶˟˰ˢ Struct ˪-Thread 

 ˡˣ˵ ˸˞ ˣˮ˷ ˢ˧˴˵ˮˣ˲˪ ˣ˶˟˰ˣ˧˷ ˨˩ ˸˧ˮ˩ˣ˸ˢ2  ˫ ˧˶˲˯ˬ ˸ˣ˰˴ˬ˞˟ ,Struct   ˯ˣ˲˧˦ˬ ˫˧ˮ˸˷ˬ ˪˪ˣ˩˷INT  .

 .˫˩ˮˣ˴˶ ˧˲˪ ˢ˪ˣ˰˲ ˣ˸˧˞ ˰˴˟˸ˣ ˫ˢ˪˷ ˫ˣ˩˯ˢ ˸˞ ˟˷˥˸ ˢ˧˴˵ˮˣ˲ˢ 
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 :˭ˣ˶˸˲ 

#include  "pch.h"  
 

struct  MyStruct  

{  

    INT a;  

    INT b;  

};  
 

DWORD WINAPI bla(LPVOID lparam) {  

    struct  MyStruct  *nums = ( MyStruct *)lparam;  

    INT count = nums - >a + nums - >b;  

    for  (INT i = 1; i <= count; i++) {  

        printf( "bla \ n" );  

    }  

    return  1;  

}  
 

int  main()  

{  

    struct  MyStruct  *my_struct =       

        ( MyStruct *)malloc( size of ( MyStruct ));  

    my_struct - >a = 3;  

    my_struct - >b = 4;  

    LPVOID pstruct = my_struct;  

    bla(pstruct);  

}  

 '˟ ˟˪˷-  ˪ ˢ˞˧˶˵- CreateThread 

 ˢ˧˴˵ˮˣ˲ˢ ˪˰ ˫˧˧˵CreateThread  ˟  ˱˧˵ˬ ˡˣ˰˧˸-MSDN  ˢ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˫˧˩˧˶˴ ˫˸˞˷ ˫˰˲ ˪˩˟ .

 ˪˷ ˧ˢ˷˪˩WinAPIˣ ˢ˧˴˵ˮˣ˲ˢ ˫˷ ˸˞ ˪ˠˣˠ˟ ˣ˷˲˥ ˦ˣ˷˲ , -MSDN. 

˟ ˡˣ˰˸ˢ ˨ˬ˯ ˪˰ -MSDN ˢ˧˴˵ˮˣ˲ˢ ,CreateThread   ˧ˮ˷ ˵˶ ˫˩ˣ˸ˬ ˶˷˞˩ ,˫˧˶˦ˬ˶˲ ˢ˷˧˷ ˸˪˟˵ˬ

˶˲ˡ˧ ˪˰ ˰˟˵ˢ˪ ˫˧˟˧˧˥ (˧˰˧˟˶ˢˣ ˧˷˧˪˷ˢ) ˫˧˶˦ˬ˪ ˫˧˪ˣ˩˧ ˫˧˶˸ˣˮˢ ˸˰˟˶˞ ˣ˪˧˞ˣ ,˷ˬ˸˷ˬˢ ˧ ˸ˣ˧ˢNULL   ˣ˞

 .˯˲˞ 

 s ˷ ˢ˧˴˵ˮˣ˲ˢ ˫˷ ˫ˢ ˰ˣ˟˵˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˫˧ˡ˧˥˧ˢ ˫˧˶˦ˬ˶˲ˢ ˧ˮ˷ ,˨˩ ˫˞-Thread   ˶˦ˬ˶˲ˢˣ ,˳˧˶˧

 ˸ ˢ ˧˲˪ ˫˧ˮˣ˷ˢ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˞˪ˬ˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˪ ˶˸ˣˮ˷ ˢˬ ˪˩ .˪˟˵˸ ˢ˧˴˵ˮˣ˲ˢ˷  ˶ˣˬ˷˪ ˳˪ˬˣˬ .˸˧ˮ˟

˶˦ˬ˶˲ ˪˩ ˸ˣ˰ˬ˷ˬ ˧˟ˠ˪ ˸ˣ˶˰ˢˢ ˪˰ - ˠˣˡ˪ .ˠˣ˟˧ˡˢ ˨˧˪ˢ˸˟ ˸ˣ˶ˤˣ˰ ˭ˢ  ˣˮ˧ˮ˧˷ˣ ˣˮ˪˟˪˟˸ˢ ˞˪˷ ˞ˡˣˣ˪ ˧ˡ˩ ,ˢˬ

 .˫˧˶˟˰ˣˬˢ ˫˧˶˦ˬ˶˲ˢ ˶ˡ˯ ˸˞ 
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˪˧ˠ˶˸ 4.3.2 ˟ ˷ˣˬ˧˷-CreateThread 

˪ ˢ˞˧˶˵ˢ ˸˞ ˱˧˯ˣˢ˪ ˣ˯ˮ-CreateThread ˞˟ˢ ˡˣ˵˟ ˶ˤ˰ˢ˪ ˧˪˟ ,˫˩ˬ˴˰˟ . 

 :˭ˣ˶˸˲ 

int  main()  

{  

    struct  MyStruct  *my_struct =  

        ( MyStruct *)malloc( sizeof ( MyStruct ));  

    my_struct - >a = 3;  

    my_struct - >b = 4;  

    LPVOID pstruct = my_struct;  

    HANDLE hThread = CreateThread (  

        NULL,       //default security attributes  

        0,          //defa ult stack size  

        bla,        //thread function  

        pstruct,    //thread param  

        0,          //default creation flags  

        NULL        //return thread identifier  

    );  

}  

˫˞ .˶˟ˡ ˨˯ˬ˪ ˢ˯˧˲ˡˬ ˞˪ ˢ˪ ˫˧˞˶ˣ˵ ˣˮ˥ˮ˞˷ ˢ˧˴˵ˮˣ˲ˢ ,˟˪ ˫˸ˬ˷ ˥˦˟˷ ˧˲˩    ˯˲ˡˣ˧˷ ˨˩˪ ˧ˣ˩˧˯ˢ ,˵˧˧ˡ˪

  ˠ˞˟ ˣˮ˪ ˷˧˷ ˭ˣˣ˧˩ˬ ˢˤ ˫˞ˢ .˷˥˶˸ˬ ˞˪ ˶˟ˡ ˣ˪˧˞˩ ˢ˞˶ˮ .ˢˬ˪ ˭˧˟ˮ ˡ˧ˬ .˷ˣ˪˵ ˪˟˞ ˫˧˧˵ ˫ˮˬ˞ ˞ˣˢ ˣˢ˷ˬ

 ˶˴ˣˮ ˞˪ ˧˪ˣ˞ ?ˡˣ˵˟ ˣˢ˷˪˩Thread ˢˬ ˢ˯˲ˡˢˢ ˫˰ ˢ˧˰˟ ˷˧ ˧˪ˣ˞ ?˷ˡ˥-Thread  ?˨˯ˬˢ ˪˞ ˷ˡ˥ˢ 

˪ ˢ˞˧˶˵ˢ ˶˥˞˪ ˣ˲˧˯ˣˢ ,ˢ˟ˣ˷˸ˢ ˪˞ ˡ˟˪ ˰˧ˠˢ˪ ˸ˣ˯ˮ˪ ˧ˡ˩-CreateThread   ˞˪˷ ˡˣ˵ ˸ˣ˶ˣ˷ ˶˲˯ˬ

 :ˢˬˠˣˡ˪ .˫ˣ˪˩ ˸ˣ˰˴˟ˬ 

for  (INT i = 0; i < 100000; i++)  

        continue ;  

 ˫˰˲ ˣ˴˧˶ˢ ,ˢ˶ˣ˵ ˞˪ ˢˤ ˫˞) ˢ˪ ˣˮ˞˶˵˷ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˦˪˲ˢ ˨˯ˬ˪ ˯˲ˡˣˬ ˰˸˲˪ !ˢ˰˸˲ˢ ˣ˞ ˸˲˯ˣˮ  ˣ˪˧ˡˠˢ

˸˞  x ˟˷˧˥ .(˸˰˴˟˸ˬ ˢ˞˪ˣ˪ˢ˷ ˫˧ˬ˰˲ˢ ˸ˣˬ˩-   ˫ˣ˪˩ ˸˰˴˟ˬ ˞˪˷ ˢ˞˪ˣ˪ ˪˷ ˸˲˯ˣ˸ ˰ˣˡˬ ?ˢ˶ˣ˵ ˢˤ ˰ˣˡˬ

ˢ˷ ˨˩˪ ˸ˬ˶ˣˠ-Thread   ˣ˶˟˧˰ ,˨˩ ˪˰ ˫˸˟˷˥˷ ˶˥˞˪ ?˫˧˶ˣ˷˵ ˫˧˶˟ˡˢ ˡ˴˧˩ ?˦˪˲ ˯˧˲ˡˬ ˣ˪ ˣˮ˞˶˵˷

 .˞˟ˢ ˵˪˥˪ 
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4.7.2  'ˠ ˟˪˷ï  WaitForSingleObject 

 ˸ˣ˶ˣ˷ ˡ˴˧˩ˣ ˷˥˶˸ˢ ˢˬ ˶˧˟˯ˮ˯ˣˢ˷ ˡˣ˵ˢ ˰ ˧˲˷ˢ ˣˮ˲  ˢ˞˪ˣ˪ˢ ˸˲˯ˣˢ ˧ˮ˲˪ ˷˥˶˸ˢ˷ ˨˧˪ˢ˸ˢ ˢˤ .ˣ

 :˸˶˸ˣ˧ˬˢ 

1.  ˶˴ˣˮ ˸˧ˮ˩ˣ˸ˢ ˸˴˶ˢ ˫˰Process  ˣ˩ˣ˸˟ˣ ˷ˡ˥Thread    ˢ˧˴˵ˮˣ˲ˢ .˧˷˞˶main  ˪ ˸˩˧˧˷Thread  

 ˧ ˷˞˶ˢ 

2. s-Thread  ˪˷ ˢ˥˧˸˲ ˰˴˧˟ ˧˷˞˶ˢThread  ˶ ˦ˬ˶˲ˣ ˢ˧˴˵ˮˣ˲ ˣ˪ ˶˧˟˰ˢˣ ˱˯ˣˮ 

3. ˢ ˸˥˧˸˲ ˶˥˞˪ ˡ˧ˬThread- ˢ ,˱˯ˣˮˢ-Thread  s  ˧˷˞˶ˢ ˱ ˣ˯˪ ˰˧ˠ ˢ ˸˧˧˴˵ˮˣ˲ -main  ˶˷˞˩ .

ˢThread- ˢ ˱ˣ˯˪ ˰˧ˠˬ ˧˷˞˶ˢ -mainˢ ,Process- ˢ ˪˩ ˸˞ ˣ˸˧˞ ˶ˠˣ˯ˣ ˶ˠ˯ˮThread-  ˭˧˧ˡ˰˷ ˫˧

˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .˫˧˥ˣ˸˲ , s-Thread  ˳ ˣ˶˪ ˸ˣˮˬˡˤˢ ˪˟˧˵ ˞˪ ˪˪˩˟ ˱˯ˣˮˢ 

ˢ ˢ˞˪ˣ˪ˢ ˸˲˯ˣˢ ˶˥˞˪"˸˶˸ˣ˧ˬ"ˢ ,-Thread ˮ˧˞ ˞ˣˢ .ˢ˞˪ˣ˪ˢ ˸˞ ˰˴˟˪ˣ ˳ˣ˶˪ ˨˧˷ˬˬ ˧˷˞˶ˢ  ˭ˬˤˢ .˶ˠ˯ˮ ˣ

 s  ˣ˟-Thread ˪ ˸ˣˮˬˡˤˢ ˭˸ˣˮ ,˳ˣ˶˪ ˨˧˷ˬˬ ˧˷˞˶ˢ-Scheduler   ˡ˟˰ˬ ˭ˬˤ ˸ˣ˴˵ˢ˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷

˪Thread-  s  .˱˯ˣˮˢ-Thread ˢ ,ˣ˪ ˣˮ˶ˡˠˢ˷ ˢˡˣ˟˰ˢ ˸˞ ˫˧˧˯ˬ ˱˯ˣˮˢ-Scheduler    ˡ˟˰ˬ ˭ˬˤ ˢ˴˵ˬˣ ˶ˤˣ˥

˪Thread-  s  ˶ˬˠ ˡ˰ ˧˷˞˶ˢ s  ˪˷ˣ ˣ˪˷ ˢ˶˧ˠ˯ˣ ˣ˪˷ ˢ˴˧˶Process- . 

 ,ˢ˷˰ˬ˪ ˸  ˸ˣ˩ˤ˟ˢ ˪˷ ˭ˣˬˤ˸ˢ ˭ˣˮˠˮˬ ˪˞ ˢ˴˴ˢ ˣˮ˪˟˧˵ ˸˶˸ˣ˧ˬˢ ˢ˞˪ˣ˪ˢ ˸˲˯ˣ-Scheduler  ˵˥˷˪ ˶˷˲˞ .

ˢ ˣ˟˷ ˟˴˵ˢ ˧˟ˠ˪ ˢ˩˶˰ˢ ˪˟˵˪ˣ ˢ˞˪ˣ˪˟ ˫˧˶˲˯ˬˢ ˫˰-Scheduler  ˭˧˟ ˱˧˪˥ˬThread .˫˧ 

˰ ˰˴˟˸ˬˣ ˦ˣ˷˲ ˞ˣˢ ˭ˣ˵˧˸ˢ .ˢ˸ˣ˞ ˭˵˸ˮ ,ˢ˧˰˟ˢ ˸˞ ˣˮ˟ˢ˷ ˶˥˞˪ ˢ˧˴˵ˮˣ˲ˢ ˧ˡ˧ ˪WaitForSingleObject  .

˧˴˵ˮˣ˲ ˟ ˵ˬ ˣˤ ˢ x ˢ˷˪˩ ˦˵˧˧˟ˣ˞ ˸˪- ˟ ˢ˧˴˵ˮˣ˲ˢ ˡˣ˰˸˟ ˸˞˴ˬˮ ˫˧˦˵˧˧˟ˣ˞ˢ ˸ˬ˧˷˶ -MSDN   ˭˧˟ ˸˪˪ˣ˩ ˞˧ˢˣ

 ˠˣ˯ˬ ˫˧˦˵˧˧˟ˣ˞ ˶˸˧ˢProcess  ˠˣ˯ˬ ,Mutex  ˠˣ˯ˬˣ (˶˧˩ˮ ˟ˣ˶˵˟ ˷ˬˬ ,˸ˣˮ˪˟˯)Thread  ˫˰ ˡ˥˧ .˭˟ˣˬ˩ ,

ˤˢ ˸ˣˬ˩ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ ,˦˵˧˧˟ˣ˞ˢ .˦˵˧˧˟ˣ˞˪ ˭˧˸ˬˢ˪ ˢ˩˧˶˴ ˸˧ˮ˩˸ˢ˷ ˧˪ˬ˧˯˵ˬˢ ˭ˬ 

 :ˢ˞˟ˢ ˢ˞˧˶˵ˢ ˸˞ ˱˧˯ˣˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˢˬ ˪˩ ˭˩˪ 

WaitForSingleObject (hThread, INFINITE);  

 ˟  ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˸˞ ˫˧˞ˣ˶ ˨˧˞ ˵ˣˡ˟ˮ ˣ˞ˣ˟ ,˱ˣ˯˟˪-Process Explorer ! 

ˢ ˨ˣ˸˟ ˶ˣ˴˧ˮ ,˧ˡˬ ˶ˢˬ ˫˧˧˸˯˸ ˞˪ ˸˧ˮ˩ˣ˸ˢ ˸˴˧˶˷ ˧ˡ˩Thread ˱˧ˡ˰ ˣ˞ ,ˢ˞˪ˣ˪ ˷ˡ˥ˢ-   ˢ˧˴˵ˮˣ˲˪ ˞˶˵ˮ

Sleep  ˟  ˢ˸ˣ˞ ˣ˷˲˥)-MSDNˢ ˳˧˶ˬ˷ ˡˣ˵ˢ ˨ˣ˸˟ ˡˣ˵ˢ ˸˞ ˫˧˷˪ ˟˪ ˣˬ˧˷ .(Threadˢ ˨ˣ˸˟ ˞˪ˣ ,-main  .

ˢ ˸˴˧˶ ,˸˶˥˞Thread  .˵ˣˡ˟˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˫˧˦˶˲˟ ˭˧˥˟ˢ˪ ˪˧˟˷˟ ˧ˡˬ ˶ˢˬ ˫˧˧˸˯˸ 

 ˨ˣ˸˟Process Explorer ˢ ˪˰ ˵˧˪˵ˮProcess  ˸˞ ˶˥˟ˮ ˫˧ˮˣ˷ˢ ˫˧˟˞˦ˢ ˭˧˟ˬˣ ,˸˧ˮ˩˸ˢ ˪˷Threads  

˟˪ ˣˬ˧˷)   ˢˬˠˣˡ˟˷ ˞ˣˢ ˸˴˶ˣˬ˷ ˸˧ˮ˩ˣ˸ˢ ˫˷ ˣˤThreads.exe :( 
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ˢThread-  ˞˧ˢ ˣ˪˷ ˢ˪˥˸ˢˢ ˸˟ˣ˸˩˷ ˸ˣ˞˶˪ ˶˷˲˞ .˧˷˞˶ˢ ˞ˣˢ ˭ˣ˸˥˸ˢ_ mainCRTStrartup  .

ˢThread- ˢ ˞ˣˢ ˭ˣ˧˪˰ˢThread-   ˢ˧˴˵ˮˣ˲ˢ ˞˧ˢ ˣ˪˷ ˢ˪˥˸ˢˢ ˸˟ˣ˸˩˷ ˸ˣ˞˶˪ ˶˷˲˞ˣ ,ˢ˴˧˶ˢ ˭ˬˤ˟ ˶˴ˣˮ˷

 .ˣ˪ ˣˮ˶˟˰ˢ˷ 

˪˧ˠ˶˸ 4.4  ˨˶ˡˣˬ ˪˧ˠ˶˸-  ˸˶˧˴˧Process 

 ˢ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˡˬ˪ˮ ˢˤ ˵˪˥˟CreateProcess˯ˮ˩ˮ˷ ˧ˮ˲˪ .    ˶˟ˡ ˷˧ ,ˢ˪˷ ˫˧˶˦ˬ˶˲ˢ ˪˷ ˫˧˦˶˲˪

 ˭ ˧˟ˢ˪ ˨˧˶˴˷ ˧˪˪˩:  ˳˟ˣ˵ ˶˦ˬ˶˲˩ ˸˪˟˵ˬ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢexe ˢ ˧ˡ˧ ˪˰ ˳˶ˣ˧˷-Process    ˭˩˪ .˶˴ˣˣ˧˷ ˷ˡ˥ˢ

 ˳˟ˣ˵ ˶ˣ˴˧ˮ ˭ˣ˷˞˶ˢ ˟˪˷˟ .˫˧˟˪˷ ˧ˮ˷˪ ˣˮ˪˷ ˪˧ˠ˶˸ˢ ˸˞ ˵˪˥ˮexe   ˭ ˦˵ ˣˢ˷ˬ ˰˴˟ˬ˷˪ˮ ˧ˮ˷ˢ ˟˪˷˟ˣ ,  ˡˬ

˟ ˷ˬ˸˷ˢ˪-CreateProcess  .ˣ˸ˣ˞ ˳˧˶ˢ˪ ˧ˡ˩ 

˷ '˞ ˟˪ï   s ˴˶ˢ ˳˟ˣ˵ ˸˶˧˴˧ 

 ˧ˡ˧ ˪˰ ˸˶˴ˣˮ˷ ˪ˡ˥ˬˢ ˸˶˧˶˟ ˸˧ˮ˩ˣ˸ ˸˞ ˪˲ˬ˵ˮ˷ ˰ˠ˶˟ ˢ˷˰ˬ˪Visual Studio   ,ˢ˴˶ˢ ˳˟ˣ˵ ˣˮ˧ˡ˧˟ ˷˧ ˶˟˩

 ˸ ˶ˣ˩ˤ˸) ˫˧˦ˮˬˣˠ˶˞ ˸˲˯ˣˢ ˧ˡ˧ ˪˰ ˭˦˵ ˠˣ˶ˡ˷ ˣ˪ ˢ˷˰ˮ ˣˮ˥ˮ˞ ˪˟˞-  ˷ ˮ˷ ˰ˡ˧ˬˢ ˞ˣˢ ˦ˮˬˣˠ˶˞  ˨ˣ˸˪ ˥˪

˵ˬ˷ ˢ˧˴˵ˮˣ˲ˢ ˨ˣ˸˟ ˧ˬˣ˵ˬˢ ˢˮ˸˷ˬˢ ˞ˣˢ ˶˦ˬ˶˲ ,ˢ˧˴˵ˮˣ˲˪ ˢ˯˧ˮ˩˟ (˦ˮˬˣˠ˶˞ˢ ˪˷ ˨˶˰ˢ ˸˞ ˪˟ -main  .

 ˫˷˟ ˦˵˧˧ˣ˶˲ ˣ˶˴HelloWorld :ˢˮˣ˷˞˶ˢ ˢ˶ˣ˷˪ ˟˪ ˣˬ˧˷ˣ ˞˟ˢ ˡˣ˵ˢ ˸˞ ˣ˧˪˞ ˣ˵˧˸˰ˢ , 

int  main( int  argc, char *argv[])  

{  

 if (argc != 2) {  

     printf("Incorrect number of arguments \ n");  

     return 0;  

 }  

 int  id = atoi(argv[1]);  

 printf("Hello World! Process got argument %d \ n", id);  

 return 1;  

}  

 ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢargc  ˪˷ ˶ˣ˴˧˵ ˞ˣˢArgument Count  .˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˫˧˦ˮˬˣˠ˶˞ˢ ˶˲˯ˬ ˶ˬˣ˪˩ ,

 ˧ˮ˷ˢ ˶˦ˬ˶˲ˢargv  ˪˷ ˶ˣ˴˧˵ ˞ˣˢArgument Vector ˫˧˰˧˟˴ˬ ˪˷ ˨˶˰ˬ ˶ˬˣ˪˩ , .˫˧˦ˮˬˣˠ˶˞˪ 

  ˞ˣ˶˵˪ ˶˷˞ˬ ˫˧˶ˣ˵ ˫˧˶˟ˡˢ ˸˞ ˸ˣ˞˶˪ ˶˸ˣ˧ ˢ˟˶ˢ ˪˵ ˢˤ ˢ˶˵ˬ˟ ,˭˟ˣˬ ˞˪ ˫˩˪ ˢ˞˶ˮ ˢˤˢ ˶˟˯ˢˢ ˫˞

 .˧˦˶ˣ˞˧˸ ˶˟˯ˢ 
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 ˞. ˸ˣ˷˰˪ ˣ˥˩˷˸ ˪˞ .˸˧ˮ˩ˣ˸ˢ ˸˞ ˣ˪˲ˬ˵ - 

include <iostream>  

.˟   ˣ˥˸˧˲cmd 

.ɣ  ˸ˣˡˣ˵˲ ˸ˣ˰˴ˬ˞˟cd ˶ˢˢ ˳˟ˣ˵ ˶ˬ˷ˮ ˢ˟˷ ˢ˧˵˧˸ˢ ˪˞ ˣ˰˧ˠˢ ˢ˴HelloWorld.exe 

 l.  ˸˶ˣ˷˟ ˣ˟˸˧˩ ˢˡˣ˵˲ˢHelloWorld.exe ˣ˴˥˪ˣ ,ˣˢ˷˪˩ ˶˲˯ˬ ˤ˞ˣ ,˥ˣˣ˶ ˭˩ˬ ˶˥˞˪ ,enter  ˫˸˞ .

 :ˢ˞˟ˢ ˢ˞˴ˣ˸˪ ˢˬˣˡ ˢ˞˴ˣ˸ ˸ˣ˞˶˪ ˫˧˧ˣ˲˴ 

 

 ˶˲˯ˬˢ ,ˢ˪ ˣˮ˶˟˰ˢ˷ ˦ˮˬˣˠ˶˞ˢ ˸˞ ˢ˯˧˲ˡˢ ˸˧ˮ˩ˣ˸ˢ˷ ˫˧˞ˣ˶ .ˢ˲˧4 . 

 ˨ˣ˸˟ .ˢˬ˴˰ ˸˧ˮ˩˸ˢ ˨ˣ˸˟ ˢ˶ˣ˵ ˢˬ ˭˥˟ˮ ˣ˞ˣ˟Visual Studio sˮ˩  ˶˲˯ˬ ˣ˲˧˯ˣˢˣ ˦˵˧˧ˣ˶˲ˢ ˸ˣ˶ˡˠˢ ˪˞ ˣ˯

 ˪˷ ˢ˶ˣ˷˟ ˣˢ˷˪˩Command Arguments : 

 

 ˣˬ˧˷Breakpoint  s  ˸˪˧˥˸˟-main   ˟˴ˬ˟ ˣ˴˧˶ˢˣDebug  ˪˷ ˨˶˰ˢ˷ ˨˩˟ ˫˧ˮ˧˥˟ˬ ˫˸˞ ˫˧ˮ˸˷ˬˢ ˭ˣ˪˥˟ .

argc  ˣˮ˧ˢ2 ˞˵ˣˣˡ ˢˬ˪ .2?˦ˮˬˣˠ˶˞˩ ˡ˥˞ ˶˲˯ˬ ˵˶ ˣˮ˶˟˰ˢ ˧˶ˢ ? 

 ˪˷ ˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩ˢargv ˞˧ˢ ˫ˠ ˢ˟ˣ˸˩  ˧ˮ˸˷ˬˢ ˭ˣ˪˥˟  ˪˰ ˸˧ˮˬˤ ˣ˟ ˢ˴˧˥˪) ˭ˣ˶˩˧ˤ ˭ˣ˪˥ ˣ˥˸˧˲ .˫

Ctrl+Alt+m  ˥ˣˣ˦˟ ˶˲˯ˬ ˪˷ ˢ˶˧˥˟ ˭˩ˬ ˶˥˞˪ˣ1  ˡ˰4 ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˸˟ˣ˸˩ˢ ˢˡ˷˪ ˣ˵˧˸˰ˢˣ (argv  .

ˣ˶˩˧ˤˢ ˢˮ˟ˬ ˰˧˲ˣ˧ ˫˩˧ˮ˲˪ ˪˷ ˭argv ˪˷ ˟˧˸ˮˢ˷ ˭˟ˣˬ˩ ,HelloWorld  ˪˷ ˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩ˢˣargv   ˫˧ˮˣ˷

 :ˢˬˠˣˡ˟ ˶˷˞ˬ 
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 ˷  ˫˧˞ˣ˶-  argv  ˢˮˣ˷˞˶ˢ ˸˟ˣ˸˩ˢ .˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩ ˧˸˷˟ ˪˧˥˸ˬ0x00cc5474   ˢ˪˧˥˸ˬ ˢ˟˷ ˸˟ˣ˸˩ˢ ˞˧ˢ

 ˢ˧ˮ˷ˢ ˸˟ˣ˸˩ˢ ˣ˪˧˞ˣ ,ˢ˴˶ˢˢ ˳˟ˣ˵ ˫ˣ˵˧ˬ ˸˞ ˸˞˦˟ˬ˷ ˸ˤˣ˶˥ˬˢ0x00cc54b9   ˞˴ˬˮ ˢ˟˷ ˸˟ˣ˸˩ˢ ˞˧ˢ

 ˢˬ˪ ˶ˣ˶˟ ˸˰˩ .ˣˮ˶˟˰ˢ˷ ˦ˮˬˣˠ˶˞ˢargc  ˣˮ˧ˢ2˷ ˭ˣˣ˧˩ ˸˞ˤ , ˨˶˰ˬˢargv  .˭ˣ˶˩˧ˤ˪ ˫˧˰˧˟˴ˬ ˧ˮ˷ ˪˧˩ˬ 

  .ˢ˞˧ˠ˷ ˣˤ ˞˪ ˫˞ ,˫˧˦ˮˬˣˠ˶˞ ˧ˮ˷ ˷˧ ˭˩˞˷ ˵ˡˣ˟ ˭ˣ˷˞˶ˢ ˧˞ˮ˸ˢ .ˣ˧˪˞ˬ ˶ˣ˶˟ ˶˟˩ ˸˧ˮ˩ˣ˸˟ ˡˣ˵ˢ ˶˸˧ ˣ˧˷˩˰

 ˢ˧˴˵ˮˣ˲ˢ ,˨˷ˬˢ˟atoi  ˢ˧˴˵ˮˣ˲ˢˣ ˶˲˯ˬ˪ ˸ˤˣ˶˥ˬˢ ˸˞ ˸ˬˠ˶˸ˬprintf  ˸ ˬ˧˧˯ˬ  .ˢˡˣ˟˰ˢ ˸˞ 

 ˟  ˷ˣˬ˧˷ˢ-atoi  ˸ ˣ˰˴ˬ˞˟ ˢ˯˲ˡˢ ˰˴˟˪ ˫˧˪ˣ˩˧ ˣˮ˧˧ˢ .ˢˤˢ ˡˣ˵˟ ˧˥˶˩ˢ ˞˪ ˷ˬˬ ˢ˧ˢ - 

print ÆƽƧ˧Ó\ÎƨƗ ÁÒÇÖǁʦǂƾ 

 ˸˞ ˶˧ˬˢ˪ ˧˪˟argv  ˯˵ˡˮ˧˞˟1   ˸˞ ˶˧˩ˮ˷ ˟ˣ˷˥ ˨˞ .˶˲˯ˬ˪atoi .˞˟ˢ ˵˶˲˟ ˣˮ˪ ˰˧˧˯˧ ˞ˣˢ , 

 '˟ ˟˪˷ï  ˣˮ˶˴˧˷ ˢ˴˶ˢˢ ˳˟ˣ˵˪ ˸˞˶ˣ˵˷ ˸˧ˮ˩ˣ˸ ˸˶˧˴˧ 

 ˢ˧˴˵ˮˣ˲ˢCreateProcess   ˬ  ˸ˣ˥˲ ˞˪ ˸˪˪ˣ˩-10 ˟ ˭˟ˣˬ˩ ˞˴ˬˮ ˞˪ˬˢ ˡˣ˰˧˸ˢ .˫˧˶˦ˬ˶˲ -MSDN  ˫˰ .

 ˫˧˶˦ˬ˶˲ˢ ˪˩ ˭˧˟ˬ ,˸˞ˤ ˞ˣˢ˷ ˡ˥˞ ˶˦ˬ˶˲ ˵˶ ˢ˷˰ˬ˪ ˷˧  ˪˟˵˪ ˫˧˪ˣ˩˧ ˫˧˶˦ˬ˶˲ˢ ˶˸˧ ˪˩ ,˰ˠ˶˩ ˣˮ˪ ˟ˣ˷˥

˷ "ˢˡˣ˵˲ˢ ˸˶ˣ˷" ˸˞ ˠ˴˧˧ˬ ˞ˣˢ˷ ˭ˣˣ˧˩ ,˧ˮ˷ˢ ˞ˣˢ ˣˮ˪ ˟ˣ˷˥ˢ ˶˦ˬ˶˲ˢ .˪ˡ˥ˬ ˸˶˧˶˟ ˧˩˶˰  ˸˞ ˢ˴˧˶ˬ

˪ ˯ˮ˩˧˧˷ ˢˬ ˪˩ ˸˞ ˪˧˩˸˷ ˸ˤˣ˶˥ˬ ˶ˣ˴˧˪ ˢ˴˶ˮ ˶ˬˣ˪˩ .˫˧˶˴ˣ˧ ˣˮ˥ˮ˞˷ ˯˯ˣ˶˲ˢ-argv    ˷ˡ˥ˢ ˯˯ˣ˶˲˟

 .˶˴ˣˣ˧˷ 

 ˰ ˦˵ ˵ˢ :˫˧˟˪˷˪ ˟˪ ˣˬ˧˷ .ˣˤ ˸ˤˣ˶˥ˬ ˸˶˧˴˧˪ ˷ˬ˷ˬ ˞˟ˢ ˡˣ 

 ˞.  ˫ ˧˰ˣ˟˵ ˶ˣ˸˟ ˦ˮˬˣˠ˶˞˩ ˶˯ˬˮ˷ ˨˶˰ˢˣ ˢ˴˶ˢˢ ˳˟ˣ˵ ˸˶ˡˠˢ 

 ˟.  ˡˣ˰ˣ ˣˮ˶ˡˠˢ˷ ˸ˣˤˣ˶˥ˬˢ ˫ˣ˩˯ ˞ˣˢ˷ ,˸ˣ˴˵ˢ˪ ˨˶˦˴ˮ˷ ˭ˣ˶˩˧ˤˢ ˪ˡˣˠ ˟ˣ˷˧˥2  ˣ˸ˣ ˥ˣˣ˶ ˣ˸ ˸˟ˣ˦˪ ,

 ˸ˤˣ˶˥ˬ ˫ˣ˧˯Null Termination 

 ɣ.   ˸ˣ˰˴ˬ˞˟ ˨˶˰ˬ ˸˞˴˵ˢmalloc 

 l. ˬ˪ ˫˧˩˶˰ˢ ˸˵˸˰ˢ ˸ˣ˰˴ˬ˞˟ ˨˶˰sprintf_s 

#define EXE_FILENAME ".. \ \ .. \ \ HelloWorld \ \ Debug\ \ HelloWorld.exe"  

#define PROC ESS_ARG  "4"  

  

int  main()  

{  

 // create argument string  

 CHAR exe_filename[] = EXE_FILENAME;  

 CHAR process_arg[] = PROCESS_ARG; 

 INT size = strlen(exe_filena me) + strlen(process_arg) + 2;  

 size += 2  // space + null termination  

 PCHAR param = (PCHAR)malloc( size * sizeof(CHAR));  

 sprintf_s(param, size, "%s % s", exe_filename, process_arg);  
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 ˧ˣˣ˸ ˪˷ ˞˧ˢ ˣˮ˶˴˧˷ ˸ˤˣ˶˥ˬˢ˷ ˟˪ ˣˬ˧˷ASCII   ˪  ˞˶˵ˮ ˭˩˪ˣ-CreateProcessA ˯ ˶ˠ ,ˢ ˸-ASCII˪ ˞˪ˣ , -

CreateProcessW . 

 ˸˞ ˪˥˸˞˪ ˨˶ˣ˴ ˷˧ .˰˴˟˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˱˯ˣˮ ˶ˣˡ˧˯ ˷˧ ˢ˞˧˶˵ˢ ˸˟ˣ˦˪  ˫˧ˮˣ˶˥˞ˢ ˫˧˶˦ˬ˶˲ˢ ˧ˮ˷

 ˪  ˫˧˶˟˰ˣˬ˷-CreateProcessA . 

¶  ˯ˣ˲˧˦ˬ ˢˮ˸˷ˬ ˞ˣˢ ˭ˣ˷˞˶ˢ ˨˶˰ˢSTRATUPINFOA  ˸ˣ˶ˡˠˢ ˸˞ ˪˧˩ˬ˷ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˣˢˤ .

ˢ ˧ˡ˧ ˪˰ ˥˸˲˧˧˷ ˭ˣ˪˥ˢ-Process  ˭ˬˤ˟ ,ˢ˴˧˶ˢ ˟ ˣ˧˪˰ ˣ˷˲˥˸ ˫˞ -MSDN   ˸ˣˡ˷ˢ ˞ˣ˪ˬ ˸˞ ˣ˞˴ˬ˸

ˬ ˞ˣˢ˷ ˪ ˧˩ 

¶  ˧ˣ˶˵˷ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˞ˣˢ ˧ˮ˷ˢ ˨˶˰ˢProcess Information  ˪˩ˢ ˨˯˟ ˪˪ˣ˩˷ ˧ˡˬ˪ ˦ˣ˷˲ ˢˮ˟ˬ ˣˢˤ .

 :˸ˣˡ˷ ˢ˰˟˶˞ 

o ˢ ,˯˯ˣ˶˲ˢ ˪˷ ˢˢˤˬˢ ˶˲˯ˬˢ-PID  ˸˶˧˴˧ ˭ˬˤ˟ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧ ˪˰ ˰˟˵ˮ˷ ,

 ˯ ˯ˣ˶˲ˢ 

o ˢ ˪˷ ˢˢˤˬˢ ˶˲˯ˬˢ -Main Thread ˣ˸ˣ˞ ,Thread  ˢ ˸˶˧˴˧ ˫˰ ˪˰˲ˣˬ˷ ˭ˣ˷˞˶ -

Process . 

o  ˦˵˧˧˟ˣ˞Handle  -˪Process 

o  ˦˵˧˧˟ˣ˞Handle   ˪-Main Thread 

 ˸˶˧˴˧ ˨˧˪ˢ˸˟-sProcess  ˢ˧˴˵ˮˣ˲˪ ˫˧˥˪ˣ˷ ˣˮ˥ˮ˞CreateProcess    ˣ˞˪ˬ˸˧˷ ,˫˧˯˲ˣ˞ˬ ˫˧ˮˣ˸ˮ ˧ˮ˟ˬ ˧ˮ˷

 ˸˞ ˶ˣ˴˧˸ ˞˧ˢ˷ ˧ˮ˲˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧ ˪˰ s-Process . 

ˢ˴˧˶ˢ ˫ˣ˧˯˟˸ˮ˟ ˷ˬ˸˷ˮ , ˟  ˫˧˞˴ˬˮ˷ ˫˧ˮˣ-Process Information ˶ˣˠ˯˪ ˸ˮˬ ˪˰  ˢ ˸˞-Handle ˪ -

Process   ˪ ˣ ˣˮ˶˴˧˷-Main Thread  .ˣ˪˷ 

  ˳˟ˣ˵ˢ˷ ˣ˞ˡˣˣ ˣ˸ˣ˞ ˣ˴˧˶ˢ .˫ˢ˪˷ ˯ˣ˲˧˞ˢˣ ˫˧˷˶ˡˮˢ ˫˧ˮˣ˸ˮˢ ˧ˮ˟ˬ ˸˶˧˴˧ ˪˪ˣ˩ ,˪˧ˠ˶˸ˢ ˪˷ ˡˣ˵ˢ ˪˪˩ ˭˪ˢ˪

HelloWorld  :˭˧˵˸ ˭˲ˣ˞˟ ˞˶˵ˮ 

#define EXE_FILENAME   " . . \ \ .. \ \ HelloWorld \ \ Debug\ \ HelloWorld.exe"  

#define PROCESS_ARG "4"  

  

int  main()  

{  

 STARTUPINFOA si; 

 PROCESS_INFORMATION pi; 
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 ZeroMemory(&si, sizeof(si));  

 si.cb = sizeof(si);  

 ZeroMemory(&pi, sizeof(pi));  

  

 // create argument string  

 CHAR exe_filename[]  = EXE_FILENAME; 

 CHAR process_arg[] = PROCESS_ARG; 

 INT size = strlen(exe_filename) + strlen(process_arg) + 2;  

 PCHAR param = (PCHAR)malloc(size * sizeof(CHAR));  

 sprintf_s(param, size, "%s %s", exe_filename, process_arg);  

  

 // Start the ch ild process.  

 CreateProcessA (NULL,  

     param,     // Command line  

     NULL,      // Process handle not inheritable  

     NULL,      // Thread handle not inheritable  

     FALSE,     // Set handle inheritance to FALSE  

     0,         // No creation flags  

     NULL,         // Use parent's environment block  

     NULL,      // Use parent's starting directory  

     &si,       // Pointer to STARTUPINFO structure  

     &pi);      // Pointer to PROCESS_INFORMATION structure  

 CloseHandle (pi.hThread);  

 CloseHandle (pi.hProcess);  

 fr ee(param);  

 return 0;  

}  
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˪˧ˠ˶˸ 4.5 ˫˩˯ˬ ˪˧ˠ˶˸ 

ˢ ˭ˣˬˤ˸ ˭˲ˣ˞ ˸˞ ˷˧˥ˬˮ ˨˶ˡˢ ˪˰ˣ ,ˣˮ˶˟˴˷ ˰ˡ˧ˢ ˸˞ ˶˟˥ˮ ˢˤ ˪˧ˠ˶˸˟Threadˢ ˪˷ ˫˧-Scheduler  . 

 ˸˶˴ˣ˧˷ ˸˧ˮ˩ˣ˸ ˣ˟˸˧˩4 Thread ˪˩ ,˫˧˷ˡ˥ ˫˧Thread   ˢ˞˪ˣ˪˟ ˳˶1000   ˸˞ ˨˯ˬ˪ ˯˧˲ˡˬ ˫˰˲ ˪˩˟ˣ ,˫˰˲

 ˶ ˣˡ˧˯ˢ ˶˲˯ˬˢˢ ˪˷ ˧Thread  .ˢ˞˪ˣ˪ˢ ˢˮˣˬ ˸˞ˣ 

˭ˣ˷˞˶ˢ .˫˧˶ˠ˸˞ ˧ˮ˷ ˫ˮ˷˧ ˣˤˢ ˸˧ˮ˩˸˟˷ ,˟˪ ˣˬ˧˷ - ˪ ˶˧˟˰ˢ˪-Thread   ˣ˟˷ ˟˴ˬˬ ˣ˶ˢˤ˧ˢ .˧˶ˣˡ˧˯ ˶˲˯ˬ

˪ ˫˧˶˧˟˰ˬ ˫˸˞Thread-ˢ ˪˩˪ ˸˟ˣ˸˩ ˢ˸ˣ˞ ˢˮ˧ˢ˷ ˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩˪ ˰˧˟˴ˬ ˫˧-Thread  ˷˧ ˫˞ ,ˢˬˠˣˡ˪ .˫˧

 ˢˮ˸˷ˬ ˫˩˪i   ˷  ˸˟ˣ˸˩ˢ ˸˞ ˫˰˲ ˪˩˟ ˫˧˶˧˟˰ˬ ˫˸˞ˣ ˪iˢ ˪˩ ,-Thread˸ˣ˞˪ ˣ˷ˠ˧˧ ˫˧˩˧ˤ˟ ˸˟ˣ˸˩ˢ ˢ  .˭ˣ˶

 ˪˷ ˣ˩˶˰ ˶˷˞˩i  ˢ ˪˩ ˶ˣ˟˰ ˢˮ˸˷˧ ˨˶˰ˢ ,ˢˮ˸˷˧Thread- .˫˧ 

 ˪˷ ˞˪ ˢ˴˧˶ˢ ˫ˣ˧˯˪ ˸ˣ˩˥˪ ˨˧˶˴ ˫˰˲ˢ˷ ˞ˣˢ ,˧ˮ˷ˢ ˶ˠ˸˞ˢThread  ˶˲˯ˬ ˪˷ ˞˪˞ ˡ˧˥˧Thread  ˣ˞˶˧˵ .˫˧

-˟MSDN    ˢ˧˴˵ˮˣ˲ˢ ˪˰WaitForMultipleObjects.   

˴˧˶ ˸˞˴ˣ˸ˬ ˰˦˵˪ ˢˬˠˣˡ :ˢ 

 

4.8  ˫ ˣ˩˧˯ 

 ˪˩˷ ˣˮˡˬ˪ ˢˤ ˵˶˲˟ˮ ˟˷˥ˬ˟ ˢ˴˶˷ ˢˮ˩ˣ˸  ˨ˣ˸˟ ˸˞˴ˬProcess  ˞˧ˢ˷ ˫˧˟˞˷ˬˢ ˪˩ ˸˞ ˢ˪ ˵˧ˮ˰ˬ˷ ,

 ˷  ˣˮ˧˞˶ .˫ˢ˪ ˢ˵ˣ˵ˤ-Process  ˶˲˯ˬ˪ ˸ˣˬ˧˷ˬ ˵˪˥˪ ˪ˣ˩˧ ˡ˧˥˧Thread  ˫˧˟˞˷ˬ ˣ˩ˣ˸˟ ˫˧˵˪ˣ˥˷ ,˫˧

 ˶˲˯ˬ ˸ˣ˥˸ˣ˲˷ ˸ˣ˧ˮ˩ˣ˸ ˣˮˬ˴˰˟ ˣˮ˶˴˧ ,˫˧˶˟ˡˢ ˸˞ ˣˮˬ˴˰˪ ˷˧˥ˬˢ˪ ˧ˡ˩ .˫˧˲˸ˣ˷ˬThread  ˨˶ˡ ˣˮ˶˵˥ˣ ˫˧

Process Explorer ˪ ˢ˵ˣ˪˥ˢ ˸˞Process-ˣ ˫˧Thread-  ˢ˞˴ˣ˸˩ ˸ˣˬ˶ˠˮ˷ ˸ˣ˧˰˟˟ ˭ˣˡˮ ˞˟ˢ ˵˶˲˟ .˫˧

 .˭ˢ˧˪˰ ˫˧˶˟ˠ˸ˬ ˡ˴˧˩ˣ ,ˣˤ ˢ˵ˣ˪˥ˬ
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˵˶˲ 5 ï  ˭ˣ˶˩ˮ˯Processˣ ˫˧Thread-˫˧ 

  ˶˲˯ˬ ˪˷ ˸˧ˮˬˤ ˣ˟ ˢ˴˶ˢˬ ˢ˞˴ˣ˸˩ ˷˥˶˸ˢ˪ ˸ˣ˪ˣ˪˰˷ ˸ˣˮˣ˷ ˸ˣ˧˰˟˟ ˭ˣˡˮ ˢˤ ˵˶˲˟Thread  ˫ˢ ˫˞ ˭˧˟ ,˫˧

 ˣ˸ˣ˞˪ ˫˧˩˧˧˷Process ˪ ˣ˞ -Process  ,ˣ˪˞ ˸ˣ˧˰˟ ˶ˣ˸˲˪ ˸ˮˬ ˪˰ ˣ˥˸ˣ˲˷ ˫˧ˮˣ˷ ˫˧ˮˣˮˠˮˬ ˶ˣ˵˯ˮ .˫˧ˮˣ˷ ˫˧

  ˭˧˟ ˭ˣ˶˩ˮ˯ˢ ˧ˮˣˮˠˮˬ ˪˰ ˡˬ˪ˮProcess x  ˫˧-Thread˫˧˫˧˧ˣ˶˵˷ ˫˧ˮˣˮˠˮˬ ,  Mutexes   x-Critical Sections  .

˟˷˥ˬˢ ˧˰ˡˬ ˫ˣ˥˸˟ ˸˧˯˞˪˵ ˢ˧˰˟ ˶ˣ˸˲ˮ ˱ˣ˯˟˪ -  .˫˧ˡ˰ˣ˯ˢ ˫˧˲ˣ˯ˣ˪˧˲ˢ ˸˧˧˰˟ 

5.1  ˣˢˬRace Condition 

ˠ˷ˣˬˢ  ˷ ˞˶ˢ˞ˣˢ ˡˬ˪ˮ ˣ˸ˣ˞ ˭ˣ Race Condition  ˧ˮ˷ ˥˸ˣ˲˷ ,ˡˣ˵ ˣˮ˧ˮ˲˪ .˭˦˵ ˧ˣ˯˧ˮ ˰˴˟ˮ ,ˣ˸ˣ˞ ˭˧˟ˢ˪ ˧ˡ˩ .

Threadˡ˥˞ ˪˩ .ˢˮ˸˷ˬ ˣ˸ˣ˞ ˪˷ ˸˟ˣ˸˩ ˫ˢˬ ˡ˥˞ ˨˩˪ ˶˧˟˰ˬˣ ˫˧ ˢˬ-Thread  ˪˷ ˣ˩˶˰ ˸˞ ˫ˡ˵ˬ ˫˧

 ˢˮ˸˷ˬˢ10000 ˧ ˢˬ :(ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˧˪˟) ˢ˞˟ˢ ˢ˪˞˷ˢ ˪˰ ˣˮ˰ˣ ˞˟ˢ ˡˣ˵ˢ ˪˰ ˣ˶˟˧˰ .˫˰˲  ˪˷ ˣ˩˶˰ ˢ˧ˢ

 ˢˮ˸˷ˬˢparam ?ˢ˴˧˶ˢ ˫ˣ˧˯˟ 

#define  NUM_THREADS 2 

#define  MAX 10000 

 

VOID inc(PINT param) {  

    INT temp = *param;  

    temp++;  

    *param = temp;  

}  

 

DWORD WINAPI thread_func(LPVOID param) {  

    for  (INT i = 0; i < MAX; i++) {  

        inc((PINT)pa ram);  

    }  

    retur n 1;  

}  

 

int  main()  

{  

    INT val = 0;  

    LPVOID param = &val;  
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    HANDLE hThread[NUM_THREADS]; 

    for  (INT i = 0; i < NUM_THREADS; i++) {  

        hThread[i] = CreateThread (  

            NULL,       //default security attributes  

            0,          //d efault stack size  

            thread_func, //thread function  

            param,      //thread param  

            0,          //default creation flags  

            NULL        //return thread identifier  

        );  

    }  

 

    WaitForMultipl eObjects (NUM_THREADS, hThread, TRUE, IN FINITE);  

    printf( "Param value: %d \ n" , *(PINT)param);  

}  

 ˪˷ ˣ˩˶˰ ˢ˴˧˶ˢ ˫ˣ˧˯˟˷ ˫˧˲˴ˬ ˣˮ˧˧ˢ ,˧˰˟˦ ˭˲ˣ˞˟param ˪ ˢˣˣ˷ ˢ˧ˢ˧-20000  ˸˧ˮ˩ˣ˸ˢ ˸˞ ˣ˴˧˶ˢ ˸˰˩ .

˫˧ˬ˰˲ ˶˲˯ˬ -  ?˫˸˪˟˵ ˢˬ 

˸ˣ˴˶ˢ ˰˟˶˞ ˪˷ ˸ˣ˞˴ˣ˸ ˢˮˢ-   ˢ˞˴ˣ˸ˢ ˭ˢˬ ˸˥˞ ˱˞˟ ˲ ˴ˢ ˢ˞˴ˣ˸˪ ˢ˟ˣ˶˵ ˢˮ˧˞ .ˢ˧ˣ 

 

 ˵˶ ˞˪  ˭ˮ˧˞ ˸ˣ˞˴ˣ˸ˢ˷20000  ˢˮˣ˷ ˢ˞˴ˣ˸ ˸˸˪ ˫˧˶ˣˬ˞ ˞˪ ˫˧˟˷˥ˬ .˸ˣ˞˴ˣ˸ˢ ˭˧˟ ˡ˞ˬ ˢ˟˶ ˸ˣˮˣ˷ ˫ˠ ˷˧ ,

 ?˭˞˩ ˷˥˶˸ˬ ˢˬ .ˢˮ˩ˣ˸ ˢ˸ˣ˞ ˸˞ ˫˧˴˧˶ˬ˷ ˫˰˲ ˪˩˟ 

ˢ ˧ˮ˷˪-Thread ˪˷ ˸˟ˣ˸˩ ˢ˸ˣ˞ ˸˞ ˷˧ ˫˧param  .˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩ ˢ˸ˣ˞˪ ˫˧˟˸ˣ˩ˣ ˫˧˞˶ˣ˵ ˫ˢ˧ˮ˷ ˶ˬˣ˪˩ ,

ˬ ˶˷˞˩ ˸ˣ˷˥˶˸ˬ ˸ˣ˧˰˟ˢ ˰˴˟˸Context Switch  :˸˶ˣ˩ˤ˸) .˟ˣ˦ ˞˪ ˭ˬˤ˟Context Switch   ˰ˣ˶˞ ˞ˣˢ

ˢ ˧ˡ˧ ˪˰ ˭ˬˤˣ˸ˬ˷-Scheduler  ˪˷ ˡˣ˵ ˪˷ ˢ˴˶ˢˬ ˶˟ˣ˰ ˡ˟˰ˬˢ ˣ˧˸ˣ˟˵˰˟ˣ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷Thread  

 ˪˷ ˡˣ˵ ˪˷ ˢ˴˶ˢ˪ ˣˢ˷˪˩Thread  (˶˥˞ 

  ˭ˬˤ ˣˢˬ ˷˧˥ˬˬ ˞˟ˢ ˶ˣ˧˞ˢ˟ˣ˦ ˞˪   ˰ˣ˴˧˟˪witchContext S x ˢ ˧˸ˬ ˟˪ ˣˬ˧˷ .˰˴˟˸ˬ ˞-   x ˧ˡ˟ ˷  ˧˶˥˞ ˵ -

Thread1  ˪˷ ˣ˩˶˰ ˸˞ ˢ˪˰ˢtemp ˸˞ ˵˧˸˰ˢ ˞ˣˢ˷ ˧ˮ˲˪ˣ ,temp  ˨ˣ˸˪ ˧ˮ˩ˡ˰ˢparam . 
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 ˢ˟ ,ˢˬˠˣˡ ˥˵˧ˮparam  ˢˣˣ˷5 ,ˢˤ ˢ˶˵ˬ˟ .Thread1    ˸˞ ˟˷˥ˬˣ ,˭ˣ˶˩˧ˤˢˬ ˨˶˰ˢ ˸˞ ˞˶ˣ˵temp    ˸ˣ˧ˢ˪

6  .  ˪˷ ˣ˩˶˰temp  ˨ˣ˸˪ ˢ˶ˤ˥˟ ˶ˬ˷ˮ ˞˪ ˭˧˧ˡ˰param . 

 ˰˴˟˸ˬ ˢˤ ˰ˠ˶˟Context Switch  ˪˞Thread2 ˸˞ ˞˶ˣ˵ ˞ˣˢ ˫ˠ˷ ,param  ,˭˧˧ˡ˰˷  ˶˰ˢ ˣ˩ ˞ˣ5  ˭˩˪ .

Thread2  ˪˷ ˣ˩˶˰ ˸˞ ˭˩ˡ˰˧param   ˸ˣ˧ˢ˪6  . 

 ˶˷˞˩Thread1  ˟ ˶ˣˬ˷˧ ˞ˣˢ ,˶ˣˤ˥˧-param  ˸˞temp ˢˮ˸˷ˬˢ .temp  ˪  ˶ˬˣ˪˩ ,˧ˬˣ˵ˬ ˢˮ˸˷ˬ ˞ˣˢ- 

Thread1  ˢˮ˸˷ˬ ˷˧temp  ˪ ˶˷˞ˬ ˢˮˣ˷-Thread2 .   ˪˷ ˣ˩˶˰temp  ˨ˣ˸˟˷Thread1  ˞ˣˢ6 .  ˭˩˪

Thread1  ˶ˣˬ˷˧6  ˨ˣ˸˪param  . 

 ˷  ˸ˣ˶ˬ˪˷ ˢ˧ˢ˸ ˢ˞˴ˣ˸ˢ-param  s  ˧ˮ˷ ˧ˡ˧ ˪˰ ˭˩ˡ˰˸ˢ -Thread  ˸˞ ˸ˣ˪˰ˢ˪ ˨˧˶˴ ˢ˧ˢ ˢ˶ˣ˞˩˪˷ ˢˬ ,˫˧

˪ ˣ˩˶˰ -7  ˶˸ˣˮ ˣ˩˶˰ ˢ˷˰ˬ˪ ,6 . 

 ˸˞˶˵ˮ ˰ˠ˶˩ ˣˮ˶˵˯˷ ˢ˰˲ˣ˸ˢRace Conditionˢ ˧ˮ˷ ˭˧˟ "˸ˣ˶˥˸" ˢˮ˷˧ .-Thread ˫ ˧ ˬ  ˣ˩˶˰ ˸˞ ˭˩ˡ˰˧ ˧

 ˪˷param ˴ ˣ˸ˢˣ ,ˢ˞ s .ˢˬ˧˷ˬˢ ˸˞ ˰˴˟˪ ˢˤ˪ ˢˤ ˫˧˰˧˶˲ˬ ˫ˢ˷ ˞˧ 

 ˸˧˪ˠˮ˞˟ ˣ˞ ,"˧˦˧˶˵" ˞˶˵ˮ ˡˣ˵ ˰˦˵Critical Section ˰˴ˣ˟˧ ˣ˩˪ˢˬ˟˷ ˶ˣ˯˞ ˫˞ ,Context Switch  ˧˲˩  .

 .˧˦˧˶˵ ˡˣ˵ ˰˦˵ ˞ˣˢ ˣˮ˶˵˯˷ ˡˣ˵ˢ ˰˦˵ ,˫˧˞ˣ˶ ˣˮ˥ˮ˞˷ 

 :ˢ˟˷˥ˬ˪ ˢ˪˞˷ 

˷ .ˢ˞˟ˢ ˡˣ˵ ˸˶ˣ˷˟ ˣˮˮˣ˟˸ˢ˷ ˣ˩˶˰ ˸˞ ˸ˮ˩ˡ˰ˬ ˡˣ˵ˢ ˸˶ˣˢˮ˸˷ˬˢ ˪  ˷-param   ˸˞ˤ ˢ˷ˣ˰ˣ ˣ˧˪˰ ˰˧˟˴ˬ

ˢ ˸˞ ˰ˮˬ˧ ˢˤˢ ˭˲ˣ˞˟ ˭ˣ˩ˡ˰ˢ ˰ˣ˴˧˟ ˫˞ˢ ,˫˩˸˰ˡ ˢˬ .ˡ˟˪˟ ˸˥˞ ˢˡˣ˵˲˟-Race Condition  ˞˪˷ ˨˩ ,

 ˭˧˟ ˢ˲˪˥ˢ ˰˴˟˸˸Thread?˧ˮ˩ˡ˰ˢ ˨˶˰ˢ ˪˷ ˢ˶ˤ˥ ˢ˶˧ˬ˷ˢˣ ˭ˣ˩ˡ˰ˢ ˸ˡˣ˵˲˪ ˢ˵˸˰ˢˢ ˸ˡˣ˵˲ ˭˧˟ ˫˧ 

*param += 1;  

˸ˢ ,˭˩˟ˣ˞˧ˢ ˢ˟ˣ˷  ˡ˰ˢ ˸ˡˣ˵˲ ˸˰˩˷ ˸ˣ˶ˬ˪ ,˞˪ˣ˩ ˭ .ˢ˶˸˲ˮ ˞˪ ˢ˧˰˟ˢ ˸˥˞ ˢ˶ˣ˷˟ ˸˟˸˩ˮ 

  ˟˞˦ ˸ˣ˰˴ˬ˞˟ ˸˞ˤ ˸ˣ˷˰˪ ˪˵ ,˧˪˟ˬ˯˞ ˡˣ˵˪ ˸ˬˠ˶ˣ˸ˬ ˣˤˢ ˢˡˣ˵˲ˢ ˨˧˞ ˵ˣˡ˟ˮ ,˨˩˪ ˢ˟˧˯ˢ ˸˞ ˭˧˟ˢ˪ ˧ˡ˩

-sDisassembler  ˪˷Visual Studio ˟˴ˬ˟ ˢ˴˶ˢ ˪˩˟ ˰˧˲ˣˬ ˶˷˞ ,Debug : 
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*param += 1;  

00DF18DF  mov         eax,dword ptr [param]   

00DF18E2  mov         ecx,dword ptr [eax]   

00DF18E4  add          ecx,1   

00DF18E7  mov         edx,dword ptr [param]   

00DF18EA  mov         dword ptr [edx],ecx   

 ˸˲˷˟ ˣˮ˟˸˩˷ ˸ˡˡˣ˟ˢ ˢˡˣ˵˲ˢ ˧˩ ˶˟˸˯ˬC ˸ˬˠ˶ˣ˸ˬ  -˪5 ˧˪˟ˬ˯˞ ˸ˣˡˣ˵˲   ˬ ˷ˢ ˢˡˣˬ˰ˢ .˸ˣˮˣ˷  ˸˧˪˞

˟ ˸˟ˣ˸˩ˢ ˞˧ˢ˸ˣˮˣ˷ ˸ˣ˧ˢ˪ ˸ˣ˧ˣ˷˰ ˸ˣ˟ˣ˸˩ˢ ,ˢˡˣ˵˲ ˪˩ ˸˞˴ˬˮ ˢ˟˷ ˭ˣ˶˩˧ˤ   ˢˡˣ˵˲ˢ .ˢˬˠˣˡ˟ ˸ˣ˟ˣ˸˩ˢˬ

 ˪˷ ˣ˩˶˰ ˸˞ ˢ˵˧˸˰ˬ ˢˮˣ˷˞˶ˢparam   ˶˦˯˧ˠ˶ ˨ˣ˸˪eax ˷  ˨˩ ,-eax  ˷ ˸˟ˣ˸˩˪ ˢˣˣ˷-param   ˰˧˟˴ˬ

˟ ˞˴ˬˮ˷ ˨˶˰ˢ ˸˞ ˢ˵˧˸˰ˬ ˢ˧ˮ˷ˢ ˢˡˣ˵˲ˢ .ˢ˧˪˰ ˪˷ ˸˟ˣ˸˩eax   ˨ˣ˸˪˶˦˯˧ˠ˶    ,˶˥˞ecx  ˡˣ˵ ˢ˞˶ˮ ˨˩ .

˧˪˟ˬ˯˞   ˫ ˧˰˧˟˴ˬ ˫˰ ˢˡˣ˟˰ ˪˷ ˪˷ ˭ˣ˩ˡ˰ ˰˴˟˸ˬ ˭˩ˬ ˶˥˞˪ .ecx   ˸ˣˡˣ˵˲ ˧˸˷ ˸ˣ˰˴ˬ˞˟ ˣ˪˷ ˢˬ˷ˢˣ

 ˷  ˸˟ˣ˸˩ˢ ˪˞ ˸ˣ˲˯ˣˮ-param  .ˢ˧˪˰ ˰˧˟˴ˬ 

ˡˣ˵˲˪ ˫ˠ˶ˣ˸˧ ˞ˣˢ˷ ˶ˬˣ˞ ˶˟ˡˢ ˭˧˞ ,˸˧˪˧˰ ˢ˲˷˟ ˸˥˞ ˢˡˣ˵˲˟ ˟ˣ˸˩ ˡˣ˵ ˫˞ ˫ˠ ,˫˧˞ˣ˶ ˣˮ˥ˮ˞˷ ˧˲˩  ˢ

˪˟ˬ˯˞ ˸˲˷˟ ˸ˡˡˣ˟ ˴ ˟˸ˢ˪ ˪ˣ˪˰ ,˭˩˪ .˧ ˰Context Switch   .˸˧˪˧˰ ˢ˲˷˟ ˸ˡˡˣ˟ ˢˡˣ˵˲ ˪˷ ˢ˴˧˶ ˨˪ˢˬ˟ 

5.2  ˣˢˬLock 

 :˧˦˧˶˵ ˡˣ˵ ˰˦˵ ˣˮ˷˧ ,ˣˮ˪˷ ˸˧ˮ˩ˣ˸˟ 

    INT temp = *param;  

    temp++;  

    *param = temp;  

 ,˪ˣ˰ˮˬ ˞˶˵ˮ˷ ˦˵˧˧˟ˣ˞ ˞ˣˢ ˭ˣ˶˸˲ˢLock . 

ˣ˲ˣ ˫˧ˮ˸˷ˬ ˪˪ˣ˩˷ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˞ˣˢ ˦˵˧˧˟ˣ˞ ,˶ˣ˩ˤ˩ ˦ ˵˧˧˟ˣ˞˪ .˫˧ˮ˸˷ˬˢ ˪˰ ˸ˣ˪˰ˣ˲˷ ˸ˣ˧˴˵ˮ  ˠˣ˯ˬLock  

 :ˣ˶ˡˠˣ˧ 

-  "˪ˣ˰ˮˬ ˟˴ˬ" ˢˮ˸˷ˬ- 0  ,˶ˣˠ˯ ˪ˣ˰ˮˬˢ ˫˞1   ˥ ˣ˸˲ ˪ˣ˰ˮˬˢ ˫˞ 

-  ˪ ˣ˰ˮˬˢ ˟˴ˬ ˸˞ ˸ˣ˵ˡˣ˟˷ ˸ˣ˧˴˵ˮˣ˲ 

-  ˪ ˣ˰ˮˬˢ ˟˴ˬ ˸˞ ˸ˣˮ˷ˬ˷ ˸ˣ˧˴˵ˮˣ˲ 

 ˪˷ ˢ˪ˣ˰˲ˢ ˭˲ˣ˞ ˸˞ ˶˞˸ˬ ˞˟ˢ ˢˬ˧˶ˤˢ ˫˧˷˶˸Lock  ˸ˣ˰˴˟ˬ˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣˬ˷ˢ ˸˞˷ ,˟˪ ˣˬ˧˷ .

˞˩ˬ ˞˪ ˭˧˧ˡ˰ ˣˮ˥ˮ˞ ,˸ˣˮˣ˷ˢ ˸ˣ˵˧ˡ˟ˢ ˸  ˨˧˞ ˧˪˪˩ ˭˲ˣ˞˟ ˫˧˶˞˸ˬ ˵˶ ˣˮ˥ˮ˞ ˰ˠ˶˩ .˫˧˶˧Lock   ˡ˴˪ ˪˰˲ˣˬ

 .˧˦˧˶˵ ˡˣ˵ ˰˦˵ 
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Thread   ˭˧˸ˬˢ˪ ˨˶˦˴˧ ˞ˣˢ ,˞˪ ˫˞ .˥ˣ˸˲ ˪ˣ˰ˮˬˢ ˫˞ ˵ˣˡ˟˪ ˪˩ ˫ˡˣ˵ ˨˶˦˴˧ ˧˦˧˶˵ ˡˣ˵ ˰˦˵˪ ˰˧ˠˬ˷

 ˰˴ˣ˟˧ ,ˢˮ˸ˬˢˢ ˧ˡ˩ ˨ˣ˸˷ ˸ˣ˧ˢ˪ ˡ˞ˬ ˪ˣ˩˧ .˪ˣ˰ˮˬˢ ˸˥˧˸˲˪Context Switch  -˪Thread   ˸˞ ˰˴˧˟˷ ,˶˥˞

˰ˮˢ .ˢ˪˧ 

ˬ ˰ˣˮˬ˪ ˞˧ˢ ˢ˶˦ˬˢ .ˣ˸ˣ˞ ˫˧˪˰ˣˮ ˪˩ˢ ˧ˮ˲˪ ,˥ˣ˸˲ ˪ˣ˰ˮˬˢ ˫˞-Thread   ˸ ˞ ˪ˣ˰ˮ˪ ˶˥˞    .ˣˮ˧ˮ˲˪ ˪ˣ˰ˮˬˢ

 ˰˴˟˧ ˡ˟˰ˬˢ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˞˪˷ ˨˩ ,ˢˮˣ˩ˬ ˸˲˷˟ ˸˥˞ ˢˡˣ˵˲ ˞˧ˢ ˪ˣ˰ˮˬˢ ˸˪˧˰ˮ ˸˪ˣ˰˲Context Switch  

˰ ˢˤ ˣˮˡˬ˪˷ ˥ˮˣˬ˟ ˷ˬ˸˷ˢ˪ ˫˞ .ˢ˩˪ˢˬ˟ .˸˧ˬˣ˦˞ ˢ˪ˣ˰˲ ˞˧ˢ ˪ˣ˰ˮˬ ˸˪˧˰ˮ ,ˢ˸ 

˪˞ˣ˟˧ ˣ˟ ,˰ˣ˶ˠ ˧˩ˢ ˢ˶˵ˬ˟ .˧˦˧˶˵ˢ ˡˣ˵ˢ ˰˦˵ ˰ˣ˴˧˟˪ ˦˵˷˟ ˸˷ˠ˪ ˭˸˧ˮ ,ˢ˰˴ˣ˟ ˢ˪˧˰ˮˢ˷ ˶˥ ˰˴Context 

Switch  ˪-Thread ˢ ,˶˥˞ -Thread   ˪˞ ˣ˶ˤ˥˧ ˡ˟˰ˬˢ ˧˟˞˷ˬ˷ ˡ˰ ˪ˣ˰ˮˬˢ ˪˰ ˶˞˷˧˧ˣ ˢ˪˧˰ˮ˟ ˪˵˸˧˧ ˶˥˞ˢ

-sThread   .˧˦˧˶˵ˢ ˡˣ˵ˢ ˰˦˵ ˨ˣ˸˟ ˞˴ˬˮ˷ 

 ˯ ˟˪ ,˱ˣ ˢ ,˧˦˧˶˵ˢ ˡˣ˵ˢ ˰˦˵ ˫ˣ˧˯ ˫˰-Thread ˪ ˫ˠ ˸ˣ˟˧ˡˮ˟ ˶˷˲˞ˬ ˞ˣˢ ˨˩˟ˣ ˪ˣ˰ˮˬˢ ˸˞ ˶˶˥˷ˬ -

Thread s  ˡˣ˵ˢ ˰˦˵ ˸˞ ˰˴˟˪ ˫˧˶˥˞ ˫˧ .˧˦˧˶˵ 

ˢ ˭ˣˮˠˮˬ ˨˧˞ ˷˧˥ˬˬ ˞˟ˢ ˶ˣ˧˞ˢ-Lock  ˪˷ ˢ˧˰˟ˢ ˸˞ ˶˸ˣ˲Context Switch   ˡˣ˵ ˰˦˵ ˰ˣ˴˧˟ ˧ˡ˩ ˨ˣ˸

 .˧˦˧˶˵ 
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 ,˫˧˪ˣ˰ˮˬ ˪˷ ˡ˧˵˲˸ˢ ˸˞ ˣˮ˟ˢ˷ ˶˥˞˪ ,˸˰˩ ˫ ˧˪ˣ˰ˮˬ ˪˷ ˫˧ˠˣ˯ ˧ˮ˷ ˶ˣ˵˯ˮ : CriticalSection  x-  Mutex  ˪˩˪ .

 ˣ˪ ˸ˣˡ˥ˣ˧ˬ ˸ˣ˧˴˵ˮˣ˲ˣ ˣ˪˷ˬ ˷ˣˬ˧˷ ˷˧ ˪ˣ˰ˮˬ ˪˷ ˠˣ˯ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ 

5.3   ˠˣ˯ˬ ˪ˣ˰ˮˬCriticalSection 

 ˪ˣ˰ˮˬˢCriticalSection  ˭˧˟ ˭ˣ˶˩ˮ˯˪ ˷ˬ˷ˬThread ˣ˸ˣ˞ ˨ˣ˸˟ ˫˧Process  ˪ˣ˰ˮˬˢ ˪˷ ˫˷ˢ˷ ,˟˪ ˣˬ˧˷ .

 s  ˠ˷ˣˬ˪ ˢˢˤ-Critical Section ˰˦˵ , ) l ˣ˵(   l ˩ ˭˩˪ .˧˦˧˶˵ˬ˪ ˞˶˵ˮ ˫ˢ˧ˮ˧˟ ˭˧˥˟ˢ˪ ˧ ˪ˣ˰ˮCriticalSection  ,

  .˫˧˪˧ˬˢ ˭˧˟ ˥ˣˣ˶ ˞˪˪ 

ˮ˥ˮ˞ˢ ˪˩˷ ˣˢ˷˪˩ ˢˮ˩ˣ˸ ˦˵˧˧˟ˣ˞ ˶ˣ˴˧˪ ˫˧˩˧˶˴ ˣ-Threadˣ˟˷˧˥ˣ ˣ˶˴˧˰ ˞ˣ˶˵˪ ˣ˩˧˷ˬ˸˷ ˧ˮ˲˪ .ˣ˶˧˩˧ ˫˧ -   ˨˧˞

ˢ ˪˩˷ ˦˵˧˧˟ˣ˞ ˫˧˶˴˧˧ˬ ˫˸˧˧ˢ-Thread  ?ˣ˶˧˩˧ ˫˧ 

˧˶˟ˡˢ ˡ˥˞˧˧˯˧˯˟ˢ ˫ ˪˰ ˣˮˡˬ˪˷ ˫Threadˣ˸ˣ˞ ˪˷ ˫˧ Process  ,˭˩˪ .˱˸ˣ˷ˬ ˭ˣ˶˩˧ˤ ˫ˢ˪ ˷˧˷ ˞ˣˢ ,

˶ˣˬ˷ˮ ˪ˣ˰ˮˬˢ ˟˴ˬ ˸˞ :˪˵ ˭ˣ˶˸˲ˢ ˢ ˪˩ ˧ˡ˧ ˪˰ ˶˩ˣˬ ˧˪˟ˣ˪ˠ ˢˮ˸˷ˬ .˧˪˟ˣ˪ˠ ˢˮ˸˷ˬ ˨ˣ˸˟-Thread .˫˧ 

 ˪ˣ˰ˮˬ ˸˶˧˴˧ ˪˷ ˫˧˟˪˷ˢ ˶˟˯ˢ ˭˪ˢ˪CriticalSection   .ˣ˟ ˷ˣˬ˧˷ˣ 

1.  ˠˣ˯ˬ ˧˪˟ˣ˪ˠ ˢˮ˸˷ˬ ˶˧ˡˠˮCRITICAL_SECTIONˢ . -type  ˞˶˵ˮ˷CRITICAL_SECTION  

  ˧ˡ˧ ˪˰ ˶ˡˠˣˬWindows ˢ˷ ˧ˡ˩ ˸ˣ˷˰˪ ˫˧˷˶ˡˮ ˣˮ˥ˮ˞˷ ˢˬ ˪˩ ˭˩˪ˣ -type   ˰˴˟˪ ˢˤ ˶˩ˣˬ ˢ˧ˢ˧

include ˪ -Windows.h . 

2.   ˨ˣ˸ˬmain  ˢ˧˴˵ˮˣ˲˪ ˞˶˵ˮ ,InitializeCriticalSection .˷ˣˬ˧˷˪ ˭˩ˣˬ ˣˮ˪˷ ˪ˣ˰ˮˬˢ ˸˰˩ . 

3.  ˶˷˞˩Thread  ˸˥˵˪ ˢ˴ˣ˶ ˣˢ˷˪˩ˢ ˪˰ ˸ˣ˪˰˟-CriticalSection  ˪ˣ˩˧ ˞ˣˢ ,˶ ˸˞ˤ ˸ˣ˷˰˪  ˫˞ ˵

 x ˮ˧˞ ˪ˣ˰ˮˬˢ  :˶˥˞ ˢ˶˵ˬ˪ ˸˧˷ˣˬ˧˷ ˸˥˞ ˪˩ ,˸˞ˤ ˸ˣ˰˴˟ˬ˷ ˸ˣ˧˴˵ˮˣ˲ ˧˸˷ ˸ˣˬ˧˧˵ .˪ˣ˰ˮ 

a. EnterCriticalSection -   .˸ˣ˪˰˟ ˣ˧˪˰ ˸˯˲ˣ˸ ˤ˞ˣ ,˥ˣ˸˲ ˪ˣ˰ˮˬˢ˷ ˡ˰ ˢˮ˧˸ˬˬ ˣˤ ˢ˧˴˵ˮˣ˲

ˢ ,˶ˣˠ˯ ˪ˣ˰ˮˬˢ ˫˞ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟-Thread ˸ˬ˧ ˣˮ˪˷ ,ˢ˩˥˧ˣ ˭˧  .˥˴ˮ˪ ˢˤ ˫˞ ˫ˠ 

b. TryEnterCriticalSection  ï ˣ˸ ˣˤ ˢ˧˴˵ˮˣ˲ ˢ˧˴˵ˮˣ˲˪ ˡˣˠ˧ˮ˟ .˥ˣ˸˲ ˪ˣ˰ˮˬ ˪˰ ˸ˣ˪˰˟ ˸˯˲

 ˢ˶˧ˤ˥ˬ ˞˪˞ ˢˮ˧˸ˬˬ ˞˪ ˢ˧˴˵ˮˣ˲ˢ ˶ˣˠ˯ ˪ˣ˰ˮˬˢ ˫˞ ,˸ˬˡˣ˵ˢTrue / False s  ˶ˬˣ˪˩ .-

Thread  .˸ˣ˶˥˞ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˨˧˷ˬˢ˪ ˪ˣ˩˧ ˞ˣˢˣ ˪ˣ˰ˮˬ˪ ˭˧˸ˬˬ ˣˮ˧˞ 

4.  s  ˶˷˞˩-Thread ˯˧˧ ˰˴˟˧ ˞ˣˢ ,˪ˣ˰ˮˬ˟ ˷ˬ˸˷ˢ˪ ˫LeaveCriticalSection  ˸˞ ˶˶˥˷˪ ˧ˡ˩ ,

ˢ˪ ˪ˣ˰ˮˬThread .ˣ˪ ˫˧˵ˣ˵ˤ ˧˪ˣ˞˷ ˫˧˶˥˞ ˫˧ 

5. ˢ ˪˩˷ ˶˥˞˪-Threadˢ ˸˧˧˴˵ˮˣ˲ ,(˫ˢ˪ ˢˮ˧˸ˬˬ˷ ˢ˧˴˵ˮˣ˲ ˷˧˷ ˶˟˩ ˣˮ˧˞˶) ˫˸ˡˣ˟˰ ˸˞ ˣˬ˧˧˯ ˫˧ -

main  ˧ ˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟ ,ˣ˧˪˞ ˫˧˶ˣ˷˵ˢ ˫˧˟˞˷ˬˢ ˸˞ ˸˶˶˥˷ˬˣ ˪ˣ˰ˮˬˢ ˸˞ ˸˵˥ˣˬ ˢ

DeleteCriticalSection . 

 ˣˮ˥ˮ˞˷˩ ˸˰˩ ˲ ˢ ˸˞ ˫˧˶˧˩ˬ˞ ,ˣ˪˪ˢ ˸ˣ˧˴˵ˮˣ  ˠˣ˯ˬ ˪ˣ˰ˮˬ ˪˷ ˢˬ˧˶ˤˢ ˫˧˷˶˸ ˸˞ ˭˩ˡ˰˪ ˶˷˲

CriticalSection :˶˸ˣ˧ ˫ˡ˵ˣˬ ˢˬˠˣˡ˩ ˭˸˧ˮ˷ ˧˦˧˶˵ˢ ˡˣ˵ˢ ˰˦˵ ˪˰ ˭ˠˬ˷ , 
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         critical section      Φ    Σ

      Υ      

CRITICAL_SECTION ghCriticalSection ;  

 

int  main( void )  

  {  

      InitializeCriticalSection (&ghCriticalSection )  

 

      ...  

 

      DeleteCriticalSection (&ghCriticalSection );  

  }  

 

DWORD WINAPI Thr eadProc (LPVOID lpParameter)  

{  

    Ent erCriticalSection (&ghCriticalSection );  

 

    // Place critical code here  

    ...  

 

    LeaveCriticalSection (&ghCriticalSection );  

 

    return  1;  

}  
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ˢ ˪ˣˢ˧ˮ ˭ˣˮˠˮˬ ˪˩ ˶˯˥ ˣˤˢ ˸˧ˮ˩ˣ˸˟˷ ˨˩˪ ˟˪ ˣˬ˧˷-Thread ˞˪ ˸˧ˮ˩ˣ˸ˢ ˡ˪˷ .˫˧  ˶˴ˣ˧Thread  ˭˧˸ˬˬ ˞˪ˣ ˫˧

  ˫ˣ˧˯˪ˢ ˸˴˧˶-Thread  ˪˷ ˢ˴˧˶ˢ ˸˞ ˫˧˧˯ˬ ˞ˣˢ˷ ˧ˮ˲˪ ˫˧main  ˫˸˞ ˫˞ˣ ,˶˸ˣ˧ ˫ˡ˵ˣˬ ˣˡˬ˪ˮ ˣ˪˞ ˫˧˞˷ˣˮ .

  .ˢ˶ˣ˥˞ ˦˰ˬ ˣ˲ˡ˲ˡ ˫ˢ˪˷ ˡˣ˵ˢ ˸ˣ˞ˬˠˣˡ˪ ˫˧˵ˣ˵ˤ 

5.4  ˟˴ˬDeadlock 

˷ ˧˲˩˷ ˶˧˟˯ ?˸ˬˣ˴˟ ˢ˰ˣˮ˸ˢ ˸ˬ˧˶ˤ ˢ˞˶˸ ˨˧˞ .˫˧ˮˣˣ˧˩ˢ ˪˩˟ ˵ˣ˶˧ ˶ˣ˞ ˷˧ ˢ˟˷ ˸ˬˣ˴ ˣˮ˧˧ˬˡ  ˢ˰ˣˮ˸ˢ ˸˧˞˶ˮ

 s ˞˟ˢ ˢˮˣˬ˸˟-  ˟ ˩˶ˢˬ˯ˣ˥ ˫˧˞ ˢˤ ˫˧ .˸˧˷˲ˣ˥ ˢˬ˧˶ˤ ˪˟˵ˬ ˣˮ˧˞ ˟˧˸ˮ ˱˞˷ ˨˩ ˢˤ ˸ 

 

 :˶ˣ˵ˬhttp://www.livingreal.com.au 

 ˧ˮ˷ ˣˮ˪ ˷˧˷ ˥˧ˮˮ .˭ˣ˩ˮ ˞˪ ˭ˣˮ˩˸ ˸ˣ˟˵˰˟ ,˫˧˟˷˥ˬˢ ˫˪ˣ˰˟ ˫ˠ ˷˥˶˸ˢ˪ ˢ˪ˣ˪˰ ˢˬˣˡ ˢ˰˲ˣ˸Thread  ˫˧

 ˪˩ˣ ,˫˧˟˞˷ˬ ˧ˮ˷ˣThread  ˸˞ ˯ˣ˲˸˪ ˢˡˣ˵˲ ˪˟˵ˬ x ˰˲ ˰˴˟˪ ,˫˧˟˞˷ˬˢ ˧ˮ˷ˬ˧˧ˣ˯ˬ ˢ˪ ˪  ˤ˞ˣ ˸ ˸ ˞ ˶˶˥˷  

ˢ ˸ˣ˷˶˪ ˫˧˟˞˷ˬˢ-Thread   ˶˷˞˩ ˫˶ˠ˧˸ ˢ˧˰˟ˢ .˧ˮ˷ˢThread ˢ ˣ˪˧˞ˣ ˡ˥˞ ˟˞˷ˬ ˯ˣ˲˸˧ ˡ˥˞-Thread  

ˢˬ ˡ˥˞ ˪˩ ˢˤ ˟˪˷˟ .˧ˮ˷ˢ ˟˞˷ˬˢ ˸˞ ˯ˣ˲˸˧ ˧ˮ˷ˢ-Thread  ˣˮ˧˞ ˫ˠ ˭˩˪ˣ ,˧ˮ˷ˢ ˟˞˷ˬˢ ˶ˣ˶˥˷˪ ˭˧˸ˬˬ ˫˧

 ˭ ˣ˶˸˲ ˭˧˞ .ˣ˸ˣ˷˶˟˷ ˟˞˷ˬˢ ˸˞ ˶˶˥˷ˬ  ˸ ˢ ˭˩˪ .˥˴ˮ˪ ˨˷ˬˢ˪ ˪ˣ˩˧ ˞ˣˢ ,ˢˤ ˟˴ˬ˪ ˸ ˞˶˵ˮ ˢ˰˲ˣ-    ˫˪ˣ˰˟ ˫ˠ

˧˸˧ˬ˞ˢ ˫˪ˣ˰˟ ˫ˠˣ ˫˧˟˷˥ˬˢ-   ˫ ˷˟ Deadlock . 

5.5  ˟˴ˬStarvation 

 ˪˷ ˟˴ˬ ˰ˣˮˬ˪ ˧ˡ˩ .ˢ˰ˣˮ˸ ˶˦ˣ˷ ˰˧ˠˢ ˣˮ˪˷ ˯ˣˬ˰ˢ ˸ˬˣ˴˪˷ ˭˧˧ˬˡˮDeadlock ,  ˸˞ ˭˧˦ˣ˪˥˪ ˶˴ˣ˰ ˶˦ˣ˷ˢ

˰˧ˠˬ˷ ˸ˣ˧ˮˣ˩ˬ˪ ˵˶ ˶˷˲˞ˬˣ ˫˧ˮˣˣ˧˩ ˢ˷ˣ˪˷ˬ ˢ˰ˣˮ˸ˢ ˸ˬ˧˶ˤ ˷ ˲ˣ˥ ˭˲ˣ˞˟ ˨˧˷ˬˢ˪ ˡ˥˞ ˭ˣˣ˧˩ˬ ˸ˬˣ˴˪ ˸ˣ  .˧

  ˢ˰ˣˮ˸ˢ ,˭˩˞ ."˸ˬ˶ˣˤ ˢ˰ˣˮ˸ˢ" ˢˮˣ˰ ˶˦ˣ˷ˢˣ ,˯ˣ˦˦˯ˢ ˢˬ ˶˷˵˟ ˣ˸ˣ˞ ˪˞ˣ˷ ˢ˰ˣˮ˸ˢ ˶˦ˣ˷ ˪˷ ˡ˵˲ˬˢ

ˣ˪ˤˬ ˪ˤˬ˸ˢ˷ ˧ˬ˪ ˸ˬ˶ˣˤ  ˷ ˧ˬ ˪˩ ˫˪ˣ˞ ,˭ˣ˩ˮˢ ˭ˣˣ˧˩ˢˬ ˰˧ˠˢ˪  ˪ˣ˩˧ ˫˧ˬˣ˯˥ˢ ˫˧ˮˣˣ˧˩ˢ ˸˷ˣ˪˷ˬ ˸ˬˣ˴˪ ˰˧ˠˢ

 ˫˧˞˶ˣ˵ ˣˤ ˢ˰˲ˣ˸˪ é˸ˣ˩˥˪ ˨˧˷ˬˢ˪Starvation˪ ˡˣˠ˧ˮ˟ .ˢ˟˰˶ˢ ,-Deadlock ˞ ˩ , ˷ ˧ ˭   ˸˞ ˪˟˵ˬ˷ ˧ˬ

 .˫˸ˣ˞ ˪˟˵˪ ˣ˩ˤ˧ ˞˪ ˫˪ˣ˰˪˷ ˢ˪˞˩ ˷˧ ˫˪ˣ˞ ,˫˧˟˞˷ˬˢ 
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˪˧ˠ˶˸ 5.1  ˫˩˯ˬ ˪˧ˠ˶˸CriticalSection 

 ˫ˣ˥˸ˬ ˸˧˯˞˪˵ ˢ˧˰˟ ˞˧ˢ ˫˧ˡ˰ˣ˯ˢ ˫˧˲ˣ˯ˣ˪˧˲ˢ ˸˧˧˰˟  ,˭˥˪ˣ˷ ˡ˧˪ ˫˧˟˷ˣ˧ ˫˧˲ˣ˯ˣ˪˧˲ ˢ˷˧ˬ˥ .˟˷˥ˬˢ ˧˰ˡˬ

 ˪ ˩ ˡ˧˪ˣ ˤ˶ˣ˞ ˸˶˰˵ ˷˧ ˭˥˪ˣ˷ˢ ˤ˩˶ˬ˟ ˭˟ˣˬ˩ .ˡ˟˪˟ ˡ˥˞ ˢ˪˧˩˞ ˪˵ˬ ˷˧ ˱ˣ˯ˣ˪˧˲    ˧ˮ˷˪ ˵˵ˤˮ ˡ˰ˣ˯ ˪˩˷

 .˪ˣ˩˞˪ ˧ˡ˩ ˢ˪˧˩˞ ˸ˣ˪˵ˬ 

 

 ˢˮ˩ˣ˸ˢ ,˪˩ˣ˞ ˣˢ˷˪˩ ˱ˣ˯ˣ˪˧˲ ˶˷˞˩ .ˢ˪˧˩˞ ˭ˬˤ˪ ˢ˩ˤ˧ ˱ˣ˯ˣ˪˧˲ ˪˩ ˢ˟˷ ˨˶ˡ ˞˴ˬ˸˷ ˢˮ˩ˣ˸ ˟ˣ˸˩˪ ˫˩˧˪˰

˲ˡ˸ ˯ ˪ ˢ˪˧˩˞ˢ ˸ˣ˪˵ˬ ˸˞ ˶˶˥˷˧ ˱ˣ˯ˣ˪˧˲ˢ ˢ˪˧˩˞ˢ ˫ˣ˧˯˟ ,˪˩ˣ˞˷ ˱ˣ˯ˣ˪˧˲ˢ ˶˲˯ˬ ˪˰ ˢ˰ˡˣˢ ˯˧ .˞˟ˢ ˡ˰ˣ 

 ˬ  ˣ˶ˢˤ˧ˢ-Deadlocks ˪˩ ˣ˪˧˞ !˥˧ ˱ˣ˯ˣ˪˧˲  .˫˧˟˰˶ ˣ˶˞˷˧˧ ˫˧˲ˣ˯ˣ˪˧˲ˢ ˪˩ ,ˡ˟˪˟ ˡ˥˞ ˢ˪˧˩˞ ˪˵ˬ˟ ˵˧ˤ

ˬ ˫ˠ ˣ˶ˢˤ˧ˢ ,˨ˡ˧˞ˬ-Starvation  ˪˩ ˢ˪˧˩˞ ˸ˣ˪˵ˬ ˧ˮ˷˟ ˣ˵˧ˤ˥˧ ˫˧˲ˣ˯ˣ˪˧˲ ˧ˮ˷ ˣ˪˧˞ .  ˰˟ˣ˷˪ ˣ˪˩˞˧ ˫ˢ ,ˡ˥˞

  .ˣ˟˰˶˧ ˫˧˲ˣ˯ˣ˪˧˲ˢ ˶˸˧ ˪˩ ˨˞ 

˲ˣ˞˟ ˢ˴˶ ˸˧ˮ˩ˣ˸ˢ˷ ˫˸˞ˡ˧ˣ˷ ˶˥˞˪˴˟ ,˫˧˪˩ˣ˞ ˫˧˲ˣ˯ˣ˪˧˲ˢ ˪˩ ˣ˟˷ ˭ˡ˧ˡˬ ˣ˰˫˧ˮˬˤ ˸ -    ˱ˣ˯ˣ˪˧˲ ˪˩˪ ˣˮ˸

 ˩ ˷ ˡ˰ ˥˵ˣ˪ ˭ˬˤ ˢˬ˩ ˣˡˡˬˣ ,˫˰˲ ˭ˣ˧˪˧ˬ ˪ˣ˩˞˪  ,˫˧ˮˬˤˢ ˸ˡ˧ˡˬ ˸˟ˣ˦˪ .ˢ˪˧˩˞ˢ ˸˞ ˫˧ˬ˧˧˯ˬ ˫˧˲ˣ˯ˣ˪˧˲ˢ ˪

ˡˬ˷ ˡˣ˵ˢ ˰˦˵ ˸˞ ˣ˶˧˯ˢ .˰ˠ˶ ˪˩˟ ˪˩ˣ˞ ˱ˣ˯ˣ˪˧˲ ˢˤ˧˞ ˯˧˲ 

˭ˣ˶˸˲˪ ˢ˩˶ˡˢ 

˷ˣˬ˧˷ ˪˷ ˡˣ˵ˢ ˸ˬˠˣˡ ˪˰ ˯˯˟˸ˢ˪ ˳˪ˬˣˬ  -˟CriticalSection˷ˣ˪˷ ˱˧˯ˣˢ˪ ˫˩˧˪˰ . :˫˧˵˪˥ ˢ 

-  ˸˶˧˴˧˟ ˪ˣ˲˧˦Thread ˸ˣ˰˴ˬ˞˟ ,˫˧CreateThread  ˢ˪˧˩˞ ˸ˣ˪˵ˬ ˣ˪˧˞ ˡ˧˪ ˸˰ˡ˪ ˨˧˶˴ ˱ˣ˯ˣ˪˧˲ ˪˩ .

 ˪˩ ˶ˬˣ˪˩ ,˟˷ˣ˧ ˞ˣˢThread  ˧ ˮ˷ ˣ˪˧˞ ˸˰ˡ˪ ˨˧˶˴ CriticalSections   ,˸˧˸ˣˮ˩˸ ˢˮ˧˥˟ˬ .˯ˣ˲˸˪ ˣ˧˪˰

˶˦ˬ˶˲ ˸˶˟˰ˢ ˸ˣ˰˴ˬ˞˟ ˸˞ˤ ˰˴˟˪ ˭˸˧ˮ   ˨˶ˡCreateThread ˪ ˷ ˶˲˯ˬˢ ˸˞ ˭˧˧˴ˬ˷ , s-Thread . 

- ˢ ˫˧˴˧˶ˬ˷ ˢ˧˴˵ˮˣ˲ˢ ˸˟˧˸˩-Thread  ˷ˣˬ˧˷ ˪˷ ˢ˵˧ˠˣ˪ˢ ˸˞ ˪˧˩˸ ˢ˧˴˵ˮˣ˲ˢ .˫˧˶˴ˣˮ ˫ˢ ˶˷˞˩ ˫˧

-˟Critical Section ˪˩ .Thread  ˣ˪˧˞ ˸˰ˡ˪ ˧ˡ˩ ˣ˧˪˞ ˶˟˰ˣˢ˷ ˶˦ˬ˶˲˟ ˷ˬ˸˷˧CriticalSections  

 ˪˷ ˟˴ˬ ˰ˣˮˬ˪ ˧ˡ˩ .˯ˣ˲˸˪ ˣ˧˪˰Deadlock  ˣ˞Starvation˟ ˢˮˣ˟˸˟ ˣ˷ˬ˸˷ˢ , -

EnterCriticalSection  ˱ˣ˶˧˴˟TryEnterCriticalSection  ,˞˟ˢ ˡˣ˵ˢ ˡ˪˷˟ ˰˧˧˸˯ˢ˪ ˣ˪˩ˣ˸ .

 ˰˴˟ˬ˷TryEnterCriticalSection˩˶˴˪ ˣ˸ˣ˞ ˫˧˞˸ˢ˪ˣ ,:˫˩˧ 
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DWORD WINAPI ThreadProc (LPVOID lpParameter)  

{  

    BOOL success =  

    TryEnterCriticalSect ion (&ghCriticalSection );  

    if  success  

    {  

        // Place critical code here  

        ...  

 

        LeaveCriticalSection (&ghCriticalSection );  

    }  

    return  1;  

}  

-  s  ˪˩ ˸˴˧˶ ˫ˣ˧˯˪ ˢˮ˸ˬˢ-Thread  ˸ˣ˰˴ˬ˞˟ ,˸˧ˮ˩˸ˢ ˸˴˧˶ ˫ˣ˧˯ ˧ˮ˲˪ ˫˧

WaitForMultipleObjects . 

5.6 ˮˬ ˠˣ˯ˬ ˪ˣ˰Mutex 

  ˪ˣ˰ˮˬˢMutex  ˭ˣ˶˩ˮ˯˪ ˷ˬ˷ˬ ˭˧˟Thread˟ ˫˧˞˴ˬˮ˷ ˫˧-Process ˟  ˣˮˡ ˶˷˞˩ .˫˧ˮˣ˷ ˫˧-  Multi-

Processing    ˸ˬˣ˰˪Multi-Threading ˸ˣ˥˸ˣ˲ ˸ˣˮ˩ˣ˸˷ ˨˩˪ ˸ˣ˞ˬˠˣˡ ˣˮ˧˞˶ ,Process  ˸˟ˣ˦˪ ˫˧˟˶ ˫˧

  .˭ˢ˪˷ ˸ˣˬ˧˷ˬˢ ˰ˣ˴˧˟ 

 ˸ˣ˟ˣ˶˵ ˫˧˸˧˰˪Process  ,ˢˤ ˫˰ ˢˤ ˶˷˵˸˪ ˫˧˩˧˶˴ ˫˧ ˟  ˶˟ˣˡˬ ˶˷˞˩ ˦˶˲˟-Process  ˢ˸ˣ˞ ˪˷ ˫˧ˮˣ˷ ˫˧

˸ˢ ,ˢˬˠˣˡ˪ .ˢˮ˩ˣProcess ˫˰ ˶˷˵˸˪ ˫˧˩˧˶˴ ˫˧˲˯ˣ˸ ˸˴˶ˢ ˸˟ˣ˦˪ ˥˸˲ ˫ˣ˶˩˷ ˫˧Process  ˣ˶˴ˣˮ˷ ˫˧

˟ˣ˦˪ s  ,˸˲˯ˣˮ ˢˬˠˣˡ .˭˲ˡ˲ˡ˟ ˥˸˲ ˷ˬ˸˷ˬˢ˷ ˫˧˟˞˦ ˸-Process   ˪˷ ˧˲˶ˠˢ ˵˷ˬˬˢ ˪˰ ˧˞˶˥˞˷

 s  ˫˰ ˶˷˵˸˪ ˨˧˶˴ ˧˧˲˧˦ˣ˲˯ -Process   ˰ ˬ˷ˢ ˪˰ ˧˞˶˥˞˷˪ ˧ˡ˩ ,˫˧˶˧˷ˢ ˸ ˭ ˠˮ"ˣ "˶ˣ˴˰" ˣˬ˩ ˸ˣˡˣ˵˲ ˶˧˟˰ˢ  ." 

˪˷ ˧˥˶˩ˢ ,˭˩˪-Process ˧ ˟ ˸ˣ˴ˣ˲ˮˢ ˸˶ˣ˷˵˸ˢ ˧˩˶ˡˬ ˸˥˞ .ˢˤ ˫˰ ˢˤ ˸˶ˣ˷˵˸ ˧˩˶ˡ ˣ˧ˢ˧ ˫˧ˮˣ˷ ˫˧  ˭

Process  ˨˧˶˴˷ ˢˬ ˪˩ ˰ˠ˶˩ ,˱˸ˣ˷ˬ ˭ˣ˶˩˧ˤ ˸ˣˡˣ˞ ˨˷ˬˢ˟ ˡˬ˪ˮ .˭ˣ˶˩˧ˤ ˭ˣˠ˩ ,˱˸ˣ˷ˬ ˟˞˷ˬ˟ ˷ˣˬ˧˷ ˞˧ˢ ˫˧

 ˶ˣˤ˞˪ ˫ˣ˶ˠ˪ ˶˷˲˞˷ ˞ˣˢ ˸˰ˡ˪ˬ ˶˸ˣ˧˪ "˨˧˧˷" ˸ˣ˧ˢ˪ ˭ˣ˶˩˧ˤ-Process   x ˬ˩ .ˡ˥˞ ˪ ˣ˰˲˷ ,˭˟  ˢ˟˧˸˩ˢ ˸ˣ

 ˸ ˣ˧˰˟ ˶˴ˣˣ˧ˢ˪ ˸ˣ˪ˣ˪˰ ˸˶˥˞ ,˸ˣˬ˞ˣ˸ˬ ˸ˣ˧ˢ˪ ˸ˣ˩˧˶˴ ˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤ˪ ˢ˞˧˶˵ˢˣ   ˣˮ˶˵˯˷˩ ˣˮ˧˞˶˷ ˧˲˩ ,˸ˣ˷˵

Race Conditions ˪˩ ,ˣˢ˷˩˧˞ .Process ˢ ˶˸˧˷ ˭ˬˤ˟ ˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˪˰ ˸ˣ˪˰˟ ˪˟˵˪ ˨˧˶˴ -

Process˩˧ ˞˪ ˫˧˷ˠ˪ ˫˧˪ˣ ˯ ˢ ˸˞ ˰˴˟˪ ˧ˡ˩ˣ .˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˪˞ ˸ ,ˢˤˢ ˭ˣ˶˩ˮ˧CriticalSection   ˣˮ˧˞ ˶˟˩

ˣ˟˷˧˥ .˫˧˞˸ˬ -  ?˰ˣˡˬ 
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ˮ˧˞ ˫˧˧˪˟ˣ˪ˠ ˫˧ˮ˸˷ˬ˷ ,˞˧ˢ ˢ˟ˣ˷˸ˢ ˪  ˳ˣ˥ˬ ˫˧˶˩ˣˬ ˫-Process   ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷˩ .˫˧˶ˡˠˣˬ ˫ˢ ˣ˟˷

 ˸˰˴˟ˬContext Switch  ˭˧˟Process˫˧˩˧˧˷ ˣ˧ˢ˷ ˫˧˧˪˟ˣ˪ˠˢ ˫˧ˮ˸˷ˬˢ ˪˩ ,˫˧  -˪Process   ˦ˣ˷˲ ˫ˡˣ˵ˢ

ˮ˧˥˟ˬ ˶˸ˣ˧ ˫˧ˬ˧˧˵ ˫ˮ˧˞ˢ ˸ -Process  .˶˥˞ ˭ˣ˶˸˲ ˞ˣ˴ˬ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ,˨˩ ˫˞ .˷ˡ˥ˢ 

˶˰ˬ ˪˷ ˫˧˦˵˧˧˟ˣ˞˟ ˷ˣˬ˧˷ ˞ˣˢ ˭ˣ˶˸˲ˢ˟ ,˶ˣ˩ˤ˩ .ˢ˪˰˲ˢˢ ˸˩ -Windows   ˠˣ˯ˬ ˯ˣ˲˧˦ ˶ˡˠˣˬObject  ˪˩ .

 ˪˷ ˫˧˦˵˧˧˟ˣ˞ˢWindows ˢ ˧ˡ˧ ˪˰ ˫˧˪ˢˣˮˬ - Object Manager  ˸ˣˮ˲˪ ˶˷˲˞ . ˷˵˟˪ˣ ˣ˧˪˞Handle  

ˢ ˫˞ˣ ,ˣˢ˷˪˩ ˦˵˧˧˟ˣ˞˪ -Object Manager  ˣ˪ ˵˧ˮ˰˧ ˞ˣˢ ,ˢˬ˧˞˸ˬ ˢ˞˷˶ˢ ˷˵˟ˬ˪ ˷˧˷ ˞˴ˬ˧Handle  

  .˷˵ˣ˟ˬˢ ˦˵˧˧˟ˣ˞˪ 

 ,˨˩ ˫˞˩˸ˬˢ˸ˮ  ˠˣ˯ˬ ˦˵˧˧˟ˣ˞ ˶˧ˡˠˬMutex   ˸ˣ˩˶˰ˬ ˣ˪˧˞ˣ (ˣˮˬ˴˰˟ ˸˞ˤ ˰˴˟ˮ ˟ˣ˶˵˟) ˣ˪˷ ˫˷ˢ ˸˞ ˰˟ˣ˵ˣ

 ˸ˣ˵˲˯ˬˣ ˭˩ˣ˸˟ ˦˵˧˧˟ˣ˞ˢ ˸˞ ˸ˣ˶ˬˣ˷ ˢ˪˰˲ˢˢHandle    ,˨˩ ˫˞ .ˣ˧˪˞ ˢ˷˧ˠ ˶˷˲˞ˬ˷Mutex  x -

CriticalSection  ˷  ˡˣ˰˟ ˨˞ ,˭ˣ˶˩ˮ˧˯ ˪˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ˢ˸ˣ˞ ˸˞ ˫˧˰˴˟ˬ ˫ˢ˧ˮ˷˷ ˨˩˟ ˫˧ˬˣˡ -

CriticalSection  ˪˷ ˭ˣ˶˩˧ˤ˟ ˞˴ˬˮProcess   ,ˣˢ˷˪˩Mutex   ˧ˬˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˦˵˧˧˟ˣ˞ ˞ˣˢ

 ˵˶ ˪˟˵ˬ ˣ˟ ˷ˬ˸˷ˬ˷Handle  .ˣ˧˪˞ 

 ˸ˣ˰˴ˬ˞˟Process Explorer  s  ˸ˣˬ˷˟ ˸ˣ˲˴˪ ˭˸˧ˮ-Mutex˷ ˫˧Process ˬˣ˯ˬ˸˷ˬ ˫˧˧  ˸˞ ˣ˶˥˟ .˫ˢ˟ ˷

 ˟˞˦Viewñ ˸˞ ˣ˶˷˲˞ ˣ˩ˣ˸˟ˣ ,Show Lower Pane s  ˞ˣˢ ˠ˴ˣˬ˷ ˢˬ˷ ˣ˞ˡˣˣ ˭˩ˬ ˶˥˞˪ .ò-Handles : 

 

 s  ˫˷ ˸˞ ˞ˣ˴ˬ˪ ˭˸˧ˮ ,ˢ˶ˣ˥˷ ˸˶ˠ˯ˬ˟ ˢ˷˥ˬˢˢ ˨˶ˣ˴˪ ˱˵ˣˬ ,ˢ˦ˬ˪-Mutex  ˢ˷-Process   ˫ˣ˶˩ ˪˷

ˢ ˸ˣ˟˧˯ˬ .ˣ˟ ˷ˬ˸˷ˬ  ˪˷ ˪ˮ˶˵ˢ ,˸ˣ˧˶ˣ˦˯˧Windows    ˞˶ˣ˵Mutant  ˪-Mutex˸ˣ˞ ˢˤ , .˶˟ˡ ˣ 
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5.6.1 ˟ ˷ˣˬ˧˷-Mutex 

 ˟  ˷ˣˬ˧˷ˢ-Mutex  ˟ ˷ˣˬ˧˷˪ ˧ˡˬ˪ ˢˬˣˡ-CriticalSection  .˦˰ˬ ˢˮˣ˷ ˫ˢ˟ ˷ˣˬ˧˷ˢˣ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣˬ˷ ˨˞ ,

  ˫˰ ˢˡˣ˟˰ˢ ˧˟˪˷ ˭˪ˢ˪Mutex . 

 '˞ ˟˪˷ï CreateMutex 

 ˸˶˧˴˧Mutex  ˧ˡ˧ ˪˰ ˸˰˴˟˸ˬCreateMutexˣ˲ˢ .ˢ ˪˷ ˫˷ˢ ˢ˧ˢ˧˷ ,˰ˣ˟˵ ˫˷ ˸˪˟˵ˬ ˢ˧˴˵ˮ -Mutex  .

ˢ ˫˷ ˢˤˢˢ ˫˞ ,ˢˮˣ˷˞˶ˢ ˸ˣ˶˷˲˞ˢ .˸ˣ˧ˣ˶˷˲˞ ˧˸˷ ˷˧ ˸˰˩ .˶˥ˣ˟ ˸ˮ˩˸ˬˢ˷ ˫˷ ˪˩ ˸ˣ˧ˢ˪ ˪ˣ˩˧ -Mutex  

ˢ ˪˩ ,ˣˮ˶ˬ˞˷ ˧˲˩ ?˶˴ˣˮ ˞ˣˢ ˭˩˧ˢ .˶˴ˣˮ ˞ˣˢ ,˫˧˧˵ ˣˮ˧˞ ˢˤˢ-Mutex  ˢˤ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˫˧˟˞˷ˬ ˫ˢ ˫˧

ˢ˷ ˥˧˦˟ˢ˪ ˧ˡ˩ ˧˥˶˩ˢ -Mutexˢ˧ ˫˧ ˧ˡ˧ ˪˰ ˫˧˶˩ˣˬ ˣ˧Thread ˪˷ ˫˧Process ,˫˧ˮˣ˷ ˫˧  ˫˧˵˪ˣ˥ ˫ˮ˧˞˷

ˢ ˫˞ ,ˢ˧ˮ˷ˢ ˸ˣ˶˷˲˞ˢ .˱˸ˣ˷ˬ ˭ˣ˶˩˧ˤ -Mutex   ˣ˧˪˞ ˪˟˵˸˧ ˵˶ ˞˪˞ ˟ˣ˷ ˶˴ˣˣ˧ ˞˪ ˞ˣˢ ,˫˧˧˵ ˶˟˩ ˢˤˢ

Handle .˯ˣ˲˸ ˞ˣˢ ˫˞ˢˣ ˣ˪˷ ˟˴ˬˢ ˢˬ ˵ˣˡ˟˪ ˣˬ˩ ˸ˣˮˣ˷ ˸ˣ˪ˣ˰˲ ˣ˧˪˰ ˸ˣ˷˰˪ ˶˷˲˞˧˷ , 

˪ ˢ˞˧˶˵˪ ˢˬˠˣˡ-CreateMutex : 

HANDLE hMyMutex = CreateMutexA(  

    NULL,      // default security attributes  

    FALSE,     // initially not owned  

    "Hello" );  // named mutex  

˟ ˫ˠ ˷ˣˬ˧˷˟ ˸ˣ˧ˢ˪ ˨˧˶˴ ˢˤˢ ˡˣ˵ˢ˷ ˟˪ ˣˬ˧˷-Process  s  ˸˞ ˶˴ˣ˧˷ ,˟˞ˢ-Mutex s  ˪˩˟ ˫ˠˣ ,-Process  ˫˧

  ˠ˧˷ˢ˪ ˫˧˩˧˶˴˷ ,˫˧ˮ˟ˢ  ˣ˧˪˞Handle. 

 '˟ ˟˪˷-  bjectWaitForSingleO 

 ˟  ˵˶ ˷˥˶˸ˬ ˢˤ ˟˪˷-Processˢ ˪˰ ˸ˣ˪˰˟ ˠ˧˷ˢ˪ ˧ˡ˩ .˫˧ˮ˟ˢ ˫˧ -Mutex˟ ˫˧˷ˬ˸˷ˬ , -

WaitForSingleObject s  ˪˷ ˫˷ˢ ˸˞ ˸˪˟˵ˬ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢ .-Mutex   .˸ˣ˪˰˟ ˣ˧˪˰ ˠ˧˷ˢ˪ ˢ˯ˮˬˣ ˷˵ˣ˟ˬˢ 

˞ ˠ˧˷ˢ˪ ˸ˣ˯ˮ˪ ˧ˡ˩ ˧˪ˬ˧˯˵ˬ ˭ˬˤ ˵˶˲ ˫ˠ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢˢ ˸ -Mutex  ˞ˣˢ ˭ˬˤˢ ˵˶˲ ˫˞ .INFINITE,    ˤ˞

 s ˷ ˡ˰ ˨˧˶˴˷ ˭ˬˤ ˢˬ˩ ˭˧˸ˬ˸ ˢ˧˴˵ˮˣ˲ˢ-Mutex  ˪  ˢˬˣˡ˟) ˧ˣˮ˲ ˢ˧ˢ˧-EnterCriticalSection  ˢˬ˩ ˢ˩˥ˬ˷ ,

  .(˸˶˴ˣ˰ ˸˧ˮ˩ˣ˸ˢ ˫˧˧˸ˮ˧˟ˣ ˨˧˶˴˷ ˭ˬˤ 

˪ ˰˟˵ˮ ˧˪ˬ˧˯˵ˬˢ ˭ˬˤˢ ˵˶˲ ˫˞ ,˸˞ˤ ˸ˬˣ˰˪-0ˢˣ ˢˡ˧ˬ˟ ˤ˞ , -Mutex ˞˪ˢ ˨˧˷ˬ˸ ˢ˧˴˵ˮˣ˲ˢ ˭˧ˬˤ ˣˮ˧˞  ˧˪˟ ˢ

˸ˬˢ ˪  ˢˬˣˡ˟) ˢˮ-TryEnterCriticalSection .( 

˪ ˢ˞˧˶˵˪ ˸ˣ˞ˬˠˣˡ -WaitForSingleObject : 

DWORD waitResult = WaitForSingleObject(  

    hMyMutex,     

    INFINITE);  // no time - out interval  
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DWORD waitResult = WaitForSingleObject(  

    hMyMutex,     

    0);         // zero  time - out interval  

˰ ˱˯ˣˮ˟ˢ ˫˞ˢ ˢ˵˧ˡ˟ˢ ˪ -Mutex   ˷ˬ˸˷ˢ˪ ˨˶ˣ˴ ˭˧˞ ˭˩˪ ,˧ˣˮ˲ ˞ˣˢ ˫˞ ˣ˸ˣ˞ ˸˯˲ˣ˸ ˫ˠ ˢ˧˴˵ˮˣ˲ˢ ,˧ˣˮ˲

ˢ ˸˯˧˲˸˪ ˸˲˯ˣˮ ˢ˧˴˵ˮˣ˲˟ -Mutex  . 

˟ ˡˣ˰˧˸˟ ˫˧˶ˡˠˣˬˢ ˫˧˩˶˰ ˢ˰˟˶˞ ˨ˣ˸ˬ ˡ˥˞ ˢ˶˧ˤ˥ˬ ˢ˧˴˵ˮˣ˲ˢ -MSDN   ˪ˠˣˠ˟ ˣ˷˲˥)msdn 

waitforsingleobject ˣ˯ˮ˩˧ˢ , ˞  ˭˧˧ˮ˰ˬ˷ ˨˶˰ˢ .(˫ˢ˧˪˰ ˣ˞˶˧˵ˣ ˡˣ˰˧˸˪ ˞ˣˢ ˣˮ˸ˣWAIT_OBJECT_0  

ˢ˷ ˞˧ˢ ˣ˪˷ ˸ˣ˰ˬ˷ˬˢ˷ -Mutex  .ˣˮ˸ˣ˷˶˟ ˞ˣˢ ˸˰˩ˣ ˧ˣˮ˲ ˢ˧ˢ 

 :ˢ˶ˤ˥ˢ ˨˶˰ ˸˵˧ˡ˟˪ ˢˬˠˣˡ ˡˣ˵ 

if  (waitResult != WAIT_OBJECT_0) {  

   // Mutex not free  

   Bad();  

}  

else  {  

   // Mutex free  

   Good();  

 'ˠ ˟˪˷ï easeMutexRel 

Process  ˟ ˷ˣˬ˧˷ˢ ˸˞ ˫˧˧˯˷ -Mutex   ˷ˣˬ˧˷˪ ˣ˸ˣ˞ ˶˶˥˷˪ ˷˵˟ˬˣProcess˟ ˷ˬ˸˷ˬ ,˫˧˶˥˞ ˫˧ -

ReleaseMutex ˵˶ ˸˪˟˵ˬ˷ ˶˸ˣ˧˟ ˢ˦ˣ˷˲ ˢ˧˴˵ˮˣ˲ ˧ˢˣˤ .Handle  ˪-Mutex  .˷˵ˣ˟ˬˢ 

 :ˡˣ˵ ˸ˬˠˣˡ 

ReleaseMutex(hMyMutex);  

 'ˡ ˟˪˷-CloseHandle 

 ˟  ˷ˣˬ˧˷ˢ ˫ˣ˧˯˟-Mutex  s  ˸˞ ˶ˣˠ˯˪ ˳˪ˬˣˬ-Handle  ˷ ˣˬ˧˷ ˣ˟ ˢ˷ˣ˰˷ 

CloseHandle(h MyMutex);   

 ˠˣ˯ˬ ˪ˣ˰ˮˬ ˪˷ ˫ˠ ˢˬ˧˶ˤˢ ˫˧˷˶˸ ˸˞ ˭˩ˡ˰˪ ˶˷˲˞ ,ˣ˪˪ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˞ ˫˧˶˧˩ˬ ˣˮ˥ˮ˞˷˩ ˸˰˩Mutex  ,

 :˶˸ˣ˧ ˫ˡ˵ˣˬ ˢˬˠˣˡ˩ ˭˸˧ˮ˷ ˧˦˧˶˵ˢ ˡˣ˵ˢ ˰˦˵ ˪˰ ˭ˠˬ˷  
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˪˧ˠ˶˸ 5.2  ˪˧ˠ˶˸ ˫˧˧ˮ˧˟ Mutex ˫ ˧ 

  ˫˷˟ ˢˮ˩ˣ˸ ˶ˣ˴˧ˮ ˢˤ ˪˧ˠ˶˸˟HelloWorldMutex ˡˬ˷˷ˬ ˦ˮˬˣˠ˶˞˩ ˢ˪˟˧˵ ˞˧ˢ˷ ˶˲˯ˬˢ ˸˞ ˢ˯˧˲  ˸˶ˣ

 .ˢˡˣ˵˲ˢ  ˞˪ ˸˶˥˞ ˢˮ˩ˣ˸ ˫ˣ˷˷ ˞ˡˣˣ˪ ˧ˡ˩ ˯ˣˬ˧ˮ˟ ˢ˩˥ˬ ˞˪˞ ,˶˲˯ˬˢ ˸˞ ˡ˧ˬ ˢ˯˧˲ˡˬ ˞˪ ˢˮ˩ˣ˸ˢ ,˪˟˞

 .˰ˠ˶˩ ˢ˪ˣ˰˲ ˢ˸ˣ˞ ˸˞ ˸˰˴˟ˬ 

  ˫˷˟ ˢˮ˩ˣ˸ ˫ˠ ˶ˣ˴˧ˮ ˪˧ˠ˶˸˟MutexParentProcess ˧ˮ˷ ˶ˣ˴˧˸ ˣˤ ˢˮ˩ˣ˸ .Process  ˸˞ ˪˧˟˵ˬ˟ ˣ˴˧˶˧˷ ˫˧

HelloWorldMutexˣˮˬ" ˢ˯˲ˡˢ ˸ˣ˞˶˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ . ˢ˟˷ "˸˯ˬProcess   ˡ˧˥˧ˢ ˞ˣˢ ˫˞ ˵˶ ˯˧˲ˡˬ

 .˭˧˸ˬˬ ˞ˣˢ ˞˪ ˫˞ˣ ,˰ˠ˶˩ ˯˧˲ˡˬ˷ 

  ˪˷ ˢˮ˧˵˸ ˢ˴˶ˢMutexParentProcess  :˞˟ˢ ˭˲ˣ˞˟ ˨˯ˬ˪ ˠ˴ˣ˸ 

Hello World! Process got argument 0 

 ˪ ˷ ˢˮ˸ˬˢ) 5   (˸ˣ˧ˮ˷ 

Hello World! Process got argument 1 

ˮ˸ˬˢ) ˪˷ ˢ5   (˸ˣ˧ˮ˷ 

ˢ˴˧˶ ˫ˣ˧˯ 

 ˲ ˪ ˶ˣ˟˰ˮ ˡ˧ˬ ˭ˣ˶˸  ˧ˮ˲˪ ˸˞ˤ ˣ˯ˮ .˫˩ˬ˴˰˟ ˶ˣ˸˲˪ ˫˧˪˩ˢ ˪˩ ˸˞ ˸˰˩ ˶˟˩ ˫˩˪ ˷˧ ˨˞ ,ˡˣ˵ˢ ˪˷ ˨˶ˡˣˬ

 .˨˶ˡˣˬˢ ˭ˣ˶˸˲ˢ ˪˞ ˣ˶˟˰˸˷ 

 ˪˷ ˡˣ˵˪ ˯˧˯˟˩HelloWorldMutex  ˪˷ ˡˣ˵˟ ˷ˬ˸˷ˮHelloWorld   ˢˮ˩ˣ˸ˢ ,˫ˡˣ˵ˢ ˵˶˲˟ ˣˮ˥˸˧˲˷

ˢˬ ˸˪˟˵ˬ ˞˧ˢ˷ ˶˦ˬ˶˲ˢ ˸˞ ˨˯ˬ˪ ˢ˯˧˲ˡˬ˷-Process  .˟˞ˢ 

˲˟ ˱˧˯ˣˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˢ˥˧˸CreateMutex  ˪˟˵˪ ˧ˡ˩ ,Handle s  ˫˞ ˢ˦ˣ˷˲ ˢ˵˧ˡ˟ ˰˴˟ˮ ˭˩ˬ ˶˥˞˪ . -

Mutex ˭˩ ˫˞ .˧ˣˮ˲ -  s  ˸˞ ˶˶˥˷ˮˣ ˢ˯˲ˡˢ ˰˴˟ˮ-Mutex . 
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#include  "pch.h"  

 

int  main( int  argc , char  * argv [])  

{  

 if  ( argc  != 2) {  

  printf( "Incorrect number of argu ments\ n" );  

  return  0;  

 }  

 int  id = atoi( argv [1]);  

 HANDLE hMyMutex = CreateMutexA( NULL, FALSE, "Hello" );  

 DWORD waitResult = WaitForSingleObject(hMyMutex, 10000);  

 if  (waitResult == WAIT_OBJECT_0)  

 {  

  printf( "Hello World! Process got parameter %d \ n" , id) ;  

  Sleep(5000);  

  ReleaseMutex(hMyMutex);  

 }  

 else   

  printf( "Mutex could not be obtained for too long \ n" );  

 CloseHandle(hMyMutex);  

 return  1;  

}  

  ˪˷ ˡˣ˵ˢ ˸ˣ˞˶ˢ˪ ˨˧˶˴ ˨˧˞MutexParentPrcoess ? 

 ˶˴ˣ˧˷ ˡˣ˵ ˢ˞˶ˮ ˨˧˞ ˣˮ˧˞˶ ˫ˡˣ˵ˢ ˵˶˲˟Process ˷ˢ .˶˦ˬ˶˲ ˣ˧˪˞ ˶˧˟˰ˬˣ  ˫ˢ ˰˴˟˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˫˧ˠˣ˶ˡ

 :˫˧˧ˮ˷ 

-   ˶˧ˡˠˢ˪Mutex 

-  ˧ˮ˷ ˶ˣ˴˧˪Process ˫ ˡˣ˵ˢ ˵˶˲˟ ˣˬ˩ ˡ˥˞ ˞˪ ,˫˧ 

 ˪˷ ˢ˶ˡˠˢˢMutex  ˧ˮ˷ ˶ˣ˴˧˪ ˧ˡ˩ .ˢ˪˰ˬ˪ ˡˣ˵ˢ ˸ˬˠˣˡ˟ ˣˮ˧˞˶˷ ˧˲˩ ˵ˣ˧ˡ˟ ˞˧ˢProcess  ˶ˣ˴˧ˮ ˦ˣ˷˲ ˫˧

˲ ˸˶ˣ˷˩ ˶˟˰ˣ˸˷ ˢ˷ˡ˥ ˸ˤˣ˶˥ˬ ˶ˣ˴˧˸ ˢ˧˴˶˦˧˞ ˪˩˟˷ ˢ˞˪ˣ˪  ˶˦ˬ˶˲ˢ ,˱˯ˣˮ˟ .ˢˡˣ˵pi   ˫˧˶˧˟˰ˬ ˣˮ˥ˮ˞˷

-˪CreateProcess  ˨ ˧˶˴  ˪ ˢ˷˧ˠ ˣˮ˪ ˢ˧ˢ˸˷ ˧ˡ˩ ,˨˶˰ˬ˪ ˨ˣ˲ˢ˪-Handleˢ ˪˩ ˪˷ ˫˧-Process  .ˣˮ˶˴˧˷ ˫˧

 ˪  ˢ˷˧ˠ ˶ˣˬ˷˪ ˫˧˟˧˧˥ ˣˮ˥ˮ˞ -Handle ˪  ˞ˣ˶˵˪ ˪˩ˣˮ˪ ˧ˡ˩ ˫˧-WaitForSingleObject  ˢ ˸˴˧˶˷ ˥˧˦˟ˢ˪ˣ -

Process˴˧˶ ˫˧˧˯ˮ˷ ˧ˮ˲˪ ˢˬ˧˧˸˯ˢ ˫˧ˮ˟ˢ ˫˧ .ˢ 

ˣˮ˧˷ˢ ˶˥˞˪ ˡˣ˵ˢ ˭˩˪ :˨˩ ˢ˞˶ˮ ˧ 
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#include  "pch.h"  

#define  EXE_FILENAME ".. \ \ HelloWorldMutex.exe"  

#define  NUM_PROCESSES 2 

 

 

int  main()  

{  

 HANDLE hMyMutex = CreateMutexA( NULL, FALSE, "Hello" );  

 INT size = strlen( EXE_FILENAME) + 3; // length is increased by 3:  

                                           // space cha racter -  1 byte,  

                                           // one digit number -  1 byte,  

                                           // string NULL terminator -  1 byte  

 PCHAR param = ( PCHAR)malloc(size* sizeof ( CHAR));  

 STARTUPINFOA si;  

 PROCESS_INFORMATION pi [ NUM_PROCESSES];  

 

 for  ( int  i = 0; i < NUM_PROCESSES; i++) {  

  sprintf_s(param, size, "%s %d", EXE_FILENAME, i);  

  ZeroMemory(&si, sizeof (si));  

  si.cb = sizeof (si);  

  ZeroMemory(&pi[i], sizeof (pi[i]));  

  CreateProcessA(  

   NULL,  

   param,  

   NULL,  

   NULL,  

   FALSE,  

   0,  

   NULL,  

   NULL,  

   &si,  

   &pi[i]);  

 }  

 // Wait for every process to finish, close everything before return  
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 for  ( int  i = 0; i < NUM_PROCESSES; i++) {  

  WaitForSingleObject(pi[i].hProcess, INFINITE );  

 }  

 

 ReleaseMutex(hMyMutex);  

 

 for  ( int  i = 0; i < NUM_PROCESSES; i++)  

 {  

  CloseHandle(pi[i].hProcess);  

  CloseHandle(pi[i].hThread);  

 }  

  

 return  0;  

}  

 

5.6.2 ˟ ˷ˣˬ˧˷ :ˢ˟˥˶ˢ-Mutex x ˵ˤˣˮ˟ ˫˧ ˸ 

 ˶ ˸ˣ˧ ˸ˮ˵˸ˣˬ ˢ˵ˤˣˮˢ ˣ˟˷ ˟˴ˬ ˰ˣˮˬ˪ ˡ˴˧˩ ˞˧ˢ ˸ˣ˵ˤˣˮ ˧˥˸˲ˬ˪ ˷˧˷ ˸ˣ˧˰˟ˢ ˸˥˞   ˟˷˥ˬ˟ ˸˥˞ ˫˰˲ˬ

 ˩  ˟˷˥ˬ ˶˷˞˩ .˱˵˸ˣˬˢ  ˧˸˧˧˰˟ ˫ˠ ˞˪˞ ˶˸ˣ˧ˬ ˵˶ ˞˪ ˞ˣˢ ˢ˵ˤˣˮˢ ˪˷ ˸˲˯ˣˮ ˢˮ˵˸ˢ ˰ˣ˴˧˟ ,ˢ˵ˤˣˮ˟ ˰ˣˠˮ ˶˟

 ˢˡˣ˟˰˪ ˰˧˶˲ˢ˪ ˣ˞ ,ˢ˸ˣ˞ ˱ˣ˷˥˪ ˪ˣ˪˰ ˢˮ˵˸ˢˢ ˨˧˪ˢ˸˷ ˭ˣˣ˧˩ˬ ,ˢ˵ˤˣˮˢ ˶ˣ˟˰ .ˢ˪˷ 

˟ ˷ˣˬ˧˷ ˞ˣˢ ˫˧˶˥ˣ˟ ˫˧˟˶ ˸ˣ˵ˤˣˮ ˧˟˸ˣ˩˷ ˭ˣ˶˸˲ˢ -Mutexˡˣ˟ ˢ˵ˤˣˮˢ ˪˷ ˢˮ˵˸ˢ ˪˩ . ˫˧˧˵ ˫˞ ˸˵Mutex  

 ˮ ˧˞ ˞ˣˢ ˫˞ˣ ˫˧˧ˣ˯ˬ ˫ ˧˧˵ ˞ˣˢ ˫˞ .ˣ˸ˣ˞ ˢ˶˧ˡˠˬˣ ˢˬ˴˰ ˸˞ ˢˮ˧˵˸ˬ ˞˧ˢ ˫˧˧˵ ˣ-   ˢˬ˴˰ ˸˞ ˭˧˵˸˸ ˞˪ ˢ˵ˤˣˮˢ

  .˪˪˩ 

ˢ ˸ˣ˰˴ˬ˞˟˷ ˢˮˠˢˢ ˸ˣ˩˶˰ˬ ˣˡˬ˪ ,˭ˬˤˢ ˫˰ -Mutex˸˞ ˸ˣˢˤ˪ ˭˸˧ˮ ˫˧   ,˰ˣˠˮ ˟˷˥ˬˢ˷ ˸˰ˡ˪ ˨˩ˣ ˸ˣ˵ˤˣˮˢ

˧˥ ˣˬ˩ ,˳ˣ˶˪ ˸ˣ˵ˤˣˮˢˬ ˰ˣˮˬ˪ ˧ˡ˩ ˰ˡ˧ˬ˟ ˷ˬ˸˷ˢ˪ ˱˞ˣ˴ˬ˪ ˭˸˧ˮ ˸ˣ˵ˤˣˮ ˪˰ ˰ˡ˧ˬ ˧˶ˠ˞ˬ˟ .˭ˣ˯  ˸ˬ˧˷˶ ˸˞ ˞ˣ

-sMutex ˸ˬ˧˷˶ ˭˪ˢ˪ ,ˢˬˠˣˡ˪ .˷ˣˬ˧˷ ˭ˢ˟ ˸ˣ˷ˣ˰ ˸ˣ˵ˤˣˮˢ ˪˷ ˸ˣˮˣ˷ˢ ˸ˣ˞˯˶ˠˢ˷ ˫˧Mutex  ˪˷ ˫˧ˡˣ˷˥ ˫˧

 ˢ˵ˤˣˮˢQakbot ˶˸˞ˢ ˧ˡ˧ ˪˰ ˣ˲ˣˬ˷ ˧˲˩ ,:nce.comhttps://blog.talosintellige 

https://blog.talosintelligence.com/
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˷˰ˮ ˸ˣ˵ˤˣˮˢ ,˨˩ˬ ˢ˞˴ˣ˸˩  ˪˷ ˫˧˰ˣ˟˵ ˸ˣˬ˷˟ ˸ˣ˷ˬ˸˷ˬ ˭ˮ˧˞ ˭ˢˣ ˶˸ˣ˧ ˸ˣˬ˩˥ˣ˸ˬ ˣMutex  ˸ˣˬ˷ˢ ˫˞ .˫˧

  ˧˸ˮ˩˸ˬ ˪˷ ˭ˣ˶˸˲ˢ ?˟˷˥ˬˢ ˪˰ ˸ˣˮ˵˸ˣˬ ˶˟˩ ˭ˢ˷ ˸˰ˡ˪ ˸ˣ˪ˣ˩˧ ˸ˣ˵ˤˣˮˢ ˸˞ˤ ˪˩˟ ˨˧˞ ,˫˧˰ˣ˟˵ ˫ˮ˧˞

  ˪˷ ˸ˣˬ˷ ˶ˣ˴˧˪ ˞ˣˢ ˸ˣ˵ˤˣˮˢMutex˥ˬ ˭˧˟ ˫˧ˮ˸˷ˬ˷ ˫˧˶˟ˡ ˪˰ ˫˧˯˯ˣ˟ˬ˷ ˫˧  ˫˧˰ˣ˟˵ ˫˧˶˞˷ˮ ˨˞ ,˫˧˟˷

 .˟˷˥ˬ ˣ˸ˣ˞˟  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˭ˣ˧˷˶ ˪˷ ˧˸˶ˡ˯ˢ ˶˲˯ˬˢ ,ˢˬˠˣˡ˪Windows x ˞ , ˢ ˸˟ˣ˸˩ -MAC   ˪˷

  ˸ˬ˧˷˶ ˵˲˯˪ ˭˸˧ˮ ˞˪ ,ˣˤ ˢ˶ˣ˴˟ .˸˷˶ˢ ˯˧˦˶˩Mutex  ˸˞ ˢˮ˧˵˸ˢ ˢ˵ˤˣˮ˷ ˨˩˪ ˢ˧˴˵˧ˡˮ˧˞ ˫˧ˮ˸ˣˮ˷ ˫˧

 .˸ˣˬˣ˷˶ ˧ˡ˶˞˧˪˧ˬ ˪ˣ˪˩˸ ˣˤ˩ ˢˬ˧˷˶˷ ˭ˣˣ˧˩ˬ ,˟˷˥ˬˢ ˪˰ ˢˬ˴˰ 

˪˧ˠ˶˸ 5.3  ˪˧ˠ˶˸ ˫˩˯ˬMutex 

˪˧˲ˢ ˸˧˧˰˟ ˸˞ ˸˧ˮ˷ ˣ˶˸˧˲ ˶ˣ˸˟ ˢ˪˧˩˞ˢ ˸ˣ˪˵ˬ ˸˞ ˣ˶˧ˡˠˢ ˫˰˲ˢ ˨˞ ,˫˧ˡ˰ˣ˯ˢ ˫˧˲ˣ˯ˣMutex  .˫˧ 

 :˭ˣ˶˸˲˪ ˢ˩˶ˡˢ 

 ˢ˷˧ˬ˥ ˶ˣ˴˧˪ ˢ˩˧˶˴ ˫˩˪˷ ˸˧˷˞˶ˢ ˸˧ˮ˩ˣ˸ˢProcess  ˢ˧˴˵ˮˣ˲˟ ˣ˷ˬ˸˷ˢ .˱ˣ˯ˣ˪˧˲ ˪˩ ˶ˣ˟˰ ˡ˥˞ ,˫˧

CreateProcess ˟  ˣ˞˴ˬ˸ ˢ˧˪˰ ˡˣ˰˧˸˷ ,-MSDN ˴ ˵ˮˣ˲ˢ ,ˣ˞˴ˬ˸˷ ˧˲˩ .  ˳˟ˣ˵ ˪˷ ˫˷ ˶˦ˬ˶˲˩ ˸˪˟˵ˬ ˢ˧

exe ˧˪˰˷ˢ ˶ˣ˟˰ ˳˧˶ˢ˪ ˢProcess ˢˤ ˳˟ˣ˵˪ ˞˶˵ˮ ,˶˟˯ˢˢ ˨˶ˣ˴˪ .˷ˡ˥ˢ ñSinglePhilosopher.exe .ò 
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˞ ˟˪˷-   ˳˟ˣ˵ˢ ˸˶˧˴˧SinglePhilosopher.exe 

  ˪˰ ,˸˧˷˞˶ .ˡ˧˥˧ ˱ˣ˯ˣ˪˧˲ ˶ˣ˟˰ ˢ˵˧ˠˣ˪ˢ ˸˞ ˰˴˟ˬ˷ ,˷˵ˣ˟ˬˢ ˳˟ˣ˵ˢ ˸˞ ˶ˣ˴˧˧ ˣ˥˸˲˸˷ ˭ˣ˷˞˶ˢ ˦˵˧˧ˣ˶˲ˢ

 ˸˧ˮ˩ˣ˸ˢ˵˪ ˧ˡ˩ ,˱ˣ˯ˣ˪˧˲ˢ ˪˷ ˫ˣ˵˧ˬˢ ˸˞ ˸ˣˢˤ˪  ˧ˮ˷ ˣ˪˧˞ ˰ˣ˟Mutex  ˧ˡ˩ ˯ˣ˲˸˪ ˣ˧˪˰ ("ˢ˪˧˩˞ ˸ˣ˪˵ˬ") ˫˧

˞˪ˢ ˸˞ ˸˶˴ˣ˧˷ ˸˧ˮ˩ˣ˸ˢˬ ˣ˧˪˞ ˶˟˰ˣ˧˷ ˶˲˯ˬ ˸ˣ˰˴ˬ˞˟ ˰˴˟˸ˢ˪ ˪ˣ˩˧ ˱ˣ˯ˣ˪˧˲ˢ ˫ˣ˵˧ˬ ˧ˣˢ˧ˤ .˪ˣ˩Process  ,

 ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟CreateProcess  . 

ˢ˷ ˶˥˞˪Process    ˧ˮ˷ ˣ˪˧˞ ˭˧˟ˬ ˣˮ˪˷Mutex ˫˧ ˟ ˣ ,˫ˢˬ ˡ˥˞˪ ˭˧˸ˬˮ ,˵˧ˤ˥ˢ˪ ˨˧˶˴ ˞ˣˢ  ˢˮ˲˸ˬ ˞ˣˢ˷ ˰ˠ˶

 ,˥˧˪˴ˮ ˫˞ .˧ˮ˷ˢ ˸˞ ˯ˣ˲˸˪ ˢ˯ˮˮ s  ˸˞ ˶˶˥˷ˮˣ ˢˬ˧˞˸ˬ ˢ˰ˡˣˢ ˯˧˲ˡˮ-Mutex  ˨˶˦˴ˮ ,˯ˣ˲˸ ˧ˮ˷ˢ ˫˞ .˫˧

 ˪˷ ˟˴ˬ ˰ˣˮˬ˪ ˧ˡ˩ ˧ˮ˷ˢ ˸˞ ˶˶˥˷˪Deadlock  . 

˟ ˟˪˷-   ˸ ˧˷˞˶ˢ ˸˧ˮ˩ˣ˸ˢ ˸˶˧˴˧ 

ˢ ˸˞ ˪ˢˮ˧ ˣ˥˸˲˸˷ ˧ˮ˷ˢ ˦˵˧˧ˣ˶˲ˢ-Process x ˶˲ˢ .˫˧  ˢ˷˧ˬ˥ ˶˧ˡˠ˧ ˦˵˧˧Mutex˪˵ˬ ˶˲˯ˬ˩ ,˫˧  ˸ˣ

 ˢ˷˧ˬ˥ ˥˸˲˧ ˭˩ˣ ,ˢ˪˧˩˞ˢProcess  .˫˧˲ˣ˯ˣ˪˧˲ˢ ˶˲˯ˬ˩ ,˫˧˷ˡ˥ ˫˧ 

ˢ ˸˶ˡˠˢ-Mutex ˢ˧˴˵ˮˣ˲ˢ ˧ˡ˧ ˪˰ ˸˰˴˟˸ˬ ˫˧CreateMutex  ˶ˣ˟˰ ˫˸˶˥˟˷ ˫˷ˢ ˸˞ ˸ˣ˦˷˲˟ ˸˪˟˵ˬ˷ ,

 ˪˩Mutex :ˢ˧˴˵ˮˣ˲ˢ ˡˣ˰˧˸˟ ˣ˶ˤ˰ˢ . 

 https://docs.microsoft.com/en-us/windows/win32/api/synchapi/nf-synchapi-createmutexa 

ˢ ˸˥˧˸˲-Process ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟ ˸˰˴˟˸ˬ ˫˧CreateProcess  ˫˧˞˶ˣ˵ ˡ˴˧˩ ˣˮ˧˞˶ ˫ˡˣ˵ˢ ˵˶˲˟ .

˰ˬ ˡ˴˧˩ˣ ˣˤˢ ˢ˧˴˵ˮˣ˲˪˩˧˪˰ .˫˧˶˦ˬ˶˲ ˢ˪ ˫˧˶˧˟ ˪˩˪ ˶˧˟˰ˢ˪ ˫Process    ˧ˡ˩ ,ˣ˪˷ ˧˶ˣˡ˧˯ˢ ˶˲˯ˬˢ ˸˞

  ˸ˤˣ˶˥ˬ ˶ˣ˴˧˪ ˧ˡ˩ ˫ˡˣ˵ˢ ˵˶˲˟ ˭˸˧ˮ˷ ˢˬˠˣˡˢ ˡˣ˵˟ ˣ˷ˬ˸˷ˢ .˷ˬ˸˷ˢ˪ ˣ˧˪˰ "ˢ˪˧˩˞ ˸ˣ˪˵ˬ" ˣ˪˧˞˟ ˰ˡ˧˧˷

 ˪˩˪ ˶˟˰ˣˬ˷ ˶˦ˬ˶˲ˢ ˸˞ ˸˪˪ˣ˩˷Process . 

 ˫˰ ˪˧ˠ˶˸ˢ ˸˞ ˫˸˰˴˧˟ ˶˷˞˩Critical Sections ˤˢ ˨˷ˬ ˸˞ ˫˸ˡˡˬ˪˧˲ ˪˩ ˪˧˩˞ˢ˪ ˥˵ˣ˪˷ ˭ˬ  ˭ˣ˧˪˧ˬ ˱ˣ˯ˣ

˲ ˫˰ ˢˡ˧ˡˬˢ ˢ˸ˣ˞ ˸˞ ˣ˰˴˟˸ ˫˞ ˭ˬˤˢ ˨˷ˬ ˢˮ˸˷˧ ˫˩˸˰ˡ˪ ˡ˴˧˩ .˫˰Mutexes  ˣ˞ˡˣˣ ˧ˣ˯˧ˮˢ ˸˸˞ ˣ˰˴˟ ?

 .˫˧ˮˬˤ˟ ˧ˮˣ˷˪ ˢ˟˧˯ˢ ˸˞ ˫˧ˮ˧˟ˬ ˫˸˞˷ 

5.7  ˸ˣ˸˧˞ ˭ˣˮˠˮˬSemaphore 

ˬ ˥˵˧ˮ ˫˞ ,˶ˬˣ˪˩ .˫˸ˣˢˬ˟ ˫˧˧˶˞ˮ˧˟ ˣ˧ˢ˷ ,˫˧˪ˣ˰ˮˬ ˪˷ ˫˧ˠˣ˯ ˧ˮ˷˟ ˣˮˡ ˣ˧˷˩˰ ˡ˰ ˠˣ˯ˬ ˪ˣ˰ˮMutex   x ˯ˬ ˣ˞  ˠ

CriticalSection  , ˵˶ ˭ˣ˸ˮ ˰ˠ˶ ˪˩˟ ˷˧Thread   .˪ˣ˰ˮˬ˟ ˵˧ˤ˥ˬ˷ ˡ˥˞ 

 ˵˶˷ ˨˩˟ ˭ˣ˧ˠˢ ˢ˧ˢ ˡˣ˰ ˪˩ ˢ˲˧ ˣˡ˟˰ ˣˮ˪˷ ˫˧˧˶˞ˮ˧˟ˢ ˫˧˪ˣ˰ˮˬˢThread   ˧˩ ,˪ˣ˰ˮˬˢ ˪˷ ˫˧˪˰˟ˢ ˢ˧ˢ˧ ˡ˧˥˧

ˬ ˰ˣˮˬ˪ ˣˮ˧˴˶-Threadˮˣ˷ ˞ˣˢ ˢ˶˵ˬˢ ˫˧ˬ˰˲˪ ˨˞ .˧˦˧˶˵ ˡˣ˵ ˰˦˵˪ ˢ˷˧ˠ ˫˧˶˥˞ ˫˧  ˢˬˠˣˡ˟ ˷ˬ˸˷ˮ .ˢ

https://docs.microsoft.com/en-us/windows/win32/api/synchapi/nf-synchapi-createmutexa
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˧˧˥ˢˬ˩ˣˬ ˧˞ˡˣˣ˟˷ ˫˫˪ˣ˩˪ ˸˶-   ˫ˡ˞ ˯ˮ˩ˮ˷ ˫˰˲ ˪˩˟ .˫˧˞˸ ˶˲˯ˬ ˫˧˪˧˩ˬ ˫˧˸ˣ˶˧˷ˢ .˫˧˧˶ˣ˟˧˴ ˫˧˸ˣ˶˧˷

  ˫˧˞˸ˢ ˸ˣˬ˩ˣ ˢˮ˲˸ˬ ˣ˪˷ ˞˸ˢ ˫˧˧˯ˬ ˫ˡ˞˷ ˫˰˲ ˪˩˟ ,ˡ˥˞˟ ˸ˡ˶ˣ˧ ˫˧˧ˣˮ˲ˢ ˫˧˞˸ˢ ˸ˣˬ˩ˣ ˞˸ ˯˲ˣ˸ ˞ˣˢ

 ˫ ˧˧ˣˮ˲ˢ ˫˧˞˸ˢ ˸ˣˬ˩ ˫ˢ˟˷ ˫˧˸ˣ˶˧˷˪ ˫˸˰ˠˢ ˫˞ .ˡ˥˞˟ ˢ˪ˣ˰ ˫˧˧ˣˮ˲ˢ   ˫˧˴˪˞ˮ ˫˸˞ ,˯˲˞ ˞˧ˢ  ˭˧˸ˬˢ˪

ˮ˲ ˞˸˪ .˧ˣ 

  ˢˬˠˣˡ˪ ˥˧ˮˮ ."˫˧˧˶ˣ˟˧˴ ˫˧˸ˣ˶˧˷" ˪˷ ˫˧ˮ˧˧˲˞ˬ ˫ˢ˪ ˷˧˷ ˫˧˟˞˷ˬ ˫˧ˬ˰˲˪ ˷˧ ˟˷˥ˬ˟ ˫ˠ ˢˬˣˡ ˭˲ˣ˞˟

  ˸ˣˮˣ˪˥ˢ ˸ˣˬ˩ ˸˞ ˪˧˟ˠˢ˪ ˣ˞ ,˸˧˪ˬ˧˯˵ˬ ˫˧˷ˬ˸˷ˬ ˸ˣˬ˩˪ ˣˢ˷˪˩ ˳˟ˣ˵˪ ˢ˷˧ˠ ˪˧˟ˠˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷

 ˟  ˷ˬ˸˷ˮ ˨˩ ˫˷˪  .˸˥˸ˣ˲ ˢˮ˩ˣ˸˷-Semaphore . 

-sSemaphore ˞ ˭ˣˮˠˮˬ ˞˪˞ ˪ˣ˰ˮˬ ˣˮ˧˞ ˸˧˪ˠˮ˞˟) ˸ˣ˸˧Signalling˪ ˶˷˲˞ˬ˷ ,(-Thread  ˪  ˸˸ˣ˞˪ -

Thread .˪ˣ˰ˮˬ˪ ˢˬˣˡ ˭˲ˣ˞˟ ˣ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˨˞ ,˷˥˶˸ˬ ˶ˡˠˣˬ ˰ˣ˶˧˞ ˶˷˞˩ ˫˧˶˥˞ ˫˧Semaphore  

ˬ ˶˸ˣ˧˪ ˶˷˲˞ˬ-Thread   ˭ ˬˤ˟˷ ˞˧ˢ ˫˧˰˴˟˸ˬ ˫˧˶˟ˡˢ ˢ˟˷ ˨˶ˡˢ .˱˸ˣ˷ˬ ˟˞˷ˬ ˪˷ ˫˧˪˰˟ ˸ˣ˧ˢ˪ ˡ˥˞  

ˢ ˸˶˧˴˧-Semaphore ˧˯˵ˬ ˶˲˯ˬ ˶ˡˠˣˬ˟ ˢˡ˧˶ˣˬ ˟˞˷ˬ ˸˯˧˲˸ .ˣˢ˷˪˩ ˧˪ˬ-1  s  ˪˷ ˣ˩˶˰ ˸˞ -

Semaphore˟ ˣ˩˶˰ ˸˞ ˢ˪˰ˬ ˟˞˷ˬ ˶ˣ˶˥˷ ,-1ˢ ˪˷ ˨˶˰ˢ ˫˞ .-Semaphore    ˭˸˧ˮ ˞˪ ,˯˲˞˪ ˢˣˣ˷

 ˪˷ ˢ˟ˣ˷˥ ˢˮˣ˩˸ .˟˞˷ˬˢ ˪˰ ˸ˣ˪˰˟ ˯ˣ˲˸˪Semaphore   ˢ˪ˣ˰˲ ˞˧ˢ ˨˶˰ˢ ˸ˡ˶ˣˢ ˣ˞ ˸˞˪˰ˢ˷ ˞˧ˢ

ˬˣ˪˩ ,˸˧ˬˣ˦˞˟˷ ˢ˪ˣ˰˲ ˶ ˰˴˟˸ˢ˪ ˪ˣ˩˧ ˞˪ ˢ˩˪ˢˬContext Switch  ˸ˣ˧ˢ˪ ˢ˪ˣ˪˰ ˢ˸˧ˢ ˢ˶˧˲˯ˢ ˸˶˥˞˷ ,

 .ˢ˧ˣˠ˷ 

 ˟  ˷ˣˬ˧˷ˣ ˸˶˧˴˧˪ ˸ˣ˷ˬ˷ˬ˷ ˸ˣˮˣ˷ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˰ ˟˩˰˸ˮ ˞˪-Semaphore  ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣˬˣˡ ˧ˡ ˭ˢ ,

 ˶ˣ˟˰ ˣˮˡˬ˪˷Critical Section x -Mutex ˶˸˞˟ ˭˸ˣ˞ ˞ˣ˴ˬ˪ ˭˸˧ˮˣ ,MSDN   ˵ ˮ˧˪˟ 

 https://docs.microsoft.com/en-us/windows/win32/sync/using-semaphore-objects 

-˟Windows   ˪˷ ˫˧ˠˣ˯ ˧ˮ˷ ˫˧ˬ˧˧˵Semaphore s  ˸˶˧˴˧ ˨˧˪ˢ˸˟ .-Semaphore   ˣ˞ ˫˷ ˣ˪ ˸˸˪ ˫˞ ˶˥˟ˮ

˧ˮ ˞˪ ˫˞ .˞˪˷ ˧ˬˣ˵ˬ ˦˵˧˧˟ˣ˞ ˢ˧ˢ˧ ˞ˣˢ ,˫˷ ˣ˪ ˭˸ˢ ˪-Process  ˵˶ˣThreadˢ ˣ˸ˣ˞˟ ˫˧-Process    ˣ˪˩ˣ˧

 ˪  ˢˬˣˡ˟ ,ˣ˟ ˷ˬ˸˷ˢ˪-CriticalSection" ˞˶˵ˮ˷ ˢˬ ,˫˷ ˣ˪ ˭˸˧ˮ ˫˞ .Named Semaphore  ˢ˧ˢ˧ ˞ˣˢ ,"

 s ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˦˵˧˧˟ˣ˞.   ˫ˠ ˭˩˪Threadˬ ˫˧-Process ˪˟˵˪ ˫˧˪ˣ˩˧ ˫˧˶˥˞ ˫˧Handle ˪-Named 

Semaphore ˲ ˢ ˸ˣ˰˴ˬ˞˟ ˸˰˴˟˸ˬ ˢ˪ˣ˰˲ˢ . ˢ˧˴˵ˮˣOpenSemaphoreˢ ˫˷ ˸˞ ˸˪˟˵ˬ˷ , -

Semaphore  ˫˰ ˣˮ˧˞˶˷ ˧˲˩ .˶˦ˬ˶˲ ˶ˣ˸˟Mutex ˶˷˞˩ ,˫˧Semaphore   ˸˩˶˰ˬ ˪˷ ˦˵˧˧˟ˣ˞ ˞ˣˢ

  ˶˷˞ˬ ˧˦˧˞ ˶˸ˣ˧ ˞ˣˢ ˭˩˪ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˨˶ˡ ˶ˣ˟˰˪ ˢ˩˧˶˴ ˣ˧˪˞ ˢ˞˧˶˵ ˪˩ ,˸ˣ˰ˬ˷ˬ ˨˩˪ ˷˧ ˢ˪˰˲ˢˢ

CriticalSection . 

ˣ˪˷ ˭˧˟ ˢ˞ˣˣ˷ˢ ˸˪˟˦ ˭˪ˢ˪ ,˫ˣ˩˧˯˪ :ˣˮ˶˩ˢ˷ ˫˧ˮˣˮˠˮˬˢ ˸˷ 

https://docs.microsoft.com/en-us/windows/win32/sync/using-semaphore-objects
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 CriticalSection Mutex Named Semaphore 

  ˭ˣ˶˩ˮ˯Thread  ˫˧˞˴ˬˮ˷ ˫˧

 ˣ˸ˣ˞˟Process 

V V   ˶˷˞ˬ ˪˧˰˧ ˸ˣ˥˲ ˨˞ ˧˶˷˲˞)

Critical Section( 

V 

  ˭ˣ˶˩ˮ˯Thread  *˫ˮ˧˞*˷ ˫˧

 ˣ˸ˣ˞˟ ˫˧˞˴ˬˮProcess 

X V V 

 ˸ˣˬ˩ ˸ˣ˧˪ˬ˧˯˵ˬ ˸ˣ˷˧ˠ  ˣ˟

 ˟ ˞˷ˬ˪ ˸˧ˮˬˤ 

1 1 ˬˢ ˧ˡ˧ ˪˰ ˶ˡˠˣˬ ˷ ˬ˸˷ 

  ˣ˪˧˞˩ ˢ˞˶ˮ ˢ˪˟˦˟ ˸ˣˮˮˣ˟˸ˢˬMutex  ˪˷ ˧˦˶˲ ˢ˶˵ˬ ˞ˣˢNamed Semaphore  ˶˧ˡˠˬ ˷ˬ˸˷ˬˢ ˣ˟˷ ,

 ˸ˣ˧ˢ˪ ˸˧˪ˬ˧˯˵ˬ ˸ˣ˷˧ˠ ˸ˣˬ˩ ˸˞1 ˞˶˵ˮ ˢˤ ˢ˶˵ˬ .Binary Semaphore   ˭ˣ˧ˬˡ ˷˧ ˸˧˷˰ˬ ˢˮ˧˥˟ˬ ,˭˩˞ˣ

˪ ˟˶ -Mutex ˶ˣˬ˞˩ ,˸˞ˤ ˫˰ .Semaphore ˮˬ ˞ˣˢ ˭˧˞ ˭˩˪ .˪ˣ˰ˮˬ ˞˪ˣ ˸ˣ˸˧˞ ˭ˣˮˠThread   ˫˧˪˰˟ˢ ˞ˣˢ˷

 ˪˩ˣ ˣ˪˷Thread  ˪ ˡˣˠ˧ˮ˟ ,ˣ˪˷ ˨˶˰ˢ ˸˞ ˡ˧˶ˣˢ˪ ˣ˞ ˸ˣ˪˰ˢ˪ ˪ˣ˩˧ -Mutex . 

5.8  ˫ ˣ˩˧˯ 

ˢ ˠ˷ˣˬ ˪˷ ˢˮ˟ˢ˟ ˵˶˲ˢ ˸˞ ˣˮ˪˥˸ˢ-Race Condition  ˟˴ˬ˪ ˫ˣ˶ˠ˪ ˪ˣ˪˰˷ ,  ˧ˮ˷ ˣ˟˷Process  ˣ˞ ˫˧

Thread˟ ˷ˣˬ˧˷ ˪˷ ˸ˣ˧˰˟ ˟˵˰ ˡˣ˟˰˪ ˢˤ˪ ˢˤ ˫˧˰˧˶˲ˬ ˫˧ ˬ  ˫˰ ˡˣ˟˰˪ ˧ˡ˩˷ ,ˣˮ˧˞˶ .˱˸ˣ˷ˬ ˟˞˷ˬ  ˟˞˷

  ˪˷ ˭ˣˮˠˮˬ˟ ˨˶ˣ˴ ˷˧ ˱˸ˣ˷ˬLock s  ˸˰˲ˣ˸ ˸˞ ˰ˮˬ˧˷ , -Race Condition . 

 ˪˷ ˟˴ˬ˪ ˫ˣ˶ˠ˪ ˪ˣ˪˰ ˪ˣ˰ˮˬ˟ ˪˩˷ˣˬ ˞˪ ˷ˣˬ˧˷˷ ˣˮ˧˞˶Deadlock ˟ ˞˷ˬ˪ ˥˴ˮ˪ ˢ˩˥ˬ ˸˩˶˰ˬˢ ˣ˟ ,  

 .˸˧˪ˠ˰ˬ ˢ˶ˣ˴˟ ˣˬ˴˰˟ ˧ˣ˪˸ ˟˞˷ˬˢ ˶ˣ˶˥˷˷ ˭ˣˣ˧˩ˬ ˶˶˥˸˷˧ ˞˪ ˫˪ˣ˰˪˷ 

˭˩ˬ ˶˥˞˪   ˫ ˧˪ˣ˰ˮˬ ˪˷ ˫˧ˠˣ˯ ˧ˮ˷˟ ˣˮˡ- ˭ˣ˷˞˶ˢ  ˞ˣˢCriticalSection  ˭˧˟ ˭ˣ˶˩ˮ˯˪ ˷ˬ˷ˬ˷ ˭ˣˮˠˮˬ ,

Thread ˣ˸ˣ˞ ˪˷ ˫˧Process  ˢˮ˸˷ˬ ˪˷ ˢ˶ˡˠˢ ˵˶ ˷˶ˣˡ ˞ˣˢ˷ ˭ˣˣ˧˩ ,˷ˣˬ˧˷˪ ˸˧˯˥˧ ˪˵ ˭ˣˮˠˮˬ ˣˢˤ .

  ˞ˣˢ ˧ˮ˷ˢ ˭ˣˮˠˮˬˢ .˧˪˟ˣ˪ˠMutex ˭˧˟ ˭ˣ˶˩ˮ˯˪ ˷ˬ˷ˬ˷ ,Process˞˷ˬ˟ ˷ˣˬ˧˷ ˨˧˶˴ˬ ˢˤ ˭ˣˮˠˮˬ .˫˧  ˧˟

˷ ˸ˣ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˫˰ ˸ˣ˪˰ˣ˲Mutex  ˪ˮ˶˵ˢ ˪˞ ˢ˧ˮ˲ˢ .˪ˮ˶˵ˢ ˪˞ ˢ˧ˮ˲ ˭˩˪ ˸˷˶ˣˡ ˫˧

 ˟˶ ˭ˬˤ ˸˷˶ˣˡ ˣˬ˩ ˧˪˟ˣ˪ˠ ˢˮ˸˷ˬ ˪˞ ˢ˧ˮ˲ ˶˷˞ˬ ˶˸ˣ˧CriticalSection  ˪˧ˠ˶˸˟˷ ˨˩˪ ˢ˟˧˯ˢ ˣˤˣ ,

˟ ˷ˣˬ˧˷ˢ ˫˧˲ˣ˯ˣ˪˧˲ˢ-CriticalSections  .˸˧˸ˣ˰ˬ˷ˬ ˢ˶˴˵ ˭ˬˤ ˸ˡ˧ˡˬ ˭˸ˮ 

 x ˮˡˬ˪ ˱ˣ˯˟˪  ˸ˣ˸˧˞ˢ ˭ˣˮˠˮˬ ˪˰Semaphore˷˲˞ˬ˷ ,ˣˬ˩ ˟˞˷ˬ˪ ˸ˣ˴˵ˢ˪ ˶  ˫˧˷ˬ˸˷ˬ ˪˷ ˸˧˪ˬ˧˯˵ˬ ˸

 .ˣ˸ˣ˞ ˫˧˵˪ˣ˥˷
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 6 ς ˭ˣ˶˩˧ˤ 

  ˟˥˶ˬ ˢ˞˶ˮ ˡ˴˧˩ ˣˮ˧˞˶ ˭ˣ˷˞˶ˢ ˵˶˲˟ .ˢ˩ ˡ˰ ˣˮ˧˯˧˩˷ ˞˷ˣˮ ˪˩˟ ˦˰ˬ˩ ˢ˩ ˡ˰ ˶ˣˤ˷ ˢ˧ˢ ˟˷˥ˬˢ ˭ˣ˶˩˧ˤ ˞˷ˣˮ

 ˪˷ ˭ˣ˶˩˧ˤProcess ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧˵˲˸ ˸˞ ˣˮ˶˵˯˷˩ ˭˩ˬ ˶˥˞˪ .ˡ˧˥˧   ˡ˥˞ ˢ˧ˢ ˭ˣ˶˩˧ˤˢ ˪ˣˢ˧ˮ

˧˵˲˸ˢ ˸˰˟˶˞ˬ˰ˢ ˸˞ ˣˮ˶˩ˤˢˣ ,˫˧ˡ  ˣˮ˧˞˷ ˶ˣˤ˞ ,ˢ˪˷ˬ ˡ˶˲ˮˣ ˭ˠˣˬ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˷˧ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪˷ ˢˡ˟ˣ

˪ ˷˧ˠˮ-Process ˟  ˫˧˴˶˷ ˫˧-Userland˟ ˣˮˡ ˶˷˞˩ .Process- x  ˫˧-Thread  ˪˩˪˷ ˢ˥ˮˢ ˸ˡˣ˵ˮˬ ˣˮ˞˴˧ ˫˧

Process   ˣ˪˧˞ˣ ˣ˪˷ˬ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˷˧Thread  ˫˧˵˪ˣ˥ ˫˧ ˷  ˫ˠ ˣˮ˶˩ˤˢ .˭ˣ˶˩˧ˤ ˟˥˶ˬ ˣ˸ˣ˞ ˸˞-Process  ˫˧

˸˷˪ ˫˧˪ˣ˩˧  ,˭ˣ˶˩˧ˤ˟ ˪˪˩ ˷ˣˬ˧˷ ˞˪˪ ˰˴˟˪ ˪ˣ˩˧ ˡ˟˰ˬˢ˷ ˣˢ˷ˬ ˸˰ˡˢ ˪˰ ˸ˣ˪˰ˢ˪ ˢ˷˵ .˫ˢ˧ˮ˧˟ ˭ˣ˶˩˧ˤ ˱

 ) ˢ˞˟ˢ ˞ˣˢ ˫ˢ˧ˮ˧˟ ˭ˣ˷˞˶ˢ˷ ˫˧˟˪˷ˬ ˸˟˩˶ˣˬ ˸ˡˡˣ˟ ˢˮˣ˩ˬ ˸ˡˣ˵˲ ˪˷ ˢ˴˶ˢ ˣ˪˧˲˞Fetch  ˢˡˣ˵˲ ˪˷ (

 .ˡ˟˰ˬˢ ˪˷ ˡˣ˟˧˰ˢ ˸ˡ˧˥˧ ˪˞ ˭ˣ˶˩˧ˤˢˬ 

 ˶ ˲˟ˣ ˸ˣ˥ˣ˸˲ ˣ˶˸ˣˮ˷ ˸ˣ˟˶ ˸ˣ˪˞˷ ˷˧ ˨˞  ˪˪˩˟ ˰ˣˡˬ ˶˧˟˯ˮˣ ˭ˣ˶˩˧ˤˢ ˧ˮ˵˸ˢ ˦ˣ˶˧˲ˬ ˪˧˥˸ˮ .˭ˢ˧˪˰ ˢˮ˰ˮ ˢˤ ˵

  ˡ˴˧˩ˣ ˨˶ˣ˴ ˭ˢ˟ ˷˧ ˰ˣˡˬ ,˭ˢˬ ˭˧˟ˮ ,˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˪˰ ˶˟ˡˮ ˭˩ˬ ˶˥˞˪ .˫˧ˮˣ˷ ˭ˣ˶˩˧ˤ ˧ˠˣ˯˟ ˨˶ˣ˴ ˷˧

  .˸ˣ˧˪˞ˣ˦˶˧ˣˣ ˸ˣ˧ˤ˧˲ ˸ˣ˟ˣ˸˩ ˭˧˟ ˫ˣˠ˶˸ˢ ˰˴˟˸ˬ 

6.1 ˧ˤ˧˲ ˭ˣ˶˩˧ˤ 

 ˭ ˣ˶˩˧ˤ  ˷  ˢ˶˧ˬ˷ ˶˷˲˞ˬ˷ ˢ˶ˬˣ˥ ˭˵˸ˢ ˞ˣˢ ˧ˤ˧˲  ˧ˮ˵˸ˢ ˶˧˩ˬ ˣˮ˸˧˞ˬ ˡ˥˞ ˪˩ .˫˧˯˲˞ˣ ˸ˣˡ˥˞ ˪˷ ˫˧˲˴˶ ˪

 ,˥˧˷˵ˢ ˵˯˧ˡˢ ˢˬˠˣˡ˪ :˭ˣ˶˩˧ˤ˩ ˫˧˷ˬ˷ˬ˷ ˢ˶ˬˣ˥USB    ˣˮ˶˩ˤˢ ˫˧ˬˡˣ˵ˢ ˫˧˵˶˲˟ ˭˩ ˣˬ˩ .˧˦˲ˣ˞ ˵˯˧ˡˣ

" ˞˶˵ˮ˷ ˭ˣ˶˩˧ˤ ˨ˣ˸ˬ ˸ˣ˴˶ ˟˷˥ˬ ˸ˣˮ˩ˣ˸˷RAM ˭ˣ˶˩˧ˤ" ˠ˷ˣˬˢ ˪˰ ˫ˠ ˫˸˰ˬ˷˷ ˭˩˸˧˧ ."Cache "  ,˭˩˟ˣ .

˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯˟ ˨˶ˣ˴ ˷˧ ˰ˣˡˬ  ˫˧˴ˣ˶ ˣˮ˧˧ˢ˷ ˫˧˶˟ˡ ˢ˰˟˶˞ ˫ˮ˷˧ ,˫˧˷ˬ˸˷ˬ ˶ˣ˸˟ ?˫ˡ˧˵˲˸ ˢˬˣ ˸ˣˮˣ˶˩˧ˤ ˪

 :˟˷˥ˬ ˪˷ ˭ˣ˶˩˧ˤˬ 

- ˸ˣ˶˧ˢˬ -   ˢ˶˧ˢˬ ˢ˴˧˶˪ ˸˧˦˧˶˵ ˸ˣ˟˧˷˥ ˪˰˟ ˞ˣˢ ˭ˣ˶˩˧ˤ˪ ˡ˟˰ˬˢ ˪˷ (ˢ˟˧˸˩ˣ ˢ˞˧˶˵) ˢ˷˧ˠˢ ˭ˬˤ

 ,˶˧ˢˬ ˡ˟˰ˬ ˷˧ ˢ˟˷ ˸˧ˮˣ˧ˬˡ ˸˩˶˰ˬ ˪˰ ˣ˟˷˧˥ .˸ˣ˧ˮ˩ˣ˸ ˪˷  ˶ˣ˟˧˥ ˸˪ˣ˰˲ ˰˴˟˪ ˪ˠˣ˯ˬ˷

 ˸˧ˡ˶˞˧˪˧ˬ˟  ˪˷ ˶ˣ˟˧˥ ˸˪ˣ˰˲ .ˢ˧ˮ˷ ˸˥˵ˣ˪ ˣ˧˪˞ ˢ˷˧ˠ ˪˩˷ ˧˦˧˞ ˭ˣ˶˩˧ˤ ˷˧ ˡ˟˰ˬˢ ˡ˴˪ ˣ˪˧˞ˣ ,ˢ˧ˮ˷

  ˸˟ˣ˦˪ ˭ˣ˶˩˧ˤ˪ ˸˲˯ˣˮ ˢ˞˧˶˵ˣ ,˫˧ˮ˸˷ˬˢ ˸˞˧˶˵ ˸˟ˣ˦˪ ˭ˣ˶˩˧ˤ˪ ˸ˣ˷˧ˠ ˧˸˷ ˸˪˪ˣ˩ ˫˧ˮ˸˷ˬ ˧ˮ˷

˸ ˶ˣ˟˧˥ˢ ˸˞ ˰˴˟˪ ˸˩˶˰ˬ˪ ˥˵˧˸˷ ˸˧˪˪˩ˢ ˭ˬˤˢ ˸ˣˬ˩ .ˢ˞˴ˣ˸ˢ ˸˟˧˸˩ ˭˩˪ ˢ˧ˢ3    ˡˣ˰ˣ ˸ˣ˧ˮ˷

ˢ˧ˮ˷ ˸˧ˡ˶˞˧˪˧ˬ ˧ ˦˧˞ˢ ˭ˣ˶˩˧ˤˢ ˟˵˰ ˧ˣ˦˧˟ ˧ˡ˧˪ ˢ˞˟ ˞˪ ˦ˣ˷˲ ˡ˟˰ˬˢ ˪˷ ˢ˟˶ˢ ˸ˣ˶˧ˢˬˢ ... 

- ˪ˡˣˠ -  ˪˰ ˣ˞ ˥˧˷˵ ˵˯˧ˡ ˪˰ ˣˢ˷˪˩ ˳˟ˣ˵ ˶ˣˬ˷˪ ˫˸˧˴˶˷ ˫˩˪ ˢ˶˵ ˫˞ˢUSB   ˸˰ˡˣˢ ˫˸˪˟˵ˣ

 ˭ˣ˶˩˧ˤ ˸ˣ˥˲ ˪˰ ˱˧ˡ˰ ˭ˣ˶˩˧ˤ ˶˸ˣ˧ ˢˬ˪ ˶˧˟˯ˢ˪ ˨˶ˣ˴ ˭˧˞˷ ˢ˞˶ˮ ?˞˪ˬ ˵˯˧ˡˢ˷ ˢ˞˧ˠ˷ ˢ˥ˮˢ˟)

 ˞˪ˣ ,˭ˣ˶˩˧ˤˢ ˪ˡˣˠ ˵˶ ˢˮ˸˷ˬ˷(ˣ˸ˣ˶˧ˢˬ ˭ˣˠ˩ ˫˧˶˥˞ ˫˧˶˟ˡ 

-  ˸ˣ˟˧˴˧ ï   ˣˮ˧˧ˬˡ .˪ˬ˷˥ ˪˟˵ˬ ˣˮ˧˞ ˞ˣˢ ˶˷˞˩ ˫ˠ ˰ˡ˧ˬˢ ˸˞ ˣ˩ˣ˸˟ ˶ˣˠ˞˧˷ ˭ˣ˶˩˧ˤ ˫˧˴ˣ˶ ˣˮ˥ˮ˞

  ˢ˵˪ˡˢ ˪˩˷ˣ ,˪ˬ˷˥ˢˬ ˟˷˥ˬˢ ˸˞ ˫˧˵˸ˮˬ ˫˸˧˧ˢ˷ ˫˰˲ ˪˩˟ ˵˥ˬˮ ˢ˧ˢ ˫˩˪˷ ˥˧˷˵ˢ ˵˯˧ˡˢ˷

 ˷  ˷ˡ˥ˬ ˢˮ˵˸ˢ˟ ˢ˩ˣ˶˩ ˢ˸˧ˢ ˟˷˥ˬˢ ˪˷ ...ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪ 

-  ˶˧˥ˬ ï ˧ˡ˰ ,˭˟ˣˬ˩ !˸ˣ˥˲˷ ˢˬ˩ ˫˪˷˪ ˱ 

  ˢ˧ˢ˧ ˫ˠ ˶˸ˣ˧ ˶˧ˢˬˣ ˶˸ˣ˧ ˪ˣˡˠ ˭ˣ˶˩˧ˤ .ˢ˪˞ˢ ˸ˣˮ˧˥˟ˢ ˸˰˟˶˞ ˪˩ˬ ˧˪ˬ˧˦˲ˣ˞ ˞ˣˢ˷ ˭ˣ˶˩˧ˤ ˭˧˞˷ ,˞˧ˢ ˢ˧˰˟ˢ

  ˞˶˵ˮ˷ ,˪ˬ˷˥ˢ ˫˶ˤ ˸˵˯˲ˢ ˫˰ ˵˥ˬˮ˷ ˭ˣ˶˩˧ˤ) ˱˧ˡˮ ˭ˣ˶˩˧ˤ ˶˷˞ˬ ˶˵˧ ˶˸ˣ˧ ˢ˧ˢ˧ ˰ˣ˟˵ ˭ˣ˶˩˧ˤ .˶˸ˣ˧ ˶˵˧
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Volatileˣ˰˪ , ˭ˣ˶˩˧ˤ ˸ˬNon-Volatile˪˪ ˫ˠ ˶ˬ˷ˮ˷ , .(˪ˬ˷˥ ˫˶ˤ ˸˵˲˯˞ ˞   ˡ˥˞ ˭ˣ˶˩˧ˤ ˭˧˞ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟

 .˫˧˶˥˞ ˸ˣˮˣ˶˩˧ˤ ˧ˮ˲ ˪˰ ˣ˪˷ ˸ˣ˸˧˥ˮˢˣ ˸ˣ˲˧ˡ˰ˢ ˸ˣˡˣ˵ˮ ˸˞ ˷˧ ˭ˣ˶˩˧ˤ ˪˩˪ .˸ˣˮˣ˶˩˧ˤˢ ˪˩ ˪˰ ˱˧ˡ˰˷ 

˸˷ˮ .˫˧ˮˣ˷ ˸ˣˮˣ˶˩˧ˤ ˧ˠˣ˯ ˟˪˷˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˫˧˧˪ˬ˧˦˲ˣ˞ ˫˧˰ˣ˴˧˟ ˸˪˰˟ ˸˩˶˰ˬ ˸ˣˮ˟˪ ˧ˡ˩  ˢ˟˶ˢ˟ ˷ˬ

˩˧ˤ ˦˰ˬˣ ,˪ˣˤˣ ˧˦˧˞ ˭ˣ˶˩˧ˤ˶˸ˢ .˶˵˧ˣ ˶˧ˢˬ ˭ˣ˶ ˭ ˣ˶˩˧ˤ ˧ˮ˵˸ˢ ˪˷ ˢ˧˩˶˶˧ˢˢ ˸˞ ˠ˴˧˧ˬ ˞˟ˢ ˫˧˷-    ˪ˣˤˣ ˧˦˧˞

 .ˢ˴˵˟ ˶˵˧ˣ ˶˧ˢˬ ,ˢˡ˧ˬ˶˧˲ˢ ˸˧˸˥˸˟ 

 

  ˣˮ˧˧ˢ ˰˟˴˞ ˪˪˩ ˶ˣ˸˟ .ˢ˪ ˷˧˷ ˭ˣ˶˩˧ˤˢ ˧˟˞˷ˬ ˸˞ ˢ˪˧˰˧ ˢ˶ˣ˴˟ ˪ˢˮ˪ ˞ˣˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˡ˧˵˲˸ˢ

 ˪  ˫˧˵ˣ˵ˤ ˣˮ˥ˮ˞˷ ˡˣ˵˷ ˫˧˴ˣ˶ ,˶˧ˢˬ ˭ˣ˶˩˧ˤ˟ ˢ˧ˢ˧ ˸ˣ˟ˣ˶˵ ˫˧˸˧˰˪ ˣ˟ ˣˮ˪˷ ˨˶ˣ˴ˢ˷ ˪˩˩ˣ  ˶˸ˣ˧ ˫˧˸˧˰˪ ˞ˣˢ ˡˣ˵

  ˟˶ ˭ˬˤ ˸˥˵˪ ˢ˪ˣ˪˰ ˧˦˧˞ ˭ˣ˶˩˧ˤˬ ˰ˡ˧ˬ ˸˞˟ˢ .˧˦˧˞ ˶˸ˣ˧ ˭ˣ˶˩˧ˤ˟ ˣ˸ˣ˞ ˶ˣˬ˷˪ˣ ˶˷˲˸ˢ˪ ˪˩ˣˮ ˨˩ ,˸ˣ˵ˣ˥˶

˦˴ˮ˷ ˧ˣ˩˧˯ˢ ˸˞ ˶˷˲˞ˢ ˪˩˩ ˫˴ˬ˴˪ ˸ˣ˯ˮ˪ ˢ˩˧˶˴ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˭˩˪ˣ ,ˢ˞˶ˮ ˡ˧ˬ˷ ˧˲˩ ,˸˶˩˧ˮ ˢ˶ˣ˴˟  ˨˶

 ,˭˟ˣˬ˩ .˧˦˧˞ ˭ˣ˶˩˧ˤ˟ ˞˴ˬˮ˷ ˰ˡ˧ˬ ˶˸ˣ˧ ˣˮ˪ ˷˧˷ ˪˩˩˷  ˢ˪˵ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˢ˸ˡˣ˟˰ ˨˩ ,˶˧ˢˬ ˭ˣ˶˩˧ˤ

 .˶˸ˣ˧ ˪ˣˡˠ ˞ˣˢ ˶˧ˢˬˢ ˭ˣ˶˩˧ˤ˟ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˢˬ ˸˞ ˞˴ˬˮ˷ ˧ˣ˩˧˯ˢˣ ˶˸ˣ˧ 

 ˭ ˣ˶˩˧ˤ ˪˷ ˫˧ˠˣ˯ ˧ˮ˷ ˵˶ ˣ˟ ˷˧˷ ˟˷˥ˬ ˪˷ ˶ˣ˞˧˸˟ ˪˧˥˸ˮ ,ˢˮˣˬ˸ˢ ˸˞ ˦˰ˬ ˦˷˲˪ ˧ˡ˩ -  x  ˥˧˷˵ ˵˯˧ˡ-RAM .  

 ˵ ˮ˰ˣ ˪ˣˤ ˪ˣ˟˧˵ ˧˪˩ ˞ˣˢ ˥˧˷˵ˢ ˵˯˧ˡˢ ˶˷˲˞ ˶˪ˣˡ ˢ˞ˬ˟ .˧  ˰˴ˬ˞) ˢ˪˞ ˸ˣ˶ˣ˷ ˸˟˧˸˩ ˡ˰ˣˬ˪ ˭ˣ˩ˮ ˷ˣ˩˶˪

2020 ˪˷ ˧ˮˣ˧ˬˡ ˥˲ˮ˟ ˵˯˧ˡ (1 ˟ ˷˧ ˫˧˸˟ ˢˬ˩ .˫˧˸˟ ˢ˶˦-1   ?˫˧˸˟ ˢ˶˦ 

1KB (Kilo Bytes) = 1024B (Bytes) 

1MB (Mega Bytes) = 1024KB = 1,048,576B 

1GB (Giga Bytes) = 1024MB = 1,073,741,824B 

1TB (Tera Bytes) = 1024GB = 1,099,511,627,776B 

 ˭ ˣ˧˪ˬˬ ˢ˪˰ˬ˪-  ˧ˮ˶˴˧˷ ˭˧˧˴˪ ˭˧˧ˮ˰ˬ .˸ˣ˧˪˦˧ˠ˧ˡ ˸ˣˮˣˬ˸ ˧˲˪˞ ˸ˣ˞ˬ ˸ˣ˪˵˟ ˶ˣˬ˷˪ ˪ˣ˩˧ ˢˤ˩ ˵˯˧ˡ .˫˧˸˟ ˧ˮˣ˧˪ˬ

 ˪˷ ˭ˮ˧˞ ˸ˣ˪ˣ˲˩ˢ ˢ˟ ,˸˶˥˞ ˢ˶˧˲˯ ˸˦˧˷ ˳ˬ˞˪ ˫˧˦ˣˮ ˫˧˵˯˧ˡˢ1024  ˪˷ ˞˪˞ ˸ˣ˧ˢ˪ ˨˧˶˴˷ ˧˲˩1000  

 .ˡ˟˪˟  ˪ˡˣˠ˟ ˵˯˧ˡ ˣ˷˩˶˸ ˫˞ ˢˬˠˣˡ˪ ˨˩1TB  ˵ ˶" ˣ˪˟˵˸ "1,000,000,000,000   ˸˦˧˷ ,˫˧˞ˣ˶˷ ˧˲˩ .˫˧˸˟

 ˫˩˪ ˶ˣ˩ˬ˪ ˫˧ˮ˶˴˧˪ ˸˶˷˲˞ˬ ˣˤˢ ˢ˶˧˲˯ˢ10%  ...˫˧˷˩ˣ˶ ˫˸˞˷ ˫˸˟˷˥˷ ˵˯˧ˡˢ ˥˲ˮˬ ˸ˣ˥˲ 

 ˞ˣˢ ˶ˬˣ˪˩ ,˪ˬ˷˥ˬ ˵˸ˣˮˬ ˞ˣˢ ˶˷˞˩ ˵˥ˬˮ ˣˮ˧˞ ˥˧˷˵ˢ ˵˯˧ˡˢ˷ ˣ˧˪˞ˬ ˭˟ˣˬNon-Volatile  ˪˰ ˰ˡ˧ˬˢ .

ˡˢ ˪˷ ˸ˣ˪ˣ˲˩˟ ˶ˬ˷ˮ ˥˧˷˵ˢ ˵˯˧4  ˸ ˟ ˣ˪˧˵  ˪ˡˣˠ ,˫˧ˬ ˭˦˵ ˳˟ˣ˵ ˷˧ ˫˞ ."˵ˣ˪˟" ˞˶˵ˮ˷-4KB   ˶ˬ˷˧˧ ˞ˣˢ

  ˢˬ˪˷ˢ ˫˧˵ˣ˪˟ˢ ˸˪ˣ˲˩ ˪˞ ˢ˪˰ˬ ˪ˠˣ˰˧ ˣ˪˷ ˪ˡˣˠˢ ,ˡ˧˥˧ ˵ˣ˪˟ˬ ˪ˣˡˠ˷ ˳˟ˣ˵ ˷˧ ˫˞ˣ ,ˣ˪ˡˣˠ ˢˤ˷ ˵ˣ˪˟˟
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ˢ ˸˞ ˣ˵ˡ˧˟ˣ ˣˢ˷˪˩ ˳˟ˣ˵ ˣ˶˥˟ ,ˢ˷˥ˬˢˢ ˸˟ˣ˦˪ .ˢ˟ˣ˶˵ˢ-Properties  l ˣˠˢ˷ ˣ˪ˠ˸ ,ˣ˪˷  ˞ˣˢ ˵˯˧ˡˢ ˪˰ ˪

 :˵ˣ˪˟ ˪ˡˣˠ ˪˷ ˢ˪ˣ˲˩ 

 

˷ ˭ˣˣ˧˩  ˵˯˧ˡˢ ˪˷ ˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩ ˪˞ ˸ˣ˶˧˷˧ ˷ˠ˧ˮ ˣˮ˧˞ ˡ˟˰ˬˢ ,˪ˣˡˠ ˢ˩ ˞ˣˢ ˥˧˷˵ˢ ˵˯˧ˡˢ ˪˞ ˢ˷˧ˠˢ ˭ˬˤ

 ˢ˪˧˰˲ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ,˸˞ˤ ˫ˣ˵ˬ˟ .˥˧˷˵ˢDriver  ˰ˡ˧ˬ ˪˷ ˡ˥˞ ˵ˣ˪˟ ˸ˣ˥˲˪ ˫˰˲ ˪˩˟ ˞˧˟ˬ˷ ,

 ˯ ˧ˡˢˬ ˫˪˷ ˵ˣ˪˟ ˫˧˞˧˟ˬ˷ ˨˩˟ ˭ˣ˶˸˧ˢ .˵˯˧ˡˢˬ˷ˬ˸˷ˢ˪ ˨˶˦˴ˮ ˡ˧ˬ˸ ˦˰ˬ˩˷ ˞ˣˢ ˥˧˷˵ˢ ˵    ˵˶ ˞˪

ˬ˟  ˵˪˥˸ˬ ˥˧˷˵ˢ ˵˯˧ˡˢ ˪˞ ˨ˣ˶˞ˢ ˢ˷˧ˠˢ ˭ˬˤ ,˨˩ .ˣ˪ ˫˧˟ˣ˶˵ˢ ˫˧˸˟˟ ˫ˠ ˞˪˞ ˫˧˧ˣ˯ˬ ˸˧˟˟ ˞˴ˬˮ˷ ˰ˡ˧

 ˸˥˵ˣ˪ ˥˧˷˵ˢ ˵˯˧ˡ˪ ˢ˷˧ˠ ˧ˢ˷˪˩ ˸˩˶˰ˬ˟ ˫˞ ,ˢˬˠˣˡ˪ .˵ˣ˪˟˟ ˫˧˞˴ˬˮ˷ ˫˧˸˟ˢ ˪˩ ˭˧˟4   ,˸ˣ˧ˮ˷˧˪˧ˬ

 x ˢ ˣ˪ˡˣˠ ˶ˣˬ˞˩˷ ˵ˣ˪˟ ˞˟ˣˬ ˣˤˢ ˢ˷˧ˠ˟ˣ ˞4KB  )4096   (˫˧˸˟˸˧˟ ˪˩ ˪˷ ˢ˞˟ˢ ˤ˞ ,  s  ˵˯˧ˡˢˬ  ˸˥˵ˣ˪ ˥˧˷˵

 .ˡ˟˪˟ ˢ˧ˮ˷ ˸˧ˮˣ˧˪˧ˬ ˨˶˰˟ 

  ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ ,˰ˡ˧ˬ ˪˷ ˵ˣ˪˟˪ ˵˶ ˞˪˞ ,˥˧˷˵ˢ ˵˯˧ˡ˟ ˸˧˲˧˴˲˯ ˸˟ˣ˸˩˪ ˸˷ˠ˪ ˸˪ˣ˩˧ ˡ˟˰ˬ˪ ˭˧˞˷ ˭ˣˣ˧˩

) ˥˧˷˵ˢ ˵˯˧ˡˢˬ ˸ˣ˶˧˷˧ ˸ˣ˧ˮ˩ˣ˸ ˳˧˶ˢ˪ ˶˷˲˞ ˧˞˷ :ˡ˴ ˸˶˰ˢ  ˫˷˟ ˢ˦˧˷ ˷˧Execute In Place  

˲˞ˬ˷˞ ˶ˣ˵˯ˮ ˞˪ ,˫˧ˬ˧˧ˣ˯ˬ ˫˧˞ˮ˸˟ ˸˞ˤ ˸˶˷ ˸ ˞ˤ .(ˢ˸ˣ    ˢ˷˧ˠ ˟˧˧˥ ˞ˣˢ ,ˢˮ˩ˣ˸ ˳˧˶ˬ ˡ˟˰ˬ ˶˷˞˩˷ ˭ˣˣ˧˩ˬ

  ˪˟˵˪ ˫ˣ˵ˬ˟ˣ ,ˢ˴˶ˢ˪ ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˸˞ ˣ˧˪˞ ˞˧˟ˢ˪ ˷˵˟ˬ ˡ˟˰ˬˢ ˣ˟˷ ˟˴ˬ ˣˮ˧˧ˬˡ .˸ˣ˧˲˧˴˲˯ ˸ˣ˟ˣ˸˩˪

 ˪˷ ˵ˣ˪˟ ˪˟˵ˬ ˞ˣˢ ˢˡ˧˥˧ ˢˡˣ˵˲4096  ˡ˟˰ˬ˪ ˶˷˲˞ˬ˷ ˶˥˞ ˭ˣ˶˩˧ˤ ˭˵˸ˢ˟ ˨˶ˣ˴ ˷˧ .˫˧˸˟  ˸˟ˣ˸˩˪ ˸˷ˠ˪

 .˸˧˲˧˴˲˯ 

 ˵ ˢ ˵˯˧ˡˢ ˸ˬˣ˰˪ ˪ ˡˣˠ ,˥˧˷ s  ˪˷ ˣ-RAM   ˷ˣ˩˶˪ ˭˸˧ˮ ˶˪ˣˡ ˢ˞ˬ ˸˶ˣˬ˸ .˶˸ˣ˧ ˢ˟˶ˢ ˶˵˧ˣ ˧ˡˬ˪ ˭˦˵ ˞ˣˢ

RAM ˢ ,˵˧˲˯ˬ ˰ˣ˶ˠ ˞˪ ˢˤ ˫˞ .ˢˢˤ ˶˧˥ˬ˟ ˥˧˷˵ ˵˯˧ˡ ˪˷ ˣ˪ˡˣˠˬ ˫˧ˡˡˣ˟ ˫˧ˤˣ˥˞ ˣ˪ˡˣˠ˷-RAM   ˫ˠ ˞ˣˢ

 ˠˣ˯ˬ ˭ˣ˶˩˧ˤVolatile˸˧ˢ .˟˷˥ˬˢ ˸˞ ˢ˟˩ˮ˷ ˫˰˲ ˪˩˟ ˵˥ˬ˧˧˷ ,ˢ ˪˷ ˸ˣˮˣ˶-RAM   ˥˧˷˵ˢ ˵˯˧ˡˢ ˧ˮ˲ ˪˰

ˢˣ˸ˣ˶˧ˢˬ ˫  ˟ ˸˟ˣ˸˩ ˪˩˪ ˶˧˷˧ ˭˲ˣ˞˟ ˸˷ˠ˪ ˪ˣ˩˧ ˡ˟˰ˬˢ˷ ˢˡ˟ˣ˰ˢˣ-RAM  ˸ˣ˧ˮ˩ˣ˸ ˳˧˶ˢ˪ ˧ˡ˩˷ ˢ˟˧˯ˢ ˣˤ .

 s  ˪˞ ˭˸ˣ˞ ˵˧˸˰ˢ˪ ˨˶ˣ˴ ˷˧ ˪˩ ˸˧˷˞˶ ,˥˧˷˵ˢ ˵˯˧ˡˢ ˪˰ ˸ˣ˶ˣˬ˷˷-RAM  . 

˰ˣˬ ˣˮˬˬ ˫˧˵˪˥ ˶˷˞ ,˵˧˥ˬ ˧˸˪˟ˣ ,˧˦˧˞ ,˵ˮ˰ ˭ˣ˶˩˧ˤ ˷˧ ,ˢ˩ ˡ˰ ˫˩˯ˮ ˫˞  ,˭˦˵ ˭ˣ˶˩˧ˤ ˪˞ ˨˶ˣ˴ˢ ˧˲˪ ˫˧˵˸

 ˶˧ˢˬ ˞ ˟ .˵˧˥ˬˣ  ˡˣ˵ ˳˧˶ˬ ˡ˟˰ˬˢ˷ ˭ˬˤ˟˷ ˠˣ˞ˡ˪ ˪˧˟˵ˬ˟ ˨˞ ,˧˲ˣ˯ˮ˧˞ ˦˰ˬ˩ ˭ˣ˯˥˞ ˥˲ˮ ˪˟˵˪ ˶˷˲˞ ˢˤ ˭˲ˣ

 .˶˧ˢˬ ˭ˣ˶˩˧ˤ ˣ˸ˣ˷˶˪ ˡˣˬ˰˧ 

ˢ ˭ˣˮˠˮˬ-Cache ˪ ˰˧ˠˬ˷ ˰ˡ˧ˬˢ ˪˩ ˞˪ ˧˶ˢ .ˢ˩ ˡ˰ ˣˮ˶˵˯˷ ˢˡˣ˟˰ˢ ˪ˡˣˬ ˪˷ ˶ˣ˲˧˷ ˞ˣˢ-RAM   ˸˞ ˷ˬ˷ˬ

ˢˢˤ ˸ˣ˲˧˩˸˟ ˡ˟˰ˬˢ˴ˬ˷ ˸ˬ˧˧ˣ˯ˬ ˸˧ˮ˩ˣ˸ ˭˧˧ˬˡˮ ,ˢˬˠˣˡ˪ . ˨˯ˬ˪ ˢˠ˧  ˭ˣ˦˶˯˟ ˫˧˧˶˲ ˪˩ ˡˣ˰˟ .ˣ˞ˡ˧ˣ ˭ˣ˦˶˯

  ˫˧˷ˮˣ ˡˣ˵ ˰˦˵ ˣ˸ˣ˞ ˸˞ ˥˵˧ˮ .˟ˣ˷ˣ ˟ˣ˷ ˳˶ˣˬ ˸˧ˮ˩ˣ˸˟ ˫˧˧ˣ˯ˬ ˡˣ˵ ˰˦˵˷ ˭˩˸˧˧ ,ˡ˟˪˟ ˸˥˞ ˫˰˲ ˨˯ˬ˪ ˠ˴ˣˬ
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 x ˶˩˧ˤ˟ ˶ˣˤ˞ ˣ˸ˣ˞˪ ˵ˣ˧ˡ˟ ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠˢ ˸˞ ˳˧˞ˢ˪ ˪˩ˣˮ ˨˩ .˶˸ˣ˧ ˡˣ˰ ˶˧ˢˬ ˭ˣ˶˩˧ˤ˟ ˣ˸ˣ˞  ˢ˟˶ˬ ˡ˟˰ˬˢ˷ ˭

 ˶ ˴ˣ˧ ˡ˴˧˩ .ˣ˧˪˞ ˸ˣˮ˲˪˭ˣ˶˩˧ˤ ˫˧ ) ˫˞ˢ ˥ˣ˪ ˪˰ ˣ˸ˣ˞ ˫˧˷˪ ˫ˣ˵ˬ˟ ,ˢˬˠˣˡ˪ ?˶˸ˣ˧ ˶˧ˢˬMotherboard  ˸˞ ˣˬ˩ (

-sRAM s  ˸˞ ˸ˣˬ˷ ˫˧ˡ˟˰ˬˢ ˸ˣ˧ˮ˶˴˧ ,-Cache   ˷˧ ˡ˟˰ˬˢ ˪˷ ˭ˣ˵˧˪˧˯˟ ˫ˠ .ˡ˟˰ˬˢ ˪˷ ˭ˣ˵˧˪˧˯ˢ ˪˰ ˷ˬˬ

 ˫˧˶˴ˣˮ ˨˩ˣ ,˸˧ˤ˩˶ˬˢ ˡˣ˟˧˰ˢ ˸ˡ˧˥˧˪ ˶˸ˣ˧ "˫˧˟ˣ˶˵" ˫˧˶ˣˤ˞ ˸ˣˮˣ˶˩˧ˤ ˢ˷ˣ˪˷ ˢ˷˰ˬ˪Cache ˫ ˧˰ˣˡ˧ˢ ,  

 ˫ ˧˧ˣˮ˧˩˟ L1, L2, L3  ˶˷˞˩ ,L1  .˶˸ˣ˧˟ ˭˦˵ˢˣ ˶˧ˢˬˢ ˞ˣˢ 

 ˟  ˞˴ˬˮ ˢˤˢ ˰ˡ˧ˬˢˣ ˫˧ˣ˯ˬ ˰ˡ˧ˬ˪ ˵ˣ˵ˤ ˡ˟˰ˬˢ ˣ˟˷ ˟˴ˬ -Cache ˞˶˵ˮ ,Cache Hit  ˣ˟ ,˨ˣ˲ˢˢ ˟˴ˬˢ .

˟ ˞˴ˬˮ ˣˮ˧˞ ˰ˡ˧ˬˢ-Cache ˢˬ ˣ˸ˣ˞ ˞˧˟ˢ˪ ˷˧ˣ-RAM  ˞˶˵ˮ ,˥˧˷˵ˢ ˵˯˧ˡˢˬ ˢ˪˧˪˥ˣ ˯˥ ˣ˞Cache Miss  .

ˢˢ ˸˩˶˰ˬ ˡˣ˵˟˷ ˢˬ˩ˣ˥ˢˬ ˵˪˥ ˞˧ˢ ˢ˪˰˲˪ ˰ˡ˧ˬ ˶˧˟˰ˢ˪ ˧˸ˬ ˪˷ ˢ˵˧ˠˣ˪ˢ-Cache    ˰ˡ˧ˬ ˱˧˪˥ˢ˪ ˧˸ˬˣ

˟˷-Cache  .˶˥˞ ˰ˡ˧ˬ˟ 

  ˸ˣˬ˩ ˸˞ ˶ˣ˵˯ˮ ,˫˧˶˟ˣˡˬˢ ˪ˡˣˠˢ ˧˶ˡ˯ ˸˞ ˭˧˟ˢ˪ ˧ˡ˩ .˸ˣ˥˲ˣ ˶˸ˣ˧ ˶˧ˢˬ ˭ˣ˶˩˧ˤ˟ ˧˦˶ˣ˞˧˸ ˭˲ˣ˞˟ ˣˮˡ ˢ˩ ˡ˰

ˢ ˪˩ .˫˧ˮˣ˷ ˫˧ˠˣ˯ˬ ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠ ˸˥˵ˣ˪˷ ˭ˬˤˢ ˶˸˞ˢˬ ˫ˢ ˭˞˩ ˫˧˦˦ˣ˴ˬˢ ˫˧ˮˬˤ-http://norvig.com/21

ml#answersdays.ht  .˪ˡˣˠ ˶ˡ˯ ˵˲˯ˬ ˫ˢ˧ˮ˧˟ ˯˥˧ˢ ˨˞ ˢ˶ˬˣ˥˪ ˢ˶ˬˣ˥ ˭˧˟ ˫˧ˮ˸˷ˬ ˫˧ˮˬˤˢ ˭˧˧˴˪ ˟ˣ˷˥ ,

 :˭˩˟ˣ 

-  :˶˦˯˧ˠ˶˪ ˢ˷˧ˠ ˭ˬˤ0 

- ˪ ˢ˷˧ˠ ˭ˬˤ - L1 Cache ï  0.5 ˣˮˮ  ˢ˧ˮ˷ ˣˮˮ) ˸ˣ˧ˮ˷ï  ˡ˶˞˧˪˧ˬ ˧˵˪˥ ˡ˥˞  (ˢ˧ˮ˷ ˪˷ 

- ˪ ˢ˷˧ˠ ˭ˬˤ - L2 Cache ï  7   ˸ ˣ˧ˮ˷ ˣˮˮ 

- ˪ ˢ˷˧ˠ ˭ˬˤ-RAM  ï 100  ˸ ˣ˧ˮ˷ ˣˮˮ 

-  ˥˧˷˵ ˵˯˧ˡ˪ ˢ˷˧ˠ ˭ˬˤ ï   ˵˯˧ˡ˪ .ˡ˟˰ˬˢ ˭˧˟˪ ˣˮ˧˟ ˧ˤ˧˲ˢ ˵˷ˬˬ˟ˣ ˵˯˧ˡˢ ˠˣ˯˟ ˡ˞ˬ ˧ˣ˪˸ ˢ˷˧ˠˢ ˭ˬˤ

 ˞ ) ˸ˣ˧ˮ˷ ˣˮˮ ˭ˣ˧˪˧ˬ ˪˷ ˪ˡˣˠ ˶ˡ˯ˬ ˞ˣˢ ˢ˷˧ˠˢ ˭ˬˤ ˧˦ˮˠˬ ˥˧˷˵ ˧˲ ˶ˬˣ˪˩ ,(ˢ˧ˮ˷ ˸˧˲˪2   ˶˷˞ˬ ˭ˣ˧˪˧ˬ

˪ ˢ˷˧ˠˢ ˭ˬˤ-L1 ˸˧˧ˠˣ˪ˣˮ˩˦˟ ˵˯˧ˡ˪ .SSD  ˪˷ ˪ˡˣˠ ˶ˡ˯ˬ ˞ˣˢ ˢ˷˧ˠˢ ˭ˬˤ5000 ˮ˷ ˣˮˮ .˸ˣ˧ 

  ˢ˟˧˸˩ ˭˥˪ˣ˷ ˡ˧˪ ˫˧˟˷ˣ˧ ˣˮ˥ˮ˞ :(ˢ˷˥ˬˢˢ ˭ˣ˧˰˶ ˪˰ ˧ˠ˧ˠ ˫˸ˣ˧ ˧˶˟˥˪ ˦˧ˡ˶˵) ,˫˧˧˸˧ˬ˞ˢ ˫˧˧˥˪ ˸˞ˤ ˢˣˣ˷ˮ

 ˦˰˟ ˷ˣˬ˧˷ ˣˬ˩ ˞˧ˢ ˶˦˯˧ˠ˶˪ ˢ˧ˮ˲ .˦˰˪ ˫˧˵ˣ˵ˤˣˢ˪ ˫˧˩˧˶˴ ˞˪ ˣˮ˥ˮ˞ ,ˡ˧˟ ˣˮ˪˴˞ ˞˴ˬˮ˷  ˧ˡ˩ ˭ˬˤ ˷˧ˡ˵

 ˪  ˢ˷˧ˠ .ˣ˸ˣ˞ ˫˧˶ˢ˪- L1 Cache ˢ˟˧˸˩ˢ ˭˥˪ˣ˷ˬ ˦˰ˢ ˸˞ ˫˧˶ˢ˪ ˣˬ˩ ˞˧ˢ  ˧˴˥˩ ˸˥˵ˣ˪ ˣˤ ˢ˪ˣ˰˲˷ ˥˧ˮˮ ,

 ˪  ˢ˷˧ˠ .ˢ˧ˮ˷- L2 Cache   ˢ˷˧ˠ .˸ˣ˧ˮ˷ ˶˲˯ˬ ˪˷ ˪ˡˣˠ ˶ˡ˯ ,ˢ˟˧˸˩ˢ ˭˥˪ˣ˷˟˷ ˢ˶˧ˠˬˬ ˦˰ ˞˧˴ˣˢ˪ ˣˬ˩ ˞˧ˢ

-˪RAM ˪ˣ˷ˢˬ ˫ˣ˵˪ ˣˬ˩ ˞˧ˢ˧˟˟ ˶˥˞ ˶ˡ˥˟ ˞˴ˬˮ˷ ˦˰ ˸˥˵˪ ˸˩˪˪ˣ ˭˥  ˧˟ˠ˪ ˢˬˣ .ˢ˵ˡ ˪˷ ˪ˡˣˠ ˶ˡ˯ ,˸

˟ ,ˣˤ ˢ˷˧ˠ ?˧˦ˮˠˬ ˞ˣˢ ˫˞ ˦˶˲˟ ,˥˧˷˵ˢ ˵˯˧ˡ˪ ˢ˷˧ˠ  ˣˬ˩ ˞˧ˢ ,˸ˣˬˡˣ˵ˢ ˸ˣ˞ˬˠˣˡ˟˷ ˫˧ˮˬˤˢ ˧˯˥˧˪ ˫˞˸ˢ

˩ ˷˧ˡ˵ˢ˪- 250   ˸ˣˮ˥ˬ ˦˰ ˪˷ ˱ˣ˯˧˞ ˣˬ˩ ˡ˟˰ˬ˪ ˸˧˞˶ˮ ˵˯˧ˡ ˡ˶˞ˢ˪ ˢ˷˧ˠ ˶ˬˣ˪˩ .˦˰ˢ ˸ˠ˷ˢ˪ ˸ˣ˰˷

 ˪ ˶˦˯ˣ˞˟ ˸˞˴ˬˮ˷ ˵˯˧ˡ˟ ˷ˬ˸˷ˮ ˫˞ ˫ˠ .ˢ˧SSD˷˧ˠˢ ˭ˬˤ ,  ˸˞˴ˬˮ˷ ˸ˣˮ˥ˬ ˦˰ˢ ˱ˣ˯˧˞˪ ˪˧˟˵ˬ ˣ˧˪˞ ˢ

 .ˢ˰˧˯ˮ ˢ˰˷ ˵˥˶ˬ˟ 

 ,ˢˮˣˬ˸ˢ ˸˞ ˫˧˪˷ˢ˪ ˧ˡ˩ .ˣˮ˪˷ ˧˷˧˞ˢ ˟˷˥ˬ˟ ˣˮ˷˧ ˠˣ˯ ˪˩ˬ ˭ˣ˶˩˧ˤ ˢˬ˩ ˣˮˬ˴˰˟ ˵ˣˡ˟ˮ 

1. ˢ ˸ˣ˰˴ˬ˞˟ ˞ˣ˴ˬ˪ ˣ˪˩ˣ˸ ˥˧˷˵ˢ ˵˯˧ˡˢ ˪˷ ˣ˪ˡˣˠ ˸˞-Explorer  ˟˷˥ˬˢ ˪˷ ˭ˣ˵˧˧˞ˢ ˪˰ ˣ˰˧˟˴ˢ .

 x  ˧˷˧˞ˢˢ ˸˞ ˣ˵ˡ˧˟-Properties 

http://norvig.com/21-days.html#answers
http://norvig.com/21-days.html#answers
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2. ˪˷ ˣ˪ˡˣˠ ˸˞ s-RAM  ˸ˣ˰˴ˬ˞˟ ˞ˣ˴ˬ˪ ˣ˪˩ˣ˸Control Panel -> System and Security -> 

System 

 

3.  ˪˷ ˫˪ˡˣˠ ˸˞L2, L3 Cache  s  ˸ˣ˰˴ˬ˞˟ ˞ˣ˴ˬ˪ ˣ˪˩ˣ˸-cmd:ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˸˞ ˣ˴˧˶ˢ . 

wmic cpu get L2CacheSize, L3CacheSize 

4.  ˪˷ ˣ˪ˡˣˠ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩L1  ˣ˩˶˦˴˸ ,˞˴ˬ) ˫˩˪˷ ˧˲˧˴˲˯ˢ ˡ˟˰ˬˢ ˫ˠˡ ˸˞ ˶˸˞˪  ˶˷˞˩ ˣ˸ˣ˞ ˣˮ

ˢ ˪ˡˣˠ ˸˞ ˣˮ˷˲˧˥-RAM ˫ ˰ ˡ˥˧ ˡ˟˰ˬˢ ˫ˠˡ ˸˞ ˪ˠˣˠ˟ ˣ˷˲˥ ˭˩ˬ ˶˥˞˪ˣ ,(  ˧ˣ˦˧˟ˢL1 Cache  . 

6.1.1 ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩˪ ˢ˷˧ˠ 

  ˪˷ ˢ˦˷˲ˢ ˭˟ˣˬ˩ ˣˤ .˭ˣ˶˩˧ˤˢ ˭˧˟˪ ˡ˟˰ˬˢ ˭˧˟ ˶˟˥ˬ˷ ˣ˵ ˣˮ˥˸ˬ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧˵˲˸˟ ˣˮˡ ˣ˟ ˵˶˲˟

.˸ˣ˞˧˴ˬˢ ˲ˢ ˭ˣ˶˩˧ˤ˪ ˡ˟˰ˬˢ ˭˧˟ ˶ˣ˟˧˥ˢ ,˪˰ˣ˲˟ :˞˟ˢ ˢˬ˧˶ˤˢ ˫˧˷˶˸ ˧˲˪ ,˨˶ˡ˟ ˫˧˟˪˷ ˢˬ˩ˣ ˢˬ˩ ˪˪ˣ˩ ˧ˤ˧ 

 

  ˟˪˷ ˶ˣ˵˯ˮˣ ˦˶˲ˮ .ˡ˴˧˩ˣ ˰˴˟ˬ ˞ˣˢ ˢˬ ,˟˪˷ 

6.1.2 ˪ ˭ˣ˶˩˧ˤˢ ˸˵ˣ˪˥-Segment˫˧ ,˸ˣ˧ˠˣ˪ ˸ˣ˟ˣ˸˩ 

 s  ˸˥˲˷ˬˬ ˡ˟˰ˬ˟ ˡ˵ˬ˸ˮ ,˪˧ˠ˶˩ .ˡ˟˰ˬˢˬ ˪˧˥˸ˮ-x86 :˰˴˟˪ ˧˪˟ˬ˯˞ ˸ˣˡˣ˵˲ ˶˲˯ˬ ˪˟˧˵ ˡ˟˰ˬˢ . 

mov  eax, [ebx]  

mov eax, [ebp]  

jmp lab el  
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 ˦ ˯˧ˠ˶ˢ ˢˮˣ˷˞˶ˢ ˢˡˣ˵˲˟ .ˢˮˣ˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞˪ ˸˷ˠ˧ˮ ˣ˪˪ˢ ˸ˣˡˣ˵˲ˢˬ ˸˥˞ ˪˩ ˶ebx    ˢˮ˸˷ˬ ˪˰ ˰˧˟˴ˬ

 ˨ˣ˸˪ ˭˰˦˸ ˢˡˣ˵˲ˢ ,˫˧ˮˣ˸ˮˢ ˭ˣ˶˩˧ˤ˟eax   ˢˢˤ˧ ˡ˟˰ˬˢ ˢ˧ˮ˷ˢ ˢˡˣ˵˲˟ .ˣ˧˪˰ ˰˧˟˴ˬ ˰˧˟˴ˬˢ˷ ˨˶˰ˢ ˸˞

 ˶˦˯˧ˠ˶˟ ˷ˣˬ˧˷ˢ˷ebp    ˸ˣˮ˲˪ ˨˶ˣ˴ ˷˧˷ ˶ˬˣ˞ˢ ˸ˡˣ˵˲ .˸˧ˮ˯˥ˬˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˪˞-jmp    ˷˧˷ ˸˰˟ˣ˵

  .˸˧ˮ˩ˣ˸ˢ ˡˣ˵ ˞˴ˬˮ ˣ˟ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞˟ ˫˧ˣ˯ˬ ˫ˣ˵ˬ˪ ˳ˣ˲˵˪ 

˩ ˞˶˵ˮ ˭ˣ˶˩˧ˤˢ ˧˶ˣˤ˞ˬ ˡ˥˞ ˪Segment  ˪˷ ˭ˣ˶˩˧ˤ˟ ˫ˣ˵˧ˬˢ ˸˞ ˫˧˶ˬˣ˷˷ ˫˧ˡ˥ˣ˧ˬ ˫˧˶˦˯˧ˠ˶ ˷˧ ˡ˟˰ˬ˪ˣ ,

ˢ ˪˩-Segmentˬ˧˷ ˢ˷˰ˮ ˸ˣ˞ˬˠˣˡ ˶ˣ˸˟ ˣ˞˟ˣˢ˷ ˧˪˟ˬ˯˞ˢ ˸ˣˡˣ˵˲˟ .˫˧ :˫˧˞˟ˢ ˫˧˶˦˯˧ˠ˶˟ ˷ˣ 

DS ï Data Segment 

SS ï Stack Segment 

CS ï Code Segment 

Segment˫ˢ˟ ˢ˷˰ˮ ˞˪˷ ,˫˧˲˯ˣˮ ˫˧   ˫ˢ ,ˣˤˢ ˢˬˠˣˡ˟ ˷ˣˬ˧˷ES, FS, GS . 

 :ˣ˪˪ˢ ˸ˣˡˣ˵˲ˢ ˪˷ ˢ˟˧˸˩ ˶ˣ˴˧˵ ˢ˷˰ˬ˪ ˞˧ˢ ˸ˣˡˣ˵˲ˢ ˸˞ ˣˮ˟˸˩ ˢ˟ ˨˶ˡˢ˷ ˨˩ 

mov  eax, [DS:ebx]  

mov  eax, [SS:ebp]  

jmp  CS:lab el  

˸˩ ˸˞˶˵ˮ ˸˟ˣ˸˩ ˪˷ ˣˤˢ ˢˠ˴ˢˢ ˸˶ˣ˴ ˣ˞ ,˸˧ˠˣ˪ ˸˟ˣLogical Address  ˸˵˪ˣ˥ˬ ˸˧ˠˣ˪ˢ ˸˟ˣ˸˩ˢ .

˪Segment   ˪ ˣ-Offsetˢ ˸˪˧˥˸ˬ ˦˯˧ˢˢ ˞ˣˢ˷ ,-Segment  ˣ˟˷˧˥ ,˫˧˪˟˪˟ˬ ˫˩˪ ˫˧˞˶ˮ ˣ˪˪ˢ ˫˧˥ˮˣˬˢ ˫˞ .

ˬ ˷˵˟˧ ˣˢ˷˧ˬ ˫˞ .˫˧˟˶ ˫˧ˡˣˬ˰ ˷˧ ˶˲˯ ˪˩˟ ,˫˧˶˲˯ ˶˲˯ˬ ˵˧ˤ˥ˢ˪ ˫˧˪ˣ˩˧ ˫˸˞ .˫˧˶˲˯ ˪˰  ˥ˣ˸˲˪ ˫˩ˬ

 ˡˣˬ˰˟ ˶˲˯20˯˧ ˞˪ ˰ˡ˧ˬˢ ,  ˢˤ˧˞ ˪˰ ˭˧˧˴˪ ˪˩ ˫ˡˣ˵ ˨˧˶˴ ˭˩˪ .˭ˣˣ˩˸ˬ ˞ˣˢ ˶˲˯ ˢˤ˧˞˪ ˸˰ˡ˪ ˧ˡ˩ ˫˩˪ ˵˧˲

 s ) ˶˟ˣˡˬ ˶˲˯-Segment .(˶˲˯ˢ ˸˪˧˥˸ˬ ˦˯˧ˢˢ) ˧˲˧˴˲˯ˢ ˡˣˬ˰ˢ ˢˬ ˭˩ˬ ˶˥˞˪ˣ ( 

 ˫˧ˬˠ˶˸ˬ ˨˧˞ ˪˟˞ .˦ˣ˷˲ ˟ˣ˷˧˥ˢ ˫˧ˡˣˬ˰ˣ ˫˧˶˲˯˟ ˶˟ˣˡˬ ˡˣ˰ ˪˩Segment  ˤ˧˲ ˸˟ˣ˸˩˪ ˦˯˧ˢˣ  ˶˟˰˟ ?˸˧

 l ˟˰ˬ˟ .ˢ˦ˣ˷˲ ˢ˦˧˷ ˨˩˪ ˢ˸˧ˢ 16   ˸˞˶˵ˮ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˟ˣ˷˧˥ ˸˶ˣ˴ ˦˧˟Real Mode  ˣˤ ˢ˦˧˷˟ .

 s  ˶˦˯˧ˠ˶-Segment  s  ˪˷ ˢ˪˥˸ˢˢ ˸˟ˣ˸˩ ˸˞ ˵˧ˤ˥ˬ-Segment :˫˧˦ˣ˷˲ ˫˧˟˪˷ ˢ˷ˣ˪˷ ˢ˪ ˷˧ˣ , 

1. ˢ ˪˷ ˯˧˯˟ˢ ˸˟ˣ˸˩ ˸˞ ˞˴ˣˢ-Segment ˢ ˶˦˯˧ˠ˶ ˨ˣ˸ˬ-Segment 

2. ˢ ˪˷ ˯˧˯˟ˢ ˸˟ˣ˸˩ ˸˞ ˪ˣ˲˩-Segment  ˟-16   ˪ ˷ ˢˤˤˢ ˸ˣ˰˴ˬ˞˟ ˰˴˟˪ ˪˵) 4    ,ˢ˪˞ˬ˷ ˫˧˦˧˟

 (˧˪˟ˬ˯˞ˢ ˶˲˯˟ ˣ˶˩ˤ˧ˢ 

3.   .˦˯˧ˢˢ ˸˞ ˢ˞˴ˣ˸˪ ˱˯ˣˢ 

ˢ ˶˦˯˧ˠ˶ ˫˞ ,ˢˬˠˣˡ˪-Segment DS  ˨˶˰˪ ˢˣˣ˷0x2000  ˷  ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ-Segment   ˪˧˥˸ˬ ˫˧ˮˣ˸ˮˢ

 ˸˟ˣ˸˩˟0x2000  ˪ˣ˲˩16 ˶ˬˣ˪˩ ,0x20000  ˣ˸ˣ˞ ˱˧˯ˣˮ ˦ˣ˷˲ ˫˧ˣ˯ˬ ˦˯˧ˢ˪ ˰˧ˠˢ˪ ˢ˴˶ˮ ˫˞ .˟ˣ˸˩˪  ˸

 ˫˞ ,ˢˬˠˣˡ˪ .ˢ˪˥˸ˢˢbx=0x3012 ˪˷ ˟ˣ˪˧˷ˢ ˤ˞ ,DS:bx ˟ˣ˸˩˪ ˣˮ˸ˣ˞ ˞˧˟˧ ˸0x23012  . 

 ˧ˡ˟˰ˬ˟32  ˫ˠ ˶˸ˣ˧ ˶˥ˣ˞ˬˣ ,˦˧˟64   ˸˞˶˵ˮ˷ ˸ˣ˟ˣ˸˩ ˟ˣ˷˧˥ ˸˦˧˷ ˣ˴ˬ˧˞ ,˦˧˟Protected Mode    ˞˧ˢˣ

ˢ ˪˷ ˸˟ˣ˸˩˟ ˞˴ˬˮ ˭˧˧ˡ˰ ˸ˣ˟ˣ˸˩ˢ ˧˟ˣ˷˧˥ ˪˩˪ ˯˧˯˟ˢ ˨˞ ,˶˸ˣ˧ ˢ˟˶ˢ ˸˟˩˶ˣˬ-Segment ˧ˢ˟ˣ s  ˨ˣ˸˟ ˦˯ -

Segment˟ ,˧ˮ˷ ˡ˴ˬ . - Protected Mode ˢ ˪˷ ˯˧˯˟ˢ ˸˟ˣ˸˩ ˸˞ ˞˧˴ˣˢ˪ ˶˷˲˞ ˧˞ ˶˟˩-Segment  

 s  ˧˶˦˯˧ˠ˶ ˨ˣ˸ˬ ˸ˣ˶˧˷˧-Segmentˢ ˧˶˦˯˧ˠ˶ ˸˞ˤ ˫ˣ˵ˬ˟ .-Segment  ˷  ˱˯ˣ˞ ˞˪˞ ˫˧˪˪ˣ˩  ˶˷˞˩ ,˸ˣˡ˷ ˪

 ˢ˞˷˶ˢˢ ˪ˠ˰ˬ ˸˞ ˠ˴˧˧ˬ ˞ˣˢˣ ˫˧˦˧˟ ˧ˮ˷ ˪ˡˣˠ˟ ˞ˣˢ ˸ˣˡ˷ˢ ˡ˥˞Protection Ring  s ˷-Process   ˣˮ˪˷
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 ˰ ˬˬ ˪˥ˢ ,˭˩˪ .ˣ˟ ˞˴ˬˮ ˪˷ ˸ˣ˩˶32  ˫ˢ˪ ˫˧˞˶ˣ˵ ˞˪ ˶˟˩ ˦˧˟Segment Registers   ˞˪˞Segment 

Selectors  .ˢˮ˸˷ˢ ˫˧˶ˬˣ˷ ˫ˢ˷ ˰ˡ˧ˬˢ˷ ˷˧ˠˡˢ˪ ˧ˡ˩ , 

ˢ˩ ˡ˰ ˣˮˡˬ˪˷ ˢˬ ˸˞ ˫˩˯ˮ   ˪˷ ˸˧ˠˣ˪ ˸˟ˣ˸˩˪ ˰ˠˣˮ˟Protected Mode : 

 

 ˟  ˫˧˰˴˟˸ˬ˷ ˫˧˟ˣ˷˧˥ˢ ˧˦˶˲˪ ˯ˮ˩ˮ ˡ˧ˬ-Protected Mode  ˸˰˴˟˸ˬ˷ ˨˶ˡˢ ˪˩ ˸˞ ˥ˮ˰˲ˮ˷ ˡ˰ ,

ˬ .˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪ ˡ˰ ˸˧ˠˣ˪ˢ ˸˧˟ˣ˸˩ˢ 

6.1.3 ˢ ˸ˡ˧˥˧-Segmentation ˪ ˢ˶ˬˢˣ-Linear Address 

 ˫˧˧ˤ˩˶ˬˢ ˫˧ˡ˧˵˲˸ˢ ˡ˥˞ ,˸˴˵ˬ˟ ˸˧˶ˣ˦˯˧ˢ ˢ˪ˣ˰˲ ˞˧ˢ ˢ˧˴˦ˮˬˠ˯   ˢ˪˷-  ˬ  ˢ˰˧ˮˬ -Process    ˶ˣˤ˞˪ ˸˷ˠ˪

 ˪˷ ˭ˣ˶˩˧ˤProcess  ˶˥˞ï  s  ˭ˣˮˠˮˬ ˧ˡ˧ ˪˰ ˫ˣ˧˩ ˫˷ˣ˧ˬ-Paging ˟ ˵˲˸˯ˮ ,˭˩ ˪˰ .˨˷ˬˢ˟ ˣ˟ ˭ˣˡˮ˷  ˶ˣ˞˧˸

 .ˢ˧˴˦ˮˬˠ˯ˢ ˸ˡ˧˥˧ ˪˷ ˸˧˯˥˧ ˧˸˧˴ˬ˸ 

 :˫˧ˡ˧˵˲˸ ˧ˮ˷ ˢ˧˴˦ˮˬˠ˯ˢ ˸ˡ˧˥˧˪ ˣ˶˸ˣˮ ˫ˣ˧˩ 

1.  s  ˭ˣˮˠˮˬ ˸˞ ˫˷˧˧˪-Protection Rings ˬ ˞˪ ˢ˷˧ˠ ˰ˣˮˬ˪ ˨˩ˣ  ˪˷ ˸˶˵ˣ˟Thread   ˭ˣ˶˩˧ˤ ˧˶ˣˤ˞˪

 .ˣ˪˷ ˢ˞˷˶ˢ˪ ˶˟˰ˬ˷ 

2.  ˫ˠ˶˸˪Logical Address   ˪-Linear Address. ˯ˣ˟ˬ ˢˮ˧˞˷ ˸˟ˣ˸˩ ˞˧ˢ ˸˧˶˞ˮ˧˪ ˸˟ˣ˸˩  ˪˰ ˸˯

 ˪˷ ˟ˣ˪˧˷Segment ˢ ˨ˣ˸˟ ˦˯˧ˢˣ-Segment  ˪˞ ˸˷ˠ˪ ˶˷˲˞ ˣ˸ˣ˰˴ˬ˞˟˷ ˡ˧˥˧ ˶˲˯ˬ ˞˪˞ ,

ˤ˧˲ ˸˟ˣ˸˩ ˢˮ˧˞ ˸˧˶˞ˮ˧˪ ˸˟ˣ˸˩˷ ˟˪ ˣˬ˧˷ .˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢˢ ˭ˣˮˠˮˬ ˸˞ ˭ˢ˧ˮ˧˟ ˷˧ ,˸˧-Paging. 

 ˬ  ˶ˣˬ˞˩ ˸˟˩˶ˣˬ ˸˧ˠˣ˪ ˸˟ˣ˸˩ ˪˩-Effective Address ˬx-Segment Selectorˢ .-Segment Selector  

  ˸˞˶˵ˮ˷ ˢ˪˟˦ ˨ˣ˸˪ ˰˧˟˴ˬGDT  ˣ˞ ,Global Descriptor Table   ˫ˠ ˫˧˧˵)LDT, Local Descriptor 

Table ˪˩˪ ˸˧˦˶˲ ˨˞ ˢ˪˟˦ ˫ˠ ˞ˣˢ˷ ,Thread s  ˨ˣ˸˟ .( -GDT   ˸˞ ˞ˣ˴ˬ˪ ˸ˣ˶˷˲˞ˬ˷ ˸ˣˬˣ˷˶ ˷˧

ˢ ˪˷ ˯˧˯˟ˢ ˸˟ˣ˸˩ ˸˞˴ˬˮ ˢ˟˷ ˸˟ˣ˸˩ˢ-Segment ˨˧˞ ˫˧˶˩ˣˤ . ˟-Real Mode   ˸˟ˣ˸˩ ˸˞ ˫˧˞˴ˣˬ

 ˷  ˯˧˯˟ˢ ˪˩ ˪Segment ˢ ˶˦˯˧ˠ˶ ˸˶ˤ˰˟ ˦ˣ˷˲-Segment  ,˶˟ˡ ˣ˸ˣ˞ ˢˤ ˢ˲ ˫˧˷ˣ˰ ˣˮ˥ˮ˞˷ ˢˬ ˫˴˰˟ ?

˸ˬ ˢ˶ˬˢˢ˷ ˵˶ s ˷ ,˷ˣ˲˧˥ ˸˪˟˦ ˸ˣ˰˴ˬ˞˟ ˸˰˴˟-Segment Selector   ˢˬˣ˷˶ˢ ˪˰ ˢ˟ ˰˧˟˴ˬ

ˢ ˪˷ ˯˧˯˟ˢ ˸˟ˣ˸˩ ˞˧ˢ ˣˤˢ ˢ˪˟˦˟ ˷ˣ˲˧˥ˢ ˪˷ ˢ˞˴ˣ˸ˢ .ˢˬ˧˞˸ˬˢ-Segment . 

ˢ ˪˷ ˯˧˯˟ˢ ˸˟ˣ˸˩˪-Segment ˯ˣˢ˪ ˨˧˶˴ˢ ˸˞ ˱˧ - Effective Address    ˸˟ˣ˸˩ˢ ˪˞ ˫˧˰˧ˠˬ ˨˩ˣ

 .˸˧˶˞ˮ˧˪ˢ 



 ˵˶˲6 ï  ˭ ˣ˶˩˧ˤ 

 

125 

 

ˢ ˸ˣ˟˧˷˥ ˸˞˲ˬ -GDT˧ˠ˶ ˷˧ ˡ˟˰ˬ˪ ,  ˞˶˵ˮ˷ ˡ˥ˣ˧ˬ ˶˦˯GDTR   ˸˟ˣ˸˩ˢ ˸˞ ˵˧ˤ˥ˢ˪ ˞ˣˢ ˣˡ˧˵˲˸ ˪˩˷

 s  ˪˷-GDT s  .-GDTR  ˪ˠ˰ˬ˪ ˳ˣ˥ˬ ˸ˣ˴˶˷ ˸ˣ˧ˮ˩ˣ˸˷ ˶˦˯˧ˠ˶ ˞ˣˢ0  ˸ ˷ˠ˪ ˪˪˩˟ ˸ˣ˪ˣ˩˧ ˭ˮ˧˞  .ˣ˧˪˞ 

ˣ˩ˤ˟˷ ˢˡˣ˵ˮ˪ ˵ˣ˧ˡ˟ ˣˮ˰ˠˢ ˸˰˩˪ ˫˧˞˶ˣ˵ ˢ˸-Protected Mode  ˟ ˣˮˡ ˶˷˞˩ .ˣˬ˷˟-Segment Selectors  

˷ ˫˧˦˧˟ ˧ˮ˷ ˫˧˪˪ˣ˩ ˫ˢ˷ ˣˮ˶˩ˤˢˢ ˸˞ ˫˧˞˦˟ˬ-Protection Ring ˢ ˪˷-Process ˟  ˢˬˣ˷˶ ˪˩˪ . -GDT  

ˢ ˪˷ ˢ˞˷˶ˢˢ ˭˧˟ ˸ˣˣ˷ˢ˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˶˷˲˞ˬ˷ ˢˬ ,ˢ˪ ˷˧˷ ˢ˞˷˶ˢˢ ˪ˠ˰ˬ ˡˣˬ˴-Process   ˭˧˟˪

 ˪˷ ˢ˞˷˶ˢˢSegment ˡˣ˵ˢ  ˪˷ ˢ˞˷˶ˢ˪ ˣ˞) ˳˧˶ˢ˪ ˢ˯ˮˬ ˞ˣˢ˷Segment  ˸ˣˮ˲˪ ˢ˯ˮˬ ˞ˣˢ˷ ˫˧˶˥˞ ˫˧

 s  ˪˷ ˢ˞˷˶ˢˢ .(˫ˢ˧˪˞-Process   ˢ˧ˣ˶˵CPL  ˪˷ ˶ˣ˴˧˵ ,Current Protection Level  ˸˷˶ˡˮˢ ˢ˞˷˶ˢˢ .

 ˢ˧ˣ˶˵DPL ˪˷ ˶ˣ˴˧˵ ,Desired Protection Levelˬ ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠ ˪˩˷ ˭ˣˣ˧˩ . ˬ  ˢ˪˧˥˸-Segment 

Selector ˫˞ ,Process ˷ ˭ˣˣ˧˩ ,˶˸ˣ˧ ˢˢˣ˟ˠ ˢ˞˷˶ˢ ˪˰˟) ˶˸ˣ˧ ˨ˣˬˮ ˢ˞˷˶ˢ ˪ˠ˰ˬ˪ ˸˷ˠ˪ ˢ˯ˮˬ-0 ˢ ˞ˣˢ -

Kernel ˪ˠ˰ˬ ˶˷˞ˬ ( .ˢ˞˧ˠ˷ ˪˟˵˸˸ˣ ˫˯˥˧˸ ˢ˷˧ˠˢ ,ˣ˟ ˞˴ˬˮ ˞ˣˢ˷ ˢ˞˷˶ˢˢ 

ˢ ˪˷ ˸ˣ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪ ˡˣ˵˪ ˸˶˷˲˞ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˨˧˞ ,˨˩ ˫˞-Kernel˩ˤˢ ˫˧ˬˡˣ˵ˢ ˫˧˵˶˲˟ ?  ˣˮ˶

 ˸ˣ˰˴ˬ˞˟ ˰˴ˣ˟ˬ ˶˟ˡˢ˷Syscall . ˡ˥˞ ˶ˣ˩ˤ˩˧˟˪˷ˢ ˟  ˪˷ ˫ ˰ˣ˴˧Syscall   ˰ˣ˴˧˟ ˞ˣˢSysenter  ˢ˪˰ˬ˷ ,

 ˪˷ ˢ˞˷˶ˢ ˸ˬ˶˪ ˢ˞˷˶ˢˢ ˸ˬ˶ ˸˞Kernel ˸ˣ˪ˣ˰˲ˢ ˰ˣ˴˧˟ ˶˥˞˪ . ˸ ˣ˷˶ˡˮˢ  ˰˴ˣ˟ˬ ,Sysexit   ˸ˬ˶ˣ

˪ ˸˶ˤˣ˥ ˢ˞˷˶ˢˢ .˸˧˶ˣ˵ˬˢ ˢˬ˶ 

6.2 ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ 

  ˧ˡ˩ :ˢ˩ ˡ˰ ˣˮˡˬ˪˷ ˢˬ ˪˰ ˸˯˯ˣ˟ˬˢ ˸˩˶˰ˬ ˸˧˞˶ˮ ˡ˴˧˩ ˶ˣ˵˯ˮ ,˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ˟ ˨˶ˣ˴ ˷˧ ˪˪˩˟ ˰ˣˡˬ ˭˧˟ˢ˪ 

1.  ˪˩ ˪˷ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬProcess ˟ ˞˴ˬˮ-RAM . 

2.  ˪˩˪Process  .ˣ˪˷ˬ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˷˧ 

3. ˟ ˡ˟ˣ˰ ˡ˟˰ˬˢ-Protected Mode , ˶ˣ˟˰ ˫˧ˮˣ˷ ˢ˞˷˶ˢ ˧˪ˠ˰ˬ ˫˰Thread ˫˧˟  ˫˧˴˶˷-Userland  

 ˸ˬˣ˰˪Kernel Threads  ˢ˞˷˶ˢ ˪ˠ˰ˬ˪ ˨˧˧˷ ˞ˣˢ ˫˞ ˶ˡˠˣˬ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˪˩˪ ˶ˬˣ˪˩ ,User x˞  
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Kernel .Thread ˪˷ ˫˧User  ˪˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞˪ ˵˶ ˸ˣˮ˲˪ ˫˧˪ˣ˩˧User   ˣˬ˩ ,˫˧ˠ˞˟ ˧ˡ˩ ˡ˰)

Meltdown   ˣ˞Spectre .( 

˸ˣˮˣ˶˵˰ˢˬ ˡ˥˞ ˪˩ ˦ ˵˧˲˯ˬ ˫ˮ˧˞ ˫ˢ ˪˟˞ ,˭ˣ˩ˮ ˞ˣˢ ˣ˪˪ˢ˧˧˸ˬˢ ,˸ˣ˧˰˟ ˷ˣ˪˷ ˢˮˢ .˫˧˟ˣ  ˸˷ˣ˪˷˪ ˸ˣ˯˥

 :ˣ˪˪ˢ ˸ˣˮˣ˶˵˰ˢ 

1.  ˪˩ ˪˷ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬProcess ˟ ˞˴ˬˮ-RAM : ˢ ˫˞ ˢ˶ˣ˵ ˢˬ-RAM    ˟˥˶ˬ ˸˞ ˪˧˩ˢ˪ˬ ˭˦˵

ˢ ˪˷ ˭ˣ˶˩˧ˤˢ-Process ˪˷ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ ?32  ˪  ,˦˧˟-Process  ˪˷ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˷˧4GB  

 x ˶˩ˤ˧ˢ)- 2 ˥˟ ˸˵ˤ32  ˭ˣ˶˩˧ˤ ˶˟˰˟ .(˸ˣ˟ˣ˸˩RAM  x ˠ˟ ˩  ˫ˠ .˧˸ˣ˞˧˴ˬ ˞˪ ˢ˧ˢ ˢˤ˩ ˪ˡ  ˸ˣ˩˶˰ˬ˟ ,˫ˣ˧

 ˪˷ ˢ˪˰˲ˢ64  ˭˧˞ ,˦˧˟RAM   ˣ˪ˡˣˠ˷2  ˸˵ˤ˥˟64  ˣ˟˷ ˟˴ˬ ˧˸˶ˠ˷ ˭˲ˣ˞˟ ˢ˶ˣ˵ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .

Process ˟ ˸˧ˤ˧˲ ˸˟ˣ˸˩ ˣˤ˩ ˭˧˞ ˫˪ˣ˞ ,ˣ˪˷ ˭ˣ˶˩˧ˤ˟ ˸˧˵ˣ˥ ˸˟ˣ˸˩˪ ˢˮˣ˲-RAM . 

2.  ˪˩˪Process  ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˷˧ ˣ˪˷ˬï ˶ˬ ˪˩ ˸˞ ˯˧ˮ˩ˢ˪ ˣˮ˥˪˴ˢ˷ ˥˧ˮˮ  ˪˷ ˸ˣ˧ˤ˧˲ˢ ˸ˣ˟ˣ˸˩ˢ ˟˥

Process  ˢ ˨ˣ˸ ˪˞-RAM˰˴ˣ˟˧˷ ˰ˠ˶˟ .   Context Switch  ˪˞Thread  ˨ ˣ˸ˬ  Process  ˢ˧ˢ˧ ,˶˥˞

˪ ˶˧˟˰ˢ˪ ˨˧˶˴-RAM ˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˪˩ ˸˞-Process ˟ ˰ˡ˧ˬˢ ˪˩ ˪˷ ˢ˲˪˥ˢ˷ ˭˟ˣˬ˩ .˷ˡ˥ˢ -

RAM  ˭ˣ˶˸˲ ˢˮ˧˞ˣ ˧ˡˬ˪ ˧˸ˣ˰ˬ˷ˬ ˭ˬˤ ˸˥˵ˣ˪ .˧ˮˣ˧ˠˢ 

3.  ˟  ˸˞ ˸˰˴˟ˬ˷ ˢ˧˴˦ˮˬˠ˯ˢ ˸ˡ˧˥˧ˢ ˶ˣ˟˰ ˢ˞˷˶ˢˢ ˧˪ˠ˰ˬ ˸˵˧ˡ-Protected Mode    ˸˥˪˴ˣˬ ˭˩˞

ˬ ˰ˣˮˬ˪ ˪˧˟˷˟ ˧ˡˬ˪-Process   ˸ˣˢˣ˟ˠ ˢ˞˷˶ˢ ˸ˣˬ˶ ˧˪˰˟ ˭ˣ˶˩˧ˤ ˧˶ˣˤ˞˪ ˶˵ˣ˟ˬ ˞˪ ˭˲ˣ˞˟ ˰˧ˠˢ˪

 ˫˪ˣ˞ ,ˣˮˬˬˬ ˰ˣˮˬ˪ ,˱˯ˣˮˢ ˧˶ˣ˦˯˧ˢˢ ˢˡ˧˵˲˸ ˸˞ ˸˰˴˟ˬ ˢˮ˧˞ ˶˟˩-Process    ˸ˣ˟ˣ˸˩˪ ˸˷ˠ˪

ˤ˧˲ ˪  ˸ˣ˩˧˧˷˷ ˸ˣ˧-Process    ˶˥˞  ˢ˸ˣ˞ ˪˰˟ s ˞˷˶ˢ ˸ˬ˶   ˸ˣ˰˦˟ ,˭ˢ˟ ˞˴ˬˮ˷ ˰ˡ˧ˬˢ ˸˞ ˸ˣˮ˷˪ˣ

ˬ ˰ˣˮˬ˪ ˨˶ˣ˴ ˷˧ .˭ˣˣ˩ˬ ˭˲ˣ˞˟ ˣ˞-Process ˟ ˳˶˷-Userland   ˪˷ ˭ˣ˶˩˧ˤ˪ ˶˵ˣ˟ˬ ˞˪ ˭˲ˣ˞˟ ˸˷ˠ˪

Process  ˟ ˳˶˷ ˶˥˞-Userland . 

ˢ ˭ˣ˧˰˶ˢ .ˣ˪˪ˢ ˸ˣ˧˰˟ˢ ˪˰ ˶˟ˠ˸ˢ˪ ˸˶˷˲˞ˬ˷ ˢ˦˧˷ ˞ˣˢ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˶˷˞˩˷ ˞ˣˢ ˧˪˪˩Process   ˢˮ˲˧

 ˸˟ˣ˸˩˪  ,˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˞˪˞ ˸˧ˤ˧˲ ˸˟ˣ˸˩ ˢ˧ˢ˸ ˞˪ ˣˤ , ˢ˧˴˦ˮˬˠ˯ˢ ˸ˡ˧˥˧ ˧ˡ˧ ˪˰ ˢ˶˴ˣˮ˷ ˸˧˶˞ˮ˧˪ˢ

 x ˸˩˪ ˨ˣ˲ˢ˪ ˭˸˧ˮ ˸ˣ˟ˣ˸˩ ˫ˣˠ˶˸ ˪˷ ˭ˣˮˠˮˬ ˨˶ˡ ˵˶˷ ,˸˧˸˧ˬ˞ ˞˪ ˸˟ˣ˸˩  .˷ˠ˧ˮ ˡ˟˰ˬˢ ˢ˧˪˞ ˸˧ˤ˧˲ ˸˟

  ˶˦˯˧ˠ˶ˢ :˭ˣ˧˰˶ˢ ˸˞ ˷˧˥ˬˮEIP ˟ˢ ˢˡˣ˵˲ˢ ˪˰ ˰˧˟˴ˬ ˪  ˯˥ˣ˧ˬ ˞ˣˢ˷ ˭˟ˣˬ˩ˣ ,˭ˣ˶˩˧ˤ˟ ˢ˞-Segment   ,ˡˣ˵ˢ

 ˠˣ˯ˬ ˞˧ˢ ˸˧ˠˣ˪ˢ ˸˟ˣ˸˩ˢ˷ ˨˩CS:EIP  ˸˟ˣ˸˩˪  ˢ˧˴˦ˮˬˠ˯ˢ ˸ˡ˧˥˧ ˧ˡ˧ ˪˰ ˸ˬˠ˶ˣ˸ˬ ˣˤˢ ˸˧ˠˣ˪ˢ ˸˟ˣ˸˩ˢ .

˥˧ˮˮ ,˸˧˶˞ˮ˧˪ 0x401300 ˣ˸˩˪ ˶˷˲˞)˩ ˫ˠ ˢ˸ˣ˞ ˟-0x00401300 ˫ ˧ˮ˷ˬ ˫ˮ˧˞ ˫˧˪˧˟ˣˬˢ ˫˧˯˲˞ˢ ,  ,

˫˧˯˲˞ ˫˰ ˢ˟˧˸˩ ˸˶ˣ˴˟ ˷ˬ˸˷ˮ ˫˧˸˧˰˪ ˩ ˫˧˪˧˟ˣˬ ˪˷ ˫˧˟ˣ˷˧˥ ˸ˣ˷˰˪ ˢ˴˶ˮ˷32  ˦˧˟( . 

ˢ˷ ˢˬ-Process  ˮ ˧˞ ˪˪˩ ˸˟ˣ˸˩˟˷ ˭ˣ˶˩˧ˤ˪ ˷ˠ˧ˮ ˸ˬ˞˟ ˞˪ ˞ˣˢ˷ ˞ˣˢ ,ˣ˧˪˞ ˰ˡˣˬ ˣ0x401300  ˸˟ˣ˸˩ ˧ˢˣˤ .

ˣ˪˥ˬ˷ ˭ˣˮˠˮˬ ˷˧ ,˸˞ˤ ˫ˣ˵ˬ˟ .˸˧˪˞ˣ˦˶˧ ˸˟ˣ˸˩ˢ ˸˞ ˱˧0x401300  ˮ ˮ ,˸˶˥˞ ˸˟ˣ˸˩˟ ˥˧0x7145300   ˨˧˞

ˢ ˢ˲˪˥ˢˢ ˶˥˞˪˷ ˨˩˪ ˸ˠ˞ˣˡ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˨˧˞ˣ ?ˢ˲˪˥ˢˢ ˸˰˴˟˸ˬ-Process   ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤ˪ ˰˧ˠ˧ ˭˩˞

˞ˣˢ˷  ˢ ˭ˣˮˠˮˬ ˞ˣˢ ˸˞ˤ ˰˴˟ˬ˷ ˧ˬ ?ˣ˟ ˞˴ˬˮ ˞ˣˢ˷ ˟˷ˣ˥-Paging . 

˶˧ˣ ˸ˣ˟ˣ˸˩ ˪˷ ˯˧˯˟ˢ ˪˩˪˷ ˞ˣˢ ˸ˣ˧˪˞ˣ˦Process  ˸ ˩ ˟˥˶ˬ ˷˧  ˶˷˞˩ ,˞ˣ˟ˬˢ ˵˶˲˟ .ˣ˪˷ˬ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ

 ˪˷ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ˸˞ ˣˮ˶˵˥Process ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ˸˞ ˣˮ˶˵˥ ˢ˷˰ˬ˪ ,  ˸ˣ˧˪˞ˣ˦˶˧ˣˢˢ ˪˷-Process  .

 ˪˷ ˭ˣ˶˩˧ˤˢˬ ˵˪˥Process  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˢ˴˵ˣˬ, ˟ -Windows   ˟ˣ˶˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˞˴ˬˮ

 ˪˰ˬ˷ ˸ˣ˟ˣ˸˩˟ 0x80000000ˣ˥ˬ ˸ˣ˟ˣ˸˩ˢ ˟˥ˣ˶ˬ ˶ˬˣ˪˩ ,˧˴˥ ˵˪-˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˭˧˟ ˧˴˥-Process  .

  ˪˷ ˳ˣ˲ˮˢ ˢ˶˵ˬ˟ ˭˩˪Windows 32 bit  ˪˷ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬProcess  :˨˩ ˢ˞˶ˮ 
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ˢ ˭˧˟ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬ ˪˷ ˢ˵ˣ˪˥˪-Process  :˸ˣ˧ˣˠ˧˧˸˯ˢ ˧˸˷ ˱˧˯ˣˢ˪ ˨˧˶˴ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˭˧˟˪ 

 ˞. ˸˶˥˞ ˢ˵ˣ˪˥ ˫ˠ ˢˮ˷˧ ˢ˟˷ ,3GB ˪ ˫˧˩˧˧˷ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ-Process   ˵˶ˣ1GB    .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ 

 ˟.   ˠ˞˟ ˸ˣ˟˵˰˟Meltdown ˪  ˶˷˲˧˞˷ ,-Thread  ˟  ˳˶˷-Userland   ˭ˣ˶˩˧ˤˢ ˟˥˶ˬ ˸˞ ˸ˣˮ˷˪ˣ ˸˷ˠ˪

 ˪˷ ˸˪ˣ˩˧ˢ ˸˞ ˫˧˪˧˟ˠˬ˷ ˫˧ˮˣ˷ ˸ˣˡˡˣˬ˸ˢ ˧ˡ˰˴ ˣ˥˸ˣ˲ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷Thread    ˪˩˪ ˸˷ˠ˪

 x ˞˧˸˷ ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ s  ˸ˣ˷˶˪ ˡˬˣ˰ ˸˧˦˶-Process ˞˴ˬˮ ˞ˣˢ˷  ˟  ,ˢˬˠˣˡ˪ .ˣ˟-Linux  

 ˭ˣˮˠˮˬ ˫˷ˣ˧ˬKernel Page Table Isolation   ˶ˣ˴˧˵˟)KPTI˟ˣ ,( -Windows   ˢˬˣˡ ˭ˣˮˠˮˬ ˷˧

 ˞˶˵ˮ˷ ˣ˸ˣˢˬ˟Kernel Virtual Address Shadow  ˶ˣ˴˧˵˟)KVA Shadow  ˪˷ ˧˪˪˩ˢ ˭ˣ˧˰˶ˢ .(

 ˪  ˶ˣ˴˧˪ ˞ˣˢ ˣ˪˪ˢ ˸ˣˮˣ˶˸˲ˢ -Process  ˟ ˥˶ˬ ˬ ˭˦˵ ˵˪˥ ˵˶ ˪˧˩ˬ˷ ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩  ˟˥˶ˬ

ˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ-Kernel˪ ˭˧˞˷ ˨˩ ,-Thread   ˧ ˣ˴˶ ˧˸˪˟ ˸ˣˬˣ˵ˬ˪ ˸˷ˠ˪ ˸ˣ˶˷˲˞ ˪˩ ˣ˪ ˨˧˷˷  .˫˧

 ˰˴ˣ˟ˬ ˶˷˞˩Sysenter   ˟˥˶ˬ ˞ˣ˪ˬ˪ ˸˷ˠ˪ ˭˸˧ˮ ˭˩ ˣ˟˷ ,˶˥˞ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˶˟˰ˬ ˰˴˟˸ˬ ˤ˞

ˢ ˪˷ ˭ˣ˶˩˧ˤˢ-Kernel . 

 ˸ ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˸ˣˡˣ˞ ˶˟˯ˢ˪ ˟ˣ˷ˮ ˪˩ ˸ˮ˧˥˟ˬ .Process˧ˤ˟ ˸ˣ˟ˣ˸˩ˢ ˪˩ , s  .ˣ˪ ˵˶ˣ ˣ˪ ˸ˣ˩˧˧˷ ˭ˣ˶˩ -

Process   ˶ˣ˟˰ ˫ˠ ˸ˬ˧˧˵ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˢ˸ˣ˞˷ ˨˩˪ ˰ˡˣˬ ˞˪Process   ˢ˪˰˲ˢˢ ˸˩˶˰ˬˣ ,˶˥˞

 ˧ˮ˷ ˷˧ ˫˞ ,ˢˬˠˣˡ˪ ˨˩ .˫˧˰˪˵ˢ ˧˶˥˞ˬ ˸ˣ˟ˣ˸˩ ˸ˣ˲˪˥ˢˣ ˸ˣ˶ˬˢ ˸˰˴˟ˬProcess  ˫ˢ˧ˮ˷˪ ,˟˷˥ˬˢ ˪˰ ˫˧

˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˢ˧ˢ˸ 0x401300 ˪˩˷ ˢˣ˟ˠ ˧ˣ˩˧˯ ˷˧ ˨˞ ,Process    ˭ˣˣ˧˩ˬ ,ˢˮˣ˷ ˰ˡ˧ˬ ˣˤˢ ˸˟ˣ˸˩˟ ˢ˞˶˧

 ˪˩˪˷Process ˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˭˧˟ ˶˥˞ ˫ˣˠ˶˸ ˰˴ˣ˟ˬ  ˫ˣˠ˶˸ˢ ˡ˴˧˩ ˭˧˟ˮ ˡ˧ˬ .˸ˣ˧ˤ˧˲ˢ ˸ˣ˟ˣ˸˩˪ ˸˧˪˞ˣ˦˶

 .˰˴ˣ˟ˬ 
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  ˫˷˟ ˟˧˩˶ ˸ˣ˰˴ˬ˞˟ ˸˰˴˟˸ˬ ˸˧ˤ˧˲ˣ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˭˧˟ ˢ˶ˬˢˢMMU  ˪˷ ˶ˣ˴˧˵ ,Memory 

Management Unitˢ ˶˷˞˩ .-CPU ˸˟ˣ˸˩˟ ˪˵˸ˮ    ˸˞ ˶˧˟˰ˬ ˞ˣˢ ,ˢ˧˪˞ ˸˷ˠ˪ ˣ˧˪˰˷ ˧ˢ˷˪˩ ˸˧˪˞ˣ˦˶˧ˣ

˟ ˥ˣˮ˰˲˪ ˸˟ˣ˸˩ˢ -MMU . 

 

6.2.1 ˢ ˸ˡ˧˥˧-Paging  ˪ ˢ˶ˬˢˣ-Physical Address 

-sMMU  ˞˶˵ˮ ˰˦˵ˬ ˪˩ .˫˧˰˦˵ˬ˪ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˸˞ ˵˪˥ˬñPage Frame"  ˫˧˞˶ˣ˵ ˦ˣ˷˲ ˸ˣ˟ˣ˶˵ ˫˧˸˧˰˪ ,

" ˫ˢ˪Frames s  ."-Page Frames   ʕ ˥ ,˫˧ˮˣ˷ ˫˧˪ˡˠ˟ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˪˷ ˸ˣ˵2˭ˢ ˸ˣ˧ˣ˶˷˲˞ˢ . 4KB, 2MB  

 ˣ˞4MB .  ˟  ˣˮ˪˷ ˭ˣ˧ˡ˟ ˷ˬ˸˷ˮ ˣˮ˥ˮ˞-Page Frames  ˪˷ ˳ˣ˲ˮˢ ˪ˡˣˠ˟4KB ˪˩ .Page Frame   ˪˟˵ˬ

 ˞˶˵ˮ˷ ˢˢˤˬ ˶˲˯ˬPFN ˪˷ ˶ˣ˴˧˵ ,Page Frame Number ˪  ˭ˣ˶˩˧ˤˢ ˸˵ˣ˪˥ ˸˞ ˷˧˥ˬˬ ˞˟ˢ ˶ˣ˧˞ˢ . -

Page Frames  ˪˩˪ ˶˷˞˩Page Frmae   ˢˢˤˬ ˶˲˯ˬ ˣˮ˷˧PFN . 

 

 ˪-MMU   ˸˪˪ˣ˩ ˢ˪˟˦˟ ˢ˶ˣ˷ ˪˩ .˸˧ˤ˧˲ ˸˟ˣ˸˩˪ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˸ˣ˪˵˟ ˶˧ˬˢ˪ ˣ˪ ˸˶˷˲˞ˬ˷ ,ˢ˪˟˦ ˷˧

PFN ˢ ˭ˣ˶˩˧ˤ ˪˰ ˰˧˟˴ˬ˷-RAMˣ ,-PTE ) ˢ˪˟˦˟ ˢ˶ˣ˷ˢ ˶˲˯ˬ ˦ˣ˷˲ ˞ˣˢ˷PTE  ˪˷ ˶ˣ˴˧˵ ˞ˣˢPage 

Table Entry :ˢ˪˟˦ˢˬ ˰˦˵˪ ˢ˷˥ˬˢ ˞ˣˢ ˞˟ˢ ˶ˣ˧˞ˢ .( 
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˩ ˡ˰ ˞˪ ˢ ˣˮ˶˴˧ .ˡ˥ˣ˧ˬ ˣˢ˷ˬ ˣˮ˧˷˰˷ ˢ˞˶ˮ) ˯˵ˡˮ˧˞ ˸˪˪ˣ˩˷ ˢ˪˟˦PTEˢ ˭ˣ˶˩˧ˤ˟ ˫ˣ˵ˬ˪ ˰˧˟˴ˬˣ (-RAM   

(PFN)  ˧ˮ˷˪ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˵˪˥ˮ .˸˧ˤ˧˲˪ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˶˧ˬˢ˪ ˰˧˧˯ˬ ˢˤ ˨˧˞ ˢ˞˶ˮ ˸˰˩ .

˫˧˵˪˥ : ˪ ˰˧ˠˢ˪ ˨˩ˣ ,ˢ˪˟˦˟ ˭ˣ˩ˮˢ ˫ˣ˵ˬ˪ ˯ˮ˩ˢ˪ ˧ˡ˩ ˣˮ˸ˣ˞ ˷ˬ˷˧ ˭ˣ˷˞˶ˢ ˵˪˥ˢ-Page Frame ˮˢ ˟  ˭ˣ˩ -

RAM .ˢˬ˩ ˢ˧ˢ˧ ˧ˮ˷ˢ ˵˪˥ˢ ˢ ˸˪˧˥˸ˬ ˱˧˯ˣˢ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˫˧˸˟-Page Frame   ˵ˣ˧ˡ˟ ˰˧ˠˢ˪ ˧ˡ˩

  .˸˷˵ˣ˟ˬˢ ˸˟ˣ˸˩˪ 

 ˪˷ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˪˷ ˭ˣ˷˞˶ˢ ˵˪˥ˢ ˡ˴˧˩ ˷˧˥ˬˬ ˞˟ˢ ˶ˣ˧˞ˢ32 ˪ ˰˧ˠˢ˪ ˣˮ˪ ˰˧˧˯ˬ ˦˧˟-Page Frame  

˟ ˭ˣ˩ˮˢ-RAM : 

 

ˢ ˪˷ ˸ˣˮˣ˷˞˶ˢ ˸ˣ˶˲˯ˢ ˸˷ˬ˥ ,ˣˤ ˢˬˠˣˡ˟˸˟ˣ˸˩ ˢ ˸˞ ˸ˣˠ˴˧˧ˬ ˸˧˪˞ˣ˦˶˧ˣˢ-PTE  ˷ ˣ˩˶˰0x00401ˢ . -

PTE  ˪˰ ˰˧˟˴ˬPFN   ˣ˩˶˰˷3ˢ ˪˰ ˶ˬˣ˪˩ ,-Page Frame ˟-RAM  ˧ ˟ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˪˪ˣ˩˷ ˭12K  ˪- 16K  .

ˢ ˸ˣ˶˥˞ ˫˧˪˧ˬ˟-Page Frame  ˸˧˪ˬ˧˴ˡ˯˵ˢ ˸˟ˣ˸˩˟ ˪˧˥˸ˬ0x3000    ˣ˷ˬ˸˷ˢ ,˫˩˪ ˶ˣ˶˟ ˞˪ ˢˤ ˫˞)

˟ ˸˧˧˴˵˧˪˲˞calc   ˟˴ˬ˟Programmer  ˣ˶˧ˬˢˣ12  ˪ˣ˲˩1024  (˧˪ˬ˧˴ˡ˯˵ˢ ˶˲˯ˬ˪  ˸ˣ˶˲˯ˢ ˸˷ˣ˪˷ .

˧˥˸ˬ ˸˟ˣ˸˩ˢ ˪˷ ˦˯˧ˢˢ ˸˞ ˸ˣˠ˴˧˧ˬ ˸˟ˣ˸˩ˢ ˪˷ ˸ˣˮˣ˶˥˞ˢˢ ˸˪-Page Frame ˢˤ ˢ˶˵ˬ˟ ,0x300˪ˣ ,  ˭˩

 ˞˧ˢ ˢ˧˪˞ ˰˧ˠˮ˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ0x3300 . 
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˪ ˞˵ˣˣˡ ˸˵˪ˣ˥ˬ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˰ˣˡˬ-5 ) ˸ˣ˧˪ˬ˧˴ˡ˯˵ˢ ˸ˣ˶˲˯20   ˸ˣˠ˴˧˧ˬ˷ (˫˧˦˧˟PTE  x-3   ˸ˣ˶˲˯

)12 ˢ ˨ˣ˸˟ ˦˯˧ˢ ˸ˣˠ˴˧˧ˬ˷ (˫˧˦˧˟-Page Frame  ˸ˣ˶˷˲˞˟ ˣˮ˶˥˟˷ ˞˧ˢ ˣˮ˪˷ ˞˴ˣˬˢ ˸˥ˮˢ˷ ˶ˣ˩ˤˮ ?

˷ ˪ˡˣˠ ˢ˟Page Frame  ˞ˣˢ4096 ˞ ,˫˧˸˟ ˣ0x1000 ˨ˣ˸˟ ˫˧˧˶˷˲˞ˢ ˫˧˦˯˧ˢˢ˷ ˨˩ ,Page Frame   ˫ˢ

 ˭˧˟0x000   ˪- 0x999  ˶ˣ˟˰ ˸ˣ˧˪ˬ˧˴ˡ˯˵ˢ ˸ˣ˶˲˯ ˷ˣ˪˷ˬ ˫˧ˠ˶ˣ˥ ˣˮ˧˧ˢ ˣ˪˧˞ .˸ˣ˧˪ˬ˧˴ˡ˯˵ˢ ˸ˣ˶˲˯ ˷ˣ˪˷ ,

˪ˡˣˠˬ ˪ˣˡˠ ˦˯˧ˢ ˫˧˪˟˵ˬ ˣˮ˧˧ˢ ,˦˯˧ˢˢ Page Frame  ˟ ˸˟ˣ˸˩ ˢ˸ˣ˞ ˸˞ ˞˦˟˪ ˭˸˧ˮ ˢ˧ˢ ˤ˞ˣ  ˭ˣ˶˩˧ˤ

ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˢˬ˩ ˸ˣ˰˴ˬ˞˟  ˸ˣ˟ˣ˸˩ ˪˷ˣ ˸ˣ˧ˤ˧˲ ˸ˣ˟ˣ˸˩ ˪˷ ˠˣ˴˧˧˪ ˸˷ˬ˷ˬ ˫˧˦˧˟ ˸ˣˬ˩ ˢ˸ˣ˞˷ ˭ˣˣ˧˩ .˸

  ˸ˣ˧ˤ˧˲ ˸ˣ˟ˣ˸˩ ˷˧ ˫˞ .ˢˡ˧˥˧ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˧ˡ˧ ˪˰ ˸ˠ˴ˣ˧ˬ ˸ˣ˧ˢ˪ ˸˟˧˧˥ ˸˧ˤ˧˲ ˸˟ˣ˸˩ ˪˩ ,˸ˣ˧˪˞ˣ˦˶˧ˣ

˧ ˪˰ ˸ˣˠ˴ˣ˧ˬ˷ˣ˧ˤ˧˲ ˸ˣ˟ˣ˸˩ ˷˧ ˤ˞ ,˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˶˲˯ˬ ˧ˡ ˸ ˟ˣ˸˩ ˧ˡ˧ ˪˰ ˭ˢ˧˪˞ ˰˧ˠˢ˪ ˭˸˧ˮ ˞˪˷ ˸  

 .˪˪˩ ˸ˣ˧˪˞ˣ˦˶˧ˣ 

6.2.2 ˪ ˢ˵ˣ˪˥-Page Directories 

 x ˟˷˧˥ :ˢ˧˰˟ ˷˧ ˸ˣ˧ˤ˧˲˪ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˸˶ˬˢ˪ ˢ˩ ˡ˰ ˣˮ˶˵˯˷ ˢ˦˧˷˟:  s  ˪ˡˣˠ ˢˬ-Page Table   ˨˧˶˴˷

-sMMU  ˞ ˣ˦˶˧ˣˢ ˸˟ˣ˸˩˟ ?˸ˣ˶ˬˢˢ ˰ˣ˴˧˟ ˸˟ˣ˦˪ ˦˯˧ˢˢ ˸˟ˣ˦˪ ˫˧˴˵ˣˬ ˸˧˪12   ˪˷ ˸˩˶˰ˬ˟ ˭˩˪ ,˦˧˟32  

 ˣ˶˸ˣˣ˧ ˦˧˟20  ˢ ˸˞ ˫˧˞˦˟ˬ˷ ˫˧˦˧˟-PTEˢ .-20  ˪  ˫˧ˬˠ˶˸˧ˬ ˣ˪˪ˢ ˫˧˦˧˟-2   ˸˵ˤ˥˟20   ˣ˞ ,ˢ˪˟˦˪ ˸ˣ˯˧ˮ˩

ˢ ˶ˬˣ˪˩ .˸ˣ˯˧ˮ˩ ˭ˣ˧˪˧ˬˬ ˢ˪˰ˬ˪ -MMU  ,ˢ˶ˬˢˢ ˸˟ˣ˦˪ ˵˶ ˸ˣˬˣ˷˶ ˭ˣ˧˪˧ˬ ˸˟ ˢ˪˟˦ ˶ˣ˴˧˪ ˨˧˶˴  ˫˸˞˷ ˧˲˩

 ˴  ˣˤ ˢ˪˟˦ ˥˧ˮˢ˪ ˫˧˪ˣ˩˧ ˪˩ ˶ˣ˟˰ ˸ˣˮ˸˷ˢ˪ ˢ˩˧˶Processˣ˟ˤ˟ ˞˧ˢ ˢ˞˴ˣ˸ˢ .  ˸˟ˣ˦˪ ˵˶ ,˭ˣ˶˩˧ˤ ˪˷ ˫ˣ˴˰ ˤ

ˢ ˸˶˧ˬ˷-Page Tables  s  ˪˩ ˪˷-Process ˪˷ ˸ˣ˩˶˰ˬ˟ .˫˧64 ˢ ˪ˡˣˠ ˦˧˟-Page Table   ˫ˣ˴˰ ˢ˩ ˢ˧ˢ˧

 .ˣ˸ˣ˞ ˶ˣˬ˷˪ ˧ˡ˩ ˣˮ˸ˣ˷˶˪ ˡˬˣ˰˷ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢˬ ˪ˣˡˠ ˶˸ˣ˧ ˸ˣ˧ˢ˪ ˪ˣ˪˰ ˞ˣˢ˷ 

 ˟  ,ˣˤˢ ˢ˧˰˟ˢ ˸˞ ˰ˣˮˬ˪ ˧ˡ˩ ˣˮ˪ ˢ˧ˢ˧˷ ˫ˣ˵ˬPage Table ˢ˟˶ˢ ˶ˣ˴˧ˮ ,˵ˮ˰ ˡ˥˞ Page Tables    ˫˧ˮ˦˵

˟˶ˢ ˢ˶ˣ˞˩˪ .˶˸ˣ˧  ˣˮ˩˯˥ ˞˪ ˭˩˪ˣ ˢ˪ˣˡˠ ˸˥˞ ˢ˪˟˦ ˪˷ ˭ˣ˶˩˧ˤ˟ ˫ˣ˵ˬ ˣ˸ˣ˞ ˸˞ ˸ˣ˯˲ˣ˸ ˸ˣˮ˦˵ ˸ˣ˞˪˟˦ ˢ

˪ ˫˧˶˵ˬˢ ˟ˣ˶˟ ˢ˷˰ˬ˪ ˪˟˞ ,˭ˣ˶˩˧ˤ-Process   ˸ˣ˶˧ˡˮ ˫˧˸˧˰˪ ˵˶ˣ ˫˧˪˴ˣˮˬ ˞˪ ˭ˣ˶˩˧ˤ ˧˟˥˶ˬ ˷˧Process  

 ˸˞ ˯˲ˣ˸ˣˤˢ ˢˮˣ˩˸ˢ .ˣ˸ˣ˷˶˪ ˡˬˣ˰˷ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˪˩  ˶ˣ˟˰ ˶ˣ˴˧˪ ˣˮ˪ ˸˶˷˲˞ˬProcess  ˷ˡ˥Page 

Table ˢ ˫˞ˣ ,˭˦˵ ˡ˥˞-Process  ˡˣ˰ ˣ˪ ˱˧˯ˣˮ ˭ˣ˶˩˧ˤ ˡˣ˰ ˨˧˶˴Page Table    ˸˞ ˰˧˟˷ˮ˷ ˡ˰ ,˸˥˞ ˡˣ˰ˣ

 ˢ˟˶ˢ ˣˮ˪ ˷˧˷˩ ˸˰˩ .ˣ˪˷ ˭ˣ˶˩˧ˤˢ ˸ˣ˷˧˶ˡPage Tables  ˢ ˧˶˲˯ˬ ,˫˧ˮ˦˵-PTE  ʕ ˥˪ ˫˧˧ˣ˲˴  .˫ˬ˴˰ ˪˰ ˶ˣ

 ˟  ˢˬˠˣˡ˪-Page Table  ˶˲˯ˬ0ˢ ,-PTE   ˣ˶˲˯ˬ˷0x401  ˭ ˣ˶˩˧ˤ ˪˰ ˰˧˟˴ˢ˪ ˪ˣ˩˧   ˸˟ˣ˸˩˟ ˪˧˥˸ˬ˷ ˧ˤ˧˲

0x00003000 ˟  ˣ˪˧˞ˣ ,-Page Table  ˶˲˯ˬ1ˢ ,-PTE   ˭˩ ˫ˠ ˞ˣˢ ˣ˶˲˯ˬ˷0x401   ˸˶˥˞ ˸˟ˣ˸˩ ˪˰ ˰˧˟˴˧

˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤ˟ ˧˶ˬˠ˪  ˢˬˠˣˡ˪ ,0x02100000.   ˸ ˣ˧ˤ˧˲ˢ ˸ˣ˟ˣ˸˩ˢ ˭˧˟ ˶˷˵ ˭˧˞ . 
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 ˢˤ˧˞˪ ˸˰ˡ˪ ˢ˩˧˶˴ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˭˩˪Page Table  l ˟ˢ ˯˥˧˧˸ˬ ˵ˣ˧-PTE    ,˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩˟ ˷˧˷

˧˟˷˟ˣ :˸˲˯ˣˮ ˢ˪˟˦ ˢ˪ ˷˧ ˢˤ ˪Page Directoryˢ . - Page Directory    ˢˤ˧˞˪ ˸˰˟ˣ˵Page Table   ˨˧˶˴

ˢ ˸˟ˣ˸˩ˢ ˸˞ ˥ˮ˰˲˪ ˧ˡ˩ ˰˧ˠˢ˪-PTE ˪˷ ˸ˣ˟ˣ˸˩ ˶ˣ˟˰ ˢ˵ˣ˪˥ˢ ˸˧˞˶ˮ ˨˩ .32  :˦˧˟ 

 

˪˧ˠ˶˸ 6.1 ˵ˣ˶˧˲ ˸˟ˣ˸˩ ˸˧˪˞ˣ˦˶˧ˣ ˢ˧˟˧˩˶ˬ˪ 

 ˸˟ˣ˸˩ˢ ˸˞ ˣ˵˶˲ ˸˧˪˞ˣ˦˶˧ˣˢ0x01234567  ˫˧ˮˣ˷ˢ ˢ˧˟˧˩˶ˬ˪ : 

Page Direct ory Entry  

Page Table Entry  

Page Fra me Offset  

 :˭ˣ˶˸˲ 

0000 0001 0010 0011 0100 0101 0110 0111 

Page Directory Entry    ς  0000 0001 00   = 0x4 

Page Table Entry           ς  10 0011  0100   = 0x234 

Page Frame Offset        ς  0101 0110 0111  = 0x567 

 ˧ˡ˩ ˶ˬˣ˪˩ ɣ ˪ ˷˧ ,˸˧ˤ˧˲ ˸˟ˣ˸˩˪ ˸˟ˣ˸˩ˢ ˸˞ ˶˧ˬˢ˪ ˶˲˯ˬ ˢˬˣ˷˶ ˪˞ ˸˷4  ˟-Page Directory   ˣˤ ˢˬˣ˷˶˟

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞˴ˬˮ-Page Tableˢ ˪˞ ˰˧ˠˮ˷ ˶˥˞˪ˣ , -Page Table  s  ˸˪˧˥˸ ˸˟ˣ˸˩ ˸˞ ˞˧˴ˣˮ-Page 

Frame  ˶˲˯ˬ ˢˬˣ˷˶˟ ˸˞˴ˬˮ˷0x234  ˦˯˧ˢˢ ˸˞ ˢ˪ ˱˧˯ˣˮˣ0x567  .˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˸˞ ˟˷˥˪ ˧ˡ˩ 
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 ˢ˪˞˷ ˢˮ˩ˣ˸ ˫˧˶˵ˣ˥˷˩ ˫˧˟˶ ˫˧˶˵ˬ˟ :ˢ˟˷˥ˬ˪ ˸ˣ˰˴ˬ˞˟IDA  ˸˟ˣ˸˩˟ ˪˧˥˸ˬ ˢ˪˷ ˡˣ˵ˢ˷ ˫˧˪ˠˬ ,

 ˸˧˪˞ˣ˦˶˧ˣ0x401000 .  ˧˴˟˵˟ ˡˣ˵ˢ ˶ˣˤ˞ ˸˪˧˥˸˪ ˪ˡ˥ˬˢ ˸˶˧˶˟ ˸˟ˣ˸˩ ˧ˢˣˤEXE   x-DLL  ˨˩ ˪˰ ˡˬ˪ˮ ,

 ˸˟ˣ˸˩˟ ˞˵ˣˣˡ ˡ˥ˣ˧ˬ ˢˬ .˨˷ˬˢ˟ ?ˣˤ 

 ˪˷ ˸˟ˣ˸˩ ˣˤ˷ ˭ˣˣ˧˩ .ˣˮˡˬ˪˷ ˧˲˩ ˣˤˢ ˸˟ˣ˸˩ˢ ˸˞ ˵˶˲ˮ ˣ˞ˣ˟32 ˸˪˧˥˸˟ ˫˧˯˲˞ ˧ˮ˷ "˫˧˶˯˥" ˢ˷˰ˬ˪ ,˦˧˟  

 ˞˧ˢ ˸˟ˣ˸˩ˢ ˢ˞˪ˬˢ ˢ˶ˣ˴˟ .˸˟ˣ˸˩ˢ0x00401000 ˫ ˧˦˧˟ ˪˷ ˸ˣ˧˰˧˟˶ ˶ˣ˸˟ ˢ˸ˣ˞ ˟ˣ˸˩ˮ ˸˰˩ . 

0000 0000 0100 0000 0001 0000 0000 0000 

 ˞ ˶ˢ ˫˧˦˧˟ˢ ˸˶˷˰ .˫˧ˮˣ˷ˢ ˫˧˵˪˥ˢ ˸˞ ˡ˧˶˲ˮ :˫˧ˮˣ˷ 

0000 0000 01 

 :˫˧˞˟ˢ ˫˧˦˧˟ˢ ˸˶˷˰ 

00 0000 0001 

ˢ ˶˷˰ ˫˧ˮ˷ :˫˧ˮˣ˶˥˞ˢ ˫˧˦˧˟ 

0000 0000 0000 

ˬˣ˪˩ ˪  ˸˷ˠ˪ ˞˧ˢ ˡˣ˵ˢ ˞˴ˬˮ ˣ˟˷ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˸˪˧˥˸ ˸˟ˣ˸˩ ˡˣ˟˰ ˪ˡ˥ˬˢ ˸˶˧˶˟˷ ˫˧˞ˣ˶ ˣˮ˥ˮ˞ ˶-Page 

Directory Entry  s  ˨ˣ˸˟ ˭ˣ˷˞˶ˢ-Page Directory ˣˮ˰ˠˢ˷ ˶˥˞˪ ,˪ ˣ˸ˣ˰˴ˬ˞˟-Page Table   ˸˷ˠ˪ ˨˧˶˴

 ˪  ˣ˩ˣ˸˟-Page Table Entry ˮ˰ˠˢ˷ ˶˥˞˪ˣ ,˭ˣ˷˞˶ˢ˪ ˣ˸ˣ˰˴ˬ˞˟ ˣ-Page Frame ˱˧˯ˣˢ˪ ˨˧˶˴    ˦˯˧ˢ ˣ˪

 .˯˲˞ 
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6.2.3   ˨˧˪ˢ˸Context Switch  ˭˧˟Process ˫ ˧ 

  ˶˦˯˧ˠ˶ˢ ˸˞ ˶˧˩ˢ˪ ˭ˬˤˢ ˢˤCR3 ˪˦ˮ˧˞ ˧ˡ˟˰ˬ˟ .32  ˢˮˣˬ˷ ˫ˮ˷˧ ˦˧˟Control Registers  ˶ˣ˴˧˵˟ ˣ˞ ,

CR ˬ  ˫˧˶˲˯ˣˬˬˢ ,-0   ˡ˰7  ˢ ˡ˟˰ˬ)-64   ˫ˠ ˪˪ˣ˩ ˦˧˟8CRˣˠˬ ˪˰ ˣ˪˞ ˫˧˦˪ˣ˷ ˣ˪˞ ˫˧˶˦˯˧ˠ˶ .(  ˸ˣ˪ˣ˰˲ ˭ˣ

 ˰  ˡ˟˰ˬˢ ˪˷ ˢ˪˰˲ˢ˪ ˸ˣ˶ˣ˷˵ˢ :ˢˬˠˣˡ˪ .ˣˬ˴ 

-   ˡ˟˰ˬ ˫ˠ ,˶ˬˣ˪˩ .ˢ˪˷ ˫˧ˡ˟˰ˬˢ ˸ˣ˶ˣˡ ˭˧˟ ˶ˣ˥˞˪ ˸ˣˬ˧˞˸ ˷˧˷ ˨˩˟ ˢ˰ˣˡ˧ ˪˦ˮ˧˞ ˧ˡ˟˰ˬ ˸˥˲˷ˬ

ˣ˟˸˩ˮ˷ ˸ˣˮ˩ˣ˸ ˳˧˶ˢ˪ ˪ˣ˩˧ ˧ˮ˶ˡˣˬ  ˢ ˸˥˲˷ˬ ˸˧˷˞˶˟ ,ˣˮ˶˩ˤˢ˷ ˧˲˩ .˫ˡ˵ˣˬ ˡ˟˰ˬ ˶ˣ˟˰-x86  

˟ ˣ˩ˬ˸ ˫˧ˡ˟˰ˬˢ-Real Mode .ˢ ˡ˟˰ˬˬ ˪˥ˢ-286  ˥ ˢ ˟  ˢ˩˧ˬ˸ ˸ˣ˧ˢ˪ ˢ˪-Protected Mode  

˥ˢˣˢ ˡ˟˰ˬˬ ˪-386 ˢ ˭ˣˮˠˮˬ˟ ˢ˩˧ˬ˸ ˸ˣ˧ˢ˪ ˢ˪˥ˢ-Paging   ˶˷˞˩ ,˫ˣ˧˩ ˫ˠ .˰ˠ˶˩ ˫˧˶˵ˣ˯ ˣˮ˥ˮ˞˷

 ˟˴ˬ˟ ˪˩ ˫ˡˣ˵ ˫˧˪ˣ˰ ˣ˪˷ ˫˧ˡ˟˰ˬˢ ,˵˪ˡˮ ˟˷˥ˬReal Mode   ˪  ˫˧˶˟ˣ˰ ˭˩ˬ ˶˥˞˪ ˵˶ˣ -

Protected Mode ˶ ˦˯˧ˠ˶˟ ˭ˣ˷˞˶ˢ ˦˧˟ˢ ˧ˡ˧ ˪˰ ˸˰˴ˣ˟ˬ ˣˤˢ ˢ˶˵˟ˢ ˸˪ˣ˰˲ . CR0 . 

-  ˪˰ ˣˮˡ˷˩ ˢ˩ ˡ˰Page Frame ˥ˮˢ ˞ˣˢ ˣ˪ˡˣˠ˷ ˣˮ4KBˢ ˪ˡˣˠ ˨˞ .-Page    ˦˧˟ˢ .ˢˮˣ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧

 ˶˦˯˧ˠ˶˟ ˭ˣ˶˥˞ˢCR0 ˢ ˪ˡˣˠ ˸˞ ˸ˣˮ˷˪ ˭˸˧ˮ ˫˞ ˰˟ˣ˵-Page . 

 ˪ ˢ ˫˧˶˦˯˧ˠ˶ˢˬ ˡ˥˞ x ˪ ,CR3 , ˫˷˟ ˢˡ˷ ˪˪ˣ˩Page Directory Base Address s  ˪˷ ˸˟ˣ˸˩ˢ ˧ˢˣˤ . -

Page Directory˧˥˸ˬ˷ ˭˩˧ˢ , x ) ˸˧˶˞ˮ˧˪ ˸˟ˣ˸˩ˬ ˫ˣˠ˶˸ˢ ˨˧˪ˢ˸ ˪˩ ˪  ˢˬ ˪˩ .˸˧ˤ˧˲ ˸˟ˣ˸˩˪ (˸˧˪˞ˣ˦˶˧

ˢ ˸˞ ˱˧˪˥ˢ˪ ˵˶ ˞ˣˢ ˧˶ˬˠ˪ ˢˮˣ˷ ˫ˣˠ˶˸ ˶ˣ˴˧˪ ˧ˡ˩ ˸ˣ˷˰˪ ˨˧˶˴˷-Page Directory   .˫ˣˠ˶˸˪ ˷ˬ˷ˬ˷ 

 :ˢ˟˷˥ˬ˪ ˢ˪˞˷ ,˫˩˸˰ˡ ˢˬ ˟ ˸˞˴ˬˮ˷ ˸˟ˣ˸˩ˢ ˫˞ˢ-CR3 s  ˪˷ ˸˟ˣ˸˩ˢ ,-Page Directory  ˞˧ˢ ,

 ?˸˧ˤ˧˲ ˣ˞ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ 

˥ ˣˤ ,˭˩˟ˣ˧˪ˢ˸ ˪˩ ˧˶ˢ .˸˧ˤ˧˲ ˸˟ˣ˸˩ ˸ˣ˧ˢ˪ ˸˟˧˧  ,ˣˤˢ ˸˟ˣ˸˩ˢˬ ˪˧˥˸ˬ ˸˧ˤ˧˲˪ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˫ˣˠ˶˸ ˨

ˢ ˪˰ ˰˧˟˴ˢ˪ ˢ˩˧˶˴˷-Page Directory ˷ ˟˴ˬˢ ,˸˧˪˞ˣ˦˶˧ˣ ˢ˸˧ˢ ˣˤˢ ˸˟ˣ˸˩ˢ ˣ˪ .˭ˣ˩ˮˢ  ˞ˣˢ ˶˴ˣˮ ˢ˧ˢ

˟ ˸˟ˣ˸˩ˢ˷-CR3  ...ˢˬ˴˰ ˸˞ ˸ˬˠ˶˸ˬ 

˪˰˲ˢˢ ˸˩˶˰ˬ˪ .ˣˮ˪˷ ˰ˡ˧ˢ ˪˩ ˸˞ ˡ˥˧ ˶˟˥˪ ˶˷˲˞ ˣ˧˷˩˰ ˷˧ ˢPage Directory   ˪˩ ˶ˣ˟˰Process   ˞˧ˢ˷

 ˷  ˫˰˲ ˪˩˟ ,ˢ˴˧˶ˬ-Process  ˣ˶ˣ˟˰ ˶˴ˣˮ ,˶˴ˣˮ ˷ˡ˥Page Directory˪ ˶˷˲˞˧˷ ,-Process    ˫˧˶ˣˤ˞˪ ˸˷ˠ˪

 ˟  ˣ˪ ˢ˸˴˵ˢ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷-RAM ˸˰˴˟ˬ ˞˧ˢ˷˩ ˸ˣ˷˰˪ ˢ˩˧˶˴ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˢˬ ˪˩ .Context 

Switch   .ˡ˟˰ˬˢ ˪˷ ˫˧˶˦˯˧ˠ˶ˢ ˸˞ ˱˧˪˥ˢ˪ ˞ˣˢ :˫˧˶˟ˡ ˧ˮ˷ ˣ˷˥˶˸˧ ˣˤˢ ˢ˲˪˥ˢˢ ˸ˣ˟˵˰˟ 

1.  ˶˦˯˧ˠ˶ˢEIP ˢ ˣ˟ ˫ˣ˵ˬˢ ˪˰ ˰˧˟˴˧ ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˫ˣ˵˧ˬ ˸˞ ˵˧ˤ˥ˬ˷-Process   ˣ˸˴˧˶ ˸˞ ˶˴˰

˲˟ .ˡ˟˰ˬ ˭ˬˤ ˣ˪ ˢˮ˸ˮ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˢˮˣ˶˥˞ˢ ˫˰ 

2.  ˶˦˯˧ˠ˶ˢCR3  ˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˪˩˪ ˥˸˲ˬˢ ˸˞ ˵˧ˤ˥ˬ˷-Process   ˪˷ ˭ˣ˶˩˧ˤˢ ˧˲ˡ ˪˰ ˰˧˟˴ˢ˪ ˶ˣ˟˰˧

-sProcess  ˶ ˩˧ˤˢ ˸˞ "˱˧˪˥ˢ˪" ˨˶ˣ˴ ˭˧˞ ˨˩ .˷ˡ˥ˢ ˟  ˧ˤ˧˲ˢ ˭ˣ-RAM  .˶˩˧ˮ ˭ˬˤ ˸˥˵˪ ˪ˣ˩˧˷ ˶˟ˡ ,

 .ˡ˥˞ ˶˦˯˧ˠ˶ ˱˧˪˥ˢ˪ ˵˶ ˵˧˲˯ˬ 

ˣ˟˷˧˥ -  ˢ˶ˣ˵ ˢˬ ˰˴ˣ˟ˬ ˶˷˞˩Context Switch  ˭˧˟Thread ˣ˸ˣ˞˪ ˫˧˩˧˧˷˷ ˫˧Process? 

 ˸˞ ˞˪ ˨˞ ˫˧ˮˣ˷ˢ ˫˧˶˦˯˧ˠ˶ˢ ˧˩˶˰ ˸˞ ˱˧˪˥ˢ˪ ˨˶ˣ˴ ˷˧ ˢˤ ˢ˶˵ˬ˟CR3ˢ ,˨˩ .-Thread  ˪˩ ˫˧˰˴˟ˬ ˫˧

 ˫ ˢ˪ ˷˧) ˸˶˥˞ ˢˬ˧˷ˬ ˡ˥˞  EIP  ˫ˢ˪ ˷˧) ˢˢˤ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˫˧˵˪ˣ˥ ˫ˢ ˨˞ (ˢˮˣ˷CR3  .(ˢˢˤ 

ˬ ˪˥ˢ ,˸ˣ˟ˣ˸˩ˢ ˸˶ˬˢ ˨˧˪ˢ˸ ˪˷ ˢ˞˪ˬˢ ˢˮˣˬ˸ˢ ˢˮˢ ,˫ˣ˩˧˯˪-Logical Address  ˟  ˢ˪˩ˣ-Physical 

Address    ˡˣ˰˧˸ ˪˰ ˯˯ˣ˟ˬ)IA-32 Processor Architecture  :(˪˦ˮ˧˞ ˪˷ 
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6.2.4 ˢ ˭ˣˮˠˮˬ-TLB 

 ˭˧˟ ˪ˡ˟ˢˢ ˪˩ ˫˞Context Switch  ˪ ˷ Process ˪  ˫˧-Context Switch   ˪˷Thread  ˣ˞ ˸˶˧ˬ˷ ˞ˣˢ ˫˧

 ˶˦˯˧ˠ˶ˢ ˸˲˪˥ˢCR3 ˰ˣ˴˧˟ ˰ˣˡˬ ,Context Switch   ˭˧˟Process ?˶˸ˣ˧ ˟˶ ˭ˬˤ ˸˥˵ˣ˪˷ ˢ˪ˣ˰˲˪ ˟˷˥ˮ ˫˧ 

˸˧ˤ˧˲˪ ˸˧ˠˣ˪ ˸˟ˣ˸˩ ˭˧˟ ˢ˶ˬˢˢ ˸˪ˣ˰˲ ,ˣˮ˧˞˶˷ ˧˲˩ .ˣˮ˶˩ˢ ˫˶˦˷ ˟˧˩˶˟ ˢ˴ˣ˰ˮ ˢ˟ˣ˷˸ˢ   ˫˧˟˪˷ ˸˷˶ˣˡ

˸ˣ˷˧ˠ ˶˲˯ˬ ˸˪˪ˣ˩ ,˫˧˟˶   ˧ ˤ˪  ˢ˟˷ ˢ˪˟˦ ˷˧ ˡ˟˰ˬ˪ ˭˩˪ .˭ˬˤ ˫˧˥˵ˣ˪ ˣ˪˪ˢ ˫˧˟˪˷ˢ .˶ˣ˟˧˥ ˸ˣ˪ˣ˰˲ˣ ˭ˣ˶˩

 ˸˞˶˵ˮ˷ ,ˣˤˢ ˢ˪˟˦ˢ .˸ˣ˧ˤ˧˲ ˸ˣ˟ˣ˸˩˪ ˸ˣ˶˧˷˧ ˸ˣ˴ˣ˲ˮ ˸ˣ˧ˠˣ˪ ˸ˣ˟ˣ˸˩ ˪˷ ˫˧ˬˣˠ˶˸ ˫˧˶ˬ˷ˮTLB  ˪˷ ˶ˣ˴˧˵ ,

Translation Lookaside Bufferˡ˟˰ˬˢ˷ ˫˧˟ˣˢ˴ ˫˧˵˸˲ ˣˬ˩ ˞˧ˢ ,   ˢˬ .ˢˡˣ˟˰ˢ ˭˥˪ˣ˷ ˪˰ ˣˬ˴˰˪ ˥˧ˮˬ

ˬˮ˷˟ ˞˴ s  .ˢ˟˰ ˶˲˯˟ ˷ˣ˲˧˥ ˭ˬˤ ˨˯ˣ˥ ˫˧˵˸˲-TLB  ˣˬ˩ ˞ˣˢCache  ˳˧˞ˬ ˞ˣˢˣ ,˸ˣ˟ˣ˸˩ ˪˷ ˵˶ ˪˟˞ ,

 .ˡˣ˵ˢ ˸˴˶ˢ ˸˞ ˧˸ˣ˰ˬ˷ˬ ˭˲ˣ˞˟ 

 ˰˴˟˸ˬ ˶˷˞˩Context Switch   ˭˧˟Process˵ˣ˧ˡ ˶˸˧˪ ˣ˞ ,˫˧ˬ˪˟ ˸˵˧˶˥˟ ˶˴˰ˮ ˢˤˢ ˭ˣˮˠˮˬˢ ,˫˧ -   ˵˥ˬˮ

˭ˣˣ˧˩ .˯˲˞ˬ ˪˧˥˸ˬˣ   ˪ ˷-Process ˶ˬˠ˪ ˢˮˣ˷ ˧ˣ˲˧ˬ ˷˧ ˷ˡ˥ˢ  ˪˰ ˫ˣ˷˶˷ ˢˬ ˪˩ ,˸ˣ˧ˤ˧˲˪ ˸ˣ˧ˠˣ˪ ˸ˣ˟ˣ˸˩ ˭˧˟ ˧

˶˸ˣ˧ ˭ˣ˩ˮ ˞˪ "˫˧˟ˣˢ˴ˢ ˫˧˵˸˲"ˢ.  

˟ ˷ˣˬ˧˷ ˰ˣˮˬ˪ ˧ˡ˩-TLB   ˪˷Process  ˢ ˸˞ ˱˧˪˥ˢ˪ ˨˶ˣ˴ ˷˧ ,˸ˣ˞˧ˠ˷˪ ˫ˣ˶ˠ˧ ˭˟ˣˬ˩˷ ˢˬ ,˶˥˞-TLB    ˪˩˟

 ˫˧˲˧˪˥ˬ˷ ˫˰˲Process:ˡˬ˥ˮ ˵˧˶˦ ˡ˟˰ˬ˪ ˷˧ ˸˞ˤ ˰˴˟˪ ˧ˡ˩ .  ˶ˬˣ˥ˢ ˸ˬ˶˟ ˶˦˯˧ˠ˶ˢ ˢCR3   ˶˟ˣ˥ˬ

˪ˬ˷˥ s  ˪˞ ˸˧-TLB˟ ˷˧˷ ˧ˣˮ˧˷ ˪˩ˣ ,-CR3   s  ˸˞ ˵˥ˣˬˣ ˧˪ˬ˷˥ ˫˶ˤ ˥˪ˣ˷-TLB.   ˪˷ ˡ˟˩ˢ ˫ˣ˪˷˸ˢ ˭˩˪

Context Switch  ˭˧˟Process ˟  ˸ˣ˧˷ˣˬ˧˷ˢ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˷ˡ˥ˬ ˶ˣ˴˧˪ ˨˶ˣ˴ˢ ˞˪˞ ,˭ˣ˶˩˧ˤˢ ˸˲˪˥ˢ ˣˮ˧˞ ˫˧ -

TLB ˟˧˩˶ ˪˩˷ ,˭˟ˣˬ˩ .Cache  ˨ ˶ˡˢ ˨˷ˬˢ˟ ˣˮ˪ ˷˧˷ ˸˧˲˧˴˲˯ ,L1, L2, L3 Cache  ˣ˩˶˦˴˧ ,  ˶ˣ˟˰˪ ˫ˢ ˫ˠ

 .˫˧˧˷ˣˬ˧˷ ˣ˧ˢ˧˷ ˧ˮ˲˪ ˭ˣˮ˰˧˶ 

ˢ ˸˵˧˥ˬ ˸˰˲˷ˢ ˪˷ ˢ˧˰˟ˢ-TLB   ˣ˪˥ˢ ˫˧ˡ˟˰ˬˣ ˫˧ˡ˟˰ˬˢ ˧ˮ˶˴˧ ˪˷ ˫ˢ˧ˮ˧˰ˬ ˢˬ˪˰ˮ ˞˪ ˫˧˰ˣ˴˧˟ˢ ˪˰

ˢˬ ˵˪˥ ˪˷ ˢ˵˧˥ˬ ˰ˣˮˬ˪ ˶˷˲˞ˬ˷ ˭ˣˮˠˮˬ ˪ˣ˪˩˪-TLB ˭ˬ˯˪ ,ˢˬˠˣˡ˪ .Page Entries    ˳ˣ˲ˮ ˫ˢ˟ ˷ˣˬ˧˷ˢ˷

 ˧ ˷ ˨˩˟ ˣ˶˞˷˧-TLB ˞ˣˢ ˭ˣ˶˯˧˥ˢ .ˣ˵˥ˬ˧˧ ˞˪ˣ    ˫˞˷ ˭ˣˣ˧˩ ,ˢ˥˦˟˞ ˸ˣ˧˰˟˪ ˫˧ˡ˟˰ˬˢ ˸˞ ˱ˣ˷˥˪ ˪ˣ˪˰ ˶˟ˡˢ˷

-sTLB ˪ ˸˷ˠ˪ ˸ˮˬ ˪˰ ˣ˟ ˷ˣˬ˧˷˪ ,˧˦˶ˣ˞˧˸ ˣ˪ˣ ,˥˸˲ ˥˸˲ˮ ˤ˞ ˣ˞ˣ˪ˬ˟ ˵˥ˬˮ ˞˪-Page Frames    ˪˷

Process  ˢ ˪˷ ˱˞ˣ ˶˥˞-Kernel s  ˸˞ ˦˪˥ˣˬ ˭˲ˣ˞˟ ˸ˣ˵ˮ˪ ˧ˡ˩ .-TLB  ˯˞ˢ ˸ˡˣ˵˲˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞  ˧˪˟ˬ

INVLPG . 
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˧˰˟ ˸ˣˡˣ˞ ˸˲˯ˣˮ ˢ˞˧˶˵˪ s  ˪˷ ˢ˞˪ˬ ˢ˵˧˥ˬ ˧˞ ˸ˣ˟˵˰˟ ˶˴ˣˣ˧ˢ˪ ˸ˣ˪ˣ˪˰˷ ˢ˥˦˟˞ ˸ˣ -TLB: 

https://www.usenix.org/conference/usenixsecurity18/presentation/gras 

 

6.2.5  ˯ ˣˮ ˫˧ˡ˧˵˲˸ ˪˷ ˫˧˲Page Table x-Page Directory 

 ˪  ,˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˥ˣˮ˰˲˟ ˫ˢ˪˷ ˵˪˥˪ ˱˯ˣˮ˟ ,˞˟ˢ ˶ˣ˧˞˟ ˸ˣ˞˶˪ ˶˷˲˞˷ ˧˲˩-Page Directory   ˪ ˣ -

Page Table   .˫˧ˮ˧˧ˮ˰ˬ ˰ˡ˧ˬ ˸ˣˡ˷ ˢˬ˩ ˫˧˲˯ˣˣ˸ˬ ˫˷ ˢˬˣ˷˶ ˪˩˪ .˫˧˲˯ˣˮ ˫˧ˡ˧˵˲˸ ˫ˠ ˷˧ 

 

 ˧ ˶˵˧˰ˢ ˪ˡ˟ˢˢ ˶˷˞˩ ,˫ˢ˪˷ ˸ˣˬ˷˟ ˧ˡˬ˪ ˫˧ˬˣˡ ˸ˣˡ˷ˢ ˟ˣ˶  ˶ˣ˟˰ ˱˵˸ ˫˧ˮˬ˯ˬ ˫ˢ˷ ˢˬ ˫˞ ˞ˣˢPage  

 ˪˷ ˱˯ˣ˞ ˶ˣ˟˰ ˣ˞ ˧˲˧˴˲˯Pages˫˧ˮˣ˶˥˞ˢ ˸ˣˡ˷ˢ ˸˷ˣ˪˷˟ ˡ˵ˬ˸ˮ ˣˮ˥ˮ˞ . - U/S, W  x-P . 

ˢ ˢˡ˷ - User/Supervisor   ˶ˣ˴˧˵˟ ˣ˞)U/S  ˵˶ ˪˪ˣ˩ ˢˤ ˢˡ˷ .ˢ˞˷˶ˢˢ ˧˪ˠ˰ˬ ˪˷ ˸˲˯ˣˮ ˢ˵˧ˡ˟ ˰˴˟ˬ (

˞ ˦˧˟ ˡ˥ï 0  ˪˷ ˢ˞˷˶ˢ ˷˶ˣˡ ˱ˡˢ˷ ˭˧˧˴ˬKernel x  ,-1   ˭˧˧˴ˬ  ˢˤ ˟˪˷˟ ˶ˬˣ˪˩ .˸ˣ˧ˣ˶˷˲˞ˢ ˶˸˧ ˪˩ ˸˞  ˭˧˞

 ˫˧˪ˠ˰ˬ ˭˧˟ ˢˡ˶˲ˢ1,2,3   ˪ˠ˰ˬ ˭˧˟ ˵˶ ˞˪˞0     .˶˸˧ˢ ˪˩˪ 

ˢ ˢˡ˷ - Write  ˶ˣ˴˧˵˟ ˣ˞)Wˢ˷ ˭ˣ˶˩˧ˤˢ ˪˩˷ ˣ˞ ˭ˣ˶˩˧ˤ˪ ˟ˣ˸˩˪ ˭˸˧ˮ ˫˞ ˭˧˧˴ˬ (-Page Table   ˣ˧˪˰ ˰˧˟˴ˬ

 ˞ˣˢRead Only . 

 ˢˡ˷ s- P ˪˷ ˶ˣ˴˧˵ ,Present ˫˧˧˵ ˭˩˞ ˭ˣ˶˩˧ˤˢ ˫˞ ˭˧˧˴ˬ ,-˟RAM ˧ ˢ˷˪˩ ˢ˟˧˯ˬ ˣ˟˷ ˟˴ˬ ˪˰ ˟ˣ˷˥ˮ . s -

Process  ˟ ˫˧˧˵ ˶˷˞ˬ ˭ˣ˶˩˧ˤ ˶˸ˣ˧ ˷˶ˣˡ-RAM s  ˪˷ ˣ˪ˡˣˠ ˫˞ ˞˧ˢ ˢ˦ˣ˷˲ ˢˬˠˣˡ .-RAM  ˸˩˶˰ˬ˟32   ˦˧˟

 ˞ˣˢ1GB ˣ˪˧˞ˣ ,Process ˧ˢ˪ ˪ˣ˩˧˷ ˧˪ˬ˧˯˵ˬˢ ˸ˣ˟ˣ˸˩ˢ ˥ˣˣ˦ ˞ˣ˪ˬ ˸˞ ˪˴ˮ˪ ˢ˯ˮˬ ˣˢ˷˪˩˪ ˸ˣProcess  

 ˪˷32  ,˦˧˟4GB ˶˰ˬ˪ ˷ˡ˵ˣˬ˷ ˶ˣˤ˞ˢ ˪˪ˣ˩)˷˲˞ ˭˧˞˷ ˭˟ˣˬ˩ ˢˤ ˢ˶˵ˬ˟ .(ˢ˪˰˲ˢˢ ˸˩  ˡ˧ˬ˰ˢ˪ ˸ˣ˶

 .˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˪˩ ˧˶˥˞ˬ ˸˧ˤ˧˲ ˸˟ˣ˸˩ 

 ˪ˡˣˠ ˫ˣ˧˩RAM   ˪˷4GB  ˪˷ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˸ˣˬ˩ ˫ˠ ˢ˪ˡˠ ˸˧ˮˬˤ ˣ˟ ˨˞ ,ˣ˧˪˞ˬ ˭˟ˣˬ ˞ˣˢProcess  ˫˧

 ˪˷64 ˢ ˸ˣˬ˩ ˸˧˧˰˟ ˶ˬˣ˪˩ ,˦˧˟-RAM ˢ ˪˩˷ ˥˧˦˟ˬ ˞˪ ˡ˥˞ ˱˞ ,˱˯ˣˮ˟ .ˢ˶˸ˣˮˣ ˢ˸˧ˢ-RAM   ˪˴ˣˮ˧

 ˸˟ˣ˦˪Process   ˲ ˧ˢ˪ .ˡ˟˪˟ ˡ˥˞ ˶˲˯ˬ ˭˸˧ˮ˷ ˪˩˩ ˢ˶˧ˢˬ ˢ˶ˣ˴˟ ˳˧˶ˢ˪ ˧ˡ˩ ,˨Process  ˫ˢ˷ ˧ˣ˴˶ ,˫˧

ˮ˧˟ ˣ˵˪˥˧ˢ ˸˞ ˫ˢ˧-RAMˢ ˪˷ ˪˰ˣ˲˟ ˪ˣ˴˧ˮˢ˷ ˞˧ˢ ˢ˞˴ˣ˸ˢ .-RAM  ˢ ˪˩ ˶ˣ˟˰-Process  ˫˧˸˧˰˪ ˧ˣ˲˴ ˫˧

˧ˡˢ ˪˰ ˫ˣ˵ˬ ˸ˣ˴˵ˢ˪ :ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˪˷ ˭ˣ˶˸˲ˢ .˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˪ˡˣˠ ˪˰ ˸ˣ˪˰˪  ˫˷ ˶ˣˬ˷˪ˣ ˥˧˷˵ˢ ˵˯

˭˧˞˷ ˫˧˲ˡˢ ˪˩ ˸˞  ˟ ˫ˣ˵ˬ ˫ˢ˪-RAM  ˪˞ ˢ˷˧ˠ˷ ˭˟ˣˬ˩ .Page ˟˶ ˭ˬˤ ˥˵˧˸ ˥˧˷˵ˢ ˵˯˧ˡˢ ˪˰ ˞˴ˬˮ˷  ,

 ˡˣ˰ ˭˧˞ ˫˞ ˨˞RAM  .ˢ˰ˣ˶ˠ ˸ˣ˥˲ ˧˩ˢ ˸ˣ˶˷˲˞ˢ ˣˤ˷ ˧˶ˢ 

https://www.usenix.org/conference/usenixsecurity18/presentation/gras
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 ˢˡ˷ˢP ˢ ˫˞ ˸˰ˡ˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˶˷˲˞ˬ-Page  ˟  ˞˴ˬˮ ˭˩˞ ˷˵ˣ˟ˬˢ-RAM    ˵˯˧ˡ˪ ˵˸˰ˣˢ ˞ˣˢ˷ ˣ˞

  .˥˧˷˵ˢ 

6.2.6  ˸˞˧ˠ˷Page Fault 

 s  ˣ˟˷ ˟˴ˬ-Page Frame ˬˮ ˞˪˟ ˞˴-RAM  ˞˶˵ˮPage Fault˷ ˸ˣ˶ˬ˪ .-Page Fault   ˭ˬˤ ˤˣ˟ˤ˟˪ ˫˶ˣˠ

 .ˡ˞ˬ ˥˧˩˷ˣ ˧˸˶ˠ˷ ˨˧˪ˢ ˣˢˤ ,˟˶ 

 ˢ˷˧˥ˬˬ ˢ˞˟ˢ ˢˬˠˣˡˢPage Fault  ˞ˣˢ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˪ˡˣˠ ˣ˟ ˧˦˶ˣ˞˧˸ ˟˴ˬ ˢˬˠˣˡˢ ˨˶ˣ˴˪ ˥˵˧ˮ .12KB  

 ˢ˷ˣ˪˷ ˪˪ˣ˩ ˶ˬˣ˪˩ ,ˡ˟˪˟Page Frames  ˟˪˟ ˦ ˶˧ˣˢ ˭ˣ˶˩˧ˤˢˬ ˭˦˵ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ .ˡˢˬ ˵˪˥ ˭˩˪ˣ ˧˪˞ˣ -

PTE˪ ˫˧˲ˣˬˬ ˫ˮ˧˞ ˫˧-PFN x  ˫˧˟ ˣˢ˷˪˩ ˫ˣ˵˧ˬ ˪˰ ˫˧˰˧˟˴ˬ ˫ˮ˧˞-RAMˢ .-Process   ,˨˩˪ ˰ˡˣˬ ˞˪

˟ ˸˞˴ˬˮ˷ ˸˟ˣ˸˩ ˷˵˟ˬˣ-PTE  ˶˲˯ˬ402  . 

 

ˢ ˢˡ˷-P  ˟ ˪ ˨˶˦˴˸ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ .ˢ˸ˣ˞ ˭˵˸˪ ˷˧˷ ˢ˧˰˟ ˢˮ˷˧˷ ˸˰ˡ˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˶˷˲˞˧  ˶ˣ˥

 ˣˢ˷˪˩ ˭˲ˣ˞˟Page Frame   s  ˨ˣ˸ˬ-RAM  ˢ ˪˷ ˭˩ˣ˸˟ ˣ˪˷ ˭˩ˣ˸ˢ ˸˞ ˱˧˪˥ˢ˪ˣ-Page Frame   .˷˵ˣ˟ˬˢ

ˢ ˭˩ˡˣ˰˧ ˭˩ˬ ˶˥˞˪-Page Table  ˷  ˨˩-PTE  ˶˲˯ˬ402  ˢ ˪˰ ˰˧˟˴˧-Page Frame  ˣ˪˧˞ˣ ,˷˵ˣ˟ˬˢPTE  

 ˶˲˯ˬ401  :˵˥ˬ˧ˢ˪ ˨˶˦˴˧ˣ ˧ˮ˩ˡ˰ ˣˮ˧˞ ˶˟˩ 

 

 ˪˞ ˣ˯ˮ˩ˢProcess Explorer ˣ˶˥˟ ,Process ˢ ˸˞ ˣ˵ˡ˧˟ˣ ˣˢ˷˪˩-Properties ˸ .ˣ˪˷  ˟˞˦ ˸˥

Performance ˢ ˸ˣˬ˩ ˸˞ ˸ˣ˞˶˪ ˣ˪˩ˣ˸-Page Faults    ˭˧˟ ˪ˡ˟ˢˢˬ ˫˷˶˸ˢ˪ ˣ˪˩ˣ˸ ,ˣˤ ˸ˣˮˬˡˤˢ˟ .ˣ˪ ˷˧˷

 s ˷ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˪ˡˣˠ-Process ˟ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˪ˡˣˠ ˭˧˟˪ ,ˣ˸ˣ˷˶˪ ˡˬˣ˰˷ ˟˷ˣ˥ -RAM   ˣ˸ˣ˷˶˪ ˡˬˣ˰˷

 ˧ˣ˶˵ˢ) ˪˰ˣ˲˟Working Set .( 
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6.2.7  ˳˟ˣ˵ˢPagefile.sys 

ˢ ˸˞ ˶ˣˬ˷˪ ˧ˡ˩-Page Frames   ˟  ˫ˣ˵ˬ ˫ˢ˪ ˭˧˞˷-RAM ,  ˢ˪˰˲ˢˢ ˸˩˶˰ˬWindows   ˳˟ˣ˵˟ ˸˷ˬ˸˷ˬ

 ˫˷˟pagefile.sys ˭ˮˣ˩ ˪˷ ˯˧˯˟ˢ ˸˧˧˵˧˸˟ ˞˴ˬˮ˷ ˳˟ˣ˵ ˣˢˤ ,C  .˶˸˯ˮ ˳˟ˣ˵˩ ˶ˡˠˣˬ ˞ˣˢ ˫˪ˣ˞ 

˟ ˷ˬ˸˷ˢ˪ ˨˶ˣ˴ ˭˧˞ ˫ˢ˟˷ ˫˧˟˴ˬ ˷˧-pagefile.sys ˣˢ˪ ˨˧˶˴˷ ˰ˡ˧ˬ ˶ˣˬ˷˪ ˧ˡ˩ˢˬ ˞˧˴-RAM  ˫˞ .

 ˸˧ˮ˩ˣ˸ ˣˮ˴˶ˢ ˢˬˠˣˡ˪ˢ˶ˣˬ˷˷ ˧ˢ˷˪˩    ˪˰ ˞˪˧ˬˬ ˞˴ˬˮ ˶˟˩ ˢ˪˷ ˡˣ˵ˢ ˪˩˷ ˧˶ˢ ,ˣˮ˪˷ ˥˧˷˵ˢ ˵˯˧ˡˢ ˪˰

 ˪  ˶ˣˬ˷˪ ˢ˴˶ˮ˷ ˧ˮˣ˧ˠˢ .˥˧˷˵ˢ ˵˯˧ˡˢ-pagefile.sys   ˭ˣˣ˧˩ ,ˢ˟˧˸˩ˣ ˢ˞˧˶˵ ˸ˣ˞˷˶ˢ ˫ˢ˪ ˷˧˷ ˭ˣ˶˩˧ˤ ˧˶ˣˤ˞

˟ ˞˴ˬˮ˷ ˢˬ ˭˧˟ ˪ˡ˟ˢ ˸ˣ˧ˢ˪ ˧ˣ˷˰ ˫˷˷-RAM ˢ ˪˰ ˞˴ˬˮ˷ ˢˬ ˭˧˟˪  ˶ˣˬ˷˪ ˢ˧ˣ˷˰ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ .˵˯˧ˡ

ˡˮ˧˞ ˷  ˢ˧˴˵˧-Page Frames " ˫ˢ ˫˧ˬ˧˧ˣ˯ˬDirty  ˢ˰˴ˣ˟˷ ˞˪˞ ˢ˟˧˸˩ ˸ˣ˞˷˶ˢ ˫ˢ˪ ˷˧˷ ˵˶ ˞˪˷ ˶ˬˣ˪˩ ,"

  ˫˞ˣ ˢ˶˧˶˟ ˭˧˞ ˭˩˞ ˣ˪˞ ˫˧˶˵ˬ˟ .˥˧˷˵ˢ ˵˯˧ˡ˟ ˳˟ˣ˵˟ ˫˧˧˵˷ ˰ˡ˧ˬˢˬ ˫˧ˮˣ˷ ˫ˢ ˭˩˪ˣ ˪˰ˣ˲˟ ˢ˟˧˸˩ ˫ˢ˧˪˞

˟ ˫ˣ˵ˬ ˭˧˞-RAM ˢ ˫˸ˣ˞ ˶ˣˬ˷˪ ˫˧˟˧˧˥-pagefile.sys . 

 ˪˷ ˸ˣ˶ˡˠˢˢ ˸˞ ˸ˣˮ˷˪ ˶˷˲˞pagefile.sys ˪)  ˸ˣ˰˴ˬ˞˟ (˳˟ˣ˵˪ ˢ˴˵ˣˬˢ ˧˪ˬ˧˯˵ˬˢ ˪ˡˣˠˢ ˸˞ ˢˬˠˣˡ

 ˪  ˢ˷˧ˠ- Control Panel   ˫˷ˬˣSystem Properties ˭˩ˬ ˶˥˞˪ ,Advanced  ˫˷ˬ ,Performance 

Settings ˫˰˲ ˟ˣ˷ ,Advanced   ˦˧˶˲˸ ˪˞ ˰˧ˠˮ ˱ˣ˯˟˪ˣVirtual Memory˪˰ ˢˤˢ ˳˟ˣ˵ˢ ˸˵˧˥ˬ .  ˫ˣ˶ˠ˪ ˢ˪ˣ

 ˸ˣ˟˧˴˧ ˶˯ˣ˥ˣ ˸ˣ˷˵ ˸ˣ˧˰˟˪ x ˦ ˲ˣ˯ˣ˶˵˧ˬ   ˳˟ˣ˵ˢ ˸ˣ˶ˡˠˢ ˪˞ ˰˧ˠ˧ ˣˢ˷˧ˬ˷ ˧ˣ˩˧˯ˢ ˸˞ ˭˧˦˵ˢ˪ ˧ˡ˩ ˢ˷˵ ˣˡ˟˰

 ...˭˸ˣ˞ ˢˮ˷˧ˣ 
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6.2.8  ˸ˮ˩ˣ˸VMMap 

 ˪˷ ˱˯ˣˮ ˧˪˩ ˶˧˩ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˣˢˬ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞˷˩ ˸˰˩Sysinternals ˞˶˵ˮ˷ ,VMMap  ,

 ˪˷ ˶ˣ˴˧˵Virtual Memory Map  . 

  ˪˷ ˷ˣ˲˧˥ˢ ˸˶ˣ˷˪ ˣ˷ˠ ˸˧˷˞˶Windows x ˡ˧˪˵ˢˣ , 

\windows\syswow64\notepad.exe 

ˢ ˸˯˶ˠ ˧ˢˣˤ-32 ˪˷ ˦˧˟  ˸ˮ˩ˣ˸notepad .  ˸˯˶ˠ˟ ˸ˣˮ˩ˣ˸ˢ ˪˩32  ˪˷ ˣˤ ˢ˧˵˧˸˟ ˸ˣ˶ˣˬ˷ ˦˧˟Windows  ˣˤ .

 ˬ  ˶˟˰ˬˢ ˪˰ ˦˰ˬ ˶˲˯˪ ˸ˣˮˬˡˤˢ-32  -˪64   ˸ˣˮ˩ˣ˸ ˪˷ ˢ˧˵˧˸ ˞˵ˣˣˡ ˣˤ˷ ˢ˞˶ˮ ˭ˣ˷˞˶ ˦˟ˬ˟˷ ˸ˣ˶ˬ˪ .˦˧˟

64  ˸ˣˮ˩ˣ˸ ˪˷ ˢ˧˵˧˸ ˭˩˞ ˣˤ ,˦˧˟32  ˦˧˟ ˪˷ ˸ˣ˰ˬ˷ˬˢ .SysWow64 " ˞˧ˢWindows 32 bit on 64 bit  ."

 ˢ˪˰˲ˢ ˸˩˶˰ˬ ˥ˣ˸˧˲ ˫˶˦˷ ˭ˣˣ˧˩ˬ ˢˤˢ ˪˟˪˟ˬˢ ˫˷˟ ˢ˶˥˟ ˦˲ˣ˯ˣ˶˵˧ˬ64 ˣ˸ ,˦˧˟  ˷ˣˬ˧˷ ˣ˷˰ ˸ˣˮ˩

 ˸˧˧˵˧˸˟System32  ˸ˣˮ˩ˣ˸ˢˬ ˵˪˥˟ˣˢ  ˫˷ ˪˷ˤˢ ˢ˧˵˧˸ˢ xˣ˞˷ ˭ˣˣ˧˩ .ˡˣ˵ˢ ˨ˣ˸˟ ˢ˥˧˷˵ ˢ˶ˣ˴˟ ˟˸˩ˮ  ˱˯

  ˸ˣ˷˲˥ˬ ˭ˢ˷ ˨˩ ˣ˪˲ˬˣ˵ ˸ˣˮ˩ˣ˸ ˪˷ ˸˧˧˵˧˸˟ ˫˧˧˷ˣˬ˧˷ ˫˧˴˟˵System32  ˷ˬ˸˷ˢ˪ ˭ˢ˪ ˫ˣ˶ˠ˪ ˨˶ˡˢ ,

 ˪˷ ˸ˣ˞˯˶ˠ˟ ˣ˪˪ˢ ˫˧˴˟˵˟64  s  ˸ˣ˞˯˶ˠ ˸˞ ˪ˣ˸˷˪ ˢ˸˧ˢ ˦˧˟-64  ˵˧˸ ˢ˸ˣ˞˟ ˦˧˟˪ ˢ˷ˬ˧˷ ˭˩ ˧ˮ˲˪˷ ˢ˧ -

32  ˬ  ˭˩˪ .ˣˤˢ ˢ˧˵˧˸˟ ˷ˣˬ˧˷ ˸ˣ˷ˣ˰˷ ˸ˣˮ˩ˣ˸ˢ ˪˩ ˸˞ ˷ˡ˥ˬ ˪˲ˬ˵˪ ˨˶ˣ˴ ˢ˧ˢ ,˸˶˥˞ .˦˧˟  ˢ˶˥˟ ˦˲ˣ˯ˣ˶˵˧

ˢ ˧˴˟˵ ˸˞ ˯˧ˮ˩ˢ˪-64  ˨ˣ˸˪ ˦˧˟System32  ˢ ˧˴˟˵ ˸˞ˣ -32 ˧˧˵˧˸ ˪˞ "˸ˣ˪ˠˢ˪" ˦˧˟  ˸SysWow64 . 

 ˸ˮ˩ˣ˸ ˫˰ ˞˵ˣˣˡ ˡˣ˟˰˪ ˢ˟ˣ˥ ˭˧˞ ,˭˲ˣ˞ ˪˩˟notepad   ˸˯˶ˠ˟32 ˧˟ ˪˷ ˸˧ˮ˩˸ ˣˮ˶˥˟˷ ˢˡ˟ˣ˰ˢ ˫˪ˣ˞ ,˦32  

 .˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˸ˠ˴ˢ ˫˰ ˥ˣˮ˟ ˶˸ˣ˧ ˷ˣ˥˪ ˣˮ˪ ˶˷˲˞˸ ˦˧˟ 

 ˥ ˸˧˲ ˸˰˩ ˸˞ ˣVMMapˮ˩ˣ˸ˢ ˸˶˧˥˟ ˨˯ˬ˟ ˣ˶˥˟ˣ , ˸˞ ˸ˣ˧notepad . 
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 ˪˷ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˪˷ ˢ˵ˣ˪˥ˢ ˸˞ ˣˮ˧ˮ˧˰ ˡˠˮ˪ ˫˧˞ˣ˶ ˣˮ˥ˮ˞ .˨˯ˬˢ ˪˷ ˭ˣ˸˥˸ˢ ˵˪˥ˢˬ ˪˧˥˸ˮnotepad  

 ˭ ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˪˧˥˸ˬ ˢ˟˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞˴ˬˮ ˧˪˞ˬ˷ˢ ˶ˣ˦˟ .˫˧ˮˣ˷ ˭ˣ˶˩˧ˤ ˧˶ˣˤ˞˪ . 

 

˷ ˣ˞˶˸ ,ˢ˦ˬ˪ ˨˯ˬˢ ˸˞ ˣ˪˪ˠ˸ ˫˞  ˡ˰ ˸ˣ˰˧ˠˬ ˸ˣ˟ˣ˸˩ˢ0x7FFEE000ˣˮ˷˧ .   ˭ ˦˵ ˭ˣ˶˩˧ˤ ˶ˣˤ˞   ˶˟ ˣˮ˧˞˷

 ˟  ˸ˣ˪˧˥˸ˬ˷ ˸ˣ˟ˣ˸˩ ˣ˪˧˥˸˧ ˭˩ˬ ˶˥˞˪ˣ ˷ˣˬ˧˷-0x8000000 ˪  ˸ˣ˩˧˧˷ ˶ˣ˩ˤ˩ ˣ˪˪ˢ ˸ˣ˟ˣ˸˩ˢ .-Kernel  ˨˩ ,

 .ˣˮ˧ˮ˲˪ ˸ˣˠ˴ˣˬ ˭ˮ˧˞ ˭ˢ˷ 

  .˨˯ˬˢ ˪˷ ˭ˣ˧˪˰ˢ ˵˪˥˪ ˶ˣ˟˰ˮ 

 

 ˞ˣˢ˷ ˭ˣ˶˩˧ˤCommitted ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬ ˪˩ ˞ˣˢ ˪ ˫˧˧˵˷-Process ˣ˟ˣ˸˩ ˣ˧˶˥˞ˬ ˷˧˷ˣ  ˸

 ˞ ˩˪ ."˸ˣ˧˸˧ˬ˞" ˪˷ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬ ,ˢ˶ˣProcess ˟-32  ˸ˣ˧ˢ˪ ˨˧˶˴ ˦˧˟4GB  ˞˪ ˫˧˶ˣˤ˞ ˷˧ ˫˪ˣ˞ ,

 ˭ˣ˶˩˧ˤ .˧ˤ˧˲ ˭ˣ˶˩˧ˤ˟ ˫˸ˣ˞ ˢ˟ˠˬ ˞˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˭˩˪ˣ ˫˧˪˴ˣˮˬCommitted   ˸˩˶˰ˬ˷ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˞ˣˢ

˟ ˣ˞ ˸ˣ˟ˠ˪ ˸˟˧˧˥˸ˬ ˢ˪˰˲ˢˢ-RAM  ˟  ˣ˞-pagefile.sys   s  ˸˞ ˢ˟ˠˬ˷-RAM˷ ˶ˬˣ˞ ˢˤ ˭˧˞ .  ˭ˣ˶˩˧ˤˢ ˪˩˪
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 ˞ˣˢ˷Committed   ˧ˤ˧˲ ˧ˣ˟˧ˠ ˢ˪ ˭˧˞˷ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ .˭ˣ˸ˮ ˰ˠ˶ ˪˩˟ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˪˷ ˧ˣ˟˧ˠ ˷˧

ˢ ˪˰ ˞˪ ˸˞˴ˬˮ ˞˪ ˞˧ˢ ˶ˬˣ˪˩ ,˫˧ˣ˯ˬ ˰ˠ˶˟-RAM   ˟  ˞˪ˣ -pagefileˢ ˫˞ ˨˞ ,-Process   ˢ˧˪˞ ˸˷ˠ˪ ˷˵˟˧

˩˶˰ˬ˪ ˵˧˸˰˸ ˢ˪˰˲ˢˢ ˸-RAM ˸˩ˢ˷ ˰ˡ˧ˬˢ ˸˞ˬ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ  ˭ˣ˶˩˧ˤ ,˫ˣ˩˧˯˪ .ˣ˧˪˰ ˢ˰˧˟˴

Committed   ˭ˣ˶˩˧ˤ ˫˰ ˣ˸ˣ˞ ˢ˟ˠ˸ ˞˧ˢ ˨˶ˣ˴ˢ ˸ˡ˧ˬ˟˷ ˢ˥˧˦˟ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˞ˣˢ

 .˧ˤ˧˲ 

 ˭ˣ˶˩˧ˤPrivate Bytes ˢ˷ ˭ˣ˶˩˧ˤˢ ˞ˣˢ-Process  ˶ ˩˧ˤˢ˷ ˶ˤˣˬ .ˣ˪ ˸ˣ˴˵ˢ˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˷˵˧˟  ˢˤˢ ˭ˣ

 s ˬ ˭˦˵-Committed x  ?˭˩ ˞˪ˢ , ˭ˣ˶˩˧ˤ ,˭˩˟Private   ˨˩ ˪˰ ˡˬ˪ˮ) ˧ˣ˲˧ˬ ˣ˶˟˰˷ ˫˧˴˟˵ ˪˪ˣ˩ ˣˮ˧˞˷ ˭ˣ˶˩˧ˤ ˞ˣˢ

  ˧˴˟˵ ˪˪ˣ˩ ˣˮ˧˞ˣ (˞˟ˢ ˵˶˲˟DLL   ˶ˣ˸˟ ˫ˢ˧˪˰ ˟ˣ˷˥ˮ ˸ˣ˦˷˲ˢ ˨˶ˣ˴˪ ˰ˠ˶˩ ,˨˷ˬˢ˟ ˨˩ ˪˰ ˫ˠ ˡˬ˪ˮ)

ˢ ˭ˣ˶˩˧ˤ .(˞˟˧˧˪ ˢ˪ˣ˩˧ ˢˮ˩ˣ˸˷ ˸ˣ˪˲ˬˣ˵ˬ ˢˮ˩ˣ˸ ˸ˣ˧˶˲˯ -Committed ˩  ˫˞ ,˨˩ .ˣ˪˪ˢ ˫˧˴˟˵ˢ ˸˞ ˪˪ˣ˩ ˭

ˮ˩ˣ˸˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ ˸˧-DLLˢ ˯˲ˣ˸˷ ˭ˣ˶˩˧ˤˢ ˤ˞ ,-DLL   ˟  ˰˧˲ˣ˧ ˞˪-Private Bytes  ˟ ˰˧˲ˣ˧ ˭˩ ˨˞ -

Committed . 

 ˭ˣ˶˩˧ˤWorking Set ˢ ˪˞ ˷ˠ˧ˮ ˫˞ .˪˰ˣ˲˟ ˷ˣˬ˧˷ ˣ˟ ˢ˷˰ˮ˷ ˭ˣ˶˩˧ˤˢ ˞ˣˢ-RAM   ˭ˣ˶˩˧ˤˢˬ ˢˬ˩ ˵ˣˡ˟ˮˣ

˪ ˨˧˧˷ ˫˷ ˞˴ˬˮ˷-Process ˞ ˪˟˵ˮ ,˫˧˧ˣ˯ˬˢ ˸ -Working Set  ˧ˤ ˪˰ ˣˮ˶˟ˡ˷˩ .ˣ˪˷ ˭ˣ˶˩Committed  

ˢ .˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˪˷ ˧ˣ˟˧ˠ ˣ˪ ˸˸˪ ˢ˥˧˦˟ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˭ˣ˶˩˧ˤ ˣˢˤ˷ ˣˮ˶ˬ˞-Working Set   ˭ˣ˶˩˧ˤˢ ˞ˣˢ

 .˫˧˧ˣ˯ˬ ˰ˠ˶˟ "˸ˬ˧˧˵ˬ" ˫ˠ ˞˪˞ ˢ˥˧˦˟ˬ ˵˶ ˞˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ 

 :˭ˣ˶˩˧ˤˢ ˸˲ˬ ˪˰ ˶ˣ˟˰ˮ 

- Image ˮ˩ˣ˸ˢ ˡˣ˵˪ ˢ˴˵ˣˬˢ ˭ˣ˶˩˧ˤˢ ˞ˣˢˢ 

- Mapped File  ˪  ˢ˴˵ˣˬ˷ ˭ˣ˶˩˧ˤ ˣˮ˧ˢ ˞ ˟ˢ ˵˶˲˟ ˨˩ ˪˰ ˶ˣˬ˞˩ ,˧ˣ˲˧ˬ ˣ˶˟˰˷ ˫˧˴˟˵ 

- Shareable   ˭ˣ˶˩˧ˤ ˶˧ˡˠˢ˪ ˶˷˲˞ ,˭ˣ˶˩˧ˤ ˱ˣ˸˧˷ ˡˬ˪ˮ ˞˟ˢ ˵˶˲˟ .˱ˣ˸˧˷˪ ˭˸˧ˮ˷ ˭ˣ˶˩˧ˤ ˞ˣˢ

ˬ ˶˸ˣ˧˪ ˱˸ˣ˷ˬ˷-Process  ˶ˣ˸˟ ˰˧˲ˣ˧ ˞ˣˢ ò˱ˣ˸˧˷ ˶˟ò˩ ˶ˡˠˣˬ ˭ˣ˶˩˧ˤ ˫˞ .ˡ˥˞ Shareable 

- Heap ˣˬ˷ ˭ˣ˶˩˧ˤ ˞ˣˢˬˠˣˡ˪ ,ˢ˴˧˶ˢ ˨˪ˢˬ˟ ˧ˬˮ˧ˡ ˭˲ˣ˞˟ ˢ˴˵ ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟ ˢmalloc   ˣ˞

VirtualAlloc 

- Stack   ˸ˣ˧˴˵ˮˣ˲˪ ˫˧˶˟˰ˣˬ˷ ˫˧˶˦ˬ˶˲ ,˫˧˧ˬˣ˵ˬ ˫˧ˮ˸˷ˬ ˸˶˧ˬ˷˪ ˷ˬ˷ˬ˷ ˶ˣˤ˞ˢ ,˸˧ˮ˯˥ˬˢ ˞ˣˢ

˟˰˟ ˣˮ˶˩ˤˢ˷ ˧˲˩ .˸ˣ˧ˮ˯˥ˬ ˧ˣ˟˧˶ ˪˰ ˦˰ˬ ˟˧˥˶ˢ˪ ˸ˣˮˬˡˤˢ ˣˤ .ˢ˶ˤ˥ ˸ˣ˟ˣ˸˩ˣ  ˪˩˪ ,˶Thread   ˷˧

  :˸ˣ˧ˮ˯˥ˬ ˧˸˷ˢ ˸˞ ˸˷ˬ˷ˬ˷ ˸˥˞ˣ ˣ˸ˣ˷˶˟ ˸˞˴ˬˮ˷ ˸˥˞-Kernel ˢ ˶˷˞˩-Thread   ˷˵˟ˬ

ˢ ˪˷ ˸ˣ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪-Kernel  ˰˴˟˸ˬˣSysenter  . 

˟˷ ˣ˞ˡˣˣ ˭˩ ˧ˮ˲˪ :˭˦˵ ˧ˣ˯˧ˮ ˣ˰˴˟-VMMap  ˫˸˶˥˟Process  ˪˷32   ˫˩˪˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ˣ ˦˧˟

 ˞˧ˢ64 ˢ ˪˰ ˢ˪ˣ˲˩ ˢ˵˪˵ˢ ˣ˵˧˪˵ˢ .˦˧˟-Stack  ˟-VMMap ˸ ˣ˞˶˪ ˫˧˪ˣ˩˧ ˫˸˞ .   ˪˩˷ ˵˶ ˞˪˷

Thread  ,ˣ˪˷ˬ ˸˧ˮ˯˥ˬ ˷˧ ˫˧˞˶˵ˮ˷ ˭ˣ˶˩˧ˤ ˧˶ˣˤ˞ ˫ˠ ˢˮ˷˧ "64 bit thread stack"  ˸˩˶˰ˬ .

˪ ˸ˮ˸ˣˮ ˢ˪˰˲ˢˢ-Thread  ˟  ˳˶ ˞ˣˢ˷ ˢ˧ˬˡˢ-32    ˷ˣˬ˧ˬˢ˷ ˸ˣ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˷˧ ˫˧ˬ˰˲˪ ˨˞ ,˦˧˟

 ˪˷ ˡˣ˵˟ ˞ˣˢ ˭ˢ˪˷64   ˢ˵ˣ˵ˤ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ,˭˩˪  .˦˧˟ ˪˩˪ ˸˲˯ˣˮ ˸˧ˮ˯˥ˬ˪Thread  ˣˤ˩ ,

 ˪ˡˣˠ˟ ˸ˣ˟ˣ˸˩ˣ ˫˧ˮ˸˷ˬ ˶ˣˬ˷˸˷64 ˦˧˟ ˟  ˣ˥˸˲˸ ˫˞ .-VMMap  ˣˢ˷ˤ˧˞Process ˟ ˳˶˷-64  

 ˢˬˠˣˡ˪ ,˦˧˟chrome.exe ˫˧˞˶˵ˮ˷ ˫˧˶ˣˤ˞ ˸˧ˮ˯˥ˬ˟ ˣ˞˶˸ ˞˪ ,64   ˭ˢ ˸ˣ˧ˮ˯˥ˬˢ ˪˩ ˧˶ˢ˷ ,˦˧˟

64  .˦˧˟ 
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- Private data ˟ ˫ˮ˧˞˷ ˸˧ˮ˩ˣ˸ˢ ˪˷ ˫˧ˮ˸˷ˬ˪ ˢ˴˵ˣˬˢ ˭ˣ˶˩˧ˤˢ ˞ˣˢ ˟  ˣ˞ ˸˧ˮ˯˥ˬ-Heap  ˫˧˪˧ˬ˟ .

 ˸ ˣ˶˥˞,˫˧˧˪˟ˣ˪ˠ ˫˧ˮ˸˷ˬ ,˫˧˰ˣ˟˵ ˫˷ ˞˴ˬˮ ,  ˫˷˟ ˭ˣ˶˩˧ˤ ˢˮ˟ˬˣ ˫˧˧˦˦˯ ˫˧ˮ˸˷ˬThread 

Environment Blockˢ˷ ˢˮˣ˷ ˰ˡ˧ˬ ˪˪ˣ˩ ˞ˣˢ˷ ˭˧˧˴ˮ ˵˶ ,ˢˤˢ ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ˟ ˵ˬ˰˸ˮ ˞˪ . -

Thead ˢ ˣ˸ˣ˰˴ˬ˞˟ ˢˬˠˣˡ˪ ,˨˧˶˴-Thread  ˢ ˶ˣˤ˞ ˪˞ ˸˷ˠ˪ ˪ˣ˩˧-Thread Local Storage   ˣˮˡ˷

˞˷ˬˢ ˫ˢˬ ˣˮ˶˵˯˷˩ ˣ˧˪˰ ˪˩˪ ˫˧˧ˡˣ˥˧˧ˢ ˫˧˟Thread . 

- Page Table:    ˪˷ ˣ˪ˡˣˠ ˸˞ ˸ˣ˞˶˪ ˭˧˧ˮ˰ˬ éˣˢˬ ˟˦˧ˢ ˫˧˰ˡˣ˧ ˶˟˩ ˫˸˞ ˭˞˩ ˡ˰ ˫˸˰ˠˢ ˫˞ ,˭˩˟ˣ

 s  ˶ˣ˟˰ ˢ˴˵ˣˬ˷ ˭ˣ˶˩˧ˤˢ-Page Table ˟  ˷ˣˬ˧˷ ˢ˷˰ˮ ˢ˧ˢ ˞˪ˬ˪˞ ,˶ˣ˩ˤ˩ .-Page Directores   ˢ˧ˢ

 ˸ˣ˶ˬ˪ .˶˸ˣ˧ ˢ˟˶ˢ ˟˶ ˭ˣ˶˩˧ˤ ˷˶ˡˮˬ ˫˷˶˸ˢ˪ ˭˸˧ˮ˷-VMMap ˟˦ˢ ˣ˪˧˞˩  ˭ˣ˶˩˧ˤ˟ ˸ˣ˞˴ˬˮ ˸ˣ˞˪

ˢ ˪˷ ˧˪˞ˣ˦˶˧ˣˢ-Processˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬ˟ ˸ˣ˞˴ˬˮ ˭ˢ ˢ˷˰ˬ˪ ,-Kernel  ˭˸˧ˮ ˢ˧ˢ ,˸˶˥˞ .

  ˸˞˴ˬˮ˷ ˸˟ˣ˸˩ ˫ˠ ,˸˧ˤ˧˲ ˸˟ˣ˸˩ ˪˩˪ ˰˧ˠˢ˪ ˨˩ˣ ˭˸ˣ˞ ˸ˣˮ˷˪ ,˸ˣ˞˪˟˦˪ ˧˷˲ˣ˥ ˭˲ˣ˞˟ ˸˷ˠ˪

 ˪˷ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ˟Process   .˶˥˞ 

6.3  ˫ ˣ˩˧˯ 

 ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯ ˸˶˧˵˯˟ ˵˶˲ˢ ˸˞ ˣˮ˪˥˸ˢ˯˥ˣ ˸ˣˮˣ˶˸˧ ˪˰ ˣˮ˰˟˴ˢ .˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˧ ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˧ˠˣ˯ ˪˷ ˸ˣˮˣ˶-  

˷ ˣˮˡˬ˪ .˸ˣ˲˧ˡˮ ,ˢ˷˧ˠ ˸ˣ˶˧ˢˬ ,˶˧˥ˬ ,˪ˡˣˠProcess  ˢ ˭ˣ˶˩˧ˤ ˨ˣ˸ˬ ˵˶ ˞˪˞ ˥˧˷˵ ˵˯˧ˡˬ ˳ˣ˶˪ ˪ˣ˩˧ ˣˮ˧˞ -

RAM  ˫˰ ˥˧˷˵ ˵˯˧ˡ ˪˷ ˟ˣ˪˧˷ ˪˷ ˭ˣ˶˸˧ˢ ˸˞ ˣˮ˧˞˶ˣRAM . 

 ˨˧˞ ˣˮˡˬ˪ ˧ ˠˣ˪ ˸ˣ˟ˣ˸˩ˬ ˸ˣ˟ˣ˸˩ˢ ˸˶ˬˢ ˭ˣˮˠˮˬ ˪˰ˣ˲(˸ˣ˧˪˞ˣ˦˶˧ˣ) ˸ˣ˧˶˞ˮ˧˪ ˸ˣ˟ˣ˸˩ ˪˞ ˸ˣ   ˸ˣ˟ˣ˸˩˪ ˡ˰ˣ

˟ ˸ˣ˧ˤ˧˲-RAM s  ˭ˣˮˠˮˬ ˪˰ ˣˮˡˬ˪ .ˢ˧˴˦ˮˬˠ˯    ˞˪ ˸ˣˬˣ˵ˬ˪ ˢ˷˧ˠ ˰ˮˣˬˣ ˫˧ˮˣ˷ˢ ˢ˥˦˟˞ˢ ˧˪ˠ˰ˬ ˸˞ ˶˷˲˞ˬ˷

ˢ ˭ˣˮˠˮˬ ˪˰ ˣˮˡˬ˪ .˫˧˧ˣ˴˶-Paging  ˪˷ ˭ˣ˶˩˧ˤ ˭˧˟ ˢˡ˶˲ˢ ˶˷˲˞ˬ˷Process  ˰ˣ˴˧˟ˣ ˫˧ ˪˷ ˶˧ˢˬContext 

Switch ˪ ˶˟˰ˬ˟Process  ˩˶˰ˬ ˸˰˴˟ˬ ˢˬ ˣˮ˧˞˶ ˭˩ˬ ˶˥˞˪ .˶˥˞˟ ˸˪˵˸ˮ ˞˧ˢ ˶˷˞˩ ˢ˪˰˲ˢˢ ˸-Page 

Fault  ˳˟ˣ˵ ˢˤ˧˞˟ ˣˮ˧˞˶ˣWindows ˟ ˫ˣ˵ˬ ˫ˢ˪ ˭˧˞˷ ˫˧˲ˡˢ ˸˞ ˸˶ˬˣ˷-RAM . 

˭˧˟ ˢˡ˶˲ˢ ˷˧˷ ˸ˣ˶ˬ˪ ,ˡ˴˧˩ :˞˟ˢ ˵˶˲˟ ˣˮ˸ˣ˞ ˢˣˣ˪˸˷ ˢ˪˞˷ˢ  ,˫ˢ˪˷ ˭ˣ˶˩˧ˤˢProcess  ˱˸˷˪ ˫˧˪ˣ˩˧ ˫˧

 ?˭ˣ˶˩˧ˤ ˫ˢ˧ˮ˧˟
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 7 ς ˩˧ˤ ˱ˣ˸˧˷˭ˣ˶ 

˧˩ ,ˢ˪˞˷˟ ˣˮˬ˧˧˯ ˫ˡˣ˵ˢ ˵˶˲ˢ ˸˞ ,˫ˢ˪˷ ˭ˣ˶˩˧ˤˢ ˭˧˟ ˢˡ˶˲ˢ ˷˧˷ ˸ˣ˶ˬ˪ ,ˡ˴Process  ˱˸˷˪ ˫˧˪ˣ˩˧ ˫˧

  ?˭ˣ˶˩˧ˤ ˫ˢ˧ˮ˧˟ 

 ˧ˮ˷ ˣ˟˷ ˟˴ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˨˧˞ ˭˧˟ˢ˪ ˧ˡ˩Process˟ ˫ˣ˵ˬ ˣ˸ˣ˞˪ ˫˧˷ˠ˧ˮ ˫˧-RAM    ˧ˣ˲˧ˬ ˣˢˬ ˭˧˟ˢ˪ ˨˶ˣ˴ ˷˧

 x  ,˭ˣ˶˩˧ˤˢ ˧ˣ˲˧ˬ ˭ˣˮˠˮˬ˪ ˷˧ˡ˵ˮ ˶˩˧ˮ ˵˪˥ ˭˩˪ .˭ˣ˶˩˧ˤ˶˩˧ˤˢ ˱ˣ˸˧˷ ˪˰ ˶˟˯ˢˢ ˨˷ˬˢ ˭˩ˬ ˶˥˞˪ .˦ˣ˷˲ ˢ˧ˢ˧ ˭ˣ 

˟ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˭˧˟ ˶ˣ˷˧˵ ˶˴ˣˮ ˣ˟˷ ˨˧˪ˢ˸ ˞ˣˢ ˭ˣ˶˩˧ˤ ˧ˣ˲˧ˬ-RAM    ˭˵˸ˢ .ˣˢ˷˪˩ ˢ˶ˬˣ˥ ˭˵˸ˢ ˪˷ ˭ˣ˶˩˧ˤ ˭˧˟˪

˪ ˭ˣ˶˩˧ˤ ˧ˣ˲˧ˬ ˣ˶ˣ˟˰ ˰˴ˣ˟˷ ˢ˶ˬˣ˥-RAM  ˞˶˵ˮMemory Mapped I/Oˢ ˶˷˞˩ , -I/O    ˪˷ ˶ˣ˴˧˵ ˫ˢ

Input/Output ˷  ˸ˣ˰ˬ˷ˬˢ ˢˬ . ˪  ˢˮˣˣ˩ˢ ?˸ˣˮˣ˶˩˧ˤ ˧ˮ˷ ˭˧˟ ˶ˣ˷˧˵ ˪  ˡ˥˞ ˭ˣ˶˩˧ˤ˟ ˧ˣˮ˧˷ ˪˩ ˣ˟˷ ˭ˣˮˠˮˬ ˸˶˧˴˧

  ˧ˮ˵˸ˢ˪ ˸ˣ˪˵˟ ˸ˣˮ˲˪ ˡ˟˰ˬ˪ ˸˶˷˲˞ˬ ˞˧ˢ˷ ˞˧ˢ ˣˤˢ ˢ˦˧˷˟ ˭ˣ˶˸˧ˢ .˶˥˞ ˭ˣ˶˩˧ˤ˟ ˧ˣˮ˧˷ˢ ˣ˸ˣ˞ ˸˞ ˶˴ˣ˧

  ˪˧˰˲ˢ˪ ˨˶ˣ˴ ˧˪˟ ,ˢ˶ˬˣ˥Interrupt ˪  ˢ˧ˮ˲˟ ˨˶ˣ˴ ˧˪˟ˣ (ˢ˶ˬˣ˥ ˸ˣ˵˧˯˲) ˫˧-Port ˬ ˧˷ˣ ˫˧  ˸ˣˡˣ˵˲˟ ˷ˣ

ˣ˧ˬ ˶˲˯ ˸ˣ˰˴ˬ˞˟ ˧˪˟ˬ˯˞ ˫˸ˡˬ˪ ˫˞ .˸ˣˡ˥  ˸˞ ˫˧˶˩ˣˤ ˫˸˞ˣ ˭˩˸˧˧ ,˶˟˧˧˯ ˨ˣˮ˧˥˪ ˤ˩˶ˬˢ ˪˷ ˡˣˬ˧˪ˢ

 ˧˪ˬ˟˯˞ˢ ˸ˣˡˣ˵˲IN   x -OUT .˫ˢˬˣ ˫˧˦˶ˣ˲ ˪˞ ˰ˡ˧ˬ ˥ˣ˪˷˪ˣ ˪˟˵˪ ˡ˟˰ˬ˪ ˸ˣ˶˷˲˞ˬ˷ , 

  ˭˵˸ˢ ˞ˣˢ ˧˲˧˴˲˯ ˢ˶ˬˣ˥ ˭˵˸ˢ ,˭ˣ˶˩˧ˤ ˧ˣ˲˧ˬ ˫ˢ˧˪˞ ˰˴˟˪ ˭˸˧ˮ˷ ˫˧ˮˣ˷ˢ ˢ˶ˬˣ˥ˢ ˧ˮ˵˸ˢ ˭˧˟ˬ  ˸˶˧ˬ˷˪

˩ ˫˧˴˟˵ ˪  ˰˴ˣ˟ˬ ˧ˣ˲˧ˬˢ ˫˞ .˥˧˷˵ˢ ˵˯˧ˡˢ ˭ˣˠ  ˞˶˵ˮ ˳˟ˣ˵ˢ ,ˢ˶ˬˣ˥ ˭˵˸ˢ ˪˷ ˶˸ˣ˧ ˧˪˪˩ˢ ˢ˶˵ˬ˪ ˞˪ˣ ˳˟ˣ˵

  ˦ˣ˷˲Memory Mapped File. 

 ˰ ˢ ˸˞ ˭˧˟ˢ˪ ˧ˡ˩˧ ˪  ˶˴˵ ˶˟˯ˢ ˷˧ˡ˵ˮ ,˭ˣ˶˵-Memory Mapped I/O ˪ ˨˧˷ˬˮ ˫˷ˬˣ -File Mapping . 

7.1  ˦˪˲/˦˪˵ ˭ˣ˶˩˧ˤ ˧ˣ˲˧ˬ- Memory Mapped I/O 

 ˷ ˣˬ˧˷ˢ  ˟-  Memory Mapped I/O  ˟˵˰ ,ˢ˵˧˲˶ˠ ˧˯˧˦˶˩˪ ˧˯˞˪˵  ,˫˧˷˶ˣˡ ˫ˢ˷ ˢ˟˶ˢ ˭ˣ˩ˡ˰ˢ ˸ˣ˶˧ˢˬ

 ˭ˣ˶˩˧ˤ ,ˡ˟˰ˬ ˢ˟ ˷˧˷ ˸˩˶˰ˬ ˥˵˧ˮ .˸˪˟ˣ˵ˬ ˸ˣ˶˷˲˞ ˞ˣˢ ˭ˣ˶˩˧ˤ ˧ˣ˲˧ˬ ,˟˷˥ˬ ˧˵˥˷ˬ˟ ˢˬˠˣˡ˪RAM  

  ˭ˣ˶˵˰ˢ ˸˞ ˷˧˥ˬˮ .˧˲˶ˠˢ ˯˧˦˶˩ˢ ˪˷ ˭ˣ˶˩˧ˤ˟ ˸ˣ˧ˢ˪ ˟˧˧˥ ˷ˬ˸˷ˬˢ ˨˯ˬ˪ ˠ˴ˣˬ˷ ˢˬ ˪˩ .˧˲˶ˠ ˯˧˦˶˩ˣ

˟ˢ ˡ˟˰ˬ ˸ˣ˰˴ˬ˞-8086 ˧˩ ˫ˠ ˱˵˸ ˭ˣ˶˵˰ˢ ˨˞ ,˧˶ˣ˦˯˧ˢˢ .˫ˣ 

ˢ ˡ˟˰ˬ˪-8086 ˪ ˢ˷˧ˠ ˢ˸˧ˢ-1MB  ˭ˣ˶˩˧ˤ ˪˷RAM ˧˲˶ˠ ˯˧˦˶˩ ˭˵˸ˣˬ ˢ˧ˢ ˡ˟˰ˬˢ ˡ˴˪ .VGA   ˪ˠˣ˯ˬ˷

 ˠ˧˴ˢ˪256   ˣ˪ˡˣˠ˷ ˨˯ˬ ˪˰ ˫˧˰˟˴200X320   ˪˷ ˭ˣ˶˩˧ˤˢ ˪˷ ˣ˪ˡˣˠ ˭˩˪ ,ˡ˥˞ ˸˧˟ ˷˶ˡ ˪˯˵˧˲ ˪˩ .˫˧˪˯˵˧˲

 s  ˯˧˦˶˩-VGA  ˢ˧ˢ64KB ˪˩ . ˧˲˶ˠˢ ˭ˣ˶˩˧ˤˢˢ ˭ˣ˶˩˧ˤ˟ ˫˧ˣ˯ˬ ˶ˣˤ˞ ˪˞ ˢ˲ˣˬ-RAM  ,  ˸˟ˣ˸˩˟ ˪˧˥˸ˢ˷

0xA0000  ˢ˧ˢ ˣ˪ˡˣˠˣ0x10000  ˶ˬˣ˪˩)64KB  .( 
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  ˸ˣˡˣ˵˲ ˰˴˟ˬ ˦ˣ˷˲ ˡ˟˰ˬˢ ,ˣ˞ˡ˧ˣˢ ˭ˣ˶˩˧ˤ˪ ˸ˣˮ˲˪ ˧ˡ˩ :˸ˣ˶˧ˢˬˢˣ ˸ˣ˦˷˲ˢ ˞ˣˢ ˭ˣ˶˩˧ˤˢ ˧ˣ˲˧ˬ ˪˷ ˭ˣ˶˸˧ˢ

 ˪  ˣ˪˴˞ ˢ˲ˣˬˬ˷ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˪˞ ˢ˵˸˰ˢ-RAM ˨˶ˣ˴ ˭˧˞ .˸ˣ˧˦˧˞ ˢ˶ˬˣ˥ ˸ˣ˵˧˯˲˟˭ˣ˶˯˧˥ˢ . -   ˪ˤˣˠ ˧ˣ˲˧ˬˢ

˭ˣ˶˩˧ˤˬ ˵˪˥  s-RAM    ˯˧˦˶˩ ˫˰ ˸˶ˣ˷˵˸ ˢˮ˧˞˷ ˢ˶˦ˬ ˪˩˪ ˷˧ˬ˷ ˧˸˪˟ ˸ˣ˧ˢ˪ ˨˲ˢ ˢ˷˰ˬ˪˷ ,ˡ˟˰ˬˢ ˪˷

 .ˣ˞ˡ˧ˣˢ 

7.2 ˳˟ˣ˵ ˧ˣ˲˧ˬ- Memory Mapped File 

 s  ˪˞ ,˳˟ˣ˵ˬ ˰˦˵ ˣ˞ ,˳˟ˣ˵ ˧ˣ˲˧ˬ ˪˷ ˢ˪ˣ˰˲˪-RAM   :˸ˣˮˣ˶˸˧ ˧ˮ˷ ˷˧ 

1.  ˟  ˫ˣ˵ˬ˟ ˭ˣ˩˯˧˥-RAM 

2.   ˸ˣ˶˷˲˞ ˭˧˟ ˭ˣ˶˩˧ˤ ˱ˣ˸˧˷˪Process ˫ ˧ˮˣ˷ ˫˧ 

˟ ˭ˣ˩˯˧˥˟ ˪˧˥˸ˮ-RAM ˨ ˶ˡˣˬ ˪˧ˠ˶˸ ˰˴˟ˮ ˟˦˧ˢ ˞˷ˣˮˢ ˸˞ ˭˧˟ˢ˪ ˧ˡ˩ˣ , . 

˪˧ˠ˶˸ 7.1 ˨˶ˡˣˬ ˪˧ˠ˶˸ ,˭ˣ˶˩˧ˤ˪ ˳˟ˣ˵ ˧ˣ˲˧ˬ ˞ ˟˪˷ 

 ˳˟ˣ˵ˢ ˸˞ ˣˡ˧˶ˣˢhttp://data.cyber.org.il/os/gibrish.bin  ˪  ˦˧ˡ˶˵) ˧ ˮ˟˞ ˪˧˧˞  ˪  ˡˣ˵ˢ ˪˰  ˣˢˤ .(˳˟ˣ˵ˢ ˸˶˧˴˧

  ˪˪ˣ˩ˢ ˦˯˵˦ ˳˟ˣ˵ ˢˬˠˣˡ˪ ,˫˧ˣˣ˸ ˪˷ ˧˞˶˵˞ ˱˴˶gH9rnA5Zzf" ˫˧ˣˣ˸ˢ ˸ˣˬ˩ ˸˞ ˸ˣˮˬ˪ ˫˩˧˪˰ .A  "

  .˳˟ˣ˵˟ ˫˧˰˧˲ˣˬˢ 

 s ˬ˧˷ˬˢ ˸˞ ˣ˰˴˟  ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˰˴ˬ˞˟WinAPI  ˞˪˪ ˨˞ ,MapViewOfFile   ˸˞ ˫˧˶˧˩ˬ ˫˩ˮ˧˞ ˫˞)

˟˯ˣ˧ˣ ˨˶ˡˣˬˢ ˪˧ˠ˶˸ˢˬ ˵˪˥ ˢˤ ,˶ˡ˯˟ ˪˩ˢ ,ˣˤˢ ˢ˧˴˵ˮˣ˲ˢ .(˨˷ˬˢ˟ ˶ 

 ˩ ˣ˸ ?˪˧ˠ˶˸ˢ ˸˞ ˰˴˟˪ ˡ˴˧˩ˢ˩˶ˡˢ ˧˪˟ ˶ˡ˸˯ˢ˪ ˫˧˪ˣ˩˧ ˫˸˞ ˫˞ .˫˧˞˟ˢ ˫˧˟˪˷˟ ˶ˤ˰ˢ˪ ˣ˪-    ˣˠ˪ˡ !˱˧ˡ˰

 .ˢ˩˶ˡˢˢ ˪˰ˬ 

1.  ˢ˧˴˵ˮˣ˲˟ ˣ˷ˬ˸˷ˢ ˳˟ˣ˵ˢ ˸˞ ˥ˣ˸˲˪ ˸ˮˬ ˪˰CreateFileAˢ .-A   ˞˧ˢ˷ ˭˧˧˴ˬ ˢ˧˴˵ˮˣ˲ˢ ˫ˣ˧˯˟

 ˧ˣˣ˸˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ASCII ˷ ˪ˡˣˠ˟ ˫˧˟˥˶ˣˬ ˫˧ˣˣ˸˟ ˞˪ˣ ,˸˧˟ ˪˷ ˪ˡˣˠ˟  ˫˧˥˧ˮˬ ˣˮ˥ˮ˞ .˫˧˸˟ ˧ˮ

ˢˣ ˳˟ˣ˵ˢ ˫˷˷ ˧ˣˣ˸ ˫˪ˣ˩ ˫ˢ ˟˧˸ˮASCII˟ ˷ˬ˸˷ˢ˪ ˣ˩˶˦˴˸ ˤ˞ ˢˬˠˣˡ˪ ˸˧˶˟˰˟ ˫˧ˣˣ˸ ˷˧ ˫˞ , -

CreateFileW . 

2.   ˰˴˟ˮ ,˭ˣ˶˩˧ˤ˟ ˸ˣ˴˵ˢ˪ ˨˶˦˴ˮ ˫ˣ˵ˬ ˢˬ˩ ˸˰ˡ˪ ˧ˡ˩GetFileSize. 

3.   ˰˴˟ˮ ˸˰˩malloc ˩ ˢ˴ˣ˥ˮˢ ˭ˣ˶˩˧ˤˢ ˸ˣˬ˩ ˪˷ ˪ ˣ˩˧ ˢˤ ˶˲˯ˬ˷ ˭˟ˣˬ˩ .˳˟ˣ˵ˢ ˪˩ ˸˞ ˶ˣˬ˷˪ ˧ˡ    ˸ˣ˧ˢ˪

˞ ˭˧˧ˮ˰ˢ ˵ˣ˧ˡ˟ ˢˤ ,ˡ˞ˬ ˪ˣˡˠ .˶˸ˣ˧ ˸˧ˮˣ˩˯˥ ˢ˶ˣ˴˟ ˰˴˟˪ ˨˷ˬˢ˟ˣ ˢ˲ ˠ˧˴ˢ˪ ˫˧˷˵˟ˬ ˣˮ˥ˮ˞ ˣ˸ˣ 

4.  ˰ˣ˴˧˟ ˞ˣˢ ˞˟ˢ ˡ˰˴ˢReadFile ˟ ˣˮ˶ˡˠˢ˷ ˶˲˞˟ˢ ˨ˣ˸˪-malloc . 

5. " ˫˧ˣˣ˸ˢ ˸ˣˬ˩ ˸˞ ˢˮˣˬˣ ˶˲˞˟ˢ ˪˰ ˸˶˟ˣ˰˷ ˢ˧˴˵ˮˣ˲ ˟ˣ˸˩˪ ˶˸ˣˮ ˸˰˩Aˮ˷ " .ˣ˟ ˫˧˞˴ˬ 

6.  ˰˴˟ˮ ,˸˧ˮ˩ˣ˸ˢ ˫ˣ˧˯˪free  ˣ˶˩˧ˤ˪ x  ˭-CloseHandle .˳˟ˣ˵˪ 

˧ˮ˩ˣ˸ˢ ˭˪ˢ˪ˢ ˸ˣˬ˩ ˸˶˧˲˯ ˪˷ ˵˪˥ˢ ˦˰ˬ˪ ,˸-"A :" 

http://data.cyber.org.il/os/gibrish.bin
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#include  "pch.h"  

#define  FILENAME "output_file.bin"  

 

int  main()  

{  

    HANDLE hFile;  

    CHAR file_name[] = FILENAME;  

    LPCSTR pFileName = file_name;  

 

    hFile = CreateFileA (  

        pFileName,              // file name  

        GENERIC_READ,           // access type  

        0,                      // other processes can't share  

        NULL,                    

        OPEN_EXISTING,          // open only if file exists  

        FILE_ATTRIBUTE_NORMAL, 

        NULL);  

 

    DWORD file_size = GetFileSize (hFile, NULL);  

    LPVOID pBuf;  

    LPSTR data;  

    pBuf = malloc(file_size + 1);  

    ReadFile (hFile, pBuf, file_size, NULL, NULL);  

    data = (LPSTR)pBuf;  

    Sleep ( 10000); // place the charact er count here, instead of  

                  // Sleep  

    free(pBuf);  

    CloseHandle (hFile);  

    return  0;  

}  

ˢ ˨ˣ˸ˬ ˸˧ˮ˩ˣ˸ˢ ˸˞ ˣ˴˧˶ˢ-command line  ˨ˣ˸ˬ ˞˪)visual studio ˣ˪˧˰˲ˢˣ (process explorer  ˭ˬˤ˟ .

 ˣ˶˥˟ˣ ˧ˮˬ˧ ˵˧˪˵ ˢ˧˪˰ ˣ˵˧˪˵ˢ ,ˢ˴˶ ˸˧ˮ˩ˣ˸ˢ˷properties . 
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 ˱˧˰˯ ˸˥˸Physical Memory- Working Set ˟ ˢ˴˵ˣˢ˷ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˸˞ ˞ˣ˴ˬ˪ ˶˷˲˞-RAM ˢ ˶ˣ˟˰ -

process   ˪˰ ˶˟˯ˢ˟ ˣ˶˩ˤ˧ˢ .ˣˮ˪˷Working Set ˶˲ˢˬ .˫ˡˣ˵ˢ ˵ 

 ˯˲ˣ˸˷ ˦˯˵˦ ˳˟ˣ˵˟ ˣˮ˷ˬ˸˷ˢ ˣˤ ˢˬˠˣˡ˟14,327,808   ˪ˡˣˠ ˪˷ ˸˵˧˧ˣˡˬ ˢ˪ˣ˲˩) ˵˯˧ˡˢ ˪˰ ˫˧˸˟Page -  

4096 ˫˧˸˟ -  ˴ ˰˟ ˸˞ˤ ˣ˵ˡ˧˟˪ ˭˰˦ ˣˮ˪˷ ˡˣ˵ˢ .(!˫˩ˬ-RAM  ˢ ˪˩ ˸˞  ˢ˲˯ˣˮ ˨˩˪ˣ ,ˢˤ ˶˥˞ ˢˤ˟ ˳˟ˣ˵˟ ˫˧ˣˣ˸

 ˪˷ ˸ˬ˧˧ˣ˯ˬ ˸ˣˬ˩RAM ˟ .ˢˬ˴˰˟ ˳ˣ˶˪ ˸ˮˬ ˪˰ ˢ˩˧˶˴ ˢ˸˧ˢ ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ˷  ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˞˧˷˟ ,˪˩ˢ ˨˯

˩ ˢ˪˴˧ˮ-KB16,576   ˪˷RAM ˸ˣˬ˩˪ ˫˧˷˶ˡˮ ˣˮ˧˧ˢ ,˶˸ˣ˧ ˪ˣˡˠ ˢ˧ˢ ˣˮ˪˷ ˳˟ˣ˵ˢ ˣ˪ .RAM   ˫˞ .˶˸ˣ˧ ˢ˪ˣˡˠ

ˣˮ˥ˮ˞  ˨ˣ˯˥˪ ˫˧˴ˣ˶RAM˸˴˵ ˳ˬ˞˸ˢ˪ ˨˶˦˴ˮ , . 

 ˪  ˥˧˷˵ˢ ˵˯˧ˡˢˬ ˳˟ˣ˵ˢ ˪˩ ˸˞ ˭ˣ˰˦˪ ˫ˣ˵ˬ˟ :˨˩ ˡ˟ˣ˰ ˸˷˶ˡˮˢ ˭ˣ˶˩˧ˤˢ ˸ˣˬ˩ ˸ˮ˦˵ˢ ˪˷ ˧˪˪˩ˢ ˭ˣ˧˰˶ˢ -

RAMˬˬˣ ,ˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˪˞ ˣˮ-Processˢ ˪˞ ˵˯˧ˡˢˬ ˶˥˞ ˰ˡ˧ˬ ˰˦˵ ˪˷ ˢˮ˧˰˦ ˫˰˲ ˪˩˟ ˰˴˟ˮ ,-RAM  .

ˢ ˧ˡ˧ ˪˰ ˷ˣˬ˧˷˟ ˢ˧ˢ˧ ˵˯˧ˡˢˬ ˰ˡ˧ˬˢ ˡˣ˰ ˪˩-Process ˟  ˣ˸ˣ˞ ˶ˣˬ˷ˮ ,-RAM ˞˪ ˶˷˞˩ .  ˰˦˵˪ ˶˸ˣ˧ ˵˵ˡˤˮ

˟ ˶ˣˤ˞ ˣ˸ˣ˞˟ ˷ˬ˸˷ˮˣ ˣ˸ˣ˞ ˵ˣ˶ˤˮ ˰ˡ˧ˬˢ-RAM    .˶˥˞ ˰ˡ˧ˬ ˰˦˵ ˸˟ˣ˦˪ 

  ˞˶˵ˮ˷ ˨˧˪ˢ˸˟ˢ ˭˧˟ ˶˷˵ ˫˧˶˴˧˧ˬ ˣˮ˥ˮ˞ "˧ˣ˲˧ˬ"-RAM ˷˵ˢ ˵˯˧ˡ˪ˡ˥˞˟ ˧ˣˮ˧˷ ˪˩˷ ˨˩ ,˥˧- 

 ˪˰ ˰˧˲˷ˬ.˸ˣ˷˶ˡˮˢ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˸ˣ˰˴˟ˬ˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˞ ˶ˣ˵˯ˮ  .˧ˮ˷ˢ 
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7.2.2  ˸˧˧˴˵ˮˣ˲CreateFileMapping 

˴˵ˮˣ˲ˢ ˞˧ˢ ˧ˣ˲˧ˬˢ ˸˞ ˸˶˴ˣ˧˷ ˢ˧CreateFileMapping ˪  ˳˟ˣ˵ˢ ˸˞ ˸ˮ˰ˣ˦ ˞˪ ˭˧˧ˡ˰ ˧ˣ˲˧ˬˢ ˸˶˧˴˧ .-RAM  ,

 ˞˧ˢ ˣˮ˪ ˢ˶˧ˤ˥ˬ ˵˶Handle    ˫˧˵˪˥ ˭ˣ˰˦˪ ˸ˮˬ ˪˰ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ ˣ˟ ,˳˟ˣ˵ ˪˰ ˰˧˟˴ˬ ˭˧˰ˬ ,"˧ˣ˲˧ˬ ˦˵˧˧˟ˣ˞"˪

 .˫ˢ˪ ˵˵ˡˤˮ ˶˷˞˩ ˳˟ˣ˵ˢˬ 

 

 l ˢˬ ˳˟ˣ˵ ˧ˣ˲˧ˬˢ ˪˞ ˥˧˷˵ˢ ˵˯˧-RAM  , 

˟ ˷ˣˬ˧˷-CreateFileMapping ˢ ˪˞ ˥˧˷˵ˢ ˵˯˧ˡˢ ˭˧˟ ˧ˣ˲˧ˬ ˦˵˧˧˟ˣ˞ ˸˶˴ˣ˧-RAM 

7.2.3  ˸˧˧˴˵ˮˣ˲MapViewOfFile 

 s  ˶˷˞˩-Process  ˰˴˟˧ ˞ˣˢ ˳˟ˣ˵˟ ˷ˬ˸˷ˢ˪ ˨˧˶˴MapViewOfFile   .ˣ˟ ˷ˬ˸˷ˢ˪ ˣˮˣ˴˶˟˷ ˳˟ˣ˵ˢˬ ˵˪˥˪

ˢ ˪˞ ˳˟ˣ˵ˢˬ ˵˪˥ ˭˰˦˧˧ ˢˤ ˟˪˷˟ ˵˶-RAM ˸ ˮˣˬ˸˪ ˢ˷˥ˬˢ ˭˪ˢ˪ .   ˰ˣ˴˧˟ ˶˥˞˪ ˭ˣ˶˩˧ˤˢMapViewOfFile : 

 

 

ˢ ˸ˮˣˬ˸  ˰ˣ˴˧˟ ˧˶˥˞ ˭ˣ˶˩˧ˤMapViewOfFile   ˟ ˣˢ˴˟ ˰ˣ˟˴˷ ˳˟ˣ˵ˢ ˵˪˥˪ 

  ˢ˧˪˞ ˯˥˧˧˸ˢ˪ ˨˧˶˴˷ ˢˮ˧ˡ˰ ˢˡˣ˵ˮ ˧ˢˣˤ ?˶˥˟ˮ˷ ˪ˡˣˠ ˪˩˟ ˭ˣ˶˩˧ˤ ˰˦˵ ˪˷ ˧ˣ˲˧ˬ ˰˴˟˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˫˞ˢ

˸˧ˮˣ˶˵˰ .˸ˡ˟ˣ˰ ˸˧ˮ˩ˣ˸ ˸ˮ˩˸˪ ˪˩ˣˮ˷ ˧ˮ˲˪ -   ˰˴˟˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˭˩MapViewOfFile    ,˳˟ˣ˵ˢ ˪˷ ˵˪˥ ˪˩˪

ˢ˟  ˣ˪ˡˣˠ˷ ˢ˥ˮ  ˭˩ ˧ˮ˲˪ ˣ˪ ˣˮ˧˷˰˷ ˵˪˥ˢ ˪ˡˣˠ ˪˰ ˢ˪ˣ˰ ˞˪CreateFileMapping  ˸ˣ˷˰˪ ˢ˴˶ˮ ˫˞ ,˸˞ˤ ˫˰ .

MapViewOfFile    ˪˧˥˸ˢ˪ ˨˧˶˴ ˭ˣ˶˩˧ˤ˟ ˶ˣˤ˞ˢ˷ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˳ˣ˪˧˞˟ ˪˵˸˧ˮ ,˳˟ˣ˵ˢ ˪˷ ˞˟ˢ ˵˪˥˪

 ˪ ˥˸ˬ˷ ˸˟ˣ˸˩ ,˟˷˥ˬˢ ˸ˮ˧˥˟ˬ ."ˢ˪ˣˠ˰" ˸˟ˣ˸˩˟ ˪˷ ˸ˣ˵ˤ˥˟ ˢ˲˧ ˸˵2 ˪ˣˠ˰" ˸˟ˣ˸˩ ˞˧ˢ  ˣˬ˩ ,"ˢ

˟ˬ˷ ˪˷ ˸ˣ˵ˤ˥˟ ˢ˲˧ ˵˪˥˸ˬ˷ ˶˲˯ˬ ˫ˡ˞ˢ ˧ˮ˟ ˣˮ˸ˮ˧˥10  ˪˪˩ ˨˶ˡ˟ ˞ˣˢ ˢˤ ˳ˣ˪˧˞ .˪ˣˠ˰ ˶˲˯ˬ ˞ˣˢ65536  

) ˫˧˸˟2   ˸˵ˤ˥˟16  .( 
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 ˵˪˥˪ ˧ˣ˲˧ˬ ˫˧˰˴˟ˬ ˣˮ˥ˮ˞ ,ˢ˞˟ˢ ˢˬˠˣˡ˟ :˭˧˧ˮ˰ˢ ˸˞ ˷˧˥ˬˮ1    ˵˪˥˪ ˭˩ˬ ˶˥˞˪ˣ2  ˧˶˥˞ ˡ˧ˬ ˳˟ˣ˵˟ ˞˴ˬˮ˷ ,

 ˵˪˥м ˩  . ˵˪˥˪ ˧ˣ˲˧ˬ ˰˴˟˪ ˪˩ˣˮ˷ ˧ˡ2  ˧ˢ˪ ˧˪˟  ˨˩˪ ˠˣ˞ˡ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˢ˞˧ˠ˷˟ ˪˵˸

 ˪˷ ˧ˣ˲˧ˬˢ˷2  ˟  ˸˵˪˥˸ˬ˷ "ˢ˪ˣˠ˰" ˸˟ˣ˸˩˟ ˪˧˥˸˧-65536  . 

 

 ˶˲˯ˬ ˵˪˥ ˧ˣ˲˧ˬ1 s ˴˶ˮ˷ ˪ˡˣˠ ˪˩˟ ˸ˣ˧ˢ˪ ˪ˣ˩˧ , 

 ˶˲˯ˬ ˵˪˥ ˪˷ ˪ˡˣˠˢ˷ ˡ˞ˬ ˧ˣ˴˶ ,˸ˣ˪˵˟ ˧ˣ˲˧ˬˢ ˸˞ ˰˴˟˪ ˪˩ˣˮ˷ ˧ˡ˩ ,˶ˬˣ˪˩1  ˣ x ˠˢ  ˫˧˵˪˥ˢ ˪˩ ˪˷ ˪ˡ

 ˣ˧ˢ˧ ˫˧˲ˬˬ ˣˮ˥ˮ˞˷ ˪˷ ˸ˣˬ˪˷ ˸ˣ˪ˣ˲˩65536  . 

 

 ˶˲˯ˬ ˵˪˥ ˧ˣ˲˧ˬ2  ˶˲˯ˬ ˵˪˥˷ ˧˞ˡ˩ ˭˩˪ ,"ˢ˪ˣˠ˰" ˸˟ˣ˸˩˟ ˪˧˥˸ˢ˪ ˟˧˧˥1 ˪ˣˠ˰" ˪ˡˣˠ˟ ˢ˧ˢ˧ " 

 ˩  ˰ˣˡ˧ ˢˤ ˶˲˯ˬ-  "Alignment Granularity "  :˞˟ˢ ˡˣ˵ˢ ˸ˣ˰˴ˬ˞˟ ˣ˸ˣ˞ ˞ˣ˴ˬ˪ ˭˸˧ˮˣ 

// get system memory alignment granul arity (usually 65536)  

SYSTEM_INFO sys_info;  

GetSystemInfo (&sys_info);  

int  mem_buffer_size = sys_info.dwAllocationGranularity;  

7.2.4  ˸˧˧˴˵ˮˣ˲UnmapViewOfFile 

 ˷ˣˬ˧˷ ˣˮ˧˷˰ ˞˪˷ ˭ˣˣ˧˩ˬ ˸˞ˤ .˭ˣ˶˩˧ˤ˟ ˨ˣ˯˥˪ ˣˮ˪ ˣ˰˧˧˯ ˞˪ ˢ˩ ˡ˰ ˣˮ˧˞˶˷ ˧ˣ˲˧ˬˢ ˸ˣ˪ˣ˰˲  ˶˷˲˞ .˭ˣ˶˩˧ˤ˟ ˶ˤˣ˥

˴ˮ˪˰˪ ˫˧ˬ˧˧˯ˬ ˣˮ˥ˮ˞ ˶˷˞˩˷ ˢˡ˟ˣ˰ˢ ˸˞ ˪  ˫˧˧˯ˮ˷ ˶˥˞˪ :˶˸ˣ˧ ˣ˸ˣ˞ ˫˧˩˧˶˴ ˞˪ ˣˮ˥ˮ˞ ˳˟ˣ˵ˢˬ ˰˦˵ ˪˰ ˶ˣ˟

  ˫ˣ˵ˬ ˣ˸ˣ˞˪ ˵ˣ˧ˡ˟ ˞˟ˢ ˰˦˵ˢ ˸˞ ˭˰˦ˮ ˤ˞ˣ ˭ˣ˶˩˧ˤˢˬ ˣ˪˷ ˧ˣ˲˧ˬˢ ˸˞ ˶˧˯ˢ˪ ˪˩ˣˮ ,ˣˮ˧˲˧ˬ˷ ˰˦˵ˢ ˪˰ ˡˣ˟˰˪

 s ˧ ˣ˟ ˷ˬ˸˷ˮ˷ ˭ˣ˶˩˧ˤˢ ˪˷ ˪ˡˣˠˢ ,ˣˤ ˢ˶ˣ˴˟ .˭ˣ˶˩˧ˤ˟˪ˡˣˠ˪ ˢˬˣˡˣ ˰ˣ˟˵ ˧ˡ ˢ˧  .˭ˣ˶˩˧ˤˢ ˪˞ ˣˮ˧˲˧ˬ˷ ˰˦˵ˢ ˪˷ ˣ

 ˞  ˫ˠ  ˰˦˵ˢ ˸˞ ˫˧ˬ˰˲ ˶˸ˣ˧ ˱˧˪˥ˢ˪ ˵˶ ,˭ˣ˶˩˧ˤˢ ˸ˣˬ˩ ˸˞ ˪˧ˡˠˢ˪ ˨˶˦˴ˮ ˞˪ ,˪ˣˡˠ ˡ˞ˬ ˣˮ˪˷ ˳˟ˣ˵ˢ ˫

 .˭ˣ˶˩˧ˤ˪ ˢ˲ˣˬˬˢ 
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 ˢ˧˴˵ˮˣ˲ˢUnmapViewOfFile ˪ ˢ˩ˣ˲ˢˢ ˢ˪ˣ˰˲ˢ ˸˞ ˸˰˴˟ˬ -MapViewOfFile  ˧ˣ˲˧ˬˢ ˸˞ ˸˪˦˟ˬ ˞˧ˢ :

ˢ ˭˧˟-RAM  ˭ ˧˟˪   ˣ˪ ˣˮ˰˴˧˟˷ ˳˟ˣ˵ˢ ˰˦˵˪˦˟ˬ ˢˮ˧˞ ˢ˧˴˵ˮˣ˲ˢ˷ ˟˪ ˣˬ˧˷ .˧ˣ˲˧ˬ  ˧ˣ˲˧ˬˢ ˦˵˧˧˟ˣ˞ ˸˞ ˸

 .˫˧˲˯ˣˮ ˫˧˧ˣ˲˧ˬ˪ ˣ˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ˣ ˫˧˧˵ ˭˧˧ˡ˰ ˦˵˧˧˟ˣ˞ˢ .ˣˮ˶˴˧˷ 

 ˟  ˳˟ˣ˵ˢ ˰˦˵˪ ˣ˰˴ˣ˟˷ ˫˧˧ˣˮ˧˷ˢ ˪˩ ,˳˟ˣ˵ˢ ˰˦˵ ˪˷ ˧ˣ˲˧ˬˢ ˪ˣ˦˧˟ ˨˧˪ˢ˸ˬ ˵˪˥˩-RAM   ˨ˣ˸˪ ˢ˶ˤ˥ ˫˧˶ˬ˷ˮ

  .˥˧˷˵ˢ ˵˯˧ˡ˟ ˳˟ˣ˵ˢ 

 

  ˰ˣ˴˧˟ ˧ˮ˲˪ ˭ˣ˶˩˧ˤˢ ˸ˬ˩˯UnmapViewOfFile ˰˦˵ ˭ˬ˯ˬ ˫ˣˡ˞ˢ ˰˦˵ˢ . ˭ ˣ˶˩˧ˤ˟ ˢˮ˸˷ˢ˷ ˳˟ˣ˵ 

 

 

 ˰ˣ˴˧˟ ˶˥˞˪ ˭ˣ˶˩˧ˤˢ ˸ˬ˩˯UnmapViewOfFile ˵ ˯˧ˡ˟ ˶ˬ˷ˮ ˧ˣˮ˧˷ˢ . 

7.2.5  ˸˧˧˴˵ˮˣ˲CloseHandle 

 ˢ˧˴˵ˮˣ˲ˢCloseHandle  ˢ˧˴˵ˮˣ˲˪ ˢ˩ˣ˲ˢˢ ˢ˧˴˵ˮˣ˲ˢ ˞˧ˢCreateFileMapping˷ ˫˷˩ . -

CreateFileMapping  ˵ ˮˣ˲ˢ ,˧ˣ˲˧ˬ ˦˵˧˧˟ˣ˞ ˸˶˴ˣ˧ ˢ˧˴CloseHandle  .˦˵˧˧˟ˣ˞ˢ ˸˞ ˸˶ˠˣ˯   ˣˤ ˢ˧˴˵ˮˣ˲

 .˵˯˧ˡ˟ ˣˮ˥˸˲˷ ˳˟ˣ˵ˢ ˸˶˧ˠ˯˪ ˫ˠ ˭˟ˣˬ˩ ˷ˬ˷˪ ˢ˪ˣ˩˧ 

˪˧ˠ˶˸ 7.2  ˨˶ˡˣˬ ˪˧ˠ˶˸,˭ˣ˶˩˧ˤ˪ ˳˟ˣ˵ ˧ˣ˲˧ˬ ˟ ˟˪˷ 

 ˢ .˫ˡˣ˵ˢ ˪˧ˠ˶˸ˢ ˪˰ ˣ˶ˤ˧˥" ˫˧ˣˣ˸ˢ ˸ˣˬ˩ ˸˞ ˸ˣˮˬ˪ ˫˩˧˪˰ ˫˰˲A ˳˟ˣ˵˟ "gibrish.bin  ˷ˣˬ˧˷ ˨ˣ˸ ˨˞ ,

 ˭ˣ˶˩˧ˤ˟ ˧˪ˬ˧ˮ˧ˬRAM  . 

  ˫˩˧ˡ˧˟ ˷˧ x ˸˲˪ ˧ˡ˩ ˢ˴ˣ˥ˮ˷ ˸˧˦˶ˣ˞˧˸ˢ ˢˮ˟ˢˢ ˸˞  ˸ˣ˧˴˵ˮˣ˲˪ ˣ˵˵ˡˤ˸ .˪˧ˠ˶˸ˢ ˸˞ ˶CreateFile, 

CreateFileMapping, MapViewOfFile, UnmapViewOfFile, CloseHandle  ˨˧˶ˡ˧ ˱˧˰˯ˢ ˨˷ˬˢ .
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  ˶˸˞˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˡˣ˰˸ˢ ˸˞ ˣ˞˶˧˵ !ˣ˧ˡ˰˪˟ ˶ˡ˸˯ˢ˪ ˣ˯ˮ ˨˞ ,ˣˬ˴˰ ˡˣ˵ˢ ˸˟˧˸˩˟ ˡ˰˴ ˡ˰ ˫˩˸ˣ˞

MSDNˤ˰˧ ˞ˣˢ , .ˢ˶ˤ˰ ˧˪˟ ˫ˠ ˢˬ˧˷ˬˢ ˸˞ ˰˴˟˪ ˫˩˪ ˶ˣ 

 ˰˴˟˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˭ˣ˷˞˶ˢ ˟˪˷˟CreateFile   ˣˢ˷ˬ ˸ˣˮ˷˪ ˨˶ˣ˴ ˣˮ˪ ˭˧˞ .˦˯˵˦ˢ ˳˟ˣ˵ ˸˞ ˥ˣ˸˲˪ ˸ˮˬ ˪˰

 ˭ ˩˪ ,˳˟ˣ˵˟  ˷  ˫˧ˮ˧˧ˮˣ˰ˬ ˞˪ ˫ˠ ˣˮ˥ˮ˞ .ˡ˟˪˟ ˢ˞˧˶˵˪ ˣ˸ˣ˞ ˥˸˲ˮ-Process  ˳˟ˣ˵˪ ˫˧˲˸ˣ˷ ˣ˧ˢ˧ ˫˧˶˥˞ ˫˧

 ˣˮ˪˷ ˢˬ˧˷ˬ˪ ˭ˣ˩ˮ˷ ˢˬ˷ ˟˪ ˣˬ˧˷ .ˣˮ˪˷ .˨˷ˬˢ˟ ˫ˠ ˭ˣ˩ˮ ˢ˧ˢ˧ ˥˶˩ˢ˟ ˞˪ ˰ˠ˶˩ 

  ˪˩ ˸˞ ˞˶˵˸˷ ˢ˞˪ˣ˪ ˰˴˟˪ ˢ˴˶ˮ ˶˷˞˩ ˣˮ˸ˣ˞ ˷ˬ˷˧˷ ˭ˣ˸ˮ ,˳˟ˣ˵ˢ ˪ˡˣˠ ˸˞ ˫ˠ ˵ˣˡ˟ˮ ˸˞ˤ ˸ˣˮˬˡˤˢ˟

 ˪ ˣ˲˩˟ ˳˟ˣ˵˟ ˰ˡ˧ˬˢ s  ˪˷ ˸ˣ-System Granularity . 

hFile = CreateFileA (  

    pFileName,              // file name  

    GENERIC_READ,           // access type  

    0,                      // other processes can't share  

    NULL,                   // security  

    OPEN_EXISTING,          // open only if file exists  

    FILE_ATTRIBUTE_NORMAL, 

    NULL);  

 

DWORD file_size = GetFileSize (hFile, NULL);  

˷˟ ˟  ˷ˬ˸˷ˮ ˧ˮ˷ˢ ˟˪-handle  l ˩ ˳˟ˣ˵ˢ ˪˞ .˭ˣ˶˩˧ˤ˪ ˣ˪˷ ˧ˣ˲˧ˬ ˶ˣ˴˧˪ ˧ 

hMapFile = CreateFileMappingA (  

    hFile,                   // file handle  

    NULL,                    // default security  

    PAGE_READONLY,           // read access  

    0,                       // maximum object size (high - ord er  

     // DWORD) 

    0,                       // maximum object size (low - order  

     // DWORD) 

                             // 0 means map the whole file  

    "myFile" );               // name of mapping object, for futur e  

     // sharing  
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 ˧˟ˠ˪ ˸ˣ˶˰ˢ ˢˬ˩ :˫˧˶˦ˬ˶˲ˢ 

1. ˩˧ ˢ˷˧ˠˢ ˸˞˷˶ˢ ˪˷ ˢ˞˷˶ˢˢˬ ˢˮ˦˵ ˣ˞ ˢˣˣ˷ ˸ˣ˧ˢ˪ ˢ˪ˣCreateFile  ˣˮ˥˸˲ ˫˞ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .

 .ˢ˟˧˸˩ ˸˞˷˶ˢ ˪˪ˣ˩˷ ˧ˣ˲˧ˬ ˰˴˟˪ ˪˩ˣˮ ˞˪ ,ˡ˟˪˟ ˢ˞˧˶˵˪ ˳˟ˣ˵ˢ ˸˞ 

2. ˧˪ˬ˧˯˵ˬ ˳˟ˣ˵ ˪ˡˣˠ -  ˶˦ˬ˶˲ˢ0  ˳ ˟ˣ˵ˢ ˪˩ ˸˞ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˣ˸ˣ˰ˬ˷ˬ 

3. ˧ˬ˪ ˣˮ˸ˮ ˫˷ ˧ˣ˲ ï  ñmyFile˞˪ ˣˮ˥ˮ˞˷ ˭ˣˣ˧˩ .ò  ˫˰ ˳˟ˣ˵ˢ ˸˞ ˫˧˲˸˷ˬProcess  ˧ˡ ˢˤ ˫˧˶˥˞ ˫˧

 ˧ ˷ˣˬ˧˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤ ˸ˣ˶˥˞ ˸ˣ˧ˮ˩ˣ˸˟ ˪˟˞ ,˶˸ˣ˧ˬ 

 ˪ˡˣˠ˟ ˫˧˵˪˥˪ ˣˮ˪˷ ˳˟ˣ˵ˢ ˸˞ ˵˪˥ˮ ,˧˷˧˪˷ˢ ˟˪˷˟65536   ˢ˞˪ˣ˪ˢ .ˢ˞˪ˣ˪˟ ˳˟ˣ˵ˢ ˪˰ ˶ˣ˟˰ˮˣ ˫˧˸˟

ˮ ˡ˥˞ ˵˪˥ ˡˣ˰ ˥˵˧ˮ ˫˞˷ ˧˞ˮ˸ ˫˧˧˵˸ˬ ˶˷˞˩ ˫˧˧˸˯˸ ˪ˡˣˠ ˸˞ ˶ˣ˟˰˟ˮ ˢ˞˪ˣ˪ˢ ˨ˣ˸˟ .˳˟ˣ˵ˢ  ˸˞ ˰˴

 :˸ˣ˞˟ˢ ˸ˣ˪ˣ˰˲ˢ 

1. MapViewOfFile   ˣ˪ˡˣˠ˷ ˵˪˥˪65536   ˫ ˧˸˟ 

2. " ˣ˸ˢ ˰˧˲ˣˬ˷ ˫˧ˬ˰˲ˢ ˸ˣˬ˩ ˸˶˧˲˯A ˵ ˪˥˟ " 

3. UnmapViewOfFile ˢˬ ˶˧˯ˢ˪ ˧ˡ˩-RAM  ˭ ˣ˶˩˧ˤ˟ ˶˸ˣ˧ ˫˧˧ˮˣ˩˯˥ ˸ˣ˧ˢ˪ ˨˩ˣ ˣˮ˧˲˧ˬ˷ ˭ˣ˶˩˧ˤˢ ˸˞ 

while  (file_location <= (file_size -  mem_buffer_size)) {  

    pBuf = (LPSTR) MapViewOfFile (  

        hMapFile,               // handle to map object  

        FILE_MAP_READ,          // read/write permission  

        0,                      // start point (upper word)  

        file_location,          // start point (lower word)  

        mem_buffer_size);       // how many bytes to read  

    count = CountChar(pBuf, mem_buffer_size, letter);  

    printf( "%d\ n" , count);  

    buffer_number++;  

    file_location = mem_buffer_size * buffer_number;  

    UnmapViewOfFil e(pBuf);  

    Sleep ( 100);  

}  

ˢ ˱ˣ˯˟ ˣˮ˰˟˵ ˢ˞˪ˣ˪Sleep    ˞˪ ˞˧ˢ˷ ˨˩ ˵˧˲˯ˬ ˸˧ˮ˩ˣ˸ˢ ˪˷ ˢ˴˧˶ˢ ˸˞ ˦˞ˢ˪ ˧ˡ˩ ,ˢ˧ˮ˷ ˸˧˶˧˷˰ ˪˷

 .˸˷˶ˣˡ ˞˧ˢ˷ ˭ˣ˶˩˧ˤˢ ˸ˣˬ˩ ˸˞ ˵ˣˡ˟˪ ˭ˬˤ ˣˮ˪ ˢ˧ˢ˧˷ ˧ˮ˲˪ ˫˧˧˸˯˸ 

˟ ˵˪˥˸ˬ ˥˶˩ˢ˟ ˞˪ ˣˮ˪˷ ˳˟ˣ˵ˢ˷ ˟˪ ˣˬ˧˷-65536  ˬ  ˡˣ˰ ˱˧˯ˣˢ˪ ˨˧˶˴ ˢ˞˪ˣ˪ˢ ˶˥˞˪ ˭˩˪ ,˫˧˸˟  ˧ˣ˲˧

" ˣ˸ˢ ˸ˣˬ˩ ˸˵˧ˡ˟ˣA ˸ ˧˶˞˷˪ ˫ˠ "  .ˢ˶˸ˣˮ˷ 
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 ˥ ˞ˢ ˟˪˷˟ ˢˤ ˰˴˟˪ ˣˮ˪ ˶˸ˣˮ˷ ˢˬ ˪˩ ,˭ˣ˶UnmapViewOfFile  ˣ ,˸˧˶˞˷˪-CloseHandle   ˦˵˧˧˟ˣ˞˪ˣ ˳˟ˣ˵˪

 .˧ˣ˲˧ˬˢ 

 !ˣ˧ˡ˰˪˟ ˶ˡ˸˯ˢ˪ ˣ˯ˮ .ˡˣ˵ˢ ˪˪˩ ˭˪ˢ˪ 

#include  "pch.h"  

#define  FILENAME "c: \ \ os\ \ gibrish.bin"  

#define  SEARCH_LETTER "A"  

 

int  CountChar(PCHAR pBuf, int  buff_size, LPCSTR letter);  

 

int  main()  

{  

    // get system memory allignement granularity (usually 65536)  

    SYSTEM_INFO sys_info;  

    GetSystemInfo (&sys_info);  

    int  mem_buffer_size = sys_info.dwAllocationGranularity;  

 

    printf( "%d\ n" , mem_buffer_size );  

 

    // open an existing file for reading  

    HANDLE hFile;  

    LPCSTR pFileName = FILENAME; 

 

    hFile = CreateFileA (  

        pFileName,              // file name  

        GENERIC_READ,           // access type  

        0,                      // other p rocesses can't share  

        NULL,                   // security  

        OPEN_EXISTING,          // open only if file exists  

        FILE_ATTRIBUTE_NORMAL, 

        NULL);  
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    DWORD file_size = GetFileSize (hFile, NULL);  

 

    // create file mapping object  

    HANDLE hMapFile; 

 

    hMapFile = CreateFileMappingA (  

        hFile,               // file handle  

        NULL,                // default security  

        PAGE_READONLY,       // read access  

        0,                   / / maximum object size (high - order  

                             // DWORD) 

        0,                   // maximum object size (low - order 

DWORD) 

                             // 0 means map the whole file  

        "myFile" );           // name of mapping objec t, in case we  

                             // want to share it  

 

    // read the file, one page at a time  

    int  buffer_number = 0, count;  

    i nt  file_location = buffer_number * mem_buffer_size;  

    LPSTR pBuf;  

    LPCSTR letter = SEARCH_LETTER; 

 

    whil e (file_location <= (file_size -  mem_buffer_size)) {  

        pBuf = (LPSTR) MapViewOfFile (  

            hMapFile,               // handle to map object  

            FILE_MAP_READ,          // read/write permission  

            0,                      // start point (upper word)  

            fil e_location,          // start point (lower word)  

            mem_buffer_size);       // how many bytes to read  

        count = CountChar(pBuf, mem_buffer_size, letter);  
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        printf( "%d\ n" , count);  

        buffer_number+ +;  

        file_location = mem_buf fer_size * buffer_number;  

        UnmapViewOfFile (pBuf);  

        Sleep ( 100);  

    }  

     

    int  reminder = file_size -  file_location;  

    pBuf = (LPSTR) MapViewOfFile (  

        hMapFile,               // handle to map object  

        FILE_MAP_READ,          / / read/write permission  

        0,                      // start point (upper word)  

        file_location,          // start point (lower word)  

        reminder);              // how many bytes to read  

    count = CountChar (pBuf, reminder, letter);  

    pri ntf( "%d\ n" , count);  

    UnmapViewOfFile (pBuf);  

 

    CloseHandle (hMapFile);  

    CloseHandle (hFile);  

    return  0;  

}  

 

int  CountChar(PCHAR pBuf, int  buff_size, LPCSTR letter) {  

    static  int  count = 0;  

    for  ( int  i = 0; i < buff_size; i++) {  

        if  (pBuf[i] == *letter) count+ +;  

    }  

    return  count;  

}  
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7.2.6  ˨ ˶ˡˣˬ ˪˧ˠ˶˸ ˫ˣ˩˧˯ 

˟ ˟ˣ˷ ˷ˬ˸˷ˮ-Process Explorer   ˪˧˰˧ˢ ˡˣ˵ˢ ˫˰ ˫˰˲ˢ ,˸˷˶ˡˮˢ ˭ˣ˶˩˧ˤˢ ˸ˣˬ˩ ˸˵˧ˡ˟ ˪˰ ˶ˣˤ˥˪ ˧ˡ˩

 ˪˷ ˭ˣ˩˯˧˥ ˢˬ˩ ˣ˞˶ .ˣˮ˪˷Physical Memory  ˫ ˡˣ˵ˢ ˡˣ˵˪ ˸˧˯˥˧ ˣˮˠ˷ˢ s  ,-Working Set   ˵˶ ˞ˣˢ

2624KB ˩ ˪˷ ˪ˣˡˠ ˡ˞ˬ ˞˪ ˳˟ˣ˵ ˶ˣ˟˰ ˢˤˣ-10   ,ˢˠ˧'ˠ ˶˲˯ˬ ˪˷ ˳˟ˣ˵ ˪˰ ˢ˪ˣ˰˲ˢ ˸˞ ˫˧˰˴˟ˬ ˣˮ˧˧ˢ ˣ˪ .ˢˠˬ

 .˶˸ˣ˧ ˢ˟˶ˢ ˡˣ˰ ˶˩˧ˮ ˢ˧ˢ ˪ˡ˟ˢˢ 

 

7.3  ˱˸ˣ˷ˬ ˭ˣ˶˩˧ˤ- Shared Memory 

ˣ˞ ,˭ˣ˶˩˧ˤ ˱ˣ˸˧˷ ˪˷ ˟˴ˬ˟ .˭ˣ˶˩˧ˤ ˱ˣ˸˧˷˪ ˸ˣ˪˵˟ ˨ˣ˲ˢ˪ ˪ˣ˩˧ ˭ˣ˶˩˧ˤ ˧ˣ˲˧ˬ˟ ˶ˣˤ˞ ˣ˸-RAM ˬ  ˨ˣ˸˪ ˢ˲ˣˬ

ˢ ˭ˣ˶˩˧ˤˢ ˧ˮ˷ ˪˷ ˧˪˞ˣ˦˶˧ˣProcess  .˫˧ 
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˟ ˭ˣ˶˩˧ˤ ˧˰˦˵ ˧ˮ˷ ,˭ˣ˶˩˧ˤˢ ˱ˣ˸˧˷ ˸˞ ˷˧˥ˬˬ ˞˟ˢ ˶ˣ˧˞ˢ -RAM  ˧ˮ˷ ˪˞ ˫˧˲ˣˬˬProcess  ,ˢˤ ˟˴ˬ˟ .˫˧

ˢ ˧ˮ˷ ˪˷ ˸ˣˮˣ˶˩˧ˤˢ-Process ˟  ˭ˣ˶˩˧ˤ ˧˰˦˵ ˫˸ˣ˞˟ ˫ˢ˧ˮ˧˟ ˫˧˶ˣ˷˵ ˫˧-RAMˢˬ ˡ˥˞ ˫˞ .-Process  ˫˧

  ˭ˣ˶˩˧ˤˢ ˸˞ ˢˮ˷˧ ˫ ˧˲˸ˣ˷ˬˢ ˫˧˰˦˵˟ˢ ,-Process ˶˧ ˧ˮ˷ˢ .˧ˣˮ˧˷ˢ ˸˞ ˢ˞ 

 

 ˠ˧˷ˢ˪ ˧ˡ˩Shared Memory :˫˧˞˟ˢ ˫˧˟˪˷ˢ ˧˲˪ ˪ˣ˰˲˪ ˷˧ , 

Process 1 : 

1.  ˳ ˟ˣ˵ ˥˸ˣ˲- CreataFile 

2.   ˭ˣ˶˩˧ˤ˪ ˳˟ˣ˵ˢ ˭˧˟ ˧ˣ˲˧ˬ ˶˴ˣ˧ï CreateFileMapping  ˶ˣˤ˞˪ ˫˷ ˭˸ˣˮ ,˧ˣ˲˧ˬˢ ˨˧˪ˢ˸ˬ ˵˪˥˩ .

˧˴˵ˮˣ˲˟ ˭ˣ˶˥˞ˢ ˶˦ˬ˶˲˟ ˣ˶˩ˤ˧ˢ .˭ˣ˶˩˧ˤ˟ ˢCreateFileMapping ˡˣ˵ˢ ˸ˬˠˣˡ˟˷ , ñ ˞˶˵ˮMyFile ò 

3.   ˳˟ˣ˵ˢˬ ˵˪˥ ˶ˣ˟˰ ˧ˣ˲˧ˬ˟ ˷ˬ˸˷ˬ-  MapViewOfFile 

Process 2 : 

1.  ˢ˲ˣˬˬˢ ˶ˣˤ˞˪ ˢ˷˧ˠ ˥˵ˣ˪ ï  OpenFileMapping x ˤ˞ˢ ˫˷ ˸˞ ˶˧˩ˢ˪ ˨˧˶˴ ,ˢ˷˧ˠ ˠ˧˷ˢ˪ ˧ˡ˩ .  ˶

ˢˬˠˣˡ˟) -  ñMyFile (ò 

2.  ˳˟ˣ˵ˢˬ ˵˪˥ ˶ˣ˟˰ ˧ˣ˲˧ˬ˟ ˷ˬ˸˷ˬ ï  MapViewOfFile 

 ˢ˞˧˶˵˪ ˪˷ ˢ˩˶ˡˢ ˨ˣ˸ˬ ,˸˲˯ˣˮˣ˯ˣ˶˵˧ˬ ˦ ˲ : 

https://docs.microsoft.com/en-us/previous-

versions/ms810613(v=msdn.10)?redirectedfrom=MSDN 

7.3.1 ˪ ˸ˣ˞ˬˠˣˡ-Shared Memory 

˯ˮ˧ˤ ˱ˣ˸˧˷˪ ˸ˣ˧˯˞˪˵ ˸ˣ˞ˬˠˣˡ ˧˸˷ ˶ˣ˵ˢ :˭ˣ˶˩-Kernel  x -DLL .˫˧ 

 ˪˩ ˪˷ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬˬ ˵˪˥ ,ˣˮˡˬ˪˷ ˧˲˩Process  s  ˪˷ ˡˣ˵˪ ˷ˡ˵ˣˬ-Kernel    ˶˟ˡ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷

 ˪  ˶˷˲˞ˬ ˢˤ-Process    .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣˮ˲˪ 

https://docs.microsoft.com/en-us/previous-versions/ms810613(v=msdn.10)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/ms810613(v=msdn.10)?redirectedfrom=MSDN
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 ˰˴ˣ˟ˬ ˶˷˞˩ ˢ˶ˣ˵ ˢˬConext Switch  ˪˞Process ˫ˠ˷ ˭ˣˣ˧˩ ?˷ˡ˥ s-Process   ˣ˸ˣ˞ ˸˞ ˨˧˶˴ ˷ˡ˥ˢ

 l ˣ˵ˢ ˟ ˫˧˲ˡˢ ˪˩ ˸˞ ˱˧˪˥ˢ˪ ˫ˣ˴˰ ˤˣ˟ˤ˟ ˢ˧ˢ˧ ˢˤ ,˭ˣ˶˩˧ˤˢ ˟˥˶ˬ˟ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷-RAM   ˫ˢ˟ ˷˧˷

ˣ˵ˢ ˸˞ ˟  ˶˟˩ ˞˴ˬˮ˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˡˣ˵ ˪˷ ˧ˣ˲˧ˬ ˰˴˟˪ ˦ˣ˷˲ ˶˸ˣ˧ ˢ˟˶ˢ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˡ-RAM  

 s  ˪˷ ˭ˣ˶˩˧ˤˢ ˪˞-Process  s  ˪˩ ˪˞ ˧˪˪˩ ˭˲ˣ˞˟ˣ ,˷ˡ˥ˢ-Process ˪ ˷ ˡˣ˵˷ ˞˧ˢ ˢ˞˴ˣ˸ˢ .˫˧˴˶˷ ˫˧   ˸˩˶˰ˬ

 ˞˴ˬˮ ˢ˪˰˲ˢˢShared Memory  s  ˪˩ ˭˧˟-Process  .˫˧ 

  ˣ˧˪˰˷ ˦˯˵˦ˢ ˳˟ˣ˵˪ ˡˣˠ˧ˮ˟ s  ˧ˮ˷˪ ˣˮ˵ˮ˰ˢ ˣ˪˷ ˱ˣ˸˧˷ˢ ˭ˬˤ˟˷ ,˪˧ˠ˶˸ˢ ˸˞ ˣˮ˰˴˧˟-Process  ˣ˟ ˣ˵˪˥˷ ˫˧

˷˲˞ˬ ˭ˮ˧˞˷ ˸ˣ˞˷˶ˢ˟ ˞˴ˬˮ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˪˩˷ ˭˟ˣˬ˩ ,ˢ˟˧˸˩ ˸ˣ˞˷˶ˢ ˪  ˸ˣ˶ -

Process  -˟Userland ˣ˞ ˸ˣˮ˷˪ s ˷ ˸ˣ˶ˬ˪˷ ,ˣ˸-Kernel   ˣˮ˶˵˯˷˩ .˸˶ˬ˷ˮ ˢ˥˦˟˞ˢ ˱˸ˣ˷ˬ ˭ˣ˶˩˧ˤ˟ ˞˴ˬˮ

 ˭ˣ˶˩˧ˤˢ ˪ˣˢ˧ˮ ˸˞  ˢ˥˦˟˞ˢ ˧˪ˠ˰ˬ ˸˞ ˷ˬˬˬ ˸˧ˤ˧˲ ˸˟ˣ˸˩˪ ˸˧ˠˣ˪ ˸˟ˣ˸˩ˬ ˸ˣ˟ˣ˸˩ˢ ˸˶ˬˢ ˭ˣˮˠˮˬ ˨˧˞ ˣˮ˧˞˶

ˢ ˸˞ ˪˧˩ˬ˷ ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠ ˰ˮˣˬˣ-Kernel . 

˞˧ˢ ˭ˣ˶˩˧ˤ ˱ˣ˸˧˷˪ ˸˲˯ˣˮ ˢˬˠˣˡ  ˟  ˷ˣˬ˧˷ˢ-DLL ˪˷ ˶ˣ˴˧˵ ,˫˧Dynamic Link Library ˸ˣˡˣ˞ ˦˶˲ˮ .DLL  ˫˧

˷ ˞ˣˢ ˸˰ˡ˪ ˨˧˶˴˷ ˢˬ ˪˩ ˫˧˧˸ˮ˧˟ ,˨˷ˬˢ˟-DLL   ˣˮ˧ˢ  .ˣˮ˪˷ ˡˣ˵ˢ ˨ˣ˸˪ ˞˟˧˧˪ ˶˷˲˞˷ ˪˲ˬˣ˵ˬ ˡˣ˵ ˸˪˧˟˥

 ˪˩˷ ˨˩˟ ˭ˣ˧ˠˢ ˭˧˞ ?ˡˣ˵ ˸˪˧˟˥ ˢ˸ˣ˞ ˸˞ ˸ˣ˞˟˧˧ˬ ˸ˣ˟˶ ˸ˣ˧ˮ˩ˣ˸ ˶˷˞˩ ˢ˶ˣ˵ ˢˬProcess   ˸˪˧˟˥ ˸˞ ˵˧˸˰˧

 ˡˣ˵ˢˢ ˨ˣ˸˪-RAM ˭˩˪ .DLL˫˧ ˰ ˬ ˡˣ˵ ˣˬ˩ ,ˢ ˪˩ ˪˷ ˭ˣ˶˩˧ˤˢ ˪˩˪ ˫˧˲ˣˬˬ ,ˢ˪˰˲ˢˢ ˸˩˶-Process  ˫˧

 ˭ˣ˶˩˧ˤ˟ ˢ˲˴ˮ .˞ˣ˟˧ ˫ˢ˪ ˣ˰˴˧˟˷ ˪˷ ˱˸ˣ˷ˬˢProcess ˢ ,ˢˬˠˣˡ˪-Process  ˢ˧ˢ˧ ˶˥˟ˮˢnotepad++ . 

˪˷ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˸˞ ˵ˣˡ˟ˮ ˫˞ notepad++   ˸ˣ˰˴ˬ˞˟)Process Explorer˩˧ˤ ˢˬ˩ ˞˴ˬˮ (˭˟ˣˬ˩ , s  ˭ˣ˶ -

Process   ˢˬ˩ˣ ˣˬ˴˰˪ ˵˶ ˷˶ˣˡ ˫˰ ˱˸˷ˬ ˞ˣˢ ˧ˤ˧˲ ˭ˣ˶˩˧ˤProcess  :˫˧˶˥˞ ˫˧ 
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 .˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˸˩˧˶˴ ˧ˮˣ˸ˮ˟ ˭ˮˣ˟˸ˮ ˶ˣ˴˧˵ˢWS  ˭ˬ˯ˬWorking Set  ˭ˣ˸ˮˢ .WS Private   ˭ˣ˶˩˧ˤˢ ˸ˣˬ˩ ˞ˣˢ

 s  ˪˷ ˧ˤ˧˲ˢ-Process  ˟  ˪˰ˣ˲˟ ˞˴ˬˮ˷-RAM ˪ ˵˶ ˨˧˧˷ ˞ˣˢˣ-Process˪ ˢ˲ˣˬˬ ˣˮ˧˞ ,-Process˧  .˫˧˶˥˞ ˫

 ˭ˣ˸ˮˢWS Shared ˸ˣˬ˩ ˞ˣˢ  ˫˰ ˱˸ˣ˷ˬˣ ˧ˣ˲˧ˬ ˶˟˰˷ ˭ˣ˶˩˧ˤˢProcess  ˭ˣ˸ˮˢˣ ˫˧˶˥˞ ˫˧WS Shareable  

˩˧ˤˢ ˸ˣˬ˩ ˞ˣˢ˪ ˷˧ˠˮ ˞ˣˢ˷ ˨˩ ˧ˣ˲˧ˬ ˶˟˰˷ ˭ˣ˶-Process ˱˞ ˭˧˞ ˰ˠ˶˩ ˨˞ ,˫˧˶˥˞ ˫˧Process   ˢ˷ˣ˰˷ ˶˥˞

 s  ˪˷ ˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˪˩˪ ˫˧˞˶˥˞ ˧ˬ .˷ˣˬ˧˷ ˣ˟-Process? 

 ˸  ˸˞ ˣ˪˧˰˲ˢ ˸ˮ˩ˣVMMap  ˶ˬ ˪˩ ˸˞ ˸ˣ˞˶˪ ˣ˪˩ˣ˸ .ˢ ˪˷ ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˟˥-Process   ˡ˴˟ .ˣˮ˶˥˟˷

  ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ,˸ˣ˞˶˪ ˶˷˲˞˷ ˧˲˩  .˭ˣ˶˩˧ˤ˪ ˢ˸˪˰ˣˢ˷ ˡˣ˵ˢ ˸˪˧˟˥ ˪˷ ˫˷ˢ ˫˧˟ˣ˸˩ ˢ˪˟˦ˢ ˪˷ ˭˧ˬ˧

 ˪˧˩ˬDLL :ˣ˧˪˞ ˣ˲ˣˬ˷ ˫˧˟˶ ˫˧ 

 

 s  ˫˧˯˲ˣ˸˷ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞-DLLˢ ˧ˮ˲˪ ˧ˣ˲˴˩ ˫˧˧˸˯ˬ ˫˧ˮˣ˷ˢ ˫˧ ˸˟ˣ˸˩0x80000000 s  ˪˧˥˸ˬ ˢ˟˷ , -

Kernel . 

7.4  ˸ˮ˩ˣ˸RAMMap 

 ˪˷ ˱˯ˣˮ ˧˪˩˟ ˷ˬ˸˷ˢ˪ ˧˪˟ ˵˶˲ˢ ˸˞ ˫˧˧˯ˮ ˞˪Sysinternals .˭˧˟ˢ˪ ˧ˡ˩ ˷˶ˡˮˢ ˰ˡ˧ˢ ˸˞ ˣˮ˪ ˷˧ ˸˰˩˷ , 

 ˸˞ ˣ˥˸˧˲RAMMap ˪  ˡˣˠ˧ˮ˟ .-VMMap ˪˷ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬ ˪˷ ˧ˣ˲˧ˬ ˫˩˪ ˠ˧˴ˬ˷ ,Process   ˧˪˩ˢ ,˧˲˧˴˲˯

RAMMap  ˷  ˟˴ˬ ˫ˣ˪˧˴ ˭˸ˣˮ˟ ˰ˠ˶˩ ˞˴ˬˮ˷ ˪˩ ˪-RAM  .˫˩˪˷ 
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˪˧˥˸ˮ ˢˮˣ˸˥˸ˢ ˢ˶ˣ˷ˢˬ-   ˯ s  ˪˷ ˣ˪ˡˣˠ˟ ˫˩˸˯ˬ ˭ˣ˶˩˧ˤˢ ˧˶ˣˤ˞ ˫ˣ˩-RAM ,˫˩˧ˮ˲˪ ˠ˴ˣˬ˷ ˢ˶˵ˬ˟ .16GB . 

  .˱˸ˣ˷ˬˣ ˧˦˶˲ ˭ˣ˶˩˧ˤ ˭˧˟ ˢˡ˶˲ˢˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ 

 ˭ˣ˶˩˧ˤProcess Private˪ ˨˧˧˷˷ ˰ˡ˧ˬˢ ˪˩ ˶ˬˣ˪˩ ,-Process   ˫˞ ˶ˬˣ˪˩ ,˫ˣ˩˧˯ ˣˢˤ˷ ˟˪ ˣˬ˧˷ .˧˲˧˴˲˯ ˪-

Process   ˷˧ '˞200MB  x  ˧˦˶˲ ˰ˡ˧ˬ ˪-Process  ˷˧ '˟300MB  ˣˮ˧ˮ˲˪ ˠ˴ˣ˧ ˤ˞ ,˧˦˶˲ ˰ˡ˧ˬ500MB   ˰ˡ˧ˬ

 .˧˦˶˲ 

 ˪  ˸˷ˡ˵ˣˬ˷ ˭ˣ˶˩˧ˤˢ ˸ˣˬ˩ ˸˦˶ˣ˲ˬ ˣ˧˸˥˸ˬ ˢ˶ˣ˷˟-Mapped Memory .˶˧˟˯ˢ˪ ˨˶ˣ˴ ˭˧˞ ˶˟˩ ˢˤ ˟˪˷˟ . 

˟ ˢˮˣˣ˩ˢ-Shareable Memory ˢˬˠˣˡ˪ ,˱˸ˣ˷ˬ ˸ˣ˧ˢ˪ ˸ˣ˶˷˲˞ ˣ˪ ˷˧˷ ˭ˣ˶˩˧ˤ˪ ˞˧ˢ    ˧ˣ˲˧ˬ ˣ˪ ˣ˰˴˧˟˷ ˳˟ˣ˵

 ˷  ˸ˣ˞˷˶ˢ ˫˰ ˭ ˧˧ˡ˰ ˞ˣˢ ˨˞ ,˱ˣ˸˧  ˫˰ ˪˰ˣ˲˟ ˱˸ˣ˷ ˞˪Process  .˶˥˞ 

 ˪˩˟ ˷˧ ˵ˣ˧ˡ˟ ˢˬ ˸ˣ˞˶˪ ˢ˴ˣ˶˷ ˧ˬPage Frame ˟ ˭ˣ˶˩˧ˤ ˪˷-RAM ˟˞˦˪ ˯ˮ˩ˢ˪ ˪ˣ˩˧ ,Physical Pages : 

 

 ˪˩ ˪˷ ˣ˪ˡˣˠ ˢˤ ˢ˶˵ˬ˟˷ ˸ˣ˞˶˪ ˶˷˲˞Page Frame  ˞ˣˢ1KB˟ ˭ˣ˶˩˧ˤˢ˷ ˸ˣ˞˶˪ ˶˷˲˞ .-RAM ˪˩  ˞˪ ˪

 ˢˬˡˮ˷ ˭ˣˠ˶˞ˢˣ ˶ˡ˯ˢ ˸˞ ˶˧˩ˤˬ ˧ˮ˷ ˞ˣ˴ˬ˪ ˢ˷˵ .˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤ˟ ˷˧˷Page Frames   ˫˧˩˧˧˷˷ ˫˧˩ˣˬ˯

 ˣ˸ˣ˞˪Process é 

ˢ ˸ˡˣˬ˰-Priority  ˟  ˞˴ˬˮ˷ ˰ˡ˧ˬ ˫˞ ˶ˬˣ˪˩ ,˭ˣ˶˩˧ˤˢ ˣ˸ˣ˞ ˪˷ ˸ˣ˲˧ˡ˰ˢ ˢˮ˧ˢ-Page   ˤ˞ ˢ˩ˣˬˮ ˸ˣ˲˧ˡ˰˟ ˞ˣˢ

 ˸ˬˣ˰˪ .˶˥˞ ˰ˡ˧ˬ ˧ˡ˧ ˪˰ ˱˪˥ˣˬ ˸ˣ˧ˢ˪ ˪ˣ˪˰ ˰ˡ˧ˬˢ ˸ ˞ˤ  ,Page ˧ˡ˰˟ ˞˴ˬˮ ˣ˟ ˭ˬˣ˯ˬ˷ ˰ˡ˧ˬˢ˷  ˢˢˣ˟ˠ ˸ˣ˲

˟ ˶˞˷ˢ˪ ˧ˣ˲˴-RAM ˟ ˶ˣ˯˥ˬ ˢ˧ˢ˧ ˫˞ ˫ˠ-RAM  ˨ˣˬˮˢˬ ˶ˡ˸˯˸ ˞˧ˢ ˸ˣ˲˧ˡ˰ˢ ˸ˡˣˬ˰ ˪˰ ˣ˵˧˪˵˸ ˫˞ .

 ˧˴˟˵ ˨˧˞ ˸ˣ˞˶˪ ˣ˪˩ˣ˸ ˤ˞ˣ ˢˣ˟ˠ˪DLL   .˶˸ˣ˧˟ ˢˢˣ˟ˠˢ ˸ˣ˲˧ˡ˰˟ ˫˧˞˴ˬˮ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ 
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 ,˭ˣ˶˥˞ˢ ˟˞˦ˢFile Details˸˞ ˸ˣ˞˶˪ ˣˮ˪ ˶˷˲˞ˬ , ˡˢ ˣˮ˪˷ ˳˟ˣ˵ ˪˩˪ ˣ˴˵ˣˢ˷ ˫˧˧ˤ˧˲ˢ ˫˧˲˟ ˞˴ˬˮ˷ -

RAM ˨ˬ˯ˬ ˢˬˠˣˡ˪ ,ˣˢ˷˪˩ ˳˟ˣ˵ ˣ˶˥˟ .word ˸ˣ˰˴ˬ˞˟ .ˣ˸ˣ˞ ˣ˥˸˧˲ˣ ,CTRL+F   ˷ˣ˲˧˥ˢ ˸ˣ˶˷˲˞˪ ˣ˯ˮ˩ˢ

 ˟  ˯˲ˣ˸ ˞ˣˢ˷ ˫˧˧ˤ˧˲ˢ ˫˧˲ˡˢ ˸˞ ˷ˬˬ ˸ˣ˞˶˪ ˣ˪˩ˣ˸ .˫˩˪˷ ˳˟ˣ˵ˢ ˫˷ ˸˞ ˣ˷˲˥ˣ-RAM   (: 

 

˪˧ˠ˶˸ 7.3 ˫˩˯ˬ ˪˧ˠ˶˸ 

 ˳˟ˣ˵˟ ˭ˣ˷˞˶ˢ ˣ˸ˢ ˸˞ ˣˮ˷gibrish.bin ˪˟ˠˬˢ ˧˲˪ ˪ˣ˰˲˪ ˫˩˧˪˰ ˨˞ ."*" ˣ˸˪˞ ˳˪˞˸˷ ,ˢ˞˟ˢ ˢ  ˫˩˸

˟ ˷ˬ˸˷ˢ˪-Shared Memory :Process    ˵˶ ˞˪˞ ,ˣ˪˷ ˧ˣˮ˧˷ ˭ˢˣ ˳˟ˣ˵ ˰˦˵ ˪˷ ˢ˞˧˶˵ ˭ˢ ˰˴˟˪ ˪ˣ˩˧ ˞˪

 ˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .˸ˣ˪ˣ˰˲ˢ ˧˸˷ˬ ˸˥˞Process  ˶˲˯ˬ1   ˣ˪˧˞ˣ ,˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤ˪ ˢ˞˧˶˵ˢ ˸˞ ˰˴˟˪ ˨˧˶˴

Process  ˶˲˯ˬ2  ˪ ˷ ˧ˣˮ˧˷ˢ ˸˞ ˰˴˟˪ ˨˧˶˴ .ˣ˸ˢ   

 ˨˧˞Process  ˶˲˯ˬ ˞ˣˢ ˫˞ ˸˰ˡ˪ ˪ˣ˩˧1  ˶˲˯ˬ ˣ˞2 ˞ ˟ˢ ˵˧˶˦˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ ? : ˷  ˭ˣ˷˞˶ˢ ˶˟ˡˢ -

Process  ˧ˬ ˶˟˩ ˣˢ˷˧ˬ ˫˞ ˵ˣˡ˟˪ ˞ˣˢ ˢ˷ˣ˰ ˢ˲˭ˣ˶˩˧ˤ    ˫˷˟MyFile  ˸ ˷ ˫˷ ˪˩ ˣ˞ x˶˟˥  ˶˟˩ ˰˴ˣ˟ ˫˞ .

 s ˷ ˧˶ˢ ,˧ˣ˲˧ˬ-Process  ˶˲˯ˬ ˞ˣˢ˷ ˰ˡˣ˧2 . 

7.5  ˫ ˣ˩˧˯ 

ˮ˷ ˡ˴˧˩ ˣˮˡˬ˪ ˢˤ ˵˶˲˟ ˧Process ˭ˣ˶˩˧ˤ ˧ˣ˲˧ˬ ˪˰ ˧˪˪˩ ˶˟˯ˢ˟ ˣˮ˪˥˸ˢ .˭ˣ˶˩˧ˤ ˫ˢ˧ˮ˧˟ ˱˸˷˪ ˫˧˪ˣ˩˧ ˫˧I/O  

˷ ˧ˣ˲˧ˬ˟ ˭ˣˡ˪ ˣˮ˶˟˰ ˭˩ˬ ˶˥˞˪ .˨˯ˬ ˧˯˧˦˶˩ ˪˷ ˭ˣ˶˩˧ˤ˟ ˫˧˸˧˰˪ ˰˴ˣ˟ˬ˷ ˧˲˩  ˪˞ ˥˧˷˵ˢ ˵˯˧ˡˢˬ ˧˴˟˵ ˪

ˢ ˭ˣ˶˩˧ˤ-RAM  ˪˷ ˸ˣ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷˟ ˣˮ˧˯ˮ˸ˢ .WinAPI   ˰ ˴˟ˬ˷˟ˣ˦˪ ˸ˣ˷˶ˡˮˢ ˸ˣˮˣ˷ˢ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˸ˣ  ˸ˣ

 :˧ˣ˲˧ˬˢCreateFileMapping, MapViewOfFile, UnmapViewOfFile  ˭˟ˣˬ˩ˣCloseHandle. 

 ˨ˣ˯˥˪ ˣˮ˪ ˶˷˲˞ˬ ˭ˣ˶˩˧ˤ ˧ˣ˲˧ˬ˟ ˷ˣˬ˧˷ˢ ˡ˴˧˩ ˣˮ˧˞˶ ,ˡˣˬ˧˪ˢ ˧ˡ˩ ˨ˣ˸RAM    ˭˸˧ˮ˷ ˨˩ ,˧˸ˣ˰ˬ˷ˬ ˭˲ˣ˞˟

 s  ˸ˣˬ˩ ˸˞ ˸ˣˮ˷˪ ˧˪˟ ˫˧˪ˣˡˠ ˫˧˴˟˵ ˪˰ ˡˣ˟˰˪-RAM ˶ˡˮˢ .ˢˡˣ˟˰˪ ˷ 

ˢ ˧ˣ˲˧ˬ ˪˷ ˢ˵˧ˮ˩˦ˢ ˸ˮ˟ˢ ˧ˮ˷ ˣ˟ ,˭ˣ˶˩˧ˤˢ ˱ˣ˸˧˷ ˨˧˪ˢ˸ ˸˞ ˸ˣ˶˧ˢˬ˟ ˭˧˟ˢ˪ ˣˮ˪ ˢ˶˷˲˧˞ ˭ˣ˶˩˧ˤProcess  ˫˧

ˢ ˢˬˠˣˡ˪ ,˫ˢ˧ˮ˷ ˪˞ ˢ˲ˣˬˬ˷ ˢˢˤ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ˟ ˫˧˷ˬ˸˷ˬ-Kernel  x-DLL .˫˧ 

 

 

 

 

  



 ˵˶˲7 ï   ˭ ˣ˶˩˧ˤ ˱ˣ˸˧˷ 

 

 

160 

˪˧ˠ˶˸ 7.4  ˢ˩ ˡ˰ ˡˣˬ˧˪ˢ ˧˵˶˲˪ ˫˩˯ˬ ˪˧ˠ˶˸ï  "˫˧˶˲˯ˬ ˪˷ ˭ˬˤ" 

˲ ˪˩ ˪˷ ˫˩˯ˬˢ ˪˧ˠ˶˸ˢ ˢ˩ ˡ˰ ˰  ˵˶˲ˢ˷ ˞˷ˣˮ˪ ˧˲˧˴˲˯ ˪˧ˠ˶˸ ˪˪˩ ˵˶  ˵˪˥ ˡ˥˧˟ ˟˪˷˧ ˢˤ ˪˧ˠ˶˸ .ˣ˟ ˵˯

 :˫˧ˬˡˣ˵ˢ ˫˧˵˶˲˟ ˭ˢˣ ˢˤ ˵˶˲˟ ˭ˢ ,ˣˮˡˬ˪˷ ˫˧˞˷ˣˮˢˬ ˶˩˧ˮ 

- Process ˫ ˧ 

- Thread ˫ ˧ 

-  ˫ ˧˪ˣ˰ˮˬ 

-  ˭ ˣ˶˩˧ˤ ˱ˣ˸˧˷ 

˪˧ˠ˶˸˟ ˢˬ˧˷ˬˢ -  ˡ˰ ˫˧˧ˮˣ˷˞˶ˢ ˫˧˶˲˯ˬˢ ˪˩ ˸˞ ˞˴ˣˬ˷ ˡˣ˵ ˟ˣ˸˩ˮ1,000,000    ˡˣ˵ ˸ˮ˩˸˪ ˣˮ˧˪˰ .(˭ˣ˧˪˧ˬ)

ˬˢ˷ ˨˩ .˶˸ˣ˧˟ ˶˴˵ˢ ˭ˬˤ˟ ˰˴ˣ˟˸ ˢˬ˧˷ 

 x ˧˰˶ˢ ˭˧˟ ˢˡˣ˟˰ˢ ˸˞ ˵˪˥˪ ˞ˣˢ ˢˬ˧˷ˬˢ ˪˷ ˧˪˪˩ˢ ˭Process  ˨ˣ˸ .˟ˣ˷˧˥ˢ ˸ˣ˶˧ˢˬ ˸˞ ˳˧˞ˢ˪ ˸ˮˬ ˪˰ ˫˧

  ˪˷ ˢˮ˸˷ˬ ˸ˣˬ˩˪ ˢ˵ˣ˪˥ˢ ˪˷ ˢ˰˲˷ˢˢ ˸˞ ˶ˣ˵˥ˮ ,˧ˡ˩Process  ˸˴˞ˢ˪ ˧˪ˬ˧˦˲ˣ˞ˢ ˶˲˯ˬˢ ˸˞ ˞˴ˬˮˣ ˫˧

 .˟ˣ˷˧˥ˢ 

 .ˢˬ˧˷ˬˢ ˰ˣ˴˧˟˪ ˢ˩˶ˡˢ ˧˟˪˷ ˭˪ˢ˪ 

 ˞ ˟˪˷ï   x ˪˥˪ ˢ˵-Process ˫ ˧ 

 ˡˣ˵ˢ ˸˟˧˸˩˟ ˪˧˥˸ˮˢ ˪˷-Process  .˟˞ˢ 

 ˪˩˷ ˞ˣˢ ˧˪˪˩ˢ ˭ˣ˧˰˶ˢProcess   ˶˷˞˩ .˫˧˧ˮˣ˷˞˶ ˫˧˶˲˯ˬ ˷˲˥˪ ˣ˧˪˰ ˣ˩ˣ˸˟˷ ˫˧˶˲˯ˬ ˪˷ ˫ˣ˥˸ ˪˟˵˧ ˭˟

Process  ˢ ˪˩ ˣ˷˰˧ ˨˩ˣ ˞˟ˢ ˫˧˶˲˯ˬˢ ˫ˣ˥˸˪ ˨˧˷ˬ˧ ˞ˣˢ ,˷˵ˣ˟ˬˢ ˫ˣ˥˸ˢ ˪˰ ˢˡˣ˟˰ˢ ˸˞ ˫˧˧˯˧ ˭˟ -

Processˬˢ ˫ˣ˥˸ ˪˩ ˫ˣ˧˯ ˡ˰ ˫˧ ˡ˰ ˫˧˶˲˯1,000,000 . 

 ˢ˷˰˧ ˢˬProcess  ˶ ˩˧ˤ˪ ˣ˸ˣ˞ ˟ˣ˸˩˪ ˣ˧˪˰ ?˧ˮˣ˷˞˶ ˶˲˯ˬ ˢ˪ˠˬ˷ ˭˟ s  ,˭˩˪ .˱˸ˣ˷ˬ ˭ˣ -Thread   ˪˷ ˧˷˞˶ˢ

-sProcess  ˪˩ ˣ˩ˣ˸˪˷ ,˱˸ˣ˷ˬ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˶˧ˡˠ˧ ˟˞ˢProcess  .ˣ˸ˣ˞ ˟ˣ˸˩˧ ˧ˮˣ˷˞˶ ˞˴ˣˬ˷ ˭˟ 

  ,ˣ˪˷ ˱ˣ˸˧˷ˣ ˭ˣ˶˩˧ˤ ˧ˣ˲˧ˬ ˰˴˟˪ ˭˸˧ˮ ˡ˴˧˩ ˣˮ˧˞˶ ˡˣˬ˧˪ˢ ˨˪ˢˬ˟  ˷˧ .˥˧˷˵ˢ ˵˯˧ˡˢˬ ˳˟ˣ˵ ˪˷ ˸˧˲˧˴˲˯

 ˷  ˧ˣ˲˧ˬ ˣˮ˧˞˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˱˸˷˪ ˫ˠ ˭˟ˣˬ˩ ˸ˣ˶˷˲˞  ,˭˧˦ˣ˪˥˪ ˦˰ˬ˩ ˢˢˤ ˡˣ˵˟ ˷ˣˬ˧˷ ˨ˣ˸ ,˵˯˧ˡˢˬ ˳˟ˣ˵ ˪

 ˢ˧˴˵ˮˣ˲ˢ˷ ˞ˣˢ ˪ˡ˟ˢˢ ˶˷˞˩CreateFileMappingA    ˶ˣ˸˟ ˵˯˧ˡˢ ˪˰ ˳˟ˣ˵˪ ˰˧˟˴ˬˢ ˸˞ ˸˪˟˵ˬ ˞˪

  ˞˪˞ ,˶˦ˬ˶˲INVALID_HANDLE_VALUE˫˧˞˴ˬˮ ˫˧˦˶˲ˢ .    ˶˸˞˟msdn 

https://docs.microsoft.com/en-us/windows/win32/memory/creating-named-shared-memory 

ˣ˧ˢ˪ ˨˧˶˴ ˞ˣˢ ,˶ˣ˴˧ˮ˷ ˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˪ˡˣˠ ˧˟ˠ˪ ˧˪˪˩ ˠ˷ˣˬ ˣˮ˪ ˷˧  ˫˧˧ˮˣ˷˞˶ˢ ˫˧˶˲˯ˬˢ ˸ˣˬ˩ ˪˰ˬ ˸˴˵ ˸

 ˧˲˪ ?˫ˮ˷˧ ˢ˪˞˩ ˫˧˶˲˯ˬ ˢˬ˩ .˞ˣ˴ˬ˪ ˫˧˲˴ˬ ˣˮ˥ˮ˞˷  ˨˶˰˟ ˸ˣ˧ˢ˪ ˫˧˩˧˶˴ ˢ˧˶ˣ˞˸ˢ1,000,000  ˧˵˪˥ln  

 ˪˷1,000,000 ˨˶˰˟ ˶ˬˣ˪˩ .72,000 .˫˧˧ˮˣ˷˞˶ ˫˧˶˲˯ˬ  ˪ ˫ˣ˵ˬ ˶ˣˬ˷ˮ ,˶˧˧˲˯ ˥˵˧ˮ -80,000 ˬ .˫˧˶˲˯ 

ˢ ˪˩˷ ˭ˣˣ˧˩-Processˣ˷ˠˮ˸ˢ ˪˷ ˟˴ˬ ˸ˣ˧ˢ˪ ˪ˣ˪˰ ,˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤ˪ ˸˧ˮˬˤ ˣ˟ ˫˧˟˸ˣ˩ ˫˧ˮ˟ˢ ˫˧  ˯˥˧˧˸ˮ .˸

˪˷ ˨˶˰ˬ˩ ˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤ˪ int ˣˮ˞˴ˬ ˢ˩ ˡ˰˷ ˥˧ˮˮ .˫˧n  ˷˞˶ˢ ˶˲˯ˬˢ .˫˧˶˲˯ˬ  ˟˸˩˧ˢ˪ ˨˧˶˴ ˞˟ˢ ˧ˮˣ

 ˯˵ˡˮ˧˞˪n   ˯˵ˡˮ˧˞ˢ .˨˶˰ˬ˟n  ˧ˮ˷ ˣ˟˷ ˟˴ˬ ˢ˧ˢ˧ ˞˪˷ ˧ˡ˩ ,˪ˣ˰ˮˬ ˸ˣ˰˴ˬ˞˟ ˭ˠˣˬ ˸ˣ˧ˢ˪ ˨˧˶˴Process  ˫˧

https://docs.microsoft.com/en-us/windows/win32/memory/creating-named-shared-memory
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 ˯˵ˡˮ˧˞ˢ ˫ˠ˷ ˨˩˪ ˭˟ˣˬ˩ ˟˪ ˣˬ˧˷ .˨˶˰ˬ˟ ˯˵ˡˮ˧˞ ˣ˸ˣ˞˪ ˟ˣ˸˩˪ ˫˧˯ˮˬn   ˶ˬ˷ˮ˷ ˢˮ˸˷ˬ ˸ˣ˧ˢ˪ ˨˧˶˴

 ˭ˣ˶˩˧ˤ˟ ˷ ˬ˱˸ˣ˧ˢ˧ ˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˪˷ ˭ˣ˷˞˶ˢ ˶˟˧˞ˢ˷ ˶˧ˡˠˮ .  ˶˲˯ˬ ˟ˣ˸˩˪ ˷˧ ˣ˧˪˞ ˞˟ˢ ˯˵ˡˮ˧˞ˢ ˢ

 .˧ˮˣ˷˞˶ 

 ˢ˷˥ˬˢï  :˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˢ˞˶ˮ ˨˩ 

5  (˞˴ˬ˧˧˷ ˧ˮˣ˷˞˶ ˶˲˯ˬ ˟ˣ˸˩˪ ˷˧ ˣ˧˪˞ ˞˟ˢ ˯˵ˡˮ˧˞ˢ ˞ˣˢ˷ ˶˲˯ˬ) 

1 ,2 ,3 ,5 ,7  ˣ˞˴ˬˮ˷ ˫˧˧ˮˣ˷˞˶ˢ ˫˧˶˲˯ˬˢ) ˯˵ˡˮ˧˞ ˡ˰ ˫˧˰˧ˠˬ˷ ,ˢ˩ ˡ˰4 ( 

˪ ˧ˡ˩ ˶˧ˡˠˢ˪ ˳˪ˬˣˬ ˸ˣˮ˩˸ˢ ˸˞ ˪˵ˢstruct   ˫˷˟ ˢˮ˸˷ˬ ˪˪ˣ˩˷index  .˨˶˰ˬˣ 

  ˟ ˟˪˷ ï   ˳˟ˣ˵ ˸˟˧˸˩EXE  ˶ ˡˠˣˬ ˥ˣˣ˦˟ ˫˧˧ˮˣ˷˞˶ ˫˧˶˲˯ˬ ˞˴ˣˬ˷ 

˪ ˵˲˯˪ ˨˶˦˴ˮ ,ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˸˞ ˳˧˶ˢ˪ ˧ˡ˩-CreateProcess ˢ ˳˟ˣ˵ ˸˞-EXE  s ˬ ˡ˥˞ ˪˩˷-Process  ˫˧

ˢ˪ ˨˧˶˴ ˫˧ˮ˟ˢ ˨˞ ,ˣ˸ˣ˞ ˶ˣ˴˧ˮ ˢˤ ˟˪˷˟ .˳˧˶ ˰˴˟ˮ  ˫˧˶˟ˡˢ˷ ˵ˣˡ˟˪ ˧ˡ˩ ˵˶ ˸˧˯˥˧ ˢ˦ˣ˷˲ ˢ˶ˣ˴˟ ˣ˸ˣ˞

 .ˢ˩ ˡ˰ ˟˦˧ˢ ˫˧ˡ˟ˣ˰ 

 ˪˩Process   ˷  ˡˣ˵˟ ˥˧˷˵ ˭˲ˣ˞˟ ˶˧ˡˠˮ .ˣ˪˷ ˶˲˯ˬˢ ˸˞ ˶˦ˬ˶˲ ˶ˣ˸˟ ˪˟˵˧-Process  ˶˲˯ˬ1   ˷˲˥ˬ

 ˫ˣ˥˸˟ ˫˧˶˲˯ˬ0-249999˷ ,-Process  ˶˲˯ˬ2  ˫ˣ˥˸˟ ˷˲˥ˬ250000-499999  ) ˢ˞˪ˢ ˨˩ˣ  ˣˮ˥ˮ˞

 s ˷ ˫˧˥˧ˮˬ-Process  ˞ ˟˞ˢ   ˶ ˴ˣ˧  s ˰˟˶˞ Process  ˢˤ ˶˲˯ˬ˷ ˨˩ ˡˣ˵ˢ ˸˞ ˠ˶ˡ˷ˮ ˨˷ˬˢ˟˷ ˭˟ˣˬ˩ ,˫˧ˮ˟ ˫˧

 .(˸ˣˮ˸˷ˢ˪ ˪˩ˣ˧ 

 ˟  ˷ˬ˸˷ˬˣ ,˶ˡˠˣˬ ˫ˣ˥˸˟ ˫˧˧ˮˣ˷˞˶ ˫˧˶˲˯ˬ ˞˴ˣˬ˷ ˡˣ˵ˢ ˸˞ ˟ˣ˸˩ˮ ˢˤ ˟˪˷˟-Mutex   ˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˪˰

ˮ˟˸˩˷ ˸˧˯˥˧ ˦ˣ˷˲ˢ ˡˣ˵ˢ .ˣˡ˧ ˪˰ ˣ˪ˠ˸ˢ˷ ˫˧˶˲˯ˬˢ ˸˞ ˟ˣ˸˩˪ ˪˧˟˷˟  ˢ˩ ˡ˰˷ ˞ˡˣˣ˪ ˣˮ˪ ˶ˣˤ˰˧ ˢˤ ˟˪˷˟ ˣ

 .˟˦˧ˢ ˫˧ˡ˟ˣ˰ ˫˧˶˟ˡˢ 

 ˠ ˟˪˷ ï ˢ ˪˷ ˶˸ˣ˧ ˫˩˥ ˪ˣˢ˧ˮ˪ ˡˣ˵ˢ ˠˣ˶ˡ˷-Process ˫ ˧ˮ˟ˢ ˫˧ 

ˢ ˫˧˴˧˶ˬ˷ ˡˣ˵ˢ ˸˞ ˠ˶ˡ˷ˮ ˢˤ ˟˪˷˟-Process ˴ ˣ˶˧ ˡ˧ˬ˸ ˞˪ ˫ˢ˷ ˨˩ ,˫˧ˮ˟ˢ ˫˧  ˫˧˶˲˯ˬ ˫ˣ˥˸ ˣ˸ˣ˞ ˪˰ ˣ

 ˪  ˶ˣˤ˥˸ ˣ˸ˣ˞ ˫˧˧˯˸˷˩ˣ ˭˦˵ ˫˧˶˲˯ˬ ˫ˣ˥˸ ˥˵" ˸˷˧ˠ˟ ˣˡ˟˰˧ ˞˪˞˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˭˩ ˧ˮ˲˪ ˨˞ ."ˡˣ˰ ˪˟˵  

ˢ ˸˞ ˠ˶ˡ˷˪-Process ˢ ˭˧˟ ˢˬ˩˥ ˢˡˣ˟˰ ˸˵ˣ˪˥ ˶˷˲˞˧˷ ˨˩ ˟˞ˢ-Process .˫˧ˮ˟ˢ ˫˧ 

˯ˬˢ ˫ˣ˥˸ ˢˬ ˶ˬˣ˞˷ ˢˮ˸˷ˬ ˫ˠ ˪ˣ˪˩˧ ˣˮ˪˷ ˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ˷ ˞ˣˢ ˧˪˪˩ˢ ˭ˣ˧˰˶ˢ  ˨˧˶˴˷ ˫˧˞˟ˢ ˫˧˶˲

 ˪˩ .˵ˣˡ˟˪Process ˧ ,ˣ˪ ˢ˴˵ˣˢ˷ ˫˧˶˲˯ˬˢ ˫ˣ˥˸ ˪˰ ˶ˣ˟˰˪ ˫˧˧˯˧˷ ˭˟  ˢˬ ˞˶˵˧˧ˣ ˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˪˞ ˷ˠ˧

˸ s  ,˭˩ˬ ˶˥˞˪ .ˣ˪ ˢ˴˵ˣˬ˷ ˞˟ˢ ˫˧˶˲˯ˬˢ ˫ˣ˥-Process   ˪˷ ˢ˴˧˲˵˟ ˢˬˠˣˡ˪ ,˫ˣ˥˸ˢ ˸˞ ˢˮ˷˧ ˭˟ˢ

10000 ˢ ˶˷˞˩˷ ˨˩ ,˫˧˶˲˯ˬ-Process ˸ ˞˴ˬ˧ ˞ˣˢ ˫ˣ˥˸ˢ ˸˞ ˞˶˵˧ ˞˟ˢ .˶ˣ˵˥˪ ˣ˧˪˰˷ ˷ˡ˥ ˫ˣ˥ 

 ˢ˷˥ˬˢï  :˶ˣ˲˧˷ˢ ˶˥˞˪ ˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˢ˞˶ˮ ˨˩ 

1352  ˲ ˯ˬ) ˟ˣ˸˩˪ ˷˧ ˣ˧˪˞ ˞˟ˢ ˯˵ˡˮ˧˞ˢ ˞ˣˢ˷ ˶ (˞˴ˬ˧˧˷ ˧ˮˣ˷˞˶ ˶˲˯ˬ 

340000  ˷  ˞˟ˢ ˫ˣ˥˸ˢ ˸˪˧˥˸)-Process  (˪˟˵˪ ˨˧˶˴ ˷ˣ˲˧˥ ˫˧˧˯˷ 

1 ,2 ,3 ,5 ,7  ˯˵ˡˮ˧˞ ˡ˰ ˫˧˰˧ˠˬ˷ ,˫˧˧ˮˣ˷˞˶ ˫˧˶˲˯ˬ) ...1351 ( 
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 s ˷ ˶˥˞˪-Process  ˷˲˥˪ ˢˬ˧˷ˬˢ ˸˞ ˪˟˧˵ ˷ˣ˲˧˥ ˫˧˧˯˷10,000  ˶˲˯ˬˢˬ ˫˧˶˲˯ˬ340000  ˭˩ˡ˰˧ ˞ˣˢ ,

ˢ˷ ˨˩ ˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˸˞ -int   ˧ˮ˷ˢ ˢ˧ˢ˧ ˨˶˰ˬ˟350000 . 

ˢ ˸˞ ˠ˶ˡ˷˪ ˞ˣˢ ˸ˣ˷˰˪ ˨˶˦˴ˮ˷ ˢˬ ˪˩-struct  ˪˷ ˢˮ˸˷ˬ ˪ˣ˪˩˧˷ ˨˩ ˣˮ˶ˡˠˢ˷startingPoint . 

˟˪˷  'ˡï ˭ˬˤ ˸ˡ˧ˡˬ 

 ˪˷ ˢˮˣ˷ ˸ˣˬ˩ ˶ˣ˟˰ ˢˮ˸˷ˬ ˪˪ˣ˩ˢ ˢ˴˧˶ˢ ˭ˬˤ ˡ˴˧˩ ˣ˵ˡ˧˟ˣ ˭ˬˤ ˸ˡ˧ˡˬ ˭ˣˮˠˮˬ ˣ˲˧˯ˣˢProcess ˭˧˟ ,˫˧1   ˪-

10˟˯ˢ . .˪˟˵˸ˬˢ ˱˶ˠˢ ˸˞ ˣ˶˧ 

 ˯ˣˮˣ˟-  ˢ˵ˣ˪˥ ˪-Thread ˫ ˧ 

 ˪˩ ˶˷˞˩ ˫˧˰ˣ˴˧˟ˢ ˶ˣ˲˧˷ ˞˷ˣˮ ˸˞ ˣ˵ˡ˧˟Process  ˶˷˞ˬ ˶˸ˣ˧˟ ˷ˬ˸˷ˬThread    ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˡ˧˥˧

ˣ˪˥ˢ .˫˧˧ˮˣ˷˞˶ ˫˧˶˲˯ˬˢ ˭˧˟ ˢ˵-Thread ,˫˩˸˰ˡ ˪˰ ˢ˪ˣ˰˷ ˶˸ˣ˧˟ ˦ˣ˷˲ˢ ˭˲ˣ˞˟ ˰˴˟˸ˢ˪ ˢ˪ˣ˩˧ ˫˧  

˸ ˧˸˸ ˢˬ˩˪ ˫˧˶˲˯ˬˢ ˫ˣ˥˸ ˸˵ˣ˪˥ ˢˬˠˣˡ˪  .˫˧ˬˣ˥ 

https://www.youtube.com/watch?v=vmV3IETpiQU 

 

 

  

https://www.youtube.com/watch?v=vmV3IETpiQU
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˵˶˲ 8 ï ˢ ˨˧˪ˢ˸ -Linking  ˸˶˧˴˧ˣDLL˫˧ 

  ˭˲ˣ˞˟ ˶ˣ˞˧˸˪ ˸ˮ˸˧ˮ ˢ˸˧ˢ ˣˮˠ˴ˢ˷ ˢ˧˰˟ˢ .ˡ˟˰ˬˢ ˪˷ ˣ˦˟ˬ ˸ˡˣ˵ˮˬ ˭ˣ˶˩˧ˤ˟ ˣˮˮˣ˟˸ˢ ˭ˣ˶˩˧ˤ˟ ˣˮˡ˷ ˫˧˵˶˲˟

 ˞˟ˢ ï ˣ˶ ˡ˟˰ˬˢ"˸˩ˢ ˟˥˶ˬ˟ ˸ˬ˧˧ˣ˯ˬ ˸˟ˣ˸˩˪ ˸ˣˮ˲˪ ˢ˴  ˸˶˸ˣ˞ˬ ˣˤˢ ˸˟ˣ˸˩ˢ ˡ˴˧˩ ,ˣ˪˷ ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ

-˟RAM ˸ ˞ ˱˧˪˥ˢ˪ ˫˧˩˪ˣˢ ˣˮ˥ˮ˞ ˢˤ ˟˪˷˟ ."?   ˡ˟˰ˬˢ ˰ˡˣ˧ ˪˪˩˟ ˡ˴˧˩" ˢ˪˞˷ˢ ˸˞ ˪ˣ˞˷˪ˣ ˦˟ˬˢ ˸ˡˣ˵ˮ

  ˸ˬ˶ˣˠ˷ ˫˧˩˧˪ˢ˸ˢ ˸˶˷˶˷ ˢˬ ?˫ˢ˷˪˩ ˢˮ˸˷ˬ˪ ˣ˞ ˢˡˣ˵˲˪ ˸˷ˠ˪ ˧ˡ˩ ˸ˣˮ˲˪ ˣ˧˪˰ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˣˤ˧˞˪

  ˣ˰˧˲ˣ˧ ˧ˢ˷˪˩ ˢˡˣ˵˲ ˣ˞ ˢˮ˸˷ˬ˷ ˨˩˪ ˟  ˭ˣ˶˩˧ˤ˟ ˸ˬ˧˧ˣ˯ˬ ˸˟ˣ˸˩˟-RAM  ."?˸˷ˠ˪ ˭˞˪ ˰ˡˣ˧ ˡ˟˰ˬˢ ˨˧˞ˣ , 

 ˦ ˶˲ˢ ˧ˣ˟˧˶ˣ ˸ˣ˟˩˶ˣˬ ˟˵˰  ˸˶˧˴˧ ˨˧˪ˢ˸ ˸ˣˡˣ˞ ˦˶˲ˮ ˧˥˩ˣˮˢ ˵˶˲˟ .˫˧˵˶˲ ˧ˮ˷˪ ˣˮ˪˷ ˢ˟ˣ˷˸ˢ ˸˞ ˵˪˥ˮ ,˫˧

 ˧˴˟˵ ˸˶˧˴˧ ˪˰ ˫ˠ ˡˬ˪ˮ ˢ˴˶ˢ ˧˴˟˵ ˪˷ ˡˣˬ˧˪ˢ ˧ˡ˩ ˨ˣ˸ ˶˷˞˩ ˢ˴˶ˢ ˧˴˟˵DLL ,  ˫ˢ˪ ˷˧ ˢ˞˶ˮ˷ ˧˲˩˷

˵˶˲˟ .ˢˢˤ ˦ˬ˶ˣ˲  ˦ˬ˶ˣ˲" ˞˟ˢPE ˢ ˨˧˪ˢ˸ˣ-Loading  ˳˟ˣ˵ ˣ˞ ˢ˴˶ˢ ˳˟ˣ˵ ˣˮ˧ˡ˧˟ ˷˧˷ ˢ˥ˮˢ ˨ˣ˸ˬ ˞˴ˮ "

DLL ˮx .˭ˣ˶˩˧ˤ˪ ˫˧ˮ˰˦ˮ ˫ˢ ˡ˴˧˩ ˭˧˟ 

  ˸˞ ˭˧˟ˮ˷ ˡ˰ ˟˪˷ ˟˪˷ ˫ˡ˵˸ˮˣ ˢˬ˶ˠ˞˧ˡˢ ˪˷ ˪˞ˬ˷ ˡ˴ˬ ˪˧˥˸ˮ .ˢ˞˟ˢ ˢˬ˶ˠ˞˧ˡ˟ ˶˞ˣ˸ˬ ˨˧˪ˢ˸ˢ ˫ˣ˩˧˯

  .ˣ˪ˣ˩ ˨˧˪ˢ˸ˢ 

 

 s  ˧ˡ˩ ˨ˣ˸ :˸ˣ˞˟ˢ ˸ˣ˪˞˷ˢ ˪˰ ˢˮ˰ˮ ˡˣˬ˧˪ 

1. ˷ ˫ˢˬ ˸˲˷˟ ˶ˣ˵ˬ ˧˴˟˵ ˪˷ ˢ˶ˬˢˢ ˧˟˪C    ˢ˴˶ˢ ˧˴˟˵˪exe 

2.  ˧ˢˬlibrary  ˣˢˬˣStatic Linking 

3.  ˣˢˬDLL 

4.  ˞˟˧˧˪ ˡ˴˧˩DLL  ˟-Load Time 

5.  ˞˟˧˧˪ ˡ˴˧˩DLL  ˟-Run Time 

6.  ˣˢˬDLL Injection  ˧ ˶˦˯˧ˠ˶ˢ ˸ˣ˰˴ˬ˞˟ ˣˤ ˢ˪ˣ˰˲ ˰˴˟˪ ˶˷˲˞ ˨˧˞ˣ 

7.  ˸˰˴˟ˬ˷ ˢ˦˧˷ ˶ˣ˵˯ˮ ,˱ˣ˯˟˪DLL Injection   ˸˥˧˸˲ ˸ˣ˰˴ˬ˞˟thread  ˨ˣ˸˟process  ˶ ˥˞ 
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8.1  ˸˲˷ˬ ˡˣ˵ ˸˶ˬˢ ˨˧˪ˢ˸C  ˢ˴˶ˢ ˳˟ˣ˵˪exe 

˞ ˭˧˟ˢ˪ ˞˧ˢ ˣˮ˪˷ ˢ˶˦ˬˢ  ˸ˣ˟ˣ˸˩˟ ˡ˵ˬ˸ˮ ,ˢˮˣ˩ˬ ˸˲˷˪ ˨ˣ˲ˢ˪ ˣ˩˶ˡ˟ ˣˮ˪˷ ˡˣ˵ˢ ˶˟ˣ˰˷ ˫˧˧ˣˮ˧˷ˢ ˸

 :˪ˣ˥˩˟ ˫˧˰ˣ˟˴ˢ ˫˧˟˪˷ˢ ˸˞ ˪ˣ˪˩˧ ˣˮ˪˷ ˶˟˯ˢˢ  .ˣˮ˪˷ ˡˣ˵ˢˣ ˫˧ˮ˸˷ˬˢ ˫˧˶ˬ˷ˮ ˭ˢ˟ ˭ˣ˶˩˧ˤ˟ 

 

 ˧˴˟˵ ˧ˮ˷ˬ ˨˧˪ˢ˸ˢ ˸˞ ˪˧˥˸ˮCˢ . ,˭ˣ˷˞˶ˢ ˳˟ˣ˵main_file.c  :˞˟ˢ ˡˣ˵ˢ ˸˞ ˪˪ˣ˩ , 

#include  <stdio.h>  

#include  "my_funcs.h"  

 

int  main(){  

    static  int  a = 2;  

    static  int  b = 3;  

    int  c;  

    c = my_add(a, b);  

    printf( "%d", c);  

    return  0;  

}  

 ˫˧ˮ˸˷ˬˢa  -xb  ˩  ˫˧˶ˡˠˣˬ-static   ˪˰ ,ˢˮˣˣ˩˟˟ ˣ˶ˬ˷˧˧˷ ˸ˮˬ-data section    .˸˧ˮ˯˥ˬ˟ ˞˪ˣ 
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8.1.1 ˢ ˨˧˪ˢ˸-Compiling 

 s  ˨˧˪ˢ˸ ˧˶˴ˣ˸˟ ˸ˣ˲˴˪ ˥ˣˮ -Compiling  ˶˪˧˧˲ˬˣ˵˟ ˫˧˷ˬ˸˷ˬ ˶˷˞˩gcc   ˪˷MinGW   ˥ˣ˸˲ ˡˣ˵ ˸˟˧˟˯)

 ˶ˣ˟˰windowsˢ ˸˧˧˴˵ˮˣ˲ ˪˷ ˡˣ˵ˢ ˭˪ˢ˪ .(-main :˧˪˟ˬ˯˞ ˸˲˷˟ ˫˰˲ˢ , 

 

 ˦ ˪ˣ˷˷ ˫˩ˬ ˧ˬ˪ ˮ˶˲ˣ˞ˢ ˶ˡ˯˷ ˨˩˪ ˟˪ ˣˬ˧˷ ,˧˪˟ˬ˯˞˟  ˢˮˣ˷˞˶ˢ ˢ˶ˣ˷˟ ˢˬˠˣˡ˪ .˪˧ˠ˶ˢˬ ˨ˣ˲ˢ ˫˧ˡ

_b.2064  ˨ˣ˸˪ ˵˸˰ˣˬedx ˸˶˟˥ ˪˷ ˧˪˟ˬ˯˞ ˶˧˟˥˸ ˣˢˤ .˨˲˧ˢ˪ ˞˪ˣ ,AT&T  ˦˪ˣ˷ ˣˮ˧˞˷ ˫˩ˬ ˧ˬ˪ .

˪ ˵˪ˣ˥ˬ ˡˣ˵ˢ .˶˴˶˴˵ ˶˟˯ˢ ,˧˪˟ˬ˯˞˟-3  ˡ˰ ˡˣ˵ˢ ˸˞ ˪˪ˣ˩ ˭ˣ˷˞˶ˢ ˵˪˥ˢ .˫˧˵˪˥call my_add  ˵˪˥ˢ ,

˞ ˪˪ˣ˩ ˧ˮ˷ˢ ˡ˰ ˡˣ˵ˢ ˸call printf  ˷ ˧˪˷ˢ ˵˪˥ˢˣˢ ˸˴˧˶ ˫ˣ˧˯ ˞ˣˢ ˧-main ˰ˣ˴˧˟ˣ  return 0  . 

  ˪˷ ˢ˶˵ˬ˟ ˢˬˠˣˡ˪ .ˢ˧˴˵ˮˣ˲ˢ ˨ˣ˸˪ ˫˧˶˦ˬ˶˲ˢ ˪˷ ˢ˶˟˰ˢ ˸˰˴˟˸ˬ ˫˧ˮˣ˷˞˶ˢ ˫˧˵˪˥ˢ ˧ˮ˷ˬ ˡ˥˞ ˪˩˟

my_add ˫˧˶˦ˬ˶˲ˢ ˸˞ ˢ˪ ˶˧˟˰ˢ˪ ˷˧ ,a, b  ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ˢ ˨˶˰ ,˸ˣ˧˴˵ˮˣ˲ˢˬ ˸˥˞ ˪˩ ˸˴˧˶ ˶˥˞˪ .

ˣ˸˪ ˯ˮ˩ˮ ˶˦˯˧ˠ˶ˢ ˨eax  ˶˦˯˧ˠ˶˟ ˷ˣˬ˧˷ˢ .eax  ˢˬ˩˯ˣˬ ˞ˣˢ ˢ˧˴˵ˮˣ˲ ˪˷ ˢ˞˴ˣ˸ˢ ˨˶˰ ˸˶ˤ˥ˢ˪   ˸˪˟ˣ˵ˬ

 ˞˶˵ˮ˷ ˢˬ ,˸ˣ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵˟Calling Convention    ˨ˣˮ˧˥˪ ˤ˩˶ˬˢ ˪˷ ˧˪˟ˬ˯˞ˢ ˶˲˯˟ ˦˶ˣ˲ˬ ˶˟˯ˢ)

  ˢ˧˴˵ˮˣ˲ˢ ˸˴˧˶ ˫ˣ˧˯ ˶˥˞˪ ,˨˩ .(˶˟˧˧˯my_add ˶˦˯˧ˠ˶ˢ ˫˰ ˡˣ˵ ˸ˣ˶ˣ˷ ˸ˣ˰˧˲ˣˬ˷ ˫˧˞ˣ˶ ,eax˰ˬ˷ ,  ˶˧˟

˵ˬˢ ˢˮ˸˷ˬˢ ˪˞ ˟ˣ˷˧˥ˢ ˸˞˴ˣ˸ ˸˞ .˶ˡˠˣˢ˷ ˧ˬˣ 

˵ˮˣ˲ˢ ˸ˣˬ˷ ,˟˪ ˫˸ˬ˷ ˥˦˟˷ ˧˲˩) ˧˸˥˸ ˣ˵ ˫˧˪˪ˣ˩ ˫˧ˮ˸˷ˬˢˣ ˸ˣ˧˴Underscore  ˪ˣ˩˧˷ ˞˧ˢ ˨˩˪ ˢ˟˧˯ˢ .(

  ˞ˣ˶˵˪ ˶˷˲˞ ˢˬˠˣˡ˪ .˧˪˟ˬ˯˞ ˸ˡˣ˵˲ ˪˷ ˫˷˟ ˢˮ˸˷ˬ˪ ˣ˞ ˢ˧˴˵ˮˣ˲˪ ˞˶˵ ˸˧˪˧˰ ˢ˲˷˟ ˸ˮ˩˸ˬ˷ ˸ˣ˧ˢ˪

" ˫˷˟ ˢ˧˴˵ˮˣ˲˪call" ˣ˞ "leave ˧ ˞ ."˩ ˸ˣˬ˷ˢ ˸˞ ˶˧˞˷ˬ ˢ˧ˢ ˶˪˧˧˲ˬˣ˵ˢ ˣ˪  ˫ˣ˶ˠ˪ ˪ˣ˪˰ ˢ˧ˢ ˶˟ˡˢ ,˫ˢ˷ ˧˲

ˢ ˟˪˷˟ ˪ˣ˟˪˟  ˪˩ ˧ˮ˲˪ _ ˱˧˯ˣˬ ˶˪˧˧˲ˬˣ˵ˢ ˭˩˪ .ˢˮˣ˩ˬ ˸˲˷˪ ˧˪˟ˬ˯˞ ˸˲˷ˬ ˢ˶ˬˢˢ ˸˰˴ˣ˟ˬ ˣ˟ ,˞˟

 .˧˪˟ˬ˯˞ ˸ˡˣ˵˲ ˢˮ˧˞ ˣˤ˷ ˶ˣ˶˟ ˢ˧ˢ˧˷ ˨˩ ,ˢ˧˴˵ˮˣ˲ ˣ˞ ˢˮ˸˷ˬ 

 ˫˧ˮ˸˷ˬˢa  -xb  ˫˧˪ˣ˟ˬ˧˯˟ ˣ˲˪˥ˣˢ_a.2063   x- _b.2064˧˯ˢ . ˸ ˟ˣ˸˩ ˫ˢ˪ ˷˧˷ ˫˧ˮ˧˧˴ˬ ˣ˪˪ˢ ˫˧˪ˣ˟ˬ  

ˬˢ˟ .ˢ˰ˣˡ˧ ˢˮ˧˞ ˸˟ˣ˸˩ˢ ˰ˠ˶˩ ˨˞ ,˭ˣ˶˩˧ˤ˟  ˱˧˪˥ˢ˪ˣ ˣ˪˪ˢ ˫˧˪ˣ˟ˬ˧˯ˢ ˸˞ ˥ˮ˰˲˪ ˨˶ˣ˴ ˢ˧ˢ˧ ˨˧˪ˢ˸ˢ ˨˷

 ˢˮ˸˷ˬˢ˷ ˨˩˪ ˟˪ ˣˬ˧˷ .˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩˟ ˫˸ˣ˞c  ˷˶ˣˡ ˞˪ ,˸˧ˮ˯˥ˬˢ ˪˰ ˶ˬ˷ˮ ˭˩˪ˣ ˧˦˦˯˩ ˶ˡˠˣˢ ˞˪˷ ,
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ˣ˵˧ˬ ˞˧ˢ˷ ˸˟ˣ˸˩˟ ˶ˬ˷ˮ ˢˤˢ ˢˮ˸˷ˬˢ .˪ˣ˟ˬ˧˯˸˟ˣ˸˩ˢ ˭˩˪ˣ ˸˧ˮ˯˥ˬˢ ˸˪˧˥˸ˬ ˧˯˥˧ ˫   ˸˞˦ˣ˟ˬ ˣ˪˷

 ˸˧ˮ˯˥ˬˢ ˶˦˯˧ˠ˶˪ ˸˧˯˥˧esp . 

ˢ ,˧ˮ˷ˢ ˳˟ˣ˵my_funcs.c ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˡˠˢˢ ˸˞ ˪˪ˣ˩ ,my_add : 

int  my_add(int  a, int  b)  

{  

    static  int  one = 1;  

    return  a+b+one;  

}  

 ˣ˪ ˰˴˟ˮ ˶˷˞˩Compiling :˞˟ˢ ˧˪˟ˬ˯˞ˢ ˡˣ˵ ˸˞ ˪˟˵ˮ , 

 

 ˧˦˦˯ˢ ˢˮ˸˷ˬˢ ,ˢˤ ˢ˶˵ˬ˟ ˫ˠone  ˟ ˵ˬ  ˢˮ˸˷ˬ˪ ˸ˣˮ˲˪ ˪˩ˣ˧ ˡ˟˰ˬˢ˷ ˧ˡ˩ .˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩ ˞˪ˣ ˪ˣ˟ˬ˧˯ ˪

  .˸˟ˣ˸˩ ˪˟˵˪ ˨˧˶˴ ˢ˧ˢ˧ ˞ˣˢ ,ˢˤˢ 

8.1.2 ˢ ˨˧˪ˢ˸-Assembling 

ˢ ˟˪˷˪ ˶ˣ˟˰ˮ-Assembling  ˸ˬˣ˧˯ˢ ˫˰ ˳˟ˣ˵˟ ˶ˣˬ˷˷ ,ˢˮˣ˩ˬ ˸˲˷˟ ˡˣ˵ ˧˪˟ˬ˯˞ˢ ˡˣ˵ˬ ˶˴ˣˮ ˢˤ ˟˪˷˟ .

obj ˶ ˞ˮ˧˟ ˦ˬ˶ˣ˲˟ ˳˟ˣ˵ ˣˢˤ .˲ˢˢ ˸˩˶˰ˬ˪ ˪˪˩ ˨˶ˡ˟ ˫˧˞˸ˬ˷ ,˧ ˢ˪˰  ˪˷˟ ˣˮ˧˞ ˭˧˧ˡ˰ ˨˞ ,ˣ˸ˣ˞ ˢ˶˴˧˷

 .ˢ˞˶ˮ ˡ˧ˬ˷ ˧˲˩ ,ˢ˴˶ˢ˪ 

 ˸ˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟ ˳˟ˣ˵ˢ ˸˞ ˥˸˲ˮIDA  ˡˣ˵˪ ˢˮˣ˩ˬ ˸˲˷˟ ˫˧˴˟˵ˬ ˢ˶˧ˬˬ ˞ˣ˟ˬˢ ˵˶˲ˬ ˣˮ˪ ˶ˣ˩ˤ˩ ˶˷˞ ,

 .˧˪˟ˬ˯˞ 

 

 ,˧ˡˬ˪ ˸ˣ˶ˤˣˬ ˸ˣ˞˶ˮ ˸ˣ˟ˣ˸˩ˢ ˢˤ ˟˪˷˟ ?ˣˮ˪˷ ˡˣ˵ˢ ˦ˮˬˠ˯ ˪˷ ˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩ˢ ˭ˢˬ   ˸ˣ˟ˣ˸˩ˢ ˭˧˟0x112  

-˪0x146 ˸ˬ˸˪˧˥    ˵˯˧ˡˢ ˪˰ ˞˴ˬˮ˷ ˳˟ˣ˵ ˣˮ˥˸˲ .˰ˠ˶˩ ˫˧ˮˮˣ˟˸ˬ ˣˮ˥ˮ˞ ˢˬ ˪˰ ˭˧˟ˢ˪ ˟ˣ˷˥ .ˡˣ˵ˢ ˦ˮˬˠ˯
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  ˶˷˞˩ ˢ˶˵˧˷ ˢˬ ˸˞ ˸ˣˠ˴˧˧ˬ ˞˪ ˭ˣ˶˩˧ˤ˟ ˭ˢ˪˷ ˸ˣ˟ˣ˸˩ˢ˷ ˢˮˣ˩ˬ ˸˲˷˟ ˸ˣˡˣ˵˲˟ ˫˧ˮˮˣ˟˸ˬ ˣˮ˥ˮ˞ ,˥˧˷˵ˢ

ˬ ˣˮ˥ˮ˞˷ ˢˬ ,˸˧˰ˣ˴˵ˬˢ ˢ˲˷˟ .˭ˣ˶˩˧ˤ˪ ˡˣ˵ˢ ˪˷ ˢˮ˧˰˦ ˰˴ˣ˟˸ ˣˮ˧ˢ ˫˧˰˴˟Static Analysis˩ ,˶ˬˣ˪   ˥ˣ˸˧ˮ

˪ ˡˣˠ˧ˮ˟ ˸˞ˤ .˵˯˧ˡˢ ˪˰ ˞˴ˬˮ˷ ˡˣ˵ ˳˟ˣ˵-Dynamic Analysis˪ ˭˰˦ˮ˷ ˡˣ˵ ˪˷ ˥ˣ˸˧ˮ ˞ˣˢ˷ ,-RAM  .

 .˨˩˪ ˫ˠ ˰˧ˠˮ ˨˷ˬˢ˟ 

  ˰˧˲ˣˬ ˢˬ .˸ˣ˧˴˵ˮˣ˲ˢˣ ˫˧˧˦˦˯ˢ ˫˧ˮ˸˷ˬˢ ˣˬˠ˶ˣ˸ ˫ˢ˧˪˞ ˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩ˢ ˫ˢ ˫ˣˡ˞˟ ˫˧˷ˠˡˣˬˢ ˫˧˶ˣˤ˞ˢ

 ˢˮ˸˷ˬˢ ?ˣˮ˧ˮ˲˪a ˮ ˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩˟ ˞˴ˬ0 ˢˮ˸˷ˬˢ .b  ˬˮ ˸˟ˣ˸˩˟ ˞˴4  ˸ˣ˧˴˵ˮˣ˲ˢ .my_add  -xprintf  

 ˸˟ˣ˸˩˟ ˭ˢ˧˸˷ ˸ˣ˞˴ˬˮ0   ˸ˤˣ˶˥ˬˢ .˭ˣ˶˩˧ˤ˟"%d"  ˸˟ˣ˸˩˟ ˞˧ˢ ˱˞ ˸˞˴ˬˮ0 )˸˶ˣ˷˟ ˫˧˞ˣ˶˷ ˧˲˩  x˵s  ˡ

˸˟ˣ˸˩˟ 0x135  ˪˟˞ ,ˢˮˣ˩ˬ ˸˲˷˪ ˶˟˰ ˣˮ˪˷ ˡˣ˵ˢ ˫ˮˬˣ˞˷ ˨˩ˬ ˵˧˯ˢ˪ ˶˷˲˞ .˧˶˷˲˞ ˣˮ˧˞ ˶˟ˡˢ˷ ˭˟ˣˬ˩ .(

˶˷ ˸ˣ˟ˣ˸˩ˢˬ ˸˥˞ ˱˞ˮˣ˩ˮ ˢˮˮ˧˞ ˭ˢ˧˪˞ ˸˷ˠ˪ ˡ˟˰ˬ˪ ˸ˣˬˣ˷ .ˢ 

 ˳˟ˣ˵˟ ˷˧ ˰ˡ˧ˬ ˢˤ˧˞obj ? 

1. ˳˟ˣ˵ˢ ˧˟ˠ˪ ˧˪˪˩ ˰ˡ˧ˬ -  'ˣ˩ˣ ˢ˶˧˴˧ ˭ˬˤ ,˪ˡˣˠ ,˫˷ 

2.  ˧˶˞ˮ˧˟ ˡˣ˵ï  ˭ˮ˧ˢ˷ ,ˢˮˣ˩ˬ ˸˲˷˟ ˸ˣˡˣ˵˲  ˶˥˞˪ ˣ˪˟˵˸ˢ˷ ˧˪˟ˬ˯˞ˢ ˸ˣˡˣ˵˲ ˪˷ ˫ˣˠ˶˸ˢ

 s ˧˴˪˧˲ˬˣ˵ˢ 

3.  ˧˟ˠ˪ ˰ˡ˧ˬRelocation - ˶˷ ˧˲˩ .˨˷ˬˢ˟ ˫ˠ ˣ˟ ˷ˬ˸˷ˮ˷ ˷ˡ˥ ˥ˮˣˬ ˣˢˤ  ˭˧˧ˡ˰ ˧˶˞ˮ˧˟ˢ ˡˣ˵ˢ ,ˣˮ˧˞

 ˪˧˩ˬ ˞˪ˢ ˟˪˷˟ ˭˵ˣ˸ˬ ˸ˣ˧ˢ˪ ˨˧˶˴ ˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩ ˣ˟ ˷˧˷ ˫ˣ˵ˬ ˪˩ .˭ˣ˶˩˧ˤ˟ ˸ˣ˧ˮˣ˧ˠˢ ˸ˣ˟ˣ˸˩ -

Linking˧ˤ˟ ˸˟ˣ˸˩ ˧ˣˮ˧˷ ˪˷ ˨˧˪ˢ˸ˢˣ , ˞˶˵ˮ ˭ˣ˶˩Relocation  ˫˧˶ˣˠˬ ˸˟ˣ˸˩ ˧ˣˮ˧˷˪ ˢˬˣˡ˟ ˸˴˵ ,

˫ˠ ˫˧˸˧˰˪ ˸˞˶˵ˮ ˸˧˲˧˴˲˯ ˸˟ˣ˸˩ ˪˷ ˭ˣ˵˧˸ ˸˪ˣ˰˲ .˧˸˧ˬ˞ˢ ˫˪ˣ˰˟  ñfix up  ˰ˡ˧˧ ˶˵ˮ˧˪ˢ˷ ˧ˡ˩ .ò

 ˣ˪˧˞ ˶ˣ˟˰˪ ˨˧˶˴ ˸ˣ˟ˣ˸˩Relocationˢ ˳˟ˣ˵ ,-obj   .˰ˡ˧ˬˢ ˫˰ ˢ˪˟˦ ˪˧˩ˬ 

4.  ˫˧˪ˣ˟ˬ˧˯ ˸˪˟˦Symbols -  ˧˪ˣ˟ˬ˧˯ˢ ˸ˣˬ˷ ˸˞ ˸˪˪ˣ˩ ˢ˪˟˦ˢ  ˶ˣ˵ˬˢ ˳˟ˣ˵˟ ˣ˶ˡˠˣˢ˷ ˫˧˧˪˟ˣ˪ˠˢ ˫

 ˢˮ˸˷ˬˢ ,ˣˮ˪˷ ˢ˶˵ˬ˟ .˫˧˧ˮˣ˴˧˥ ˫˧˴˟˵ˬ ˞˟˧˧˪ ˨˧˶˴˷ ˫˧˪ˣ˟ˬ˧˯ˢ ˸ˣˬ˷ ˸˞ˣa  x ˟ˬ˧˯ ˞ˣˢ  ˪

˵ˮˣ˲ˢ ˣ˪˧˞ˣ ,˶ˣ˵ˬˢ ˳˟ˣ˵˟ ˶ˡˠˣˬ˷  ˢ˧˴my_add  .ˣˮ˪˷ ˡˣ˵˪ ˞˟ˣ˧ˬ˷ ˪ˣ˟ˬ˧˯ ˞˧ˢ 

5.  ˠˣ˟˧ˡ ˸˟ˣ˦˪ ˰ˡ˧ˬ ï ˣ ˶˟˰˟ ˣˮ˧˞˶˷ ˧˲˩ .˸ˣ˧˴˵ˮˣ˲ ˪˷ˣ ˫˧ˮ˸˷ˬ ˪˷ ˸ˣˬ˷ ,ˢˬˠˣˡ˪  ,˟ˣ˷ ˢ˞˶ˮ ˡ˧ˬ

 ˸ˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟ ˫˧˥˸ˣ˲ ˣˮ˥ˮ˞ ˶˷˞˩ida   ˳˟ˣ˵exe   .˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣˬ˷ˢ ˣˮ˧ˮ˲˪ ˫˧ˠ˴ˣˬ ,ˣˮ˶˴˧˷

 ˸ ˞ˤ ˸ˬˣ˰˪˩ ˵˶ ˪˟˵ˮ ,ˠˣ˟˧ˡ ˸˟ˣ˦˪ ˰ˡ˧ˬ ˞˪˪ , .˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸ 

 ˪˷ ˧˶˞ˮ˧˟ˢ ˳˟ˣ˵ˢ ˫ˠ ,˭˲ˣ˞ ˣ˸ˣ˞˟my_funcs   ˸ˣ˥ˮ˰ˣ˲ˬ ˞˪ ˸ˣ˟ˣ˸˩ ˫˰ ˨˞ ,˧˪˟ˬ˯˞ˢ ˸ˣˡˣ˵˲ ˸˞ ˪˧˩ˬ

 :˭ˣ˶˩˧ˤ˟ 

 

 ˭˧˟ ˸ˣ˞˴ˬˮ ˦ˮˬˠ˯ˢ ˸˪˧˥˸˪ ˸ˣ˧˯˥˧ˢ ˸ˣ˟ˣ˸˩ˢ ,ˡˣ˵ˢ ˪˷ ˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩˪ ˟˪ ˣˬ˧˷0xDF  ˭˧˟˪0xEC  .

 ˭˧˞ ˢ˶˵ˬ˟˷ ˸ˣ˶ˬ˪˧ ,˧ˮ˷ˢ ˳˟ˣ˵ˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˫˰ ˢ˲˧˲˥  ˫˧˪˟˵ˬ ˫˧˴˟˵ˢ ˧ˮ˷ ˣ˟˷ ˟˴ˬ ˸ˣ˧ˢ˪ ˦˪˥ˢ˟ ˪˩

˥ ˸ˣ˟ˣ˸˩ ˧˶ˣˤ˞  .˫ˢ˷ ˧˲˩ ˭ˣ˶˩˧ˤ˪ ˫˧˧˶˞ˮ˧˟ˢ ˫˧˴˟˵ˢ ˸˞ ˭ˣ˰˦˪ ˶˷˲˞ ˧˞ .˫ˢ˪˷ ˡˣ˵ˢ ˶ˣ˟˰ ˫˧˲˲ˣ 
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8.1.3 ˢ ˨˧˪ˢ˸-Linking 

ˢ ˞ˣˢ ˸ˣ˶˯˥ˢ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˵˲˯˪ ˣˡ˧˵˲˸˷ ˧ˬ-Linkerˢ ˨˧˪ˢ˸ .-Linking ˣˤ˞ ˪˩ ˸˞ ˡ˥˞ˬ  ˶ˣˤ˞˪ ˡˣ˵ˢ ˧˶

ˮˢ ˧˶ˣˤ˞ ˪˩ ˸˞ˣ ˡ˥˞˞ ˧˶˥˞ ˢ˰˧ˠˬ ˢˡˣ˵˲ ˣˤ˧˞ ˶ˣ˶˟ ˶˷˞˩ ,˸˰˩ .ˡ˥˞ ˶ˣˤ˞˪ ˫˧ˮˣ˸  ˪˩ ˫ˢˬˣ ˢˡˣ˵˲ ˣˤ˧

.ˢˮ˸˷ˬˣ ˢ˧˴˵ˮˣ˲ ˪˩˪ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˵˪˥˪ ˶˷˲˞ ,˭ˣ˶˩˧ˤ ˫ˢ˪ ˸ˣ˴˵ˢ˪ ˨˧˶˴˷ ˫˧ˮ˸˷ˬˢ 

 

ˢ ˰˟˵˷ ˫˧˵˪˥ˢ ˸˷ˣ˪˷˟ ˭ˣˡˮ-Linkerˬˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ ,˸ˣˡˣ˵˲ˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ :  ˪˷ ˸ˣ˟ˣ˸˩ˢ ,˫˧ˮ˸˷

 .˸ˣ˧˴˵ˮˣ˲ˢ 

3.18.1.  ˸ ˣˡˣ˵˲ˢ ˸ˣ˟ˣ˸˩ 

  ˢˡˣ˵˲ˢ ,˫˧˞ˣ˶˷ ˧˲˩ 

mov  edx, _b_2064 

 ˸˟ˣ˸˩˟ ˸˞˴ˬˮ0x0040141E ˶ˣ˸˟ ˶ˡˠˣˬ˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˣˢˤ .text  ˸ˣˬ˧˞˸ˬ ˸ˣ˞˷˶ˢ ˣ˪ ˷˧ .ˡˣ˵ ˶ˬˣ˪˩ ,

 ˢˡˣ˵˲ˢ .(ˢ˴˶ˢˣ ˢ˞˧˶˵)ˢ˞˟ˢ  ˸˟ˣ˸˩˟ ˸˞˴ˬˮ0x00401424 ˶ˬˣ˪˩ ,6   ˢˡˣ˵˲ˢ ˸˪˧˥˸ ˶˥˞˪ ˫˧˸˟
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 ˸ ˬˡˣ˵ˢ ˴ ˧˟˷ ˭˦˵ˢ ˪˧ˠ˶˸˟ ˣ˶˩ˤ˧˸ ˫˞ . ˲  ˣ˟ ,˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˢˮ˟ˬ ˪˰ ˣˮˡˬ˪ ˶˷˞˩ ˣˮ˰  ˸˞ ˣˮ˵˶˧

 ˸˟ˣ˸˩ˢ0x00401000 ˢ˷ ˨˩˪ ˟˪ ˡ˧ˬ ˣˬ˧˷˸ ,˫˧ˮˣ˷ˢ ˢ˧˟˧˩˶ˬ˪-Linker    ˸ˣ˟ˣ˸˩ ˸ˣˡˣ˵˲˪ ˰˟˵

  .˸ˣ˧˪˞ˣ˦˶˧ˣ 

 ˞ ˪˷ ˸ˣ˶˷˲˞ ˷˧ .˥˧˷˵ˢ ˵˯˧ˡˢ ˪˰ ˳˟ˣ˵˟ ˶ˣˬ˷ ˞ˣˢ˷ ˧˲˩ ˡˣ˵˟ ˫˧˪˩˸˯ˬ ˭˧˧ˡ˰ ˣˮ˥ˮ˞˪ ˭˰˦˧˧ ˡˣ˵ˢ˷ ˶˥ -

RAM ˣ˸˩ ˣ˪ ˣ˴˵ˣ˧ˢˡˣ˵˲ˢ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˶ˬˣ˪˩ .˸ˣ˶˥˞ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟   ˸˟ˣ˸˩˪ ˭˰˦˧˸ ˢˮˣ˷˞˶ˢ

0x0050141E˰ˣ˟˵ ˶˞˷˧˧ ˡ˥˞ ˶˟ˡ ˨˞ . -   ˪˩ ˸˞ ˥˵ˣ˪ ˢˮ˧˰˦ˢ ˨˧˪ˢ˸ .˸ˣˡˣ˵˲ˢ ˭˧˟ ˫˧˸˟ˢ ˪˷ ˷˶˲ˢˢ

ˢ ˣ˟˷ ˫ˣ˵ˬ˟ ˭˸ˣ˞ ˶˧˸ˣˬ ˣ˞ ˸ˣ˷ˡ˥ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˭ˢ˪ ˰˟ˣ˵ˣ ˸ˣˡˣ˵˲ˢ-Linker   ˨˞ ,˭˸ˣ˞ ˫˧˷˪ ˳˧˪ˬˢ

˵ˬ ˪˩˟ .ˢ˴ˣ˟˵˩ ˡ˥˧ ˸ˣˤˤ ˸ˣˡˣ˵˲ˢ ˪˩ ˢ˶ 

8.1.3.2  ˸ˣ˟ˣ˸˩˫˧ˮ˸˷ˬˢ 

ˢ ˰˟˵˷ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˶ˣ˵˯ˮ-Linker   ˸ˣ˟ˣ˸˩ˢ ˭˧˟ ˶˷˵ˢ ˸˞ ˫˧ˮ˧˟ˬ ˫˩ˮ˧˞ ˫˞) ˣˮ˪˷ ˫˧ˮ˸˷ˬ˪

" ˪˰ ˣ˞˶˧˵ ,ˢ˪˟˦ˢ ˭˧˟˪ ˡˣ˵˟Little Endian˶˟˧˧˯ ˨ˣˮ˧˥˪ ˤ˩˶ˬˢ ˪˷ ˧˪˟ˬ˯˞ˢ ˶˲˯˟ " : ( 

ˢˮ˸˷ˬˢ  ˸ ˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ 

b 0x00404004 

a 0x00404008 

one 0x0040400C 

ˢ˷ ˸ˣ˶ˬ˪˷ ˭˧˟ˢ˪ ˟ˣ˷˥-Linker   ˢ˷˰˧˧˷ ˸ˣ˟ˣ˸˩ˢ ˢˬ ˫˧˰ˡˣ˧ ˞˪ ˭˧˧ˡ˰ ˣˮ˥ˮ˞ ,˫˧ˮ˸˷ˬˢ ˪˩˪ ˸ˣ˟ˣ˸˩ ˵˧ˮ˰ˢ

˪ ˭˰˦˧˧ ˳˟ˣ˵ˢ ˶˷˞˩ ˷ˣˬ˧˷ ˭ˢ˟-RAM˩ˢ ˪˞ ˯˥˧˧˸ˢ˪ ˶˷˲˞ .ˢ˷ ˸ˣ˟ˣ˸-Linker   "˸ˣ˴˪ˬˢ" ˶ˣ˸˟ ˰˟˵  ˢˬ .

 ˸ˣ˧˯˥˧ˢ ˞ˣˢ ˶ˬ˷˧˧ ˭˩˷ˢ ˫˞ ˶ˬˣ˪˩ .˭ˢ˧ˮ˧˟-Linker   ˢˮ˸˷ˬ˷ ˰˟˵a   ˸˟ˣ˸˩˟ ˞˴ˬˮ0x00404008   ˣ˪˧˞ˣ

 ˢˮ˸˷ˬˢb  ˸˟ˣ˸˩˟ ˞˴ˬˮ0x00404004 ˪ˡˣˠ˟ ˫ˢ˧ˮ˧˟ ˶˰˲ˢ ˤ˞ ,4   ˫ˬˣ˵ˬˬ ˣˤˤˣ˧ ˭ˢ ˫˞ ˫ˠ ˶ˬ˷˧˧ ˫˧˸˟

 .˨˷ˬˢ˟ 

8.1.3.3 ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˟ˣ˸˩ 

ˢ˷ ˸ˣ˟ˣ˸˩ˢ  ˸ˣ˧˯˥˧ ˸ˣ˟ˣ˸˩ ˭ˢ ˸ˣ˧˴˵ˮˣ˲˪ ˣ˵ˮ˰ˣ ˭ˢ˪ ˸˰˴˟ˬ˷ ˢˡˣ˵˲˪call  ˢˬ˩ ˸ˣ˞˦˟ˬ ˫˴˰˟ ˭ˢ ˶ˬˣ˪˩ ,

 :ˢ˧˴˵ˮˣ˲˪ ˰˧ˠˢ˪ ˧ˡ˩ ˳ˣ˲˵˪ ˨˧˶˴ ˫˧˸˟ 

 s ˧˴˵ˮˣ˲ˢ  ˸ ˧˯˥˧ ˸˟ˣ˸˩ 

my_add 0x0000001F 

printf 0x00002673 
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  ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ,ˢˬˠˣˡ˪my_add  ˸˟ˣ˸˩˟ ˸˞˴ˬˮ˷ ˢˡˣ˵˲˟ ˸˰˴˟˸ˬ0x00401430  ˢ˪ˡˣˠˣ5   .˫˧˸˟

ˢ ˸˴˶ˣˬ ˣˤˢ ˢˡˣ˵˲ˢ˷˩ ˶ˬˣ˪˩ ˶˦˯˧ˠ˶EIP   ,˳˧˶ˢ˪ ˨˧˶˴ ˢ˸ˣ˞ ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˪˷ ˸˟ˣ˸˩ˢ ˪˰ ˰˧˟˴ˬ ˶˟˩

0x00401435 ˸˞ ˤˤˢ" ˸˶ˬˣ˞ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ .EIP ˩ -0x1F   ˢˤˤˢˢ ."˰ˠ˶˩ ˞˴ˬˮ ˞ˣˢ ˣ˟ ˫ˣ˵ˬˢˬ ˫˧˸˟

 x ˷˧˥ˢ ˸˞ ˣ˰˴˟˸ ˫˞ ,ˣˤˢ ˪˷ ˣ˩˶˰ ˸˞ ˢ˪˰ˬ ,˟EIP   ˸ˣ˧ˢ˪0x00401454 x ˧ˡ˟ ˣˤ .  ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˵

 ˮ ˣ˲ˢ ˸˞˴ˬˮ ˢ˟ ˢ˧˴˵my_add . 

 ˳˟ˣ˵˪ ˣ˸˩˧˲ˢ˪ ˡ˰ ˣˮ˟˸˩˷ ˡˣ˵ˢ ˶˟˰˷ ˨˧˪ˢ˸ˢ ˸˞ ˣˮ˟ˢexe  ˣˮ˟˸˩ ˣˮ˥ˮ˞ ˞˪˷ ˡ˥˞ ˡˣ˵ ˰˦˵ ˷˧ ˫˪ˣ˞ ,

ˣˮ˪˷ ˡˣ˵˟ ˰˧˲ˣˬ ˸˞ˤ ˸ˣ˶ˬ˪ˣ-  ˢ˧˴˵ˮˣ˲ˢprintf . 

 ˢ˧˴˵ˮˣ˲ˢprintf ˸ˣ˧ˢ˪ ˢ˶ˣˬ˞ ˩-0x2673 ˸˟ˣ˸˩˟ ˶ˬˣ˪˩ ,˸˞˶˵ˮ ˞˧ˢ ˣ˟ ˫ˣ˵ˬˢˬ ˫˧˸˟ 0x00403AC0  .

ˤ ˸˟ˣ˸˩˟ ˷˧ ˢˬ ˵ˣˡ˟ˮ :ˣ 

 

ˣˮ˥ˮ˞  ˸˟ˣ˸˩˪ ,˷ˬˬ ˢ˴˧˲˵ ˞˪˞ ˸˧˯˥˧ ˢ˴˧˲˵ ˢˮ˧˞ ˣˤ ˫˰˲ˢ .˸˲˯ˣˮ ˢ˴˧˲˵ ˫˧˞ˣ˶0x004081D8 

 ˟  ˵˧˪˵ˮ ˫˞ ˸ˣ˪˵˟ ˸˞ˤ ˰˴˟˪ ˶˷˲˞) ˣˤˢ ˸˟ˣ˸˩˪ ˷ˠ˧ˮ-ida  ˸ ˞ ˞˴ˬˮ ˞˪ ˟ˣ˷ ˪˟˞ ,(ˢ˧˴˵ˮˣ˲ˢ ˫˷ ˪˰   ˡˣ˵ˢ

 ˫˷˟ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˪˞ ˰˧ˠˮ ,˸˞ˤ ˫ˣ˵ˬ˟ .ˢ˪˷idata  :˞˟ˢ ˰ˡ˧ˬˢ ˸˞ ˞˴ˬˮˣ 

 

ˢ ˶ˬˣ˪˩ ˢ˧˴˵ˮˣ˲printf  ˳˟ˣ˵ ˨ˣ˸ˬ ˸˞˟ˣ˧ˬDLL   ˫˷˟msvcrt.dll  ˪˷ ˪˲ˬˣ˵ˬ ˡˣ˵ ˞ˣˢ ˪"ˮˢ ˳˟ˣ˵ˢ .

˷˲˞ .˸ˣˤˣ˶˥ˬ˟ ˪ˣ˲˧˦ ,˭ˣ˶˩˧ˤ ˪˷ ˶ˣ˶˥˷ˣ ˢ˞˴˵ˢ ,ˢ˯˲ˡˢ ˭ˣˠ˩ ˸ˣ˧˷ˣˬ˧˷ ˸ˣ˧˴˵ˮˣ˲ ˷˧ ˣ˩ˣ˸˟˷ ,˦˲ˣ˯ˣ˶˵˧ˬ  ˶

 ˨ˣ˸˟ ˞ˣ˴ˬ˪IDA    ˨ˣ˸ˬ ˣˮ˞˟˧˧˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩ ˸˞msvcrt.dll ˧˴˟˵˟ ˵ˣ˯˰ˮ ˵˶˲ˢ ˨˷ˬˢ˟ .DLL  ˡˬ˪ˮ ,

 ˧˴˟˵˪ ˢ˶ˣ˵ ˢˬ ˢ˞˶ˮˣ ˫˸ˣ˞ ˶ˣ˴˧˪DLL ˢ ˨˧˪ˢ˸ ˭ˬˤ˟-Loading ˪-RAM  ,˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞˷ ˢˬ ˢˤ ˟˪˷˟ .

 s ˷ ˞ˣˢ-Linker  ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˭ˣ˶˩˧ˤ˟ ˫ˣ˵˧ˬˢ ˢˬ ˰ˡˣ˧ ˞˪printf  ˫˧˪˷˧˷ ˶˥˞ ˣˢ˷˧ˬ ˪˰ ˨ˬˣ˯ ˞ˣˢ ˞˪˞ ,

 ˧˞˪ˬˢ ˫˧˦˶˲ˢ ˸˞ .ˣˤˢ ˸˟ˣ˸˩ˢ ˸˞ ˨ ˧˪ˢ˸ ˪˰ ˡˬ˪ˮ ˶˷˞˩ ,˞˟ˢ ˵˶˲˟ ˭˧˟ˮ s-Loading ˢ ˪˰ˣ-Import 

Address Table . 

ˢ ˪˰ ˣˮˡˬ˪˷ ˢˬ ˸˞ ˫˩˯ˮ-Linker˲ˣ ˫˧ˮ˸˷ˬ ,ˡˣ˵˪ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˶ˡ˯ˬ ˞ˣˢ :  ˧ˮ˷ ˫˰ ˨˞ ,˸ˣ˧˴˵ˮˣ

 :˫˧ˠ˧˧˯ 

 ˞. ˪ ˭˰˦˧˧ ˳˟ˣ˵ˢ ˶˷˞˩ ,˨˷ˬˢ˟ ˤˣˤ˪ ˸ˣ˪ˣ˩˧ ˣ˪˪ˢ ˸ˣ˟ˣ˸˩ˢ -RAM . 
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 ˟. s-Linker  ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˶ˡ˯ˬ ˞˪˪˷ ˡˣ˵˪ ˸ˣ˞˟ˣ˧ˬ˷ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˧˪˞ˣ ˧˴˟˵ ˨ˣ˸ˬ ˣˮDLL  . 

8.2  ˸˶˧˴˧Library  ˰ˣ˴˧˟ˣStatic Linking 

 ˢ˞˪ˢˣ ˭˞˩ˬ ˫˧˦ˣ˦˶˷ˢˣ ˫˧˥ˮˣˬˢ˷ ˷˧ˠˡˢ˪ ˟ˣ˷˥ ,˪˩ˢ ˧ˮ˲˪˪ ˫˧ˮˣ˩ˮ -Windows  ˸ˣ˶˥˞ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ .

 ˟  ˢˬˠˣˡ˪ ,˫˧˪ˡ˟ˢ ˷˧-Linux  ˧˴˟˵ ˭˧˞lib  ˸ˬˣ˧˯˟ ˫˧˴˟˵ ˞˪˞a  ˧˴˟˵ ˫ˣ˵ˬ˟ˣDLL ˵ ˷˧ ˸ˬˣ˧˯˟ ˫˧˴˟so  .

˵˰ˢ ˧˪˪˩ ˭˲ˣ˞˟ ˨˞ ˟  ˡˣ˵ ˶˟ˣ˰˷ ˫˧˩˧˪ˢ˸˟ ˦˪ˣ˷˷ ˧ˬˣ ˫˧ˬˣˡ ˸ˣˮˣ˶-Windows   ˫˧˪ˡ˟ˢˢ ˪˰ ˶˷ˠ˪ ˪˩ˣ˧

 .˸ˣˮˣ˷ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˫ˠ ˭˧˟ˢ˪ˣ 

-˟Windows ˧ ˴˟˵ , lib  ) ˪˷ ˶ˣ˴˧˵Library  ˷˶ˡˮˢ ˭ˣ˶˥˞ˢ ˟˪˷ˢ ˸˞ ˶˟˰ ˞˪ ˭˧˧ˡ˰˷ ,˪˲ˬˣ˵ˬ ˡˣ˵ ˫˧ˮ˧˧˴ˬ (

 ˢ˴˶ˢ ˡˣ˵˪ ˣ˸˩˧˲ˢ˪exeˬˣˡ˟ . ˳˟ˣ˵˪ ˢobj  ˢ ,˫ˡˣ˵ˢ ˱˧˰˯˟ ˣˮ˶˵˯˷ˢ ˪˷ ˡˣ˵-Library   ,ˢˮˣ˩ˬ ˸˲˷˟ ˞ˣˢ

 ˣ˪ ˰˴ˣ˟ ˞˪˷ ˭ˣˣ˧˩ ˣ˸ˣ˞ ˳˧˶ˢ˪ ˪ˣ˩˧ ˞˪ ˡ˟˰ˬˢ ˨˞Linking: ˣ˵˟ ˸ˣˬˣ˷˶˷ ˸ˣ˟ˣ˸˩ˢ  (˫˧ˮ˸˷ˬ ,˸ˣ˧˴˵ˮˣ˲) ˡ

  ˣˮ˸ˣ˷˶˟ ˷˧ ˫˞ .˸ˣˮˣ˩ˮ ˭ˮ˧˞Library   ˸˪ˣ˰˲ ˸ˣ˰˴ˬ˞˟ ˢ˴˶ˢ ˡˣ˵˪ ˢ˸ˣ˞ ˨ˣ˲ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˧ˢ˷˪˩

Linking  s  ˨ˣ˲ˢ˧ ˨˩ .ˣˮ˪ ˷˧˷ ˶˥˞ ˡˣ˵ ˫˰-Library    ˣ˸ˣ˞ ˣˮ˟˸˩ ˣ˪˧˞˩ ˷ˬˬ ,ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ˡˣ˵ˬ ˵˪˥˪

  .ˣˮˬ˴˰˟ 

 

 ˭˧˟ ˪ˡ˟ˢˢ ˢˬ ,˨˩ ˫˞Library   ˳˟ˣ˵˪obj s  ?-Library  ˧˴˟˵ ˶˸ˣ˧ ˣ˞ ˡ˥˞ ˪˷ ˶˴ˣ˸ ˞ˣˢobj   ˫ˢ˪ ˰˴ˣ˟˷

Linking  ˳˟ˣ˵ ˪˷ ˭ˣ˶˸˧ˢ .ˢˤ ˫˰ ˢˤlib   ˧˴˟˵ ˶˲˯ˬ ˧ˮ˲ ˪˰ ˡ˧˥˧obj  ˞ ˣˢ   ˪˷ ˸˥˞ ˢ˪˟˦ ˢˮ˷˧˷ ˨˩˟

˪ ˫˧˪ˣ˟ˬ˧˯ˢ ˶˷˞˩ .˳˟ˣ˵ˢ ˪˩-Linker  ˳˟ˣ˵˪ ˢ˶ˬˢ ˪˷ ˭ˣ˶˥˞ˢ ˟˪˷ˢ ˸˞ ˰˴˟ˬexe    ˷˲˥˪ ˨˧˶˴ ˣˮ˧˞ ˞ˣˢ

 s  ˧˴˟˵ ˪˩˟ ˣ˪ ˶˩ˣˬ ˣˮ˧˞˷ ˪ˣ˟ˬ˧˯ ˪˩-obj  .˸˥˞ ˢ˪˟˦˟ ˵˶ ˞˪˞ ,˫˧˧˶˷˲˞ˢ 

ˢ ˥ˣ˸˧˲ ˫˶˦ ,˶˟˰˟-DLL ˟  ˨˶ˣ˴ˢ ,˫˧-Library  ˫˧˧˷ˣˬ˧˷ ˫ˢ˷ ˡˣ˵ ˧˰˦˵ ˷˧˷ ˨˩ˬ ˰˟ˮ  ˪˷ ˟˶ ˶˲˯ˬ˪

 ˷  ˡˣ˵ ,ˢˬˠˣˡ˪ .˸ˣˮ˩ˣ˸˩˪ ˧˷ˣˬ˧˷ ˢ˧ˢ˧ ,˨˯ˬˢ ˪˰ ˶˟˩˰ˢ ˫˰ ˵˧˪˵ˢ ˷ˬ˸˷ˬˢ ˭˩˧ˢ ˦ˣ˪˵˪ ˰ˡˣ˧  ˢˮ˩ˣ˸ ˪

  ˢˮ˩ˣ˸˟ ˢˤˢ ˡˣ˵ˢ ˸˞ ˟˪˷˪ ˢ˴˶˧ ˷ˬ˸˷ˬ ˭ˣ˪˥ ˢ˪ ˷˧˷ ˢˮ˩ˣ˸ ˸ˮ˩˸ˬ˷ ˧ˬ ˪˩ ˭˩˪ .˷ˬ˸˷ˬ ˭ˣ˪˥ ˢ˪ ˷˧˷

˵ ˫˰ ˡ˥˧ ˣ˸ˣ˞ ˪˲ˬ˵˪ˣ ˶˟˩˰˟ ˪˲˦ˬ˷ ˡˣ˵ˢ ˸˞ ˸˥˵˪ ˞˧ˢ ˸˥˞ ˸ˣ˶˷˲˞ .ˣ˪˷  ˳˟ˣ˵ ˶ˣ˴˧ˮ ˨˩ .ˢˮ˩ˣ˸ˢ ˡˣ

 ˢ˴˶ˢexe    .˶˟˩˰˟ ˸ˣ˪˲˦ˬ˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩ ˸˞ ˶˟˩ ˣ˟ ˷˧˷ 



 ˵˶˲8 ï  ˢ ˨˧˪ˢ˸-Linking   ˸˶˧˴˧ˣDLL ˫ ˧ 
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 ˷˧ ˣˤ ˢ˷˧ˠ˟ ˫˪ˣ˞  ˶ˣ˵ˬˢ ˡˣ˵ ˸˞ ˸ˣ˵˲˯ˬ ˭ˮ˧˞ ˢˮ˩ˣ˸ ˸ˣ˶˟˥ ˣ˪˧˞ˣ ,˶ˣ˵ˬˢ ˡˣ˵ ˸˞ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ :ˢ˧˰˟

˵ ˫˰ ˡ˥˧ ˣˮ˪˷ ˡˣ˵ ˪˲ˬ˵˪ ˶˷˲˞˸˷ ˢ˦˧˷ ˸˷˶ˡˮ ˭˩˪ .˸˧˶˥˯ˬ ˸ˣ˧ˡˣ˯ ˪˷ ˸ˣ˟˧˯ˬ ,˪˪˩ ˨˶ˡ˟ ,˭ˢ˪˷  ˪˷ ˡˣ

 ˶˥˞ ˣˢ˷˧ˬï ˲˪ ˣ˞ ˶˲ˢ˪ ˧˪˟ˬ .˸ˣ˧ˡˣ˯ ˢ˸ˣ˞˟ ˰ˣˠ 

 ˧˴˟˵˟ ˷ˣˬ˧˷ ˢˮ˰ ˣˤˢ ˢ˧˰˟ˢ ˪˰lib ˪ ˞ ˣ˯ˮ˩˧ˢ . Visual Studio   ˸ˣ˶ˡˠˢ ˸˞ ˣˮ˷ .ˣˢ˷˪˩ ˦˵˧˧ˣ˶˲ ˣ˥˸˧˲ˣ

 ˳˟ˣ˵ ˢ˧ˢ˧ ˣ˪˷ ˶˴ˣ˸ˢ˷ ˨˩ ˦˵˧˧ˣ˶˲ˢlib ˣ˰˴˟˸ ˶˷˞˩ .build ˳˟ˣ˵ ˣ˶˴˧˸ ,libˢ ˳˟ˣ˵ ˸˞ .-lib   ˫˸˞ ˫˸˶˴˧˷

˪ ˶ˣ˯ˬ˪ ˫˧˪ˣ˩˧ ˞ˣˢˣ ,˷ˣˬ˧˷ ˣ˟ ˢ˷˰˧˷ ˣ˴˶˸˷ ˧ˬ ˪˩  ˰˴˟˧Linking  ˪˷ ˣˤ ˢ˶ˣ˴ .ˣ˪˷ ˡˣ˵ˢ ˪˞Linking  

 ˸˞˶˵ˮStatic Linking  ˶ˣ˵ˬˢ ˡˣ˵ ˸˞ ˵˪˥˪ ˧˪˟ ,ˡˣ˵ ˸ˣ˪˧˟˥ ˵ˣ˪˥˪ ˣˮ˪ ˶˷˲˞ˬ ˞ˣˢ˷ ˞ˣˢ ˢ˪˷ ˭ˣ˶˸˧ˢ .

 .ˡˣ˵ ˱ˣ˸˧˷ ˪˷ ˢˡ˧˥˧ˢ ˢ˶ˣ˴ˢ ˢ˸˧ˢ ˣˤ ,˶˟˰˟ .ˣ˥ˣ˸˧˲ ˪˰ ˸ˣ˟˶ ˣˮ˪ˬ˰˷ 

 

˵˧˧ˣ˶˲ˢ ˸ˣ˶ˡˠˢ ˧ˣˮ˧˷ ˳˟ˣ˵ ˶˴ˣˣ˧˷ ˨˩ ˦lib 

8.3  ˳˟ˣ˵DLL 

 ˪ ˥˟ ˣˢˬ ˢ˪˞˷ˢ ˪˰ ˢˮ˰ˮ ˢˤ ˵DLL  ˭˧˟ ˪ˡ˟ˢˢ ˢˬ ˶˧˟˯ˮˣ ,˨˶ˣ˴ ˣ˟ ˷˧ ˰ˣˡˬˣLoad Time Dynamic 

Linking x- Run Time Dynamic Linking . 

 


















































































































