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scapy ian ,cmd Jma »

DINTXAN IN7VuNnn ©

-~

EX C:\Windows\system32\cmd.exe - scapy

C:~Cyher>scapy
INFO: Mo IPvb support in kernel
I/ARNING: Wo route found for IPvb destination ::

llelcome to Scapy <2.2.8>

(= | B

Cno default route?>
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sniff n'xpa1on

NIVPO ¥ N910N NIYONN »

packets = sniff (count=2>
packets

packets .summary(>

Ether ~ IPvbe ~ UDP feB8@::dBAdYV:el117:15%e:-ab@8:523082 > ffBA2::c:is=sdp ~» Raw
Ether ~ IF ~ TCP 18.8.8_.2:61647 > 173.174_.65.188:5228 A ~ Rau

NN'YId NINNWI NIVPON »
[IN'9] NN'YA NAR7 1ND NVPSI NLVPO 757 NWA7 N1 »

packet=[11
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(5.1 7'aan) DNS aion nivopo 07

1ININ YWNOW 11'RY wWireshark oy nioion nyvxaavo »

21710109 21y N¥P'79XN N1dwa ,nslookup nyyan
DNS

NIV D'W'DIMY NITYN DX NNt Scapy ©
Ifilter hunion My InwYd NTW 19 0997 DD X )
:DNS niopo 079 ,nnart? »

def filEEf_dnEEﬁacEet}:
return DMS in packet
packets = sniff<count=4, 1filter=filter_dns)

packets . summaryf
Ether » IP ~ UDP - I wuy "138.A.A. 1. in—addyr.arpa."

Ether ~ IP ~ UDP .~ DHS "Broadcom.Home ."
Ether ~» IP ~» UDP ~ DHS Qry "www.google.com.Home."
Ether ~ IP ~ UDP .~ DHS
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7 71 show
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my_packet [DNS 1.o0pcode

NIN Yo0onnw |*¥xn L inn
Long 7Txa integer

0 XIN NT DTV QTWUNROW 1IXRXN >
(xn'7'kw) QUERY-7 naipn
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. my_packet [DNSQR]1.gtype
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>>> def filter_dns(packet):
return (DNS in packet M NNE V7>

and packet[DNS].opcode==(
and packet[DNSQR].qtype==1) <
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DNS-n 71xwn

>>> def print_query_name(dns_packet):
print dns_packet[DNSQR].gname

127W 107'91 109NV NIVPD PIY )O7 DNAT7 TYWOX I'N )
?print_gquery_name n'xjiion? '
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PRN avni9n

prn q2on1on "y sniff-7 n'xpon nx 1ava >

snifflcount=10, lfilter=filter_dns, prn=print_query_name)
.google.co.il.
.google.co.il.
.google.com.
gocglﬁ.ccm.
apis.google.com.
lﬁ4 ?E

.googleusercontent.com.
plus.google.com.
apis.google.com.
lﬁ4.goog eusercontent.com.
plus.google.com.

APV NTY DN'  NIRXIN 172700 X721 0T NN b
NTIPON "V INIX 09X W' ,cache-n jman

ipconfig/flushdns
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import sys

i, o, e = sys.stdin, sys.stdout, sys.stderr
from scapy.all import *

sys.stdin, sys.stdout, sys.stderr = 1i, o, e
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